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Abstract. Context & motivation: The development of software that
learns has revolutionized how many systems perform. For the most part,
these systems are neither safety- nor mission-critical. However, as tech-
nology and aspirations advance, there is an increased desire and need
for Machine Learning (ML) software in safety- and mission-critical sys-
tems, e.g., driverless cars or autonomous space robotics. Problem: In
these domains, reliability is crucial and systems have to undergo much
scrutiny in terms of both the developed artefacts and the adopted de-
velopment process. Central to the development of such systems is the
elicitation and definition of software requirements that are used to guide
the design and verification process. The addition of software compo-
nents that learn, and the associated capability for unforeseen behavior,
makes defining detailed software requirements especially difficult. Prin-
cipal ideas/results: In this paper, we identify unique characteristics of
software requirements that are specific to ML components. To this end,
we collect and examine requirements from both academic and industrial
sources. Contribution: To the best of our knowledge, this is the first
work that presents real-life, industrial patterns of requirements for ML
components. Furthermore, this paper identifies key characteristics and
provides a foundation for developing a taxonomy of requirements for
software that learns.

1 Introduction

The design of critical systems begins with the definition of natural-language
objectives and high-level requirements. Once defined, high-level objectives and
requirements are subsequently decomposed into detailed system- and module-
level requirements. Any subsequent verification and validation effort must sup-
port traceability of requirements and provide evidence that they are upheld. In
fact, requirements traceability is prescribed by a number of international stan-
dards including DO-178C for the acrospace domain [21].

This process is well-understood for traditional systems since these systems
typically operate in constrained, well-defined environments and thus usually ex-
hibit predictable behavior. As a result, requirement analysis for such systems
returns absolute answers, i.e., absolute success (requirements are satisfied by
the system) or absolute failure (requirements are not satisfied by the system).
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Non-traditional systems, on the other hand, such as ones that rely on Ma-
chine Learning (ML) components, bring uncertainty that impacts requirements
elicitation and analysis. Requirements for ML, components often use probabilities
to quantify uncertainties about system behavior and the environment. Further-
more, their analysis may return either absolute or probabilistic answers.

Similar challenges are encountered and must be addressed for autonomous
systems that often rely on AI components, such as ML for key behaviors. In
general, systems consist of both hardware and software components and require-
ments must be defined for both of these aspects. In this paper, we are primarily
concerned with software requirements, although we recognize that sometimes
software and hardware requirements cannot be completely separated.

Since accurate requirements provide the underlying properties against which
a system should be verified, this research preview paper provides a starting
point for those interested in verifying ML systems. Understanding the nature of
requirements for systems that incorporate ML components is important, partic-
ularly if these systems are to operate in critical domains e.g., aerospace.

Our ultimate goal is to extend NASA’s Formal Requirements Elicitation Tool
(FRET)E| [12/19] for capturing, formalizing, and analyzing requirements for soft-
ware that learns. To achieve this, we must first develop an understanding of the
nature of such requirements and what distinguishes them from requirements for
classical systems. Thus, our research plan involves: (1) examine existing require-
ments, (2) determine the commonalities and differences between requirements
for classical systems and those that learn, (3) identify the specific unique char-
acteristics of requirements for systems that learn, (4) develop a taxonomy of
requirements, (5) classify and examine those identified in (1), and (6) make ap-
propriate extensions to FRET to support requirements for software that learns.
This research preview paper describes our initial findings from exploring a corpus
of such requirements, focusing on steps (1)—(3) above.

We observed an increasing number of research papers discussing aspects and
challenges of the requirements engineering discipline in the development of au-
tonomous, Al-based systems [BII523T6]. The aspects identified in these papers
are usually discussed at a high level without showcasing real-life requirements.
We differ from the above related work by providing specific requirements and
requirement patterns from industrial case studies and missions. The require-
ments that we have gathered are primarily from the aerospace domain with
some autonomous driving examples. We distill the common features amongst
these requirements and provide a basis for developing a taxonomy of ML re-
quirements.

2 Requirements for Autonomous Systems

According to a recent survey [I7], requirements engineering is one of the most
challenging activities for ML-related system development. This is primarily due

3 https://github.com/NASA-SW-VnV/fret
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Req ID Requirement Source
Literature Studies
[LR-001] The aircraft location does not exceed a specified lateral offset from [412]
the runway centerline during taxiing.
LR-002 The aircraft does not veer off the sides of the runway during taxiing. [412]
LR-003 All bounding boxes produced shall be no more than 10% larger in [14]

any dimension than the minimum sized box capable of including the
entirety of the pedestrian

[LR-004] The ML component shall determine the position of the specified fea- [14]
ture in each input frame within 5 pixels of actual position.

[LR-005] The ML component shall identify the presence of any person present [14]
in the defined area with an accuracy of at least 0.93

[LR-006] The ML component shall perform as required in the defined range of [14]
lighting conditions experienced during operation of the system.

[LR-007] The ML component shall identify a person irrespective of their pose [14]
with respect to the camera.

[LR-008] When Ego is 50 metres from the crossing, the object detection com- [11]

ponent shall identify pedestrians that are on or close to the crossing
in their correct position

[LR-009] In a sequence of images from a video feed any object to be detected [11]
should not be missed more than 1 in 5 frames.

[LR-010] Position of pedestrians shall be determined within 50cm of actual [11]
position.

[LR-011] The object detection component shall perform as required in all sit- [11]
uations Ego may encounter within the defined ODD.

[LR-012] The object detection component shall perform as required in the face [11]

of defined component failures arising within the system.

R-RAYV Project

[RRAV-001] The neural network shall output the cross track distance error (per- [R-RAV]
pendicular distance from the rover to the centerline.) Error to truth
must not exceed X.

[RRAV-002] Neural network shall output cross track heading error (the angle be- [R-RAV]
tween the rover heading and the centerline.) Error to truth must not
exceed X.

[RRAV-003] Upon receiving an image, the Neural Network shall output the dis- [R-RAV]
tance and the angle within X seconds (latency).

[RRAV-004] Neural network shall output a sensible distance: the value must be [R-RAV]
between 0 and half the width of the taxiway plus X (buffer X so that
it can still report if it is off the taxiway).

[RRAV-005] Neural network shall output a sensible angle: the value must be be- [R-RAV]
tween -90 and 90 degrees.

[RRAV-006] The neural network shall achieve a minimum of X% accuracy on [R-RAV]
training and Y% accuracy on testing.

[RRAV-007] (Local robustness) The neural network shall be robust to small per- [R-RAV]
turbations in the image (pixels).

[RRAV-008] (Semantic variations) The neural network shall be robust to irrelevant [R-RAV]
variations in the scene.

RRAV-009] The neural network shall safely navigate intersections. R-RAV

RRAV-010] The magnitude of the cross track distance error shall drop below X [R-RAV
m within T seconds and remain there.

[RRAV-011] The magnitude of the cross track heading error shall drop below X [R-RAV]
degrees within T seconds and remain there.

Table 1. Requirement examples from literature review and the R-RAV project.
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to uncertainties around the exact input/output behavior of ML components.
To better understand such uncertainties, we present requirements that we have
gathered from different sources, as shown in Tables [I] and

Req ID Requirement Pattern (source: NASA)

IC-001] The sw shall achieve an average PARAMETER value of X.

IC-002] The sw shall estimate PARAMETER to within + — X with a Y% confidence.

IC-003] The sw shall estimate the confidence of the PARAMETER estimate.

IC-004] The requirement shall be verified by measuring the average of the parameter over N
repetitions.

[IC-005] The sw shall estimate PARAMETER with an X% confidence interval of no more
than + — Y.

[IC-006] The sw shall calculate the PARAMETER confidence interval at an X% confidence
level.

IC-007] The sw shall calculate the PARAMETER as a probability distribution.

IC-008] The sw shall determine PARAMETER with a high level of confidence.

IC-009] The sw shall detect X% of occurrences of EVENT.

IC-010] The risk-ratio requirements shall be verified using a statistically significant set of

SCENARIOS.

IC-011] The sw shall cause EVENT at a rate less than X times per Y DURATION.

IC-012] The sw shall detect CONDITION that implies EVENT is probable.

IC-013] The sw shall take action so that the risk ratio thresholds are satisfied.

Table 2. Requirement patterns extracted from missions and industrial case studies.

Studying the Literature: We examined literature from the assurance case do-
main [2/4/93ITTIT4]. Requirements [LR-001] and [LR-002] in Table [I| refer to
the TaxiNet system [10], which uses a vision-based neural network to predict an
aircraft’s position on the runway relative to the center-line to enable autonomous
runway taxiing. We recognise that [LR-001] and [LR-002] are quite high-level
and might also apply to non-autonomous systems with similar goals. These are
system-level requirements and likely have implications for both hardware and
software. We consider them as specific to the ML: component because TaxiNet
is driven by a neural network whose output is directly related to the preserva-
tion of these requirements. The autonomous driving requirement [LR-005] is a
functional requirement about the ML component.

R-RAV Project: Tablell] Part 2 shows requirements that we elicited in conjunc-
tion with developers as part of the R-RAV project at NASA Ames, which takes
a similar approach to TaxiNet and is driven by a neural network. These require-
ments are likely more detailed than those in [2] because the focus was on the
elicitation, formalization, and verification of detailed requirements rather than
on assurance case development. [RRAV-005], [RRAV-006] and [RRAV-007]
specifically refer to the neural network. Conversely, [RRAV-011] describes the
behavior of the neural network based control system. Such requirements about
control system behavior can also be found in traditional systems.
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Missions/Industrial Case Studies: Table |2| contains 13 sanitized requirement
patterns, which were obtained after manually analyzing 770 requirements from
missions and industrial case studies that use Al. We call these patterns as they do
not contain specific system details. Upper case variables must be instantiated by
actual names and values to yield a multitude of similar requirements. Many of the
requirements shown in Table [2| specify constraints on the computed parameters
(e.g., [IC-001]) and have a notion of confidence (e.g., [IC-002]) which we discuss
in Other requirements explicitly mention probabilities, e.g., that a particular
event is probable once a specific condition is met ([IC-012]).

3 ML Requirement Attributes and Characteristics

By looking at the requirements in Tables [1] and we observe that notions of
confidence, accuracy, and average value are often used to describe probabilistic
requirements. However, the semantics of these terms is not always clear; we
elaborate below. We also consider other characteristics including robustness,
data-driven learning and quality aspects.

3.1 Confidence, Criticality, and Risk Levels

Requirements [LR-001] and [LR-002] are associated with different confidence
levels. Although these confidence levels are not part of the requirement text, they
have been added in [4J2] through separate requirement attributes. For example,
[LR-001] must hold 95% of the time (lower confidence level), while [LR-002]
must hold 100% of the time (higher confidence level), i.e., the TaxiNet system
must avoid any runway excursion.

Confidence levels are tightly related to risk levels. For each hazard (e.g.,
lateral offset violation) a risk is calculated based on the likelihood and severity of
the event [22]. Risk factors are usually defined in relevant standards, e.g., see risk
ratios in [I]. The level of risk of an event determines the level of risk associated
with the corresponding requirement and implies the required confidence level
that must be achieved. E.g., [LR-002] is associated with a high risk level since
it should not be violated under any circumstance. On the contrary, [LR-001] is
lower on the risk scale, since it might be violated without unwanted consequences.

Confidence levels may consist of quantitative and qualitative components. A
confidence level may indicate the amount of testing necessary for the result to be
accepted, the accepted success rate, the type of analysis that must be performed
to verify the property, etc. All of these characterize the level of confidence that
must be achieved in order to assure that the corresponding requirement is met.
Consider, e.g., [LR-001], where the quantitative component of the confidence
level requires: (1) a 95% success rate for TaxiNet to be within a specified lateral
offset and (2) a way of ensuring (during V&V) that this measure is achieved.
Qualitative components do not contain explicit numbers. For a requirement with
a high criticality level the qualitative component might recommend specific (com-
binations of) verification techniques to ensure greater coverage and rigor.
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Although confidence levels for [LR-001] and [LR-002] are not part of the re-
quirement text, confidence levels do appear in others. For example, in [IC-002]
the parameter estimation must hold with “Y%” confidence. Confidence levels are
frequently used to inform the choice and/or combination of verification methods.
For example, requirements with low confidence levels may be only tested (up to
a desired level of coverage) whereas requirements with high confidence levels
may require testing alongside formal verification methods and runtime monitor-
ing [I8]. For critical systems, assurance cases typically contain an argument that
the confidence level is met by sufficiently rigorous verification and implemented
mitigations.

3.2 Accuracy as a Measure of Functional Correctness

The notion of accuracy is frequently encountered in ML system requirements [6].
Accuracy is quantifiable and evaluates the functional correctness of an ML model
(accuracy during training) or the correctness of the output of an ML component
(accuracy during testing/execution). Recent work defines and provides a way of
calculating the accuracy of an ML system based on the results obtained while
in training and during testing/deployment [20]. Essentially, accuracy defines the
rate at which the ML must answer correctly. In this respect, accuracy might be
viewed as a quantitative aspect of confidence, e.g., the required success rate of
an ML system.

Specifically, [RRAV-006] defines the required levels of accuracy during both
training and testing of a neural network. [LR-005] requires an accuracy level
of at least ‘0.93" during execution — this is the required rate that the ML
component correctly identifies the presence of a person. [IC-002] incorporates
both accuracy and confidence. It requires an accuracy interval, a bound within
which a specific parameter should be estimated, but it also includes a percentage
for the confidence level that needs to be achieved, i.e., an acceptable success rate.

We recognise that accuracy is also important in classical control systems that
often rely on (potentially noisy) sensors (e.g. aircraft engine controllers). For ML
components, accuracy also refers to the decision-making process. For example,
an inaccurate control system produces a value outside of a correct range, it is not
capable of misidentifying the presence of a human in a roadway. Further, it is
possible to enumerate the outputs (even erroneous ones) of a control system but
the output behaviours of a system driven by ML can often not be completely pre-
determined (as new behaviours may be learned). The control system inaccuracy
is also more straightforwardly reproduced than ML inaccuracies since the system
continues to learn.

3.3 Achievement of Average Value

We also frequently encountered the word average in our requirement examples
(e.g., [IC-004]). The achievement of an average value measure evaluates the
consistency of the output data of an ML system. The requirement provides the
target average value (X) of the ML output data and testing/analysis techniques



Exploring Requirements for Software that Learns 7

need to assure that, on average, the ML component meets the target value (X).
This notion of an average value is frequently encountered in requirements for
ML systems but usually less often in requirements for traditional systems, which
typically deal with mode logic or embody implicit state machines rather than
numerical algorithms.

3.4 Robustness

ML components, such as deep neural networks, are vulnerable to adversarial
perturbations in the input. This means that small changes to the input may
cause the network to produce erroneous output and has implications for both
safety and security [I3]. A related property is local robustness which specifies
that all points within a particular distance from one another be given the same
label. E.g., [RRAV-007] requires that each input similar to one encountered
during training produces a similar output. This kind of requirement is unique to
ML systems since it refers to the training and the test set as well as previously
unseen data.

3.5 Data-Driven Learning

Most ML systems are data-driven. In particular, neural networks are trained
using training data (e.g. set of images) which can often contain synthetic data.
After training, ML systems are tested on testing data that should be separate
from the training data and is expected to be representative of the physical de-
ployment environment. Once deployed, the system may continue to learn using
previously unseen data that were not present in either the training or testing
data. Although not discussed in this paper, requirements are necessary to spec-
ify data coverage, specific conditions (e.g., weather conditions for TaxiNet), data
accuracy and validation, as well as data acquisition and processing. Care should
be taken to ensure that all of the data in the training set have been accurately
labelled during a pre-processing phase [I4]. Further, the data used should be
relevant, complete, accurate and balanced [11]. Details on requirements for ML
data can be found in the proposed EASA guidelines [§].

3.6 Quality Aspects

The presented requirements are formulated as detailed and often low level. They
tend to refer to the specific way that the system or component should achieve its
goal and the allowable bounds for particular variables/computations. In addition
to a new flavour of requirements, developers and users of ML systems are inter-
ested in quality aspects such as explainability, transparency, fairness, and ethical
requirements. We have not encountered such examples but we understand that,
as this field progresses, they will become necessary, in particular, for ML systems
that are deployed in close proximity to humans [7].
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4 Uncertainty in ML Requirements

Clearly, many of the characteristics identified in §3| relate to uncertainty and
probability plays a distinguishing role in ML requirements. As such, below we
examine the probabilistic nature of requirements for ML systems.

Not Always Probabilistic: ML systems contain uncertainty. However, some of
the requirements and the way that the system functions follow deterministic
behavior as is usual for traditional systems. E.g., requirements [LR-002] (con-
fidence level 100%) and [RRAV-005] describe specific behaviors that do not,
at least at a high-level, create or rely on uncertain behavior. To this end, even
though the addition of ML increases uncertainty, there are still more traditional
requirements that the system should uphold. These requirements can be cap-
tured with existing requirement engineering (RE) tools that do not necessarily
support probabilities and be verified using existing methods.

Probabilities Within Requirements: The majority of the requirements that we
collected contain probabilities. This feature is unique to ML systems since more
traditional systems usually exhibit deterministic behavior and so probabilities
are not often present in their requirements. Examples include: [RRAV-006] and
[IC-012], both are formulated as logical statements with explicit probabilities.
To capture such requirements, RE tools must support probabilities.

Confidence Levels or Probabilities about Requirements: In several cases, there
was explicit mention of confidence levels or of probabilities about how often a
specific requirement should hold. Such requirements were prevalent in the mis-
sion/industrial case studies requirement patterns. Confidence levels may appear
inside (e.g., [IC-002]) or outside of the requirement text (e.g., [LR-001]) through
an associated attribute/tag. To support the specification of confidence levels,
tags can be used in RE tools to account for both quantitative and qualitative
confidence components. Such tags allow us to separate, in some cases, formaliza-
tion from analysis concerns and may inform the choice of verification method,
as outlined in the previous section.

5 Conclusion, Limitations, and Future Work

Threats to Validity: In this paper, we provide a collection of requirements for
software that learns. The selection of specific requirements poses a threat to con-
clusion validity, since our efforts were primarily focused on the aerospace domain
and it is possible that other domains would reveal additional characteristics. We
intend to explore this as future work. It is also possible that our derived pat-
terns are incomplete and examining other use cases will help to identify gaps.
We examined a significant number of requirements, both from the literature and
other projects, but given that applications of ML software are fast-evolving, it
is possible that this sample is not large enough to be representative. This poses
a threat to external validity of the generalizability of our results. Finally, we do



Exploring Requirements for Software that Learns 9

not explicitly distinguish requirements of the ML component from requirements
of systems that may be put in place (e.g. monitors) that maintain oversight and
invoke mitigations if the ML system produces erroneous or dangerous results.

Conclusion: As ML becomes more prevalent, it is necessary to create new/modify
existing methods to verify systems incorporating ML. This paper focuses on
providing and analysing multiple, detailed, real-life requirements for ML com-
ponents. We observed that such requirements fall into recurring patterns. Table
shows 13 reusable patterns, which were derived from 770 mission/industrial
requirements. We studied their common characteristics, and provided a classifi-
cation in terms of their probabilistic nature. We focused primarily on require-
ment specification, rather than verification, but in practice these requirements
would be verified. Exploring the available methods that are capable of expressing
probabilistic properties for verification will be necessary as this work progresses.

Our ultimate goal is to extend FRET, but we believe that the presented
work is relevant in general for RE tools and approaches. The collection of iden-
tified requirement patterns can be integrated as requirement templates in RE
tools to guide developers in writing ML requirements, which can be challenging.
These patterns, coupled with the key characteristics that we identify, provide a
foundation for developing a taxonomy of requirements for software that learns.
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