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Objectives and Assumptions

Objectives

C2-Communication Concept Development Assumptions

Define a conceptual C2-Communications functional architecture.
Define a concept for evolution to an advanced long-term architecture solution.
Identify gaps or shortfalls in current and long-term technologies.
Identify research areas for new technology and components that improve overall performance or en
new operations. F— 27
Architecture will follow these principles: Scalability, Resilience, Security, and EvoIvab’h)gi I

compliant C2 link systems.
Standardized UAS C2 Link systems will be available.

The UAS C2-Communications architecture provides connectivity for dialog, mform it
between operators and UAS/FAA management and air navigation services. S
g

UAS C2-Communication systems will be authorized to interface with NAS/FAA systems and ir
"1\\\\

The UAS C2-Communications architecture will follow an evolutionary development ancb@ ementation
approach. A

The aviation community will move towards a zero trust cyber-security strategy and C2
must be compliant. »



C2-Communications Architecture Concept Considerations

What was considered in deriving the concept architecture:
e UAS Operations (Doc Section 3)
* UAS C2-Communications Functions (Doc Section 4)

* UAS C2-Communications Architecture Challenges (Doc Section 5)



UAS Airspace Operations

* Architecture is required to enable NAS UAS flight operations in all flight stages
* Compiled a tabular listing of general operations with descriptions of C2 and communications act|V|ty
required (i.e. commands, cmd responses and voice dialog to enable them). Mini use-case narratives.

Surface Airborne General Services
Operation Description Operation Description Operation Description
Aircraft Preparation UA preflight preparation i
P and payload management Departure Tr.ansmon to ARTCC
Aircraft Systems/Subsystems  UA Gate Departure flight (Towered Airports) Airspace
Configuration preparation 5 . Transition to ARTCC UAS Regional Operation/state/surveillance data
UA Pre-flight subsystems eéparture ransition to Management processing and dissemination
Aircraft Checkout checkout (Un-towered Airport) Airspace
u

Flight Planning and Route Center-Center and Intra-

UA Flight plan filing

delineation Enroute Center Sector - ' . et
Route/Contingency-route RPIC flight plan Transitions L S A"f Tra' ic route flight
programming coordination with AOC Arrival/Landing (Towered Transition - Enroute to Management ceeldeten
. RPIC Taxi operations to . TRACON or Airport

Surface Taxi Airport) _

departure runway Control UAS AOC (Fleet  Coordination between RPIC and
Surfact.e Taxi contingency Altered Taxi route departure Arrival/landing  (Un- Transition - Enroute to Management)  UAS AOC
operations towered Airport) Regional Airport

Runway to Airport Dep Fix
Takeoff (Class B, C, D Airport) TRAZON Tp dp i ] UAS Air Cargo

:ana - Igirs(z\g:;:or ATM/ATC Services Air Route Traffic .Con.trol Provid e Operations and management of
Takeoff (Class E,G - Regional) i Center Communications rovicer Air Cargo flights

Contact - Untowered y Operations

- - . Center/Sector

Taxi instructions at Arrival i
Post-Arrival Taxiing and Taxi . Enroute Contingency C2 operations

airport and Communications

instructions at Arrival airport :
g (Towered or Un-towered) (Contingency)



Communications Functionality

* The architecture needs to accommodate a diverse set of communications functions.

* Compiled a tabular listing of primary functions with descriptions that are needed to enable UA
operations in the National Airspace

* Included functions in support of advanced operations (e.g. m:N concept)

Primary Functions Description

C2 Link Availability Secure C2 link along any UA air-route.

UA Command & Control RPIC to UA commanding of UA flight systems and all subsystems

UA Telemetry Downlink Return, distribution, and processing of telemetry data

ATC Voice Comm Two-way voice communication between ATC and UA remote pilots.
Datalink Communication RPIC to ATC forward and return of datalink (e.g. CPDLC over VDL2)

C2 Link Management Management of C2, RF Link, ground radio station to UA connectivity.

UAS Services Comm Remote Pilots management services (UAS Fleet Ops, UAS AOC, etc.)
FAA/NAS Services Comm Access to data from SWIM information systems.

Data Sharing Info-centric data access between FAA/NAS services and UAS Management services. .
Advanced Functions Description

Digital ATC Voice Comm Provision for reduced latency, ground based, digital voice communication
Multi-RPIC UA Control (m:N) Provision for the ability to transition the remote pilot in command
Multi-UA RPIC Control (m:N) Provision for RPICs to manage and control multiple UA.



Communications Architecture Challenges

* Unmanned aircraft operations expand the need for communications services in contrast to manned
aircraft k>

* |dentified list of the most demanding tasks (as Challenges) that a UAS C2-communication system
needs to focus on to provide the unique communications service required for UA operations.

Challenge
Availability of standardized C2 link systems.

Availability of secure networking capabilities to effectively provide RPIC to UA connectivity.

Availability and access to UAS unique (third party?) management and operations services to enable UA flights.
Availability of UAS unique communication technology components to enable UA flights. (e.g. m:N)

Development of standards for automation and/or autonomous systems for UAS ?

Availability of seamlessly integrated systems for data and information distribution between RPICs, NAS/FAA services,
and third-party management services for UA operations.

Reduction of RPIC to ATC voice communication latency.

Availability of methods to enable voice communications between RPIC and traffic controllers for corridors operations.

Near-term to End-state technology transition



Approach - Near-term (NT) to End-state (ES) Implementation

Develop an evolutionary concept architecture

Rationale

* Assumed the need for a near-term system for early implementation.
* Would requires least research or new technology development.

* Near-term architecture would baseline the architecture functionality and provide 2
architecture. :

* Transition to ES architecture with newly developed technologies to allow for
UA operations.

* In the end the goal was to identify ES architecture evolves as a long-term, target ¢

Evolution Examples (addressed in our NT to ES approach) ' \

 Evolution of C2 systems technologies (expected as technologies evolve and improve) j
* Evolution to ground VolP for RPIC-ATC Communication ‘;~". N
* Evolution from NT — m21:N=1 to ES - m21:N21 capability

* In general - evolution and maturity of all functional components (NT to ES)



C2 Link Technologies

Both Near-term and End-state Concept Architectures consider use of three candidate C2 link system types.
Terrestrial Cellular, Terrestrial Distributed, and SatCom
* Terrestrial Cellular (5G-like) System

o Pros: Distributed cell sites - inherently would provide continuous connectivity (mobility). Wide bandwidth f
C2 with video. Relatively Low latency.

o Cons: No airborne C2 link system implementation for UAS C2 known to be in development No Stan
UAS Cellular C2 currently exists. % — |

o NT Implementation: Currently could accommodate NT time-frame for surface operatlonsf
is occurring now). Could be installed at all Classes of airport.

o ES Implementation: Service could expand for Airborne operations.

* Terrestrial Distributed DO-362A System

o Pros: Standard is already established. Have seen one vendor with an available radlo
compatlble C-band Satcom standard is in-work. Relatlvely Low Iatency

known roll-out occurring.

o NT Implementation: Pending system rollout — candidate for Primary system for Airborne o ‘
ground infrastructure is possible)

o ES Implementation: Enhanced capabilities and expanded infrastructure could be available!'.‘ “oul
with a cellular system if Airborne Cellular is available.



C2 Link Technologies (Cont.)

* SatCom System

o Pros: Wide coverage area. No ground infrastructure required. LEO systems would provide improved Iate"j /
GEO.

o Cons: Understood to exhibit relatively higher latency — therefore not considered as ideal for heavily cong
airspace or takeoff/landing operations. No dedicated UAS system. Would need to schedule and operate
provider services shared by other users.

o NT Implementation: Use primarily for Enroute (especially over difficult terrain areas where ter '
cannot be deployed) Use as contingency link for locations where terrestrial systems a' !

influence expanded usage.

Qualifiers (keeping things in perspective)

* From our draft concept document - Although there are multiple system types as candidate C2 tec
broadening of a single technology’s ability to provide improved service and performance fo_r: C s. :~-.\\ N
encouraged. The primary goal is to provide the best, most reliable, most economical, C2 Lilfl' vice in
operating areas with an emphasis on safety for all UA flight operations. i

=
® _\



C2 Link Technologies — Interoperability

Use of multiple C2 Link systems requires managed interoperability

UAS Cellular/Terrestrial/SatCom C2 System Concept - Coverage Map lllustration (KBFI — KEAT route) 7.c00
NS o g :
- h % LY —
y A\ i
R | % N £ +ocoo
— o R a8 < -
\ P =
1oty s
N : f,— O g =.000
Victoria y =
8 R Y e\ >.co00
Tk . " Loke Chefon-
' - . 3 \__Sawtooth oo
' e p: ! : . Wilderness iers .
! Glacier e U
k 1 . - P - ao _so = so
ot Airborne/Enroute Peak mlderness /,/)‘._ ‘\‘\}i}ﬂ"n’é]'/r—mi];d\ ' Dl?(ance in Miles
. e | 3 5 T 7K\ 2
Yo . {‘Mount - \ o/
/.Baker-Snoqualmje < :
*"INational i :
) / TGRS i . ya Forest ', | e
Olympic e I 25 - Okanogan-
Nationol ‘ " § v CWenatchee o F
Park fr s & : N )
| 1 , - Natigna £ 1A
KA Yt Fopest
= Biemerton A s ,,  Wilderness :
\ Y A LN / g W 1
Olympic f' ST S\
Nationo] 14 = ;
| Forest. R E

»

TGRS = Terrestrial (System) Ground Radio Station (—]) - Cellular Coverage (1) - C2 Terrestrial GRS Coverage ( ) - C2 SatCom Coverage




C2 Link Technologies — Interoperability (mLMS)

To manage the use and interoperability of multiple C2 Link System Technologies, a link management f c— ]
is identified for both the NT and ES concept architectures. 3

Conceptual third-party Service - multiple Link Management Service (mLMS)

* LMS idea first introduced for DO-362 System for coverage area/frequency planning. DO- 362A a
o Expanded in this concept as a per-flight, C2 link management service for plannlng
and terrestrial C2 link system frequency plans. :

* Input would be pre-flight, flight plan data and understood C2 System performance
route.

* mLMS would generate per-UA-Flight, C2 Link connectivity plans.

¢ mLMS would communicate/distribute a plan for C2 coverage areas to RPICs and 2

=

* mLMS C2 link plans could be automated into a UA flight — with anticipated C2 Ilnk ~‘
notifications to RPICs. No active RPIC involvement necessary. N
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Multi-RPIC per UA, Multi-UA per RPIC (m:N) Control Function

New conceptual routing function identified in the architecture to provide accurate, point-to-point deli
UA-ATC information in m:N scenarios. :

Exist in the NT and ES architecture with varied functionality as: m:N Routing components

* Provides for routed delivery of voice messages, C2 Commands, C2 Command responses, VolP traffic, and
messages in m:N operating scenarios. :

* Uses flight plan data and planned RPIC-UA assignment data from traffic management resources tc te routi
tables for RPIC-UA-ATC associations anng a flight route.

Notional
RPIC piloting UA1, UA2 and UA3  ( N=3 scenario ) Piloted RPIC piloting UA1, UA2 and UA3 (N=3 scenario)
) Aircraft
Voice message to ATC 1 (Airspace 1) Command to UA2
SA
X
'," . UA1 (Airspace 1)
—YALe . ATC1 ( Airspace 1) RPIC > .m.N Router -
m:N Router (Uplink Commanding) —————— UA 2 (Airspace 2)
RPIC ——— "N3) A2 ATC 2 ( Airspace 2 ) N=3
- UA3___ ATC3(Airspace3) UA 3 (Airspace 3)
* Lookup table
« Lookup table o Direct routing of
o Direct routing of command sent by
message to ATC sent .
by assigned RPIC. - RPICassigned toUAZ:  \ plan Data
m: ian DQS_Q .
¢ RPIC Assignments : zcht:SSIgnments
* Route
¢ UA location * UAlocation

e S



Architecture Concepts Description

Remaining Agenda

* Operational View
* Overall Near-term Architecture
o NT C2 Subsystem
o NT Voice and Datalink Subsystem
* Overall End-state Architecture
o ES C2 Subsystem
o ES Voice (VolP) and Datalink Subsystem
e Common Subsystems (in NT and ES)
o UAS Management Services Subsystem
o FAA/NAS Services Subsystem

* Subsystems/Services Interoperability




C2-Communication Architecture — Operational View

= C2 Link
Airborne
N
- @‘%ﬂﬂ»
VHF
C2 Link
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& C2Link («é) (G)] ()

FAA/NAS Services Network

2:d | Terrestrial s al
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Near-term Architecture Concept Diagram

Near-Term e e e
C2-Communications |
Concept Network C2 Service Volume — e
| (Varies with C2 System) | | Unmanned Aircraft PTt C2 Network |
| I A-G Segment |
, | |
| \—_—i_—————_—_—_/
Auto Cargo E
Service Provider | C2 Link ATC
(RPIC Ops Centers) | Voice
Terrestrial System(s) Ground Infrastructure (VHF) SatCom Provider Ground Facilities
l Surface or Airborne Airborne
| Terrestrial Based C2 System(s) SatCom C2 System(s)
|
I m:N Routing (C2 and Voice) I | UAS C2 Mutltiple Link Management Service (mLMS)

1

.............1

s
H
ATC Radio Towers / Ground Infrastructure (VHF) :
H
e :
[ LUAFlightPlanData } 3
I |m:N Route Plan Data é
: | UAS Management Services Network |
imm = geecctsscecccfeccccceces UAS Telemetry
H m:N Route l J_ -
. Plan Data — — — — — — — — — — — — — —— — — — — —
: FAA/NAS Services
- S N | ] SWIM Network I
)
|_ R RP-ATC Voice
UA Datalink Network |
| | P — - RP-ATC CPDLC___ Air Traffic
m:N Routing r Conteal
B
Landline (Contingency) Voice Communication
* Datalink Routing for one to multi-RPIC per UA (m21), N=1 operation (=meee ) - Digital (—— )—=Analog (- —)- Network Boundary




Near-term Architecture Concept — C2 Subsystem

Near-Term
C2 Subsystem
Y UAS C2 Surface or Airborne C2
Network Service Volume
(Varies with C2 System)

Auto Cargo Service
Provider

I |

| : hft t C2 Network |
Unmanned Aircraft

| A-G Segment |

:

c2 I.Inlt ATC
Voice

(

|
ﬁ
—b
v i
|

|

|

|

|

|

|

L

(RPIC Ops Centers) (VHF) SatCom Provider Ground Facilities
SatCom C2 System(s)
Airborne
T N \
-RII 1 [mN Routing* (c2and voice) | | UAS c2 Muttipte Link Man3yement Service (mLMs) |
BN Y
s ——— ———— — — — — — W T S T— [ N SR S S TN e~ -y - =

E H :
: . .

. i N UAS C2 TLM M:N Route Plan Data

UA Flight Plan data (from Traffic (to UAS Traffic (from UAS Traffic
Management Network) Management Network) ~ Management Network) |
(==ne- ) - Digital (——)-Analog (- —)—Network Boundary * C2 and Voice Routing for one or multi-RPIC per UA (m21), (N=1) operation

NT C2 Subsystem identifies Multiple, interoperable, C2 Link systems — Terrestrial Cellular,
C2 Subsystem: 1) Delivers RPIC to UA Commands (to FMS and all systems onboard UA), 2

from UA to RPIC, and provides UA TLM Download.

Multiple Link Management Service (mLMS) — provides planning for C2 system switchovers and te

frequencies for each UA flight.




Near-term
Voice and
Datalink
Subsystem

Auto Cargo Service
Provider
(RPIC Ops Centers)

—=|

i RP-ATC
i CPDLC
H

| g

* NT Archltecture uses UA Relay for RPIC-ATC Voice

o Situation Awareness — 1) RPIC messages transmitted to Airspace, 2) Piloted A/C messages a.
* Datalink is ground-based - communicates RPIC-ATC CPDLC messages using a dedicated UA DataI| Ig

* m:N Routing Components (for m21:N=1) — Used for Voice message and Datalink message routir
o Voice - Routes RPIC - ATC Voice to assigned RPIC(s). Operates within UAS C2 network.
o RPIC — ATC Datalink Routing function. Operates within a dedicated Datalink network

* Maintains a contingency landline for voice comm if necessary.

F—————_—_—_———— — — — — — — — — — — —— — — — — — — —
| UAS Cc2
| Network Surface or Airborne C2 e e e e e e
| Service Volume | |
(Vvaries with C2 System)
| | Unmanned Aircraft [t c2 Network |
| A-G Segment |
[ ; |
I Mo TT________J
& ATC
_-» tink e
— 7 N - Terrestrial System(s) Ground Infrastructure (VHF) SatCom Provider Ground Facilitie:
I (rgéN R:':;".‘g ) - eires(rlal Based C2 System(s) SalCom G2 System(s)
c2, voice | ancivoice Surface / Airborne borne
S ——— ] R —————
4| ATC Radio Towers / Ground Infrastructure (VHF)
—_—_——e—e—————— — — — — — — — — — — — =
R | UAS Services k | R
i m:N Plan N s BN RS SEY)  miNPlan
; Data
" U Dataink Network | REATCVolce
m:N Routing* ) RP-ATC CPDLC i i
1 (Datatink) Air Traffic
| Control
— . ) :
LandLine (Contingency) Voice Comm
* Routing for one or multi-RPIC per UA (m=>1), N=1 operation (====- ) —Digital (——)—Analog (- -——)— Network Boundary
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End-state Architecture Concept Diagram

-F————— e — — — — — — — e — e — — — — —
End-State UAS |
C2-Communications Surface or Airborne -—————————_———— — _l
Architecture Concept I C2 Service Volume | f— N
(Varies by C2 System)
I UAS C2 | Unmanned Aircraft Pt c2 Network |
|  Network I A-G Segment |
UA mLMS (Router)
| I = |
— e —e—————————— S
Auto Cargo RPIC I :
Operations | :
(at AOC) C2 Link
I Terrestrial System(s) Ground Infrastructure SatCom Provider Ground Facilities
l Surface or Airborne Airborne
| Terrestrial Based C2 System(s) SatCom C2 System(s)
“'(:'2"4“1 m:N Routing* (C2) l I UAS C2 Multiple Link Management Service (mLMS) |
Tx/Rx SA Voice 5 E
from b .
(to/from Piloted A/C) ATC Radio Towers / Ground Infrastructure (VHF) - Voice :
e T . o At s U Fighe fran Dan £ |
| m:N Route Plan pata _ i
UAS Management Services Network
| uasTelemewy
i - i i et s * Nt i o~ N et i L i s, R W 4D
FAA/NAS Services
. R T | = B e e e e e
J SWIM Network |
I e et e g Sl LRSS
— — — — — — —
I A ‘ flx/-l I
Smart Network
m— oot R Lo _BPaTCWOIP/CPOLC Air Traffic
] Control
RP-ATC 5 =
woriirme | :
UA VolP/Datalink Network

ST s 7

* C2, VolP, Datalink Routing for one or multi-RPIC per UA (m21), one or multi-UA per RPIC (N21) operation { «====)-Digital (—— }=Analog (- ——)—Network Boundary



End-state Concept — C2 Subsystem

Changes from NT

* C2 only (No voice)

* m:N routing matures for N>1

* Possible C2 System Upgrades
expect updates to C2 technologies

End-State

C2 Subsystem Surface or Airborne
C2 Service Volume

(Varies by C2 System)

UAS C2
Network

Auto Cargo RPIC
Operations
(at AOC)

orne

| |

| Unmanned Aircraft R Afif;'*lst?twm’kt :
-G Segmen

I _UA mLMS (Router) |

|

Terrestrial System(s) struct:
I T a em(s)

'
C2 Link

SatCom Provider Ground Facilities

SatCom C2 System(s)

Airborne

UA Flight Plan data (from Traffic

(===-- ) —Digital (—— )—Analog (— —)— Network Boundary

from UA to RPIC, and provides UA TLIM Download.

{ i m:N Routing* (C2) I | UAS C2 Multiple Link Managem Service (mMLMS)
RPIC (>3 L

Management Network)

* C2 Routing for one or multi-RPIC per UA (m21), one or multi UA per RPIC (N21) operation |

NT C2 Subsystem identifies Multiple, interoperable, C2 Link systems — Terrestrial Cellular
C2 Subsystem: 1) Delivers RPIC to UA Commands (to FMS and all systems onboard UA), 2

H H
UAS C2 TLM M:N Route Plan Data

(to UAS Traffic (from UAS Traffic
Management Network) Management Network)
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frequencies for each UA flight.

m:N Routing Component (for m21:N21) — RPIC Command and Command Response Routing

All functions of the C2 Subsystem operate using a UAS C2 Network (Ground and A-G segmenté‘i




End-state Concept — Voice (now VolP) and Datalink Subsystem

Changes from NT

 Datalink ground network updated to
VolP/Datalink Network

* RPIC-ATC voice via VolP.

* m:N Routing for VolP is is ground based
and updated for N>1.

* Paralleled VolP/VHF for SA

End-state
Voice and Datalink Subsystem

Auto Cargo RPIC
Operations
(at AOC)

Tx/Rx SA Voice

(to/from Piloted A/C)

ATC Radio Towers / Ground Infrastructure (VHF) |

| RPIC ﬁ

R e S

Air Traffic

* Routing for one or multi-RPIC per UA (m21), one or multi UA per RPIC (N21) operation

Control

(===-- )—Digital (——)—Analog (- —)—Network Boundary
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o Dedicated ground-based Datalink network upgraded to a VolP/Datalink Networi

o Smart Network parallel routing function introduced
* Converts RPIC or ATC VolP to analog for parallel SA VHF transmission in airspace.
* Converts analog piloted flight VHF to VolP (sent to RPIC) for SA.

Datalink is ground-based - communicates RPIC-ATC CPDLC messages using a dedicated UA

Ground based m:N Routing Component (for m21:N21)
o RPIC - ATC VolP and Datalink Routing function. Operates within VolP/Datalink ground
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UAS Management Services Subsystem

UAS Management Services Subsystem

UASTLM
from UAS C2

Network Connection to Network
RPICs at UA Operation H
ContersOTADCS o e e e o e e e ] UAS m:N E
| UAS Management Services Network | Rolg:tzla" :
'
I ) :
3 'I UAS Fleet Management - Operational Service, UAS Air Cargo Provider - Operations, Data | § E
............ i
Data and Information and Information |.......2 H
J— | :
|
| UAS Traffic Management (UTM) - Service, UAS Flights Telemetry — Data Processing and Seeeememeeaeald
| Data and Information Information Service (DPIS) - Regional |
e e o J
Network
Connection to
ATM Services

UAS Management Services - will facilitate safe, efficient UAS Service Provider operations

services, etc...)

o Provides Cooperative, Collaborative and Coordinated sharing of info and data for air tr

operations.

« Appropriate partitioning of information to ensure proprietary business critical data is kept pi
* Al UAS Management Services operate within a dedicated Management Services Network

service providers

-



FAA/NAS Services Subsystem

FAA/NAS Services Subsystem
SWIM Data
SWIM Data Sharing with
Sharing with UAS Mgmnt
RPICs Services FAA/NAS Services
: )
E i Traffic Flow Air Traffic Air Traffic Airspace
H E Management Control Advisory Management
H
; s 0 g O
H t----| o NESG :
e : Cloud/Access 1 SWIM Services (Network) |
. Flight Flow Aero Weather Surveillance |
RPATC Voice Biszrmetin N nmmreiern ) tametn | iemeeen || i [
RP-ATC CPDLC I J
Landline Contingency Voice
((==een ) - Digital (——)—Analog (- —)—Network Boundary NESG — NAS Enterprise Service Gateway ~ * Voice may transition to Digital system for end-state.
7

FAA/NAS Services — Air Navigation Service provision to Airspace Users

» Safe Separation of Aircraft
* Orderly Flow of Aircraft to address demand/capacity imbalances

* Efficient Management of Airspace
— e
System Wide Information Management (SWIM) Services — Data and Information resulting

Services.

* Data and Information from Flight Plans and Flight Tracks

* Strategic data and information about Traffic Flow Management Initiatives
+ Aeronautical Information (Special Activity Airspace, NOTAMs, Airport Configurations, e
* Observations, forecasts and graphical displays of current and forecasted weather. '



End State Architecture in an InfoCentric NAS
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* C2, VolP, Datalink Routing for one or multi-RPIC per UA (mz1), one or multi-UA per RPIC (N=1) operation (===-- ) —Digital (—— )—Analog (— —)— Network Boundary
T " -

The FAA vision of the NAS information infrastructure increasingly leverages commercial assets, services,
support of operations across diverse traffic management services
With all types of devices connected to the Internet and advances in wireless technology, nearly eve
nearly any location at any time. 3
This public and private infrastructure delivers traffic management services that are ubiquitous (ava1 :
resilient to unanticipated changes, and agile to respond to future user needs. ' _
InfoCentric NAS Cloud will be compliant with FAA initiative for Zero Trust strategy for Cyber Securlty =




Summary

* Presented our concept for transitional architecture (Nerm-term to End-state)
* Presented ideas within the architecture for Interactive UA — NAS — Third Party UA Services operati

* Presented several ideas for new functional elements of the architecture that need‘_e‘
research (e.g. combined ground Datalink and VoIP Network, mLMS, m:N Routing :

What’s Next (on our agenda)

* Complete Draft of C2-Communications Concept Document by 9/30/23

QUESTIONS ??
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m:N Manager Routing - NT vs ES Operations Summary

Near-term m:N Functions

* (2 and Voice - Routes m>1:N=1, C2 (commands and command responses) + bidirectional, RPIC-ATC, digiti .
messages between the RPIC and UA. Operates within the UAS C2 Network.

* Datalink function - Routes m>1:N=1, bidirectional RPIC-ATC Datalink messages between the RPIC and A 1]
within a ground-based UA Datalink Network. Dz 7= =
:,:/, Z ’

7

< / :
End-state

* (2 - Routes m=1:N>1, C2 (commands and command responses) between the RPIC an
Network.

* VolP and Datalink — Routes m>1:N>1, bidirectional RPIC-ATC, VolP and Datalink me
Operates within a ground-based, UA VolP/Datalink Network.

managed. Require consistent/timely m:N data updates to function.



