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High End Computing Capability (HECC) Project

HECC Hardware

HECC Services

4 Compute Clusters ; . : 2
ompae HECC provides a suite of complimentary services to the user

* Pleiades 158 Racks /11,215 nodes / 7.85 PF /8,222 SBU/hr community to enhance the scientific and engineering results
SR 12 Cells §3,200-A8AEE 5. 07:RET g, SBU/M Systems — Customized solutions including compute and storage
+ Endeavour 3 Racks /2 nodes / 32 TF / 44 SBU/hr solutions to meet specific project or mission requirements.

1 Visualization Cluster 128 node viz ‘wall’ Cloud access for immediate or non-standard computing.

130 PB * Application Performance and Productivity — Software solutions

15 Bustrs Kiile Sygigs provided to research/engineering teams to better exploit

6 NFS File Systems 1.5 PB installed systems.

1 VAST NFS 5PB + Visualization and Data Analysis — Custom visualization during

2 BeeGFS SSD 2 PB . ' traditional post-processing or concurrent during simulation to
understand complex interactions of data.

1 BeeGFS HDD hizm i | * Network — End-to-end network performance enhancements for

Archive Capacity 1,000 PB user communities throughout the world.

» Data Analytics — Exploitation of data sets through neural nets
and emerging new techniques.

* Machine Learning — Custom environments to enable learning
through advanced data techniques.

NAS Facility Extension « Custom Data Gateways — Custom data portals to support
A 1-acre site with 30 MW power to house HPC systems in modules diverse programs and projects

~10 MW power

HECC Overview?



Problem/Systems Evolution

Classic view of HPC

O Large/sometimes singular computing problem

O Standalone/self contained - few external
dependencies

Detailed construction of static inputs
Results interpreted locally

Compute the more critical resource

Major shift to data analysis and its distribution

O Logarithmic increases in computing capabilities -
Moore's law’ slows

O Exponential increases in volumes of data produced
and/or analyzed

O Wide geographic/geopolitical distribution of
compute providers and users

O Wide geographic/geopolitical distribution of
generators and consumers of data products

O Shift from only compute being the most critical
resource to adding distributing and
understanding data

How can HECC adapt to ingest, compute, save, and
distribute de-centralized datasets?
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2018 Cloud Report - Findings &

NAS Technical Report:

» https://www.nas.nasa.gov/assets/nas/pdf/papers/NAS Technical Report NAS-2018-01.pdf

® Finding 1: Tightly-coupled, multi-node applications from the NASA workload take
somewhat more time when run on cloud-based nodes

® Finding 2: The per-hour full cost of HECC resources is cheaper than the (compute- only)
spot price of similar resources at AWS

® Finding 3: Commercial clouds do not offer a viable, cost-effective approach for replacing
in-house HPC resources at NASA.

® Finding 4: Commercial clouds provide a variety of resources not available at HECC.
Several use cases, such as machine learning, were identified that may be cost effective to
run on commercial clouds.


https://www.nas.nasa.gov/assets/nas/pdf/papers/NAS_Technical_Report_NAS-2018-01.pdf

2018 Cloud Report - Findings - 2023 Update insf

NAS Technical Report:

» https://www.nas.nasa.gov/assets/nas/pdf/papers/NAS Technical Report NAS-2018-01.pdf

® Finding 1: Tightly-coupled, multi-node applications from the NASA workload teke
semewhat-mere-time-whenrun on cloud-based nodes (1/O often faster)

® Finding 2: The per-hour full cost of HECC resources is cheaper than the (compute- only)
spot price of similar resources at AWS (costs improved/requires efficiency — data mgmt)

® Finding 3: Commercial clouds do not offer a viable, cost-effective approach for replacing
in-house HPC resources at NASA.

® Finding 4: Commercial clouds provide a variety of resources not available at HECC.
Several use cases, such as machine learning, were identified that may be cost effective to
run on commercial clouds. (add high availability, content delivery, hybrid processing,
multi-organization teams, role based security controls, cloud optimized software, ... ) 5


https://www.nas.nasa.gov/assets/nas/pdf/papers/NAS_Technical_Report_NAS-2018-01.pdf

2018 Cloud Report - Actions @

NAS Technical Report:

» https://www.nas.nasa.gov/assets/nas/pdf/papers/NAS Technical Report NAS-2018-01.pdf

® Action 1: Get a better understanding of the potential benefits and costs that might
accrue from running a portion of the HECC workload in the cloud.

® Action 2: Define a comprehensive model that allows accurate comparisons of cost
between HECC in-house jobs and jobs running in the cloud.

® Action 3: Prepare for a broadening of services offered by HECC to include a portion of its
workload running on commercial cloud resources.


https://www.nas.nasa.gov/assets/nas/pdf/papers/NAS_Technical_Report_NAS-2018-01.pdf

2018 Cloud Report - Actions - 2023 Update &

NAS Technical Report:

» https://www.nas.nasa.gov/assets/nas/pdf/papers/NAS Technical Report NAS-2018-01.pdf

Action 1: Get a better understanding of the potential benefits and costs that might
accrue from running a portion of the HECC workload in the cloud. (broadly applicable)

Action 2: Define a comprehensive model that allows accurate comparisons of cost
between HECC in-house jobs and jobs running in the cloud. (incomplete for cloud)

Action 3: Prepare for a broadening of services offered by HECC to include a portion of its
workload running on commercial cloud resources. (actively running)


https://www.nas.nasa.gov/assets/nas/pdf/papers/NAS_Technical_Report_NAS-2018-01.pdf

Why Hybrid/Multi-Cloud Architectures?

] Public Cloud is todays dominant IT solution

(@) Incredibly robust and hardened — Easy to design High Availability (HA) solutions
Software/Services (lots of it) are “cloud optimized” — minimal use is often free (turn key)
Hardware is virtualized and easily provisioned
Robust Security
Best "Distributed” Performance
Massive Reach — Worldwide — Persistent

High Capitalization - worldwide - multi billion industry investments

O O OO O O0o0O0

Fast Turnaround when needed

[ Private HPC resources and clouds still have a role

(@)

Users understand the environment — short runway to productivity
Cost optimized - 1/3 to 1/8 the cost = SBU/Instance — more when including storage and staffing

Minimal set of software tools can be fine tuned to your advantage

O
O
(@) Some common use cases may be easier to operate and maintain
O Problem Resolution

O

Predictable Cost

Success Combines the Best of Both — Best of All

features, access, scale, resilience, disaster recovery, lower cost, platform independence, increased competition

Access requires your workloads to be distributed and easily moved around



SBU Cost Breakdown e

SBU rates listed at https://hec.nasa.gov/user/policies/sbus.html

NAS/HECC AWS Historical Cost per HECC SBU2
FY2023 $0.30
FY2022 $0.44
1 x 28 core Broadwell for one hour <= 1 x 64 vCPU m4.16xlarge FY2021 $0.47
$3.20 on-demand
FY2020 $0.47
$1.98 1-year reserved
Annual HECC Budget
75% of potential hours delivered §1.98 Syear resenved FY201 9 $055
$1.33 spot
FY2018 $0.65
Equipment Capitalization
Scientific Consulting FY201 7 $097
Visualization Services SBU - 56 hyperthreaded vs AWS - 64 vCPU
Networking SBU - 128GB vs AWS 256GB FY2016 $1.05
Big Data Analytics s not on arc.intel.com
24/7 monitoring and helpline RIS S t . FY201 i $1 1 3
Staffing/Management FY201 4 $1 54
Facility Maintenance
Power/Cooling FY201 3 $226
User on-boarding
Project Allocation Management FY201 2 $323
etc



https://hec.nasa.gov/user/policies/sbus.html

SBU vs Instance comparison

SBUs/Instance accounts for:

> 18,000 compute nodes
Systems Maintenance
Facility Maintenance

1 \X/ Power/Cooling
Some of the Systems Team

What’s missing?

Storage/Network architecture
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SBU vs Instance comparison

SBUs/Instance accounts for: N258
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SBU vs Instance comparison

SBUs/Instance accounts for:

> 18,000 compute nodes
Systems Maintenance
Facility Maintenance

1 \X/ Power/Cooling
Some of the Systems Team

What’s missing?

Storage/Network architecture (~$160 M retail list)
. >6 PB SSD E M FSx{

. > 130 PB scratch 133 M FSx

. > 250 PB tape archive (~$6 M gIaC|er)
. > 20 PB public data export E 5

. > 50 PB WAN downloads 3 M egress)

Support Staff for:

User on-boarding — 1,899 users (FY23)
Project Allocation Process
Resource Tracking/Enforcement
Problem Resolution

Scientific Consulting

Visualization Services (hyperwall)
Cloud Implementation
Networking

Desktops

Big Data Analytics

24/7 monitoring and help desk
Management

Documentation

Auditing

Software Licensing

Less Costly but Less Capable
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Implementation #1 -- NAS Hybrid Cloud

h des of : .. o s sosns]
T ree modes o Operatlon I AWS Accounts can be tied to onprem

PBS such that jobs can be pushed from
onprem into AWS and pulled from AWS

Internet to onprem

Pleiades Enclave

Pleiades
Filesystems

e Standalone AWS environment

PBS
Server,
Onprem

NAS Generic AWS Account (AWS Pubgloud for low envirohments, AWS Govcloud for moderate environments)

e Hybrid burst out E m
Compute Nodes
submit batch and interactive e = -
. [€¥] Exicfnal Subnet €™ ntermal Subnet
jobs from our on prem PFE to sce s oo s B s rox
jobs into FS¥m ilesystems
run in AWS — =
/ Dynamic
Compute
Nodes

NAS Security AWS Account \.
Front End
Jobs
e Hybrid burst in

SSH

o

submit batch and interactive ;/7
jobs in AWS to run on-prem oromastons % — aws res

admin Server
Role into

Flow Logs
this AWS
Account

g

Aws
Config
Can support up to EAR99/ITAR. - oo
Msn:‘;i?nent Aﬁ;‘f‘g:::;s this account

Console

AWS
CloudTrail

NAS: Steve Heistand, Cloud architect @ NASA Ames =) — 13

(PIV to AWS Console)



NAS Cloud Use Cases

® Burst out high priority work
O LAVA
B Walled Model LES

® Burst in — (use case in development)
O Air Quality/Fire Spread - USFS fire sciences lab
Ensemble Atmospheric modeling + Fire spreading models
Need to run many scenarios - scale out
Higher Fidelity
Affordability a big issue
HECC Capability — Role in Regional/National scale emergency?

® Student Cluster Competition
O  Broaden community engagement and promote NASA Open Science Goals
O Quickly build/deploy isolated infrastructure
O  Foreign Nationals/Young Researchers
O  Short term engagement

All fall under a FISMA moderate plan
O Comes with additional controls and scrutiny

14



&

LAVA WMLES Studies of the High-Lift CRM on HECC Cloud

Utilizing the HECC Cloud to access Amazon Web Services (AWS)
resources, in addition to in-house HECC resources, the LAVA team
carried out Wall-Modeled Large Eddy Simulation (WMLES) studies
of the High-Lift Common Research Model (HL-CRM) and met
important deadlines for the AIAA Scitech CFD 2030 special
session and the High-Lift Prediction Workshop data submission.

The team found that per-node performance and interconnect of
AWS resources are comparable to or even better than HECC
systems. In addition:

- At most, 160 c5n-type AWS nodes were utilized, with the queue wait
time never exceeding five minutes.

— Visualization and post-processing can both be completed in the
cloud, eliminating the need for large data transfers and dedicated post-
processing workstations.

— On-demand cloud resources are approximately 5-8 times more
expensive than in-house HECC resources.

Evaluation of other node types, such as p4d (with 8xA100
GPUs) is planned for 2022 to facilitate rapid development and
debugging of LAVA GPU capabilities, and to perform scaling
studies and provide feedback to HECC management.

IMPACT: Availability of on-demand HECC Cloud
resources enables important NASA applications to be

performed in a timely matter in order to meet critical
milestones.

Curvilinear WMLES - Cartesian WMLES
(1.1 Billion Grid Points) / (641 Million Grid Points)

Instantaneous surface skin friction (cy,) at CLmax (@=19.57°)
predicted from LAVA for two WMLES cases utilizing AWS resources
and in-house HECC resources. Gaetan Kenway, Aditya Ghate,
NASA/Ames

15



PBS - Integrated Data Staging/Caching Prototype

In anticipation of NASA's Distributed Active Archives Centers (DAACS)
move to the cloud and to meet the agency's future need for hybrid
computing and data processing environments

Team prototyped a PBS scheduler-integrated data caching mechanism.

The effort enables HECC users to use distributed datasets more
efficiently with the on-prem HPC systems.

The prototyping effort for this milestone included:

— PBS job prolog directive enhancements: users can specify new directives that
will trigger a data pull from select external cloud sources automatically before a
job begins.

— Stage and Cache requested data

— Cache Aging and Recovery

A facility-wide world readable cache
— multiple independent users/teams transparently leverage cloud-based data
— reducing egress, storage duplication, and overall costs
— reducing personnel data-wrangling tasks.

&

IMPACT: The scheduler-integrated cache
capability 1) can reduce agency cloud-based data
egress and local storage costs by minimizing
duplicate data movements and storage of data
standard products 2) can reduce external data
access latency for HECC users, 3) can improve

local resiliency for higher-order workflow systems
that drive data intensive processes which may
leverage off-prem data sources 4) reduce data
wrangling for both data staging and local data
cleanups with data processing, product
generation, and analytics efforts.

User Story: In early December, initial feedback from a
NASA Earth Exchange (NEX) user was very positive. A
considerable reduction in overall task times, from three
weeks to just five days, was achieved using the
prototype. The NEX user test utilized 87 terabytes of data
and 6,628,350 file objects of Landsat collection 2 data,
with the source from an s3://usgs-landsat bucket within
the AWS Oregon us-west-2 region, which the USGS
EROS Center maintains




PBS Staging/Caching Directives

Directives of the form:

#CLOUD -s3cache=s3://noaa-goes17/ABI-L2-SSTF/2019/358/c20193582204141.nc

Will show up as the file:

/nobackup/s3cache/noaa-goes17/ABI-L2-SSTF/2019/358/c20193582204141.nc

Supports stage-in and stage-out from:

NAS Local filesystems to/from cloud environments
S3 (does integrity checks based on boto calls)
http

Working to implement same staging to/from NAS-Cloud

17



Implementation #2 -- HySDS Hybrid Cloud

NASA ASF
DAAC

SAR Data i
Providers
Sentinel-1AB Sentinel-1AB
L L HysDS | \
| Dataset Search - Workers
EEEEE ﬁ s Veghs”
| Me‘adata | Longer-term
Data
| I Products i
| I Storage
Analytics / Metrics | —_ L2 & L3 SAR
| I Ingest Workers E Processing on compute
I Data DeIivery Proce.ssing Pleiades HEC
| Workers Algorithm R R
| I Software = =
| Resource Managemen I ,m, .
L = :..1‘,’ =
I DMZ file Pleiades il e
| Jor control I server front-end Pleiades
—_———— PFE) nod
| Staging for (PFE) nodes Compute
J Process Control & &%ALR Data Nodes )
\ ~— = — — —  Management services ) oducts )Same algorithms
. loaded into HPC
Data System Services compute nodes
NASA HEC for Compute

Collaboration: Hook Hua, HySDS architect @ NASA JPL 18



https://www.nasa.gov/feature/nasa-esa-partnership-releases-platform-for-open-source-science-in-the-cloud

NASA Open Science Initiative

Topics | Missions | Galleries NASATV | Follow NASA = Downloads = About = NASA Audiences = Q< The curoreAn SPACE AGENCY

Earth

NASA, ESA Partnership Releases Platform for Open-
source Science in the Cloud

Boreal Forest Aboveground Biomass Density (Mg/hs)
—

ESA and NASA launch
revolutionary open-
source platform

Eator: Tar Groane

Read Next Related Articie

10
https://www.esa.int/Applications/Observing_the_Earth/ESA_and_NASA_launch_revolutionary_open-source_platform



Mission Science Data Systems @

Development/Operations Key Concepts

VV\.J
o Og® Science, Algorithm,
' ‘ L
Operators . .l & Tool Developers

Analysis
Read Data
(ARD)

Analytics
Optimized Data
Services (AODS)

—
Value-Added
Products
-

——— o
Multi-Mission ST TN
Data 0

Analysts

Standard
Products

* Algorithm development environment (notebooks)

* Collocated in cloud: algorithm development, science data processing, analysis

* Algorithm testbed —at scale

* Harmonized same approach for (1) development of algorithms for production, and (2) development of algorithms for
cal/val, product validation, on-demand testbeds, (3) R&A analysis

* ARDs/AODS approach for analysis

20
Collaboration: Hook Hua, MAAP SDS architect @ NASA JPL



Algorithm Development Environment

Algorithm Development Environment Data Processing Services
:I Interactive ADE Discovery of Executable i :I . E
! Workspaces Algorithms } Notebook Runtime Scalable Processing |
| Builds Container Algorithm 'registration into SPS’ :
l ADE ' 5 » ADES cluster(s :
| Catalog | AbEses (s) |
! A ' | |

checks in/out catalogs executes

Open Artifacts

E v v v i
: Code :
! : <4 Software Executable :
: Repository > > :
i e.g. code in GitHub Containerized Algorithm Executable Notebook Containers
X Notebooks |

Algorithm

“UMM-A" / curated by IMPACT APT

21
Collaboration: Hook Hua, MAAP SDS architect @ NASA JPL



Joint While Being Collocated with Data

R AN\ et '
BN \ |
\O X ' |
(,0\ G !
PCD?‘ bl d DL L L L /| '
N M | :
[
P (@) |
I ! :
l ! :
[ |l | Joint Algorithm | I
[ || | Catalog ) :
! N
' (ross] « ! :
I ; } - oes | ! :
I ‘ ! :
| S S I
[
I
I
!

22
Collaboration: Hook Hua, MAAP SDS architect @ NASA JPL Ve e o oo oo oo oo oo e e



Implementation #3

===  OGC Interfaces for Open
Science Interoperability

Checks out code

MAAP Hybrid Cloud (proposed)

ESA-NASA Joint
Code Repository

_____________

Checks out code

____________

Checks oLt code
ADE Build algorithm Build algorithm ADE
runtimes A 4 icati — untimes
N CI/ﬁCD Application r_CI/CD <
Package
A A
On-demand Joint Algorithm Catalog
jobs (yaml/json) | . )
Pulls Executable Algorithms | ! Pulls Executable Algorithms
! E 8 . On-demand
WPS-T L= = 1Container Registry WPS-T| jobs (yaml/json)
\ 4 A 4
ADES \ 4 (json) Applicafion Package v [ ADES
@‘ N AWS el workflow cwl @EAL—]
NASAMDS |~ - -wise CLI cwl < > EsaMDS
T i =

Metadata

A

STAC Data

(— DatasetIndex ) |Jetadata
(collection & [«

ADES-PBS
NASA HPC

Collaboration: Hook Hua, MAAP SDS architect @ NASA JPL

Joint MAAP CMR ESA HPC

A
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A&A Approach from MAAP into NAS/HECC

Release 3.0 - Multi User Design
(dec 22)

Users interact primarily in AWS
MAAP instance

Authenticate the user running in
AWS

Bind known user to a specific
instance/container

Establish trust between container
in AWS and HECC

Assurance of authorized users
submitting work

System mediates container
staging

System provides a data caching
mechanism

Authenticates per user work
submission requests

System mediates batch work
submission requests

Retrieve EDL Token Apereo
Password challenge CAS

N Delegate
authentication

! NASA/ESA
i Auth Providers
1

| EDL
1
1
aws '
:
1
1
Two Factor challenge + Forward user : Enable
MAAP Client One Factor challenge Suean response : il ADES Access
1
Applications Enable S5 (S s

1
1
1
1
1
1
1
1
1
1
1
1
1
1
|
______________ : Access
’ = |
MAAP : Enclave ) ___________|
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

1 1
: ! :
' API | !
1 ' 1
1 1 indes )------- N
Fetch DAAC : REST : Acquire S3 : |
1
granules ! Service | Credentials Filter work Lo |
! ' requests ! | |
Submit CAS . ! SUPkey & userID 1| Qsus !
Proxy Token ' ! Sop cul :
| : server |
: - 1 MAAP deploy / :
h : auth undeploy |
' PostgreSQL | Token !
1
1
: | i

AWS ! D ) s ’
wes-T 0

cwl-runner accesses OGC Application Package to
deploy (convert to singularity) onto Pleiades

24
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Security Team Expectations

Security Actions:

. Provide an explanation
that we can understood
this sequence diagram ->

. Establish a connection
agreements between
system owners

o Insure leaked credentials
are invalid

. Leverage AWS Role
Based Access Controls

| 12 hr time e
window |

i Earth Data Agency y
AAL-2 MAAP User J [ T J [ SupP } { NAS LDAP ] [ SN } [ ADES-PBS } { AWS SQS } [ PBS }
Authentication : :
Sequence oty MAAP login 3
Password Challenge H
Step 2 < 2 3
LereEgp AL  Enter Password | :
T " EDL Token log :
4 I result g
WPS-T Need to 3 g
validate : : i
3 NAS ID? ; : :
] o——» ] : :
i '; """""""""" g nasID+EDL Token!
]  Valid EDL Token?
response
: e A Valid nasID?
B ' i —e
| Refresh ‘ oot | |4 response et
| Credentials | ! SecurelD Challenge
| | EnterTolenCode N :
] Valid NASA ID?
; =l log
response result
Rt e
Send Private Key
1 Program per User SQS Queue - 12 hour credential
5 ! Return SQS Credentials 0

Post WPS-T w/User SQS Credentials

: Job Request -
g SQS Credentials

ssh qsub/qdel w/12 hr SUP key

Poll User Queue?
w/Long Term
SQS Credential

WPS-T cmd

EKS Container running in AWS

NASA MCP (security plan)

Valid nasID?

MAAP (MCP Tenent) : l¢.. Tesponse

log
result

qsub/qdel job script

(also MAAP Dev/JPL Cloud)
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Competition @

Congressional Investigation of Competition in Digital Markets
In July 2022 — findings: certain practices of Cloud Service Providers (CSPs) have a chilling effect
on competition or are anti-competitive:

https://www.govinfo.gov/content/pkg/CPRT-117HPRT47832/pdf/CPRT-117HPRT47832.pdf

e How does government structure procurements to encourage competition?

e How to create competitive boundaries around specific capabilities
o E.g. distribution vs. compute

Unfortunately

o  This matters when we consider hybrid computing designs
o Risk that the Agency effectively becomes an Agent promoting anti-competitive practices

27


https://www.govinfo.gov/content/pkg/CPRT-117HPRT47832/pdf/CPRT-117HPRT47832.pdf

Policy e

NASA Science Policy Directive 41a (aka SPD41a)
https://science.nasa.gov/science-red/s3fs-public/atoms/files/SMD-information-policy-SPD-41a.pdf
Section V:

A.  Repositories designated as appropriate for archiving of SMD-funded scientific information shall align, to the extent practicable, to the National
Science and Technology Council document entitled: “Desirable Characteristics of Data Repositories for Federally Funded Research”

https://www.whitehouse.gov/wp-content/uploads/2022/05/05-2022-Desirable-Characteristics-of-Data-Repositories.pdf

Section VII:

A. At the end of the period of performance of a research award, scientifically useful data associated with the award that has not already been
made public shall be made publicly available to the extent allowed by applicable law and existing NASA policies.

B.  Scientifically useful data from models and simulations developed using SMD funding shall be made available at the time of publication of
the peer reviewed manuscript that describes the scientific results. Each SMD division shall provide further guidance on the requirements for
the sharing of outputs from models and simulations.

C.  To achieve reproducibility, scientific software developed using SMD funding and used in support of a scientific, peer-reviewed publication

shall be released as open source software no later than the publication date.
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Business Cycle Risk

Continuity/Longevity — support for long running missions

Cost of a service is spread over a large pool of
customers. That can shrink and make a particular
service business model unsustainable.

Availability may change quickly if a cloud based
capability becomes financially unsustainable

Industry moves on from using a specific capability

Government may move more slowly

Centos

Ceph

AWS Amazon Linux 2 -> 2022 -> 2023

Google Earth Enterprise
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Lack of Data Interoperability abstractions/standards @

Locating/Validating against Authoritative Copies

| AWS S3
Staging Data

Caching Data Azure Blob
Integrity checks (hashes, parallel hashes) Google Cloud Storage

‘Cloud Optimized’ formats

Versioning

Cloud Data Management Interface (SNIA/CDMI) S3 as a ‘defacto standard’ (not really, but)

https://www.snia.org/cdmi e MinlO Ceph Swift Scality
Named Data Networking

e AWS, wasabi, cloudflair r2, backblaze b2

https://named-data.net
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Potential Futures

Cloud Data Management Interface (CDMI)

o www.snia.org/cdmi
Named Data Networking

o named-data.net
Open Storage Network

o www.openstoragenetwork.org
Open GeoSpacial

o  www.ogc.org

Common Workflow Language
o www.commonwl.org
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Hybrid Computing Project Outcomes @

What are or will we do differently as a result of these projects?

° Development of new authentication and credential management process
o Changes to our ‘secure unattended proxy’ mechanism
o Interface to AWS infrastructure and Security Control features
o Extend to allow for non-NASA users
e Re-Architecture of our internal security design and controls Challenges:
o Development of container management infrastructure ;
o What's permitted, bind mounts, external IP NAT ° Securlty
o Potential to use wrtuahze?tlon, v!an, or other containment measures ° Identity and Credential Management
o Alternate Ul (docker -> singularity, podman)

o Differences in desired level of verification

e Data Staging — in and out e  Security Plan Connection Agreements

o Locate, Reference, Cache, and Validate
o Credential Management ° Staging Data
o Egress Management

. Caching Data
e  Changes to the batch scheduling (PBS)

o Efficiently splitting up nodes o Publishing Data

o Rapid scheduling decisions ;

o Supporting interactive work ® Data lntegnty

o Staging remote data in and out (e.g. satellite sources) ° Computational Integ rity
o Caching remote data

. User Acceptance
° Reassessment of how we connect to Amazon

o Impacts physical network design
o Impacts to peering agreements
o Impacts to cost tracking (egress)

e  Performance and Logging

Generalized capability that
o How do you track this work flow .
o How do you identify performance issues Can be applled tO numerO US
o Can you identify suspicious activity
other use cases 33
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