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Probabilistic 
requirements?

• Reviewed requirements from 
industry and academia
• Let’s dive into probabilistic 

requirements and classify them 
into patterns
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Probabilistic requirement patterns

“The probability of avoiding collisions with an obstacle shall be greater 
than 99*% over the course of the mission”

“With a probability of at least 0.95 no error will occur in the next 1000 
seconds”

*this probability is application and system dependent
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Probabilistic requirement patterns

“The probability of avoiding collisions with an obstacle shall be greater 
than 99% over the course of the mission”

“With a probability of at least 0.95 no error will occur in the next 1000 
seconds”

Probabilistic invariance
Predicate holds (always or continuously within a time bound) with a 
probability bound 
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Probabilistic requirement patterns

“The aircraft shall not leave the taxiway”

“The aircraft shall not turn more than a prescribed 
degree”

Corina Pasareanu, Ravi Mangal, Divya Gopinath, Sinem Getir Yaman, Calum, Imrie, Radu Calinescu, and Huafeng
Yu,Closed-loop Analysis of Vision-based Autonomous Systems: A Case Study, Submitted to CAV 2023.

Erfan Asaadi, Ewen Denney, Ganesh Pai. Towards Quantification of Assurance for Learning-enabled Components, EDCC 
2019. 5



Probabilistic requirement patterns

What is the probability that the aircraft eventually leaves the taxiway

What is the probability that the aircraft eventually turns more than a 
prescribed degree

Calculate the probability that eventually the system reaches an error state

Probabilistic existence
Predicate will eventually become true with a probability bound 
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Probabilistic requirement patterns

“Whenever error X, the rover shall avoid collisions with a probability 
greater than bound”

“if FSM_STATE = MapSending_SendMapData, rover shall within 
<watchdog_timeout> transfer_map with probability greater than bound”
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Probabilistic requirement patterns

“Whenever error X, the rover shall avoid collision with a probability 
greater than bound”

Probabilistic response
Whenever predicate1 holds, predicate2 must become true with a 
probability bound
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“if FSM_STATE = MapSending_SendMapData, rover shall within 
<watchdog_timeout> transfer_map with probability greater than bound”



Do you speak 
FRETish?
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Adding probabilities in FRET

null (global), in, before, after, notin, onlyIn, onlyBefore, onlyAfter

immediately, next, always, never, eventually, until, before, for, within, after 

null, regular, trigger

SCOPE

CONDITION

TIMING

template key: [scope, condition, timing]
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Adding probabilities in FRET

null (global), in, before, after, notin, onlyIn, onlyBefore, onlyAfter

immediately, next, always, never, eventually, until, before, for, within, after 

null, regular, trigger

SCOPE

CONDITION

TIMING

template key:[scope, condition, probability, timing]

null, bound, query PROBABILITY
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Translate to the PRISM language

• PRISM’s property specification language subsumes several probabilistic 
temporal logics
• Several probabilistic model checkers accept PRISM’s language
• E.g., STORM, ISCASmc
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P operator: P bound [ temporal property ]
• P>0.99[ F terminate ]
• P>0.98[ F (request & (X ack)) ]

P=? [property] quantitative approach
• P=?[ F terminate ]



Adding probabilities in FRET

For example:
[null, null, null, immediately]: P>=1[ $response$ ] 
[null, null, bound, immediately]: P~bound[ $response$ ]
[null, null, query, immediately]: P=?[ $response$ ] 
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[scope, condition, probability, timing]



Probabilistic invariance

[null, null, bound, always]: P~bound[ G ($response$) ] 
[null, null, bound, for]: P~bound [ G<=T ($response$) ] 

P>=0.99[ G (! collision) ]

“The probability of avoiding collision with an obstacle shall be greater than 99% over the 
course of the mission”
FRETish: The rover shall with probability > 0.99 always satisfy ! collision

“With a probability of at least 0.95 no error will occur in the next 1000 seconds.”
FRETish: The sw shall with probability >= 0.95 for 1000 seconds satisfy ! error
P>=0.95[ G<=1000 (! error) ] 14



Probabilistic existence

[null, null, bound, eventually]: P~bound[ F $response$ ]
[null, null, query, eventually]: P=?[ F $response$ ] 

P=?[ F error ]

“What is the probability that eventually the system reaches an error state”
FRETish: The aircraft shall with what probability eventually satisfy error
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“What is the probability of battery depletion before completing mission objectives”
FRETish: The rover shall with what probability eventually satisfy battery_depleted
P=?[ F battery_depleted ]



Probabilistic response

[null, regular, bound, always]: 
P>=1[ G ($regular_condition$ -> P~bound[ G $response$]) ]

P>= 1[ G ( error => P>bound[ G (! collision)] ) ]

“If error, the rover shall avoid collision with a probability greater than bound”
FRETish: Whenever error, the rover shall with probability > bound always satisfy ! collision
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More complex formulas

FRETish: if FSM_STATE = MapSending_SendMapData, rover shall with 
probability bound within <watchdog_timeout> satisfy transfer_map

P>=1[((G (((! (FSM_STATE = MapSending_SendMapData) ) & 
(X (FSM_STATE = MapSending_SendMapData))) => 
(P~bound[X (F<=watchdog_timeout transfer_map)]))) & 
(FSM_STATE = MapSending_SendMapData) =>
P~bound[F<=watchdog_timeout transfer_map]))]
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Ongoing work

• More than 40 different formalizations for probabilistic requirements
• Probabilistic requirements for ODIN-Fire
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• if ODIN gets a fire/smoke probability > X it sends notification within Y sec with a 
probability P_A
• if fire location > location threshold and fire spread vector > fire spread threshold 

the situational awareness system shall satisfy that the blockage probability for 
escape route 1 is P_BER1



REFSQ 2023 paper

• ML requirement attributes and 
characteristics
• 13 sanitized requirement types
• Obtained by manually analyzing 

770 requirements
• Missions and industrial case studies
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Derived TROUPE requirement

• For the entire mission: The probability of collision with an obstacle 
shall be less than 1%
• For a specific error (e.g., rover pose): An error X is likely to occur with a 

probability 5%.
• Derived requirement: Given error X, rover shall always avoid collisions 

with a probability less than <calculatedValueToSatisfyMissionRqt>

It implicitly defines the integrity of the barrier preventing or recovering 
from error X.
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Probabilistic requirement patterns

“What is the probability of error conditioned on the 
model never aborting”

Conditional probabilities
What is the probability of formula1 conditioned on formula2
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Conditional probabilities

P=?[F[error] & (! (F abort))] / P=? [! (F abort) ]

“What is the probability of error conditioned on the model never aborting”
FRETish: Upon !Future(abort) the aircraft shall with what probability 
eventually satisfy error
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Requirement Patterns

• 13 sanitized patterns
• Obtained by manually analyzing 770 requirements
• Missions and industrial case studies that use AI

“The sw shall estimate PARAMETER to be within +- X with a Y% confidence”
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