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Labeling scheme:
Problem
Asset
Solution
(Brundage et al, 2021)
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Labeling scheme:
Procedures
Decision-Making Structure
Human-System Relationship
(This work)
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• The bottom line: we need a labeling scheme that is appropriate 
for the specific use
Ø However, the scheme must also be (1) logical and (2) representative of the 

content it will be used to label
• For this purpose, we propose the systematic development of a 

taxonomy to guide annotation
Ø The taxonomy can also be used for descriptive studies of the set of 

documents, such as finding patterns of failure 



Background
• Labeling for natural language processing tasks

Ø Developing ontologies (Wang et al, 2021, and Ye et al, 2016)
Ø FMEA-style labels (Andrade & Walsh, 2022)

• Ontologies of design knowledge
Ø Taxonomy of error types (Sutcliffe & Rugg, 1998)
Ø Ontologies used for information retrieval (Li et al, 2014)

• Identifying patterns in ontological characteristics
Ø Archetypal blockchain business models (Weking et al, 2020)
Ø Platform envelopment (Hermes et al, 2020)
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Methodology Overview

Taxonomy Development

Meta-
Characteristics

Ending
Conditions

Inductive Approach

Deductive ApproachDocuments

Expert

Clustering

Failure Taxonomy

Failure Patterns
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NASA Lessons Learned Information System
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Taxonomy Development
• Define Meta-characteristics and Ending Conditions to begin
• Alternate between Inductive and Deductive Approach until 

Ending Conditions are met
Ø Can start with either Inductive or Deductive Approach, depending on 

familiarity with the database
Ø Entire set of documents is used for each iteration

• Taxonomy in this approach is a set of dimensions and 
characteristics
Ø Multiple characteristics belong to one dimension
Ø Characteristics are a logical consequence of meta-characteristic and do not 

apply to all documents
Ø Characteristics in each dimension are mutually exclusive
Ø Dimensions are collectively exhaustive
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Meta-Characteristic and Ending Conditions
• Meta-Characteristic

Ø Consider taxonomy purpose and targeted characteristics
Ø Meta-characteristics: characteristics of the system architecture, operation, 

environment, or development process that introduce a hazard
• Ending Conditions

Ø After each iteration (inductive + deductive), check whether ending conditions are 
met
– Yes: taxonomy is complete
– No: continue iterating

Ø Standard ending conditions:
– Mutually exclusive and collectively exhaustive
– All documents (or a representative sample) have been analyzed
– No merges, splits, or new characteristics in most recent iteration
– Each characteristic is described in at least one document
– Each dimension and each characteristic within a dimension is unique
– Each combination of characteristics is unique

Ø Application-specific ending conditions can also be added
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Inductive & Deductive Approaches
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• Inductive Approach
Ø Read all documents (or a 

representative sample) to gain 
understanding of information

Ø Highlight parts of text that capture 
key themes

Ø Make notes of thoughts and analysis

• Deductive Approach
Ø Start by reading characteristics
Ø Consider whether documents are 

described by characteristics
Ø Add, remove, or merge 

characteristics and dimensions as 
needed

Characteristics:
System Environment: Interaction with Environment
Decision-Making Structure: Too Centralized

Document:



Clustering
• Clustering to find patterns of 

failure
• Patterns of failure: dimensions 

of failure that tend to appear 
together in a single document 
describing a failure
• Multiple algorithms tested – 

spectral clustering performed 
best for this application
• Evaluated using silhouette 

coefficient
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𝑠 =
𝑏 − 𝑎

max(𝑎, 𝑏)

Silhouette Coefficient:

a: mean intra-cluster distance
b: mean nearest cluster distance

Measured per sample (document).

Average and standard deviation 
across samples is usually 
considered.
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Dimension Characteristic Definition Count
Analysis Development Process Missing Standard Analysis An analysis that is widely considered standard is not performed 48

Standard Analysis Not Performed on Final Configuration Analysis is performed, but too early, so the final configuration is not analyzed 16
Analysis is Adequate for System Operation Standard analysis is performed at an appropriate time in design 86

Decision-Making 
Structure

Too Centralized Single decision-maker does not communicate sufficiently 23
Too Decentralized Multiple decision-makers are not well coordinated 20
Decision-Making Structure is Effective Decision-maker(s) and communications are suited to decision 107

Human-System 
Relationship

Inadequate Human Factors Human factors not adequately considered during design 12
Adequate Human Factors Human factors adequately considered during design 138

Monitoring Failure of Monitor Monitor is present, but failed 1
Omission of Monitor Monitor is needed, but not present 8
Monitors Adequate and Functional Monitor is either not needed or present and functional 141

Procedures Intrusion or Replacement of Procedure Addition of new procedure or replacement of a correct step with an incorrect step 7
Omission of Procedure Operator skips a step or procedure 14
Procedures Adequate and Appropriate Only correct procedures are followed, if any are required 129

Safety Equipment Inadequate Safety Equipment Safety equipment or safeguards are inadequate 6
Adequate Safety Equipment Safety equipment or safeguards are adequate 144

Subsystem Behavior Coupling between Subsystems Small deviation in one subsystem affects another subsystem 30
Isolated Subsystems Subsystems difficult to integrate 8
Subsystem Interaction Effective Subsystem interaction is effective 112

System Behavior Unaccounted for Non-Linear Behavioral Relationships A small deviation or fault has large impacts on system-level behavior 10
Accounted for Behavioral Relationships If non-linear relationships exist, they are accounted for in design or operation 140

System Environment Unaccounted for Interaction with Environment Interactions between the system and its environment are not adequately isolated or protected 31
Accounted for Interaction with Environment Interactions between the system and its environment are adequately isolated or protected 119

Timing of Action Premature Action An action in design or operation is made prematurely 5
Delayed Action An action in design or operation is made late 2
Action Timed Appropriately An action in design or operation is made at the correct time, if one is needed 13
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No. Size Sample
Lesson

Characteristics

1 25 26703 (1) Analysis: “Knowledge of the 1-g physics of large bubbles in the condenser legs 
would have allowed the limits of ground testing to be better understood.” 

2 23 24503 (1) Decision-Making Structure: “flight software has been developed by a consortium… 
The definition of the software coding standards was non-specific.”

3 15 24403 (1) System Environment: “Bird Strikes are known hazards during aircraft takeoff and 
landing operations.”

4 9 28101 (1) Analysis: ”the redundancy and failure analysis for LRS was incomplete”, (2) 
Subsystem Relationships: “include all relevant interfacing subsystems”

5 9 27003 (1) Subsystem Relationships: “have been found to have sensitivity to noise that could 
lead to inadvertent firing”

6 6 27701 (1) Analysis: “robust design practices and integrated set of engineering checks and 
balances that may have prevented…”, (2) System Environment: “radiation-induced 
damage”

7 5 1710 (1) Procedures: “did not follow all of the steps in a complex checklist”, (2) Decision-
Making Structure: “Less than adequate communications between…”, (3) Human-
System Relationship: “…caused the pilot to mismanage the UAV’s energy”

8 4 28105 (1) Subsystem Relationships: “propulsion subsystem should ensure positive isolation 
of…”

9 4 4999 (1) Procedures: “active leveling should be employed to accommodate center of gravity 
offsets”

10 4 28202 (1) Analysis: “warranted the need to perform a second round of fatigue analysis”, (2) 
Decision-Making Structure: “stress analysis team was not made aware of the change”

Moderate to strong cluster structure 
(s=0.7704)



Discussion, Conclusions, and Future Work
• Limited by what contributors include in the LLIS entry
• Some overlap when compared to similar, existing taxonomies 

(e.g., Sutcliffe & Rugg)
• Identified twenty-seven patterns of failure and developed a 

taxonomy for describing twenty-six characteristics grouped into 
ten dimensions
Ø Results provide a conceptual model for developing a labeling scheme for 

natural language processing tasks
• Future work will apply the method to other datasets to test 

extensibility and improve the breadth of failures characterized
Ø Broader project will require interpretation by SMEs
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