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About Me

• NASA
• NESC Deputy Tech Fellow for Software
• Work at MSFC in the Embedded Software Development
• MSFC’s Lead for AI/ML efforts

• Interfaces with Agency DT office

• Academic
• Professional Engineer License (Thermal and Fluid Systems)
• Aerospace Engineer and Computer Engineer degrees
• Computational Fluid Dynamics/Numerical Methods
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What is AI/ML?

• Artificial Intelligence

– Definition, no NASA Standard, varies internally and externally

– Computers capability to emulate functions that are associated with thinking

• We are not at the level in which systems are “thinking” (ie synthesizing concepts)

– No Isaac Asimov three laws, Skynet, Hal 9000…

• Machine Learning

– Data is presented to a computer program that the machine builds an algorithm without 

being explicitly programmed.
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AI/ML vs Autonomy

• AI/ML is Autonomy, but not all Autonomy is AI/ML

• Both concepts have been around for decades 

• What is the difference? (simplified)

– Autonomy

• System gathers inputs, analyzes, and outputs a response

• Can be explicitly programmed responses (Expert system)

• Does not have to be software

– Thermostat

• Examples (NASA has been doing this for a long time):

– SLS launch vehicle (short time to effect)

– Mars Landers (delayed Communications)

– AI/ML

• Uses algorithms to analyze data statistically to build model

• Is implicitly programmed (ie weights are generated for outcomes)

– Computer cannot determine causation or independence of correlation
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When to Use AI/ML

• ML is NOT a solution for every type of problem

• If rules, computations, or predetermined steps can be explicitly programmed, do that

– Simplifies Verification/Validation

– More deterministic

– Order of approximation can be determined

• If rules cannot be coded explicitly

– Complex rules

– Rules overlap/finely tuned

• Information cannot be scaled

– While some data can be analyzed by people, large data sets are better for ML algorithms

• Large Data sets

– Amount of data

– Image analysis

– Ability to sufficiently train and test the model dataset
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NASA Policy

• NASA Software Engineering Requirements (NPR 7150.2D)

– Applies to all software, regardless of development methodology/strategy

– Covers AI software in requirements definition, project, test, validation, … all phases

• NASA Software Assurance and Software Safety (NASA-STD-8739.8B)

• NASA Scientific Integrity (NPD 1920.1)

• NASA Management of NASA Scientific and Technical Information (NPD 2200.1D)

• NASA Standard for Models and Simulations (NASA-STD-7009A)

• Federal Orders/Direction

• NASA Responsible AI Plan

• OIG Reports:  NASA’s Management of Its Artificial Intelligence Capabilities

• NASA AI/ML Ethics Memo
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https://ntrs.nasa.gov/citations/20220013471
https://oig.nasa.gov/docs/IG-23-012.pdf


AI/ML Ethics

• Fair

• Explainable and Transparent

• Accountable

• Secure and Safe

• Human-Centric and Societally Beneficial

• Scientifically and Technically Robust

NASA/TM-20210012886 NASA Framework for the Ethical Use of Artificial Intelligence (AI)
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IT and usage

• Security Levels and sensitivity of data

– NASA OCIO has been working with providers to 

address security approvals

• Government cloud and FedRamp approved 

quickens pace

• Areas with open data (scientists) are able to 

use most modern features
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Agency Initiatives/learning

• https://nasa.sharepoint.com/sites/AIML

• MS Teams:  Agency Wide AIML Collaboration

• NASA SATERN Digital Academy

• NASA AI-usecase Inventory

– Over 400 examples
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Types of ML

• Supervised Learning

– Labeled data is presented to the system, the computer determines rules that maps inputs to 

outputs

• Unsupervised Learning

– Unlabeled data is presented to the system, the computer determines the rules from the inputs only, 

correlations between the data only

• Reinforcement Learning

– A reward function is created, and this is optimized to obtain the maximum reward

• Game theory, control theory, genetic algorithms, statistics..

• Mixtures/Other
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Models of ML (sample)

• Artificial Neural Networks

– Linked layers of weights

• Decision Trees

– Binary decisions on classifications

• Regression analysis

– Linear regression (statistics)

• Bayesian networks

– Probabilistic graphs

• Genetic algorithms

– Mutations with “better” methods surviving

• Ensemble

– Multiple combined methods
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Where is AI/ML being used from 
Software TDT/State of Discipline?

• All centers doing some degree of AI/ML – GSFC, Ames, JPL leading  -- being used as a useful tool where it best fits

• Early career employees gravitating toward use

• Agency CoP and center-level AI/ML CoP meetings held regularly and well attended

• Science (earth, space, aeronautics) and research applications readily utilizing

– Big data, data science, data reduction, pattern recognition, image processing

– Onboard data reduction in presence of limited comm bandwidth common

• No safety-critical AI/ML in spaceflight yet, but reliability curve may approach classical software failure levels

• Challenge in assurance and recognizing difference between probabilistic and deterministic software behavior

• General concern over high autonomy demand beyond LEO without necessary rad-hard computational hardware

• Over 400 AI projects of varying quality and usage documented (Still growing)
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Example: Predict Cost of a House

• Use data to predict the cost of a house based on different parameters

• Understand and interrogate the data

• Optimize model

• Predict
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Examine Data
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Initial Training

• Load the Libraries
• Load the data set

• Pre-processing of Data

• Split the data into training set and  test set
• Usually 20-30% test set

• Want to make these representative

• Setup with some base parameters for the model
• This is similar to tuning constants it

• Need to understand model and data

• Train and output the model (for future)
• This data set was small so short amount of 

time
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Determining Feature Importance

• Load the model and see how 
the weights from each input 
data affects the prediction

• Notice certain parameters at 
the bottom are highest… this 
is relative to the correlation 
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How do we determine Parameter 
settings?

• This is tuning of the parameters to get a 
better estimate

• This method effectively runs through a 
“grid” of the parameters and trains 
multiple models

• This is computationally expensive

• While this can make a “Better” model for 
this data set, this does not mean that 
model will work for future
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Train with our new parameter settings

• Everything else is the same

• Modified input parameters here
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Updated Feature Importance

• Most parameters are still in the same order
• Unless they were close:

• Garage_type_attached – 1.43%
• Prev 1.45%

• City_Lake Christinaport – 1.57%
• Prev 1.40%

• Some large changes:
• Garage_type_none less important

• 3.11% from 5.22%

Updated
Original
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Predictions

• Set up the information

• Then call the model prediction

• With best Parameters:
• $583,089.70

• With original Parameters:
• $543,105.06

• Optimization Example took over 6 
hours to run
• Training was only ~20 seconds

• 10,860 times as long
• For approximately 7% 

difference in this case
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Thoughts (1 of 2)

• If parameters are changed based on data set (training) how are these verified?

– Turbulence models had constants that could be changed, those would invalidate calculations with previous values

• ML is used for “big data”

– Single flights and small amounts of data do not provide accurate representation

– These are not physics/equation models

– Interpolation inside of the ML data set is more accurate than extrapolating outside

• Data has to already be generated

– ML models are not creating new data, they are finding patterns/correlations in presented data

– If no valid data presented previously model can “predict” incorrect results

• Verification/Validation

– Models are statistical and non-deterministic with less insight into the outputs
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Thoughts (2 of 2)

• Software Assurance

– Without insight (explainable) assurance is unknown

– How to define the quality of the model and results for the usage

• Safety Criticality

• Challenges

– Ensuring AI is defined and used within defined context and it’s strengths and weaknesses are understood

– Ensure awareness of probabilistic/non-deterministic nature 

– Develop assurance/verification strategies for AI – (i.e. need to re-verify and re-validate periodically after 

learning)



Other applications/examples

• https://github.com/khundman/telemanom
https://www.pnas.org/doi/10.1073/pnas.2101784118
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Summary

• Autonomy does not have to be AI/ML

– Understand when to use the correct tool for the correct problem

• NASA policies are still required to be followed

– The policies do not explicitly state AI/ML but the processes still apply

• Ethical uses of AI/ML can add complexity to the problem

• IT restrictions on the data

• There are different types of AI/ML and each has strengths and weakness

• Implementation of AI/ML has multiple “knobs” that can be change

– Data is the key
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