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Human-Systems Integration Architecture (HSIA)

a construct to describe the communication, coordination, and
collaboration between humans and cyber-physical systems that
must occur in order to accomplish an operation or mission,
including managing critical events.

ISS, 2000 - present Moon to Mars
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Mission Control Expertise:
85+ specialists available
with ~660 years combined
on-console experience




Current Mission Paradigm

COMM

SUPPLY

EVAC

Frequent resupply of spare parts
and other resources from visiting
vehicles to maintain the vehicle

Evacuation back to Earth is
possible within hours

The International Space Station
and select visiting vehicles

An example Orbital Replacement Unit (ORW)



33 Vehicle incidents
AnOmaly Response on the ISS requiring urgent diagnosis:

Unanticipated
Urgent
Time-Critical Anomalies on the ISS, 2001 - 2019 Unknown Origin

68 Total High Priority IFls l

Avg: 1.7 urgent diagnosis incidents / year
(but higher during burn-in period!)

l | hl Efae Lal..le

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019
/

QA
QA \\
"\ \\
RIN|
< ] )
J )

N



Human-Systems Integration Architecture (HSIA)

Our HSIA has evolved but not fundamentally changed.

?
Apollo, 1961 - 1973 ISS, 2000 - present Moon to Mars



Current Mission Paradigm

Safety-critical operations are managed from the ground:

Direct control

Problem solving
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Current Mission Paradigm

Safety-critical operations are managed from the ground:

Direct control

e MCC-H maintains near-full command of the vehicle from the ground

e MCC-H constantly manages the state of the vehicle
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Amount of data evaluated by a single flight controller A
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Current Mission Paradigm

Safety-critical operations are managed from the ground:

e Mission Control provides
crew with real-time
direction and oversight for
complex task execution




Current Mission Paradigm

Safety-critical operations are managed from the ground:

- o
= S
85+ specialists available

~660 years combined on-console experience Mission Evaluation Room

- P
22 unique console disciplines Subsystem Experts

W

! ! Flight Controllers

Flight Director %3 System Experts ®
Rapid information

synthesis, risk assessment, CAPCOM

and decision—-making

MCC-H uses distributed
decision-making to defer

to the right systems
expert at the right time

Flight directors rapidly
assess risk and make
decisions



Current Mission Paradigm

Safety-critical operations are managed from the ground:

Problem solving

e Flight controllers constantly monitor systems, detect anomalies,
assess times-to-effect, and determine workarounds

e MCC-H and MER Engineers leverage historical data and deep
systems expertise to troubleshoot, diagnose anomalies

Amount of data evaluated by a single flight controller



Missions Beyond LEO: A Paradigm Shift

COMM:

SUPPLY:

EVAC:

OPS:

Bandwidth-constrained and delayed communication with ground
Limited resupply
Limited evacuation opportunity

Increased complexity of operations




3 second round-trip delay
Short duration, no resupply

Nearside landing site

Artemis A

ARTEMIS

5 — 14 second round-trip delay
Sustainable lunar basecamp

Lunar south pole landing site with
harsh illumination conditions
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Mars Mission
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~15 mins to work the problem

Advice from ground will be up to 1 hour outdated ‘ ))>




Comm Delay Studies

Round-trip Delay

(seconds) 0-4 10 100 600 1200 2400
DRATS 2011 &
AMO, NEEMO 16
2012, AMO, DSH, ! | DRATS 2012, NEEMO 13 & 14,
Analog NEEMO 7 & 9, AMO NEEMO 16, ISS, ECLsssgomp“ter NEEMO 16 DRATS 2012
Im
ISTAR
2011, 2012, 2016,
Year 2004, 2006, 2012 e 2012, 2014 2012 2007, 2010, 2012
EVA
Medical/
Emergency

Maintenance

Contingency

Troubleshooting

Rader et al., 2013; Kintz et al., 2016; Fischer & Mosier, 2014
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Comm Delay Studies

Round-trip Delay

0-4 10 100 600 1200 2400
(seconds)
DRATS 2011 &
AMO, NEEMO 16
2012, AMO, DSH, : | DRATS 2012, NEEMO 13 & 14,
Analog NEEMO 7 & 9, AMO NEEMO 16, 1SS, ECLSSS?gmp“ter NEEMO 16 DRATS 2012
ISTAR
Year 2004, 2006, 2012 201I1r;02r03152/£32016, 2012, 2014 2012 2007, 2010, 2012
EVA AVTEMIS
Medical/
Emergency

Maintenance

Contingency

Troubleshooting

Rader et al., 2013; Kintz et al., 2016; Fischer & Mosier, 2014
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Comm Delay Studies: Limitations

e Definitions of operational regime (e.g., “contingency”)
e | evels of situational or task acuity/complexity

e (Controls

e Measures of simulation fidelity

e Measures of outcomes (e.g., "degraded capabilities”
e Repeatability

e Small sample sizes
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The reported impacts of communication delays in
low fidelity environments may be underestimated,
particularly for tasks involving highly complex,
dangerous, and/or off-nominal situations.

— Kintz et al., 2016




Missions Beyond LEO Require a New HSIA

Development and validation of a
new HSIA requires conducting
simulations with realistic tasks
and expected comm delays.

Integrative
Architecture




ROLE OF GROUND TEAM

Ground-to-onboard shift of safety-critical operations with increasing comm delay

Analysis, strategy

N~10 min delay L. IE R R R R e o

e.g., Trouble-shooting a safety-critical anomaly of unknown source

Crew must make time-critical decisions independently

Problem solvin
e e.g., Restarting a critical system that shuts down unexpectedly

o 1-5 min delay ————————————————————————————— (]

TP i
Crew must execute complex tasks without real-time support

el sl e.g., Ultrasound with doc on ground,

=) EVA and IVA assembly and maintenance
P BOEY A — — = = = == == == = = = e === o

Problem solving

.
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Problem solving Direct control

i 1.5s delay,
MCC-H maintains near-full command of the vehicle from the ground (Current LEO ops paradigm)
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e.g., Manual Apollo 11 LEM landing
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Ground will always have more expertise and personnel; anything that can be worked
at a pace that allows interaction with the ground will utilize those resources
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Lunar Anomaly Analysis



Comm delay example
Apollo 16 EVA with simulated 12-second round-trip delay
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Apollo 16 EVA Space-to-Ground Dialog

Charlie, we think you ought to put the one that you - solid = sent

can get in the SCB...put it in a bag and carry it up. No, we understand. It'll just

That one that's too big, if there's nowhere to stow it get a lot of dust around the .

upstairs, why don't you just leave that one down. cabin with that open rock. faded = received

______ T N U O ~1.5s delay
one wa
CREW 1 - ! ( y)

Oh, there's a place to stow it. We Total:
just don't have the big rock bag out! ~20s

A opportunity for error

7

S N (one way)

cnew : £ ‘
~ .
Total:
: ~30s

Expected lunar comm delay limits the ground’s ability to oversee crew task
execution, increasing the opportunity for crew error.




Apollo 13: First Two Hours

FIRST 2 HOURS

056:15:00
[Eiosion N osccoo S
& L

056:30:00

057:00:00
A 4

eSO} 059:30:00
[0s7:1500 | 057:30:00 057:45:00 *
L 4 L 4 @

o>
\ 4 >
Explosion in service module blows out fuel
System cells 1 and 3, causes leak in fuel cell 2
Lots of power used during troubleshooting
v Hardware reset + PGNCS light
[4 . .
2 R &R Main B Bus Undervolt
= System
@
2
g Stirs tanks Reports seeing gas venting out Final effort to salvage CSM
Commander f q
E . Houston, we've had a problem (Loud bang + undervolt C&W) resources - trying tank 2 again
o (Jim Lovell)
Troubleshooting under Houston's direction
Efforts to salvage the remaining resources of the CSM
Powering down CM by 10 amps to save power All crew
CM Pilot ; : e
(Jack Swigert) Spacecraft is moving out of Ot'; 0:‘*,\;
control - using manual RCS @
Reading onboard telemetry to MCC -~ function to try and stabilize
to confirm readings (disbelief)
LM Pilot
(Fred Haise) Closes the tunnel Troubleshooting under Houston's direction Preparing LM Copying down procedure
between LM and CSM for powering up the LM
: owme ©
=
4
5]
5' Guiding crew through procedures for troubleshooting, and generally trying to salvage the We've got about 15 minutes worth of power left in the
2 CAPCOM Initial response remaining resources of the CSM (shutting down FC1, charging battery A) CM, so we want you to start getting over in the LM
E Request stir oxygen tanks We'd like you to start making
; your way over to the LM now
g EECOM: Oxygen tanks need stirring FLIGHT: Decision to shut FLIGHT: Decision to focus EECOM: Looks like we've got
g (to make reading more accurate) down fuel cell 1 on using LM as lifeboat, about 18 minutes until we FLIGHT gives order to
T —— GNC: notices hardware reset EECOM: Isolate O2 surge tank g;"’tﬂtmutbr:esg‘oit'gg the gf;dgwt;: @ 7??7”5" .a:'d abandon CSM, goto LM
ission Contro on the back burner at’s the cutoff point.
Consoles EECOM, Flight: initially suspect false tojsecurelentyjsyStems . - |
alarm, instrumentation issue- el e e FIDO, TELMU, etc: working on lifeboat plan *In 18 mins will run out of power
recommends troubleshooting re-entry if depleted MCC Shift change handover: white team to
focus on "figuring out what happened"
" g @ @ @ @ @ @ @ >




Apollo 13: First Two Hours

CapCom: It's just four lines. Go to Activation 1, do step 3. Go to Activation 11, omit
step 1. Do Activation 12, and then go to Activation 13 and do step 1. Do you copy?

Crew 2: Okay. Is that Activation 1?7 Do step 3. Is that correct?
CapCom: That's affirmative, Jim.

Crew 2: Activation 11, omit step 1, do the rest. Is that correct?
CapCom: That's affirmative.

Crew 2: Do Activation 12 and Activation 13, step 1.

CapCom: That's all correct.

: Okay, Jack. Pressure in tank 1 is approaching 100 psi. What's going to be the
symptoms of this fuel cell starting to drop off?

CapCom: Stand by, Jack. We'll get the word on that.

: Okay.
CapCom: And, Jim, when you get to the end of that procedure, we'd also like to have
you put the Demand Regs to Cabin.

We've got about 15 minutes worth of power left in the
CM, so we want you to start getting over in the LM
We'd like you to start making
your way over to the LM now
EECOM: Looks like we've got
about 18 minutes until we FLIGHT gives order to
get down to 100 psi, and abandon CSM, go to LM
that’s the cutoff point.
|
*1n 18 mins will run out of power
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Mars Anomaly Analysis



ISS Cooling Loop A Anomaly: Actual Events

14:30

15:00

~15:30

System Status

Caution & Warnings
(for Thermal Control
System - TCS)

Crew

Flight Control Team
(MCC + Back Rooms)
(+ Team 4)

MER

14:23
4

External cooling loop A shut
down automatically because
the ammonia was too cold.

IFHX automatically bypassed.

12 TCS alerts

ETCS Loop A PCVP Temp Low-S1
ETCS Loop A Pump Spd Low or
PCVP Failed-S1

Alarm sounds on board due
to losing half of the external
station cooling

SPARTAN determines Loop A
shut down in response to the
Undertemp FDIR.

Support MCC counterparts

Pump is no longer circulating
fluid to Starboard side of ISS

Critical equipment swapped
to alternate cooling source

28 TCS alerts

Node 3 MTL REGEN TWMV
Overtemp-NODE3

Node 2 MTL TWMV Overtemp-
Node 2

(Inferred) Crew told by
ground to continue with
scheduled workday (crew
stops acknowledging alarms)

SPARTAN/ETHOS executes the
pump recovery procedures

Node 3 is transitioned to
contingency LT

Cooling loop still colder than
expected despite FCV parked
in full bypass

No TCS alerts

Successfully restarts the pump, and
FCV is parked in full bypass, SPARTAN
performs manual FCV
troubleshooting, pump power cycled
and shut down for 3 hours
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Crew continues with scheduled activities

Reviewing data to characterize the FCV problem, generating "com
ground" workaround options to correct the FCV problems

Starboard TRR] repositioned,
still not warm enough to
allow use of Loop A for
cooling equipment

No TCS alerts

Moves the starboard TRR] to
a position where the sun
would warm it
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Mars Transit Projection of the ISS Cooling Loop A Anomaly

14:23 14:53 15123 15:53 16:23
i | |
® 4 0 @ @ @ >
2 A
ﬁ A A A A
4 A A a4 2 o ©—15:16 Pump Firmware Restarted a
ﬁl A AA DA AL AL LA A vy a A a
C&Ws [ g14:23 ETCS Loop A PCVP Temp Low-51 ©—15:23 Loop A Restarted ®—15:53 Loop A Restarted
System Status i
[ gu14:23 ETCS ETCS Loop A Pump Spd Low or PCVP Failed-S1 ©—15:23 FCV Enabled in Full Bypass ©—15:53 Enabled FCV Temp Control
Caution & Warnings R
staws |
U
: : o o TR IIEl ©15:23 Loop Arestarts, butlistoolcoldf— - = = = = = = - ] ©-16:15 Manual FC testing - = —= —
I 1
A : : 1
1 I 1
I J 1
: ! ©—14:38 Decide what procedure to run ©-15:24 Start removing some heat loads from loop A to loop B once Loop A restarted |
Actions i ! . : |
: i &—14:39 Start running procedure : ©-16:15 Begin manual FCV testing '
i : !
Crew | : 1 X
oy : 1
: ! o-14:39 & "Procedure started" ©-15:24 & "Load shedding started" : ©-16:15 & "Started manual testing" |
] : | I !
;o 1 «16:10 & "perform FCV tests" i
i I !
L | 1
® L . S 1
: 1 L “ 1
i ¢15:50 &% "perform FCV tests" !
1 | !
= by | 16:35 & started I
. ©-14:59 & "Procedure started" ®-15:44 & "Load shedding started" | manual testing !
! 1
- 1
1 1
Flight Control Team i : I
| [ 1
I SRt R R R R S 1
(MCC-H + Back i v v :
Rooms + MER) Telemetry : [414:43 Loop A shutdown telemetry ©—15:43 Telemetry that Loop A is too cold i
A 1
1
[ I//
. 4 5 16:35 Begins receivi
C&Ws 1 s 2 4 a 2 A manual FCV test
1 A A AL 'y AL /
i A A AA AA AL AA AR A vy telemetry results //
° - d > N

Ground Notified EVENT



Mars Transit Projection of crew anomaly response

PROBLEM SOLVING

Detection
30+ alarms in first 30 mins

Safing Response
Begin pump recovery
procedure immediately

COMMANDING / PILOTING

Command FCV to full bypass

COMMANDING / PILOTING
Power off equipment

Prevent Downstream

Consequences
Shed heat loads to
contingency cooling

Repair

EVA to replace pump
module (IF a spare is
available)

PROBLEM SOLVING

Diagnosis
Begin troubleshooting to
characterize the FCV problem

Asynchronous Knowledge
Management




Application to Future Simulations



Direct control

Critical Scenario Characteristics: Lunar

+ Time pressured due to safety-criticality or need to complete additional tasks
« Complex, requiring some support from ground to be completed correctly
+ Delayed oversight from ground is available

- Data availability at site of task (e.g., telemetry indicating successful step completion)
and on the ground (delayed)

* Multiple parallel elements (e.g., an alarm sounds during procedure execution)

* Local situation awareness (i.e., crew has immediate information that the ground does
not have)



Critical Scenario Characteristics: Mars

« Causal relationships are not immediately understood
* No perfect information is available during initial stages

+ Intervention options are limited (e.g., limited resources, redundancy, sparing),
requiring creative thinking to generate workarounds

« Short-time-to effects and competing priorities that require simultaneous efforts



Needed Technologies

« Artificial intelligence to aid the crew in data monitoring, analysis & trend identification

« Advanced maintainability and sparing approaches (e.g., additive manufacturing) that
support crew in both routine operations and conditions requiring critical repairs.

« Advanced sensors and sensor fusion to support crew diagnosis and repair of vehicle
systems

- Data integration, data architecture, and data visualization to support crew in vehicle
diagnostic processes

+ Asynchronous communication support to mitigate effects of delays and intermittency.

« Virtual/augmented reality for crew execution support.



Thank you



