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Abstract—Resilience is a topic of increasing interest–with ever-
present calls from policymakers to increase the resilience of
complex systems and infrastructure. However, resilience as a
concept can be confusing, because of a lack of a common unified
definition and frame of reference. Sometimes it can appear as
if resilience analysis is merely duplicating other, more mature
fields such as safety, reliability, or risk, while other times it
seems as if resilience is providing an “alternative” view with
limited rigor. To better understand the resilience concept (and its
relation to the broader field of risk management), this paper will
present the perspective of simulation-based resilience analysis and
design, including some of the foundational precepts and resultant
concepts defining the resilience concept. It will further present
the motivation for using simulation to understand resilience and
highlight some ongoing work and research challenges in this area.
From this frame of reference, one can better understand the
field of resilience, including how different aspects and definitions
of resilience relate to each other, and how resilience relates to
broader design considerations and practices.

Index Terms—resilience, modelling and simulation, represen-
tation

I. INTRODUCTION AND MOTIVATION

There have been increasing calls for increasing and im-
proving the resilience of complex engineered systems and
infrastructure. These calls have seen resilience as a means of
solving a number of policy problems, such as (but not limited
to) (1) better handling and adapting to natural disasters (often
related to climate change) [1], (2) encouraging a more agile
“learn-as-you-go” approach to handling risks when developing
new technologies [2], and/or (3) increasing the adaptiveness
of autonomous and complex socio-technical systems to better
mitigate hazards that will arise in operations [3].

However, there is often confusion about what is meant by
resilience. It is often unclear how resilience fits within (or
beside) existing long-standing risk management frameworks
like safety and reliability engineering (especially since has
been sold as a competitor to these paradigms [4]). From a
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critic’s point of view, resilience may be seen as an (less
rigorous, less mature) alternative to these fields [5], or a mere
reframing of these fields with no unique contributions of its
own. This is further complicated by the many seemingly-
conflicting resilience frameworks that have been proposed in
the field (see literature reviews: [6] [7], [8]). Thus, there is a
need to better understand the definition of resilience and its
relationship with the broader fields.

To better provide a conceptual framework to understand
the resilience concept, this work will outline some of the
basic precepts, concepts, and research questions from the
perspective of simulation-based resilience analysis and design.
Simulation-based resilience analysis and design is a means of
understanding and improving the resilience of a system using
quantitative simulations of system behavior [9]. To introduce
this area, this presentation will first describe some basic
precepts and resultant concepts that define resilience from
a modelling and simulation perspective. It will then discuss
how modelling and simulation can be used to understand and
improve resilience, along with some of the ongoing research
questions in the field.

II. UNDERSTANDING RESILIENCE

Simulating systems resilience first requires a basic con-
ceptual framework of what resilience is. Below are some
foundational precepts of this conceptual framework, as well
as some resultant concepts that may be used to understand the
field.

A. Foundational Precept: Resilience can be understood quan-
titatively.

A major assumption required for understanding resilience
in simulation is that it is a quantitative characteristic, meaning
it can be expressed in mathematical terms (e.g., numbers,
expressions, equations, statistics, etc). This is in contrast to
the idea that resilience (as a human/organizational property)
should primarily be understood with a qualitative, conceptual
or “soft systems” approach.

B. Foundational Precept: Resilience is a dynamical systems
property related to the system’s response to events.

Considering resilience as a quantitative property, it can then
be seen as relating to the behavior of a system after an event
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Fig. 1. Resilience Curve Concept

occurs. An event is an occurrence within a particular scenario
which may be hazardous, unforeseen, or otherwise important
for the purpose of analysis. This behavior may be represented
as a curve or function (often called the resilience triangle [10])
of a quantity of interest before, after, and during the event, as
shown in Figure 1. This can be called the “resilience curve”
and represented using the expression:

Res =

∫ te

tb

r(t, s)dt (1)

where s is the scenario including the event, tb is the beginning
of scenario, te is the end of the scenario, r(t, s) is the dynamic
quantity of interest through the scenario, and Res is the
resulting resilience metric over the scenario s.

Note that under this definition of resilience, the metric
or measure may be anything of interest, not a particular
performance value (which may be domain-specific). As such,
resilience should be understood not as any specific measure
(e.g., in the sense that “the resilience of the spacecraft is 7”),
but as a framework for considering how measures of interest
respond to events (e.g., in the sense that “the system is resilient
because the post-event capacity rapidly recovers to its pre-
event value in ten minutes”).

C. Resultant Concept: Resilience is a means of consideration,
of not a competitor to, existing related objectives.

Given the identifying characteristics of resilience being
the analysis of event-related dynamical systems properties, it
follows that resilience is compatible with existing related fields
and considerations. As pointed out by Terje Aven, resilience
fits well within the framework of risk, as a particular consider-
ation of risk that includes dynamical systems properties [11].
For example, as presented in earlier work [9], resilience-

related losses (i.e., the value of risk) can be expressed in terms
of expected losses using the equation:

R = E
s∈S

Res (2)

where R is the risk value, S is the set of uncertain scenarios
to consider, and Res is a given resilience metric representing
a loss (for example, cost or a hazardous outcome occurring).
Similarly, resilience can further be considered within existing
frameworks of performance and safety as a way of analyzing
domain-specific metrics (e.g., speed, capacity, performance,
risk of injury) in particular events, rather than devising spe-
cialized “resilience metrics” independently.

D. Resultant Concept: Resilience properties can be thought
of as inputs and outputs of the resilience curve

Many resilience “definitions” and metrics are compatible
with this consideration of resilience and may be categorized
as modelling inputs (i.e., assumptions or variables in the
equation(s) which output the resilience curve) or outputs (i.e.,
metrics Res). Examples of outputs include recovery time,
robustness, while examples of inputs include buffer capacity,
intelligence, recovery policy, and situation awareness. The
process of improving resilience may further be considered
to be changing the various inputs of the resilience curve to
improve the resulting output metrics of interest [9].

III. CONCEPTS IN THE SIMULATION OF RESILIENCE

Given the overall definitions defined in Section II, the use
of simulation to assess resilience should be clear. Specifically,
the purpose of simulation is to represent the input behaviors
to generate the resilience curve and in turn quantify metrics
of interest. Using simulation, one may then change different
inputs of the simulation to improve the various metrics and
thus design a more resilient system.

Given the definition of resilience in Equation (1), the
resilience curve may be understood as an ordinary differential
equation (or system of equations) representing behavior over
time. While simple time-based ordinary differential equations
may be solved analytically, this becomes untenable for most
real-world systems, where there are complex switching behav-
iors (i.e., modes), events/scenarios, and interactions between
different behaviors and systems, motivating the use of discrete-
time (or discrete-event) simulation [12]. Further consideration
of resilience requires an approach taylored to the domain
under study, along with the analysis questions of interest, as
explained below.

A. Resilience may be simulated differently, depending on the
goals of analysis.

Since there is not one “resilience” metric or treatment, there
is furthermore not a single universal simulation approach for
analyzing system resilience. Instead, simulations are adapted
to the considerations relevant to the particular analysis con-
cept. For example, an important aspect of simulation set-up is
the scenarios under consideration, which may vary depending
on the research question [13] in the following ways:
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Fig. 2. Prototypical Resilience Simulation Setup

• The number of events to simulate may vary, depending
on if the goal is to understand the system’s response to
a single event, a type of event, the worst-case event, or
the set of events envisioned to occur.

• If the goal is to improve resilience, the response of the
system will be evaluated over a number of different input
parameters (e.g., buffer, capacity, response policy).

• The length and time-scale of the resilience to consider
may vary, depending on the scope of consideration. For
example, one may be interested in the system response
in the immediate aftermath of an event or the long-range
repair and reconfiguration of the system

These are all important considerations for developing an
overall simulation approach. In particular, the desire to model
a large amount of longer-running simulations increases the
computational time required for evaluation, which can be
important to manage when improving system resilience.

B. The needs of resilience analysis push the boundaries of
existing simulation approaches

While modelling and simulation has significant potential to
inform the assessment of resilience, the representation of the
behavior of interest in a simulation is often a difficult task.
Systems where resilience is most relevant and desirable often
have a significant amount of behavioral complexity, such as (1)
complex human and algorithmic behaviors such as perception,
reasoning, and acting (see: [14]) (2) stochastic and potentially
unknown environmental behaviors (e.g., events) and (3) non-
trivial interactions between behaviors (e.g., component cou-
plings, multi-agent behaviors [15], etc). These are represented
in Figure 2, and each present major challenges in terms of
representation, because unlike “typical” engineered systems
(e.g., springs, engines, etc.) they do not map neatly to an
existing, definitive physical laws.

This does not mean simulation is not useful. In fact,
simulation brings a number of advantages to the analysis,
including conceptual rigor, the ability “test” concepts without
taking on real-world risk, and the ability to apply advanced
methodologies for identifying hazardous events which could
not have been identified otherwise [16]. Often, challenges may
be revealed by simulating a system which would not have been

envisioned prior to implementation otherwise, because there
would otherwise not be a chance to integrate the components
and test different behaviors. Nevertheless, how to fully repre-
sent the resilience of complex engineered systems remains an
active research question with many problems to solve.

IV. CONCLUSIONS

This paper outlined a basic conceptual overview of re-
silience from the perspective of modelling and simulation.
Resilience analysis is the consideration of a system’s dynamic
mitigation of hazardous events, which may support overall
design activities like risk reduction, safety assurance, and per-
formance improvement. Modelling and simulation support the
assessment of resilience by providing a means of quantifying
resilience curves (and their resulting metrics) from input as-
sumptions. While these concepts are relatively straightforward,
the implementation of them reveals a number of challenges for
modelling and simulation techniques–including how to best
represent intelligent systems and their interactions within a
complex environment. This is an active area of study that
could have transformative impacts on how the community
understands the diverse considerations defining the concept
of resilience.
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