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Goddard’s Flight Software Systems Branch

As the creators, maintainers, and stewards
of NASA's core Flight System, we:

Flight Software

G R ~ Systems Branch —=m
«  Orchestrate changes across projects . / O '

and COmmonlze new Capab”'ty fOI' the The Flight Software Systems Branch provides on-board, embedded software

. products that enable spacecraft hardware, science instruments and flight
beneﬂt Of a” components to operate as an integrated on-orbit science observatory.

Our Primary Work
Products Include:

* Technology Development

»  Provide software support to industry o
partners to help push the technical i= B e « Proposal Support
envelope and achieve mission success . g : | e N St

Clold. ccamEsoRsic(EACE: * Sustaining Engineering and Operations
upper left), Roman Space

Telescope (RST, upper right),

and Capture Containment, and

Return System (CCRS) (bottom

and shown along with ERO).

. Lead all stakeholders in the evolution of e e
focus on project-specific development
cFS to provide more capability out of . \
- Core Flight System (cFS) is used - \ 3 ( ; 20")\‘&9 SUSIFa;\SmEg‘ .
the bOX acoss the NASA mission A ; %) g ngg;eseuv’;npgo:\s.m){ 135

directorates and includes operational spacecraft/
programs/and projects like MSR, instruments including JWST
Gateway, Artemis, RST and R 7 =1 ISIM, Aqua, Aura, ACE,
applications spanning spacecraft, The Flight Software Sustaining Engme»srmg (FbSE\ group. - : N Wind, and many others.
instruments, landers, launch implements new flight software solutions to adapt N
vehicles, and capsules. spacecraft hardware failures (reac! /hee\s gyros)

We put out fires and keep missions flying long past the

planned mission lifetimes.
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What is cFS? NASA2020 Software of the Year Award winner!

Flight Software (FSW) - the “brains” of the spacecraft:
. Controls instruments, thermal, electrical, attitude, etc.
*  Ensures safety during anomalies

. Provides autonomy, guaranteed response time, determinism,

reliability, maintainability

cFS - a TRL 9 FSW framework, providing:

* A dozen modular software applications for common functions

(limit checker, file transfer, memory mgmt, etc.)

+  Portability via processor and OS abstraction

»  Supporting tools (unit test framework, performance, ground
system simulator, etc.)

FSW with cFS

»  Faster/cheaper development with 100% re-use of common
services (time management, event notification, dynamic
configurability, ...) and applications (CFDP, Checksum, File
Manager, ...)

*  Plug-n-play capability via the consistent interface for common

and mission-specific applications

Project Responsibility cFS Team Responsibility Third Party
FSW with cFS
EDAC Command Telemetry 1553 Bus s Wi
App“cation Scrubber Ingest Output Support pace\Vire Tools
| Attitude || Data || Orbit ” Solar || High-Gain || Instrument
Control Ingest Models Array Antenna Mgr.
! Ground
Data Fill q n
| CFDP ” Checksum ” Sime ” Man'aeger ” Hou ” ' y | System Sim
| Ch;'zliter “ M;S:I:'y ” Mzgsw “ Scheduler | SB Network || Stored Cmds. |
_________________________ Application
_ _ Generator
Core Flight Core Flight Executive API
Executive | Table | | Event | Core Flight Executive |  Executive | | Time lepomnance
Services Services Services Services Tools
Platform 0S Abstraction API Platform Support Package AP zeﬁffmance
. nalyzer
Abstraction Custom
RTEMS || VxWorks Linux Mcp750- G Platiom
VxWorks Platforms (optional) .
Unit Test
Framework
;T?S / [ Real Time OS | [ Board Support Package | gui'd
00 ystem
[ PROM Boot FSW. | Framework
4

cFS commonizes core services, allowing project teams to focus on project-specific development




cFS Usage and Impact At NASA

CFS Applications At NASA Centers CFS Applications Across Mission Directorates cFS Applications Segments

Architecture
5%

NASA MSEC, 1, 3% SOMD, 2, 5%

NASA ARC, 5, 12%

L7
NASA GRC, 1, 2% ESDMD, 9, 23%

NASA LARG, 4, 10%

3 Balloon
Aircraft 4%

Instrument
7%

NASA JSC, 10, 25%

SMD, 15, 37%

Unmanned Aircraft
el Payload
Spacecraft 28%
28%

NASA GSFC, 19,
48%

N STMD, 11, 28%

Rover  Processor
2% 2%

cFS is used at 6 NASA Centers! cFS is across mission directorates and on 40+ cFS is on embedded systems that span
: projects historically including RST, CCRS, the space ecosystem.
MAV, LRO, Gateway, Artemis, and many more!

cFS named by ISwSIS (and approved by HEO directorate) as the international standard framework for
FSW, and is likely the most used FSW system in the world




cFS External Applications And Summary of Key Benefits

* Quality: cFS reuse reduces defects by as much as
95%* over starting from new software.

» Cost: cFS reuse reduces cost by as much as 70%*
over starting from new software.

* Risk and Schedule: Starting from cFS substantially
lowers project risk and makes schedules more
predictable.

» Standards: cFS is now a standard for the space
community defined by ISwSIS (and approved by HEO
directorate) as standard FSW framework (for NASA,
ESA, CSA, JAXA).

* Tech Transfer: cFS impact is documented in
numerous publications.

“We stand on the shoulders of giants. The
work we were doing was built on the work
people had done before us. NASA’s Core Flight
Software is a big part of what we do on the
flight vehicle.” - Intuitive Machines CTO

* DoD and other US agencies
* Academia* — CACTUS-1, BlackCAT, EagleCam
* Private/International Sectors*
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cFS is used across a broad range of systems and applications across the space industry.

*Note: There are many other users; for proprietary and

security reasons, not all are listed.



The Current Paradigm
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But as we explore...

-

' : ‘lily science objectives
Sy

« Onboard decision making Processed science reSU|tS
« Collection prioritization
+ GNC adjustments
« Self diagnostics and repair

oy ~6 hours rou nd trip CO

Driven by Al/ML!

mmunication

More autonomy and onboard capability is needed to continue to push the bounds of science

Image credit: CactiStaccingCrane under Creative Commons i
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cFS Evolution Objectives

» Grow the suite of capability available for projects with both existing NASA-developed

capabilities and proactively developed technologies

« Expand the cFS Project Team using current NASA/GSFC FSW experts to better support the

FSW and NASA communities; includes certification, training, development, consulting, etc.
» Support cutting-edge operating systems and hardware
* Enhance deep space mission support
 Provide edge computing and reduce reliance on Earth-space links
* Add advanced capabilities for industry and academia

* Protect assets from adversaries

NASA Goddard Space Flight Center Software Engineering Division



Support for Next-Gen Hardware

* NASA is developing the High Performance

Spaceflight Computing (HPSC) hardware —
platform, providing: QE} = | E e =)
— 8-core CPU capable of heavily parallelized operations ] _»B:L_\\_:’.:;v_\\_:;%_n_:;_ oo [ | | S |
— Hardware vector acceleration enabling onboard Al / ML Exctie (= = |~ ]
— Hypervisor enabling split architectures such as real-time o, ——— 1
(command & data handling, ACS, etc) and non-real-time . rews | v || e ]| o || e |
science processing on a single chip Bl SO
— Hardware fault tolerance, cryptography, next-gen timers
-
. . . . Mi
* The cFS team is looking to integrate with HPSC t?'""
and provide standardized mission access to .-
HPSC features and capabilities

NASA Goddard Space Flight Center Software Engineering Division



Onboard Scripting

* High level mission control is historically done by the ground

» For deep space missions and to increase efficiency, move
some decisional mission logic to the flight system

« Scripts are updatable by engineers, flight ops, or crew

 Standardized capability that can interface with core apps
and mission apps with an appropriate CCSDS EDS
database

» Scripts written in Lua, with other languages as potential
future expansions Example of an

False A True

Condition 1

A\ 4 Condition Unmet \ 4

Wait Until
Condition 2

Conditipn Met

Send
Command A

NASA Goddard Space Flight Center Software Engineering Division
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Al Inferencing

* Provide platform for running Al Inference using ground-
trained models, enabling:

— General spacecraft autonomy Asynchronous

Processing

Load Model

Inference Load Model
o Load Model

— Onboard data processing App e fereae Engine _— Simchronos
— Cyber threat detection Ay Top 2 3w Result Result App

2, __,,,/’“
— Self diagnostics and repair U

— Much more!

* Develop Al Inference app (and associated library) to
load a model and perform inference using live data with
a standardized cmd/tim API Telemetry

— Standard API will wrap an open-source library, such -
as Tensorflow Lite or OpenXLA

— Run on advanced multi-core H/W or offload to
GPU/FPGA

— Custom apps can use the library directly when
needed for synchronous processing

Software Bus

Input from system Trained model Output to system

NASA Goddard Space Flight Center Software Engineering Division 12



Flight System Hardening

* As cyber threats evolve, missions require more protection to minimize risk to their science

* The flight system can be further protected with sophisticated message authentication, encryption, and routing control
— Protect against unauthorized access to the system and unauthorized actions once onboard

+ Capability also allow safe “sandboxing” of low-TRL apps such as Al Inferencing to raise the technology’s TRL level
— Don’t let an Al-powered app fire a thruster (yet!)

» Software and hardware crypto solutions provide maximum mission flexibility and protection

Al
Inference

(&
A 3

Command

Thruster

Control Ingest

Telemetry

pr
<«

- Output

Inter-app Message Router (Software Bus)

NASA Goddard Space Flight Center Software Engineering Division
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cFS App Store

* GSFC / Code 582 develops and
maintains core cFS functionality with
community involvement

* The cFS team is working to make it
easier for mission teams to pick and
choose which functionality they need
for their missions based on
requirements and hardware
capabilities

» Concept furthers cFS’s founding
principles of standardizing complex
capability and enable sharing between
missions

cFS

N

App Store

Add To Mission

Add To Mission

Platform Support Packages (PSPs)

Add To Mission

GR740-
RTEMS

Add To Mission

Operating System Abstraction

Layers iOSALs)

Add To Mission Add To Mission

Add To Mission

Shared Libraries

Inference
Engine

Add To Mission

Add To Mission

Add To Mission

Add To Mission

Apps

Add To Mission

Stored
Command

Add To Mission

Data
Storage

Add To Mission

Software
Bus

Add To Mission

Memory
Dwell

Add To Mission

Al
Inference

Add To Mission

Add To Mission

Software
Bus
Network

Add To Mission
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Conclusion

» cFS was designed from the start with evolution and adaptability in mind to provide a software platform with
cutting edge capability.

* The framework is actively being used widely on various NASA missions, by OGAs, commercial, and other
international space agencies.

* Its development is led by GSFC, who is engaging in partnerships with the larger community to address a wide
range of use cases.

* The cFS team is adding key features to accommodate advances in technology.

* Next generation hardware is coming, enabling computationally intensive science missions not previously
possible. Our software is evolving to be ready for this new age in spaceflight.

The cFS team is looking for partners to help us drive technology forward to support the science missions to come

NASA Goddard Space Flight Center Software Engineering Division 15




The cFS team welcomes and encourages:
Comments

Questions

|deas

Discussion

If your project is using cFS, please let us know!!

- cfs-program@lists.nasa.gov
* Ashok.K.Prajapati@nasa.qgov, cFS PM
* Richard.D.Landau@nasa.gov, cFS PDL

NASA Goddard Space Flight Center Software Engineering Division 16
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Questions?

«D
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Backup

«D
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Example: Simple Spacecraft C&DH
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Example: Instrument Data Processing
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Example: Entire Complex Mission Solution
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