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Solar System Internet

▪ The internet started with the Arpanet as a 
resource sharing network, encouraging people 
collaboration. 

▪ Machine to machine communications- 
Document sharing and file transfer 
Applications ➔  Human to human 
communications- Email and chat Applications

▪ Building delay/disruption tolerant Applications ➔ 
make DTN operational and lay the foundation to 
build a Solar System Internet

▪ Important design considerations: 
Interactive/graphical applications; high 
availability,  interoperability, reliability, security 
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DTN Applications

•Chat
•Voice/Video calls, instant messaging, file sharing
•Email
•  File Transfer
•EKG sensor Monitoring
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HDTN Architecture
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Chat application - ISS flight testing

• There was a need to facilitate 
communication between HDTN 
flight and ground operators

• At first communication were 
handled via text messages and 
satellite links (Iridium Go App) 
 Unreliable:  Loss of messages 

during disconnections , a shared 
phone number passed around
 A need for a delay tolerant 

messaging solution 
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Chat

• ION bpchat : used to communicate with the ground  during ISS 
LCRD/ILLUMA-T flight testing  
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Chat 

• HDTNChat: more robust interface, includes timestamp, usernames, BPSec support
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Demo HDTNChat:  encrypted messages 
exchanges during flight testing 
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Voice/Video calls and instant messaging 

qTox: a chat, voice, video, and file transfer IM client using the encrypted peer-
to-peer Tox protocol
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HDTN integration with qTox

• Redirect all outgoing network packets coming from qtox's 
udp port to bpsendpacket's induct

• Redirect all locally generated network packets destined for 
bprecvpacket's outduct to qtox's udp port

• Block any additional traffic from qtox
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Demo 
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Email: Design considerations

• Existing email protocols:  SMTP/POP3
• Current Mail Transfer Agents (MTA) like 

Postfix require intercepting email and not 
made to support DTN by default; Need a 
separate mail delivery and submission 
agent ➔ make our own all in one server 
that supports DTN 

• Improving reliability using 
acknowledgements and acknowledging 
acknowledgements ➔ Checkup system
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Checkup System Diagram 
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Implementation 

1. Using BPSendPacket instead of creating a custom BPSendEmail 
2. SMTP Server 
3. Checkup System 
4. POP3 Server
5. Logging 
6. DNS support
7. End to End Encryption support (BPSend/receivePacket  supports BPSec) 
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Testing in the lab 

Raspberry Pi used for lab testing

• Testing one server support
• Testing multiple servers support 

(DNS resolution)
• Testing end to End encryption 
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Demo: Email delivery to only one server 
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Demo: Email delivery to 2 different servers (DNS 
resolution)
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Demo: End to end encrypted email delivery
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Flight testing
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Flight testing results and Demo 
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File transfer 

• Currently HDTN uses command line to send files using BPsendFile and 
BPReceiveFile Applications 

• There’s a  need for a new User Interface to show the progress status of a 
file transfer:

1.  Added another tab for file transfer to HDTN version 2 GUI
2. Developed using React and Next.js
3. Imported a table to display the file name, size and progress of the 

transfer
4. Imported a function that allows you to track the progress of the file 

transfer
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Results
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EKG Sensor Monitoring

• Application that securely transmits biometric data and sensitive health 
information

• Exercise the command-and-control IoT capability of HDTN with high 
priority data

• Real-time monitoring of passenger vitals through Graphical User Interface
• framework for deep-space sensor overlay, with bidirectional 

communication
• Relation control infrastructure will enable real-time monitoring of systems, 

with ability to act against operational issues
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Software Architecture 
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Flight Testing  Topology 
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Flight testing results 

• Bidirectional data pipeline, capable of securely sending over 600 sensor 
readings per second

• IoT command-and-control capability over HDTN
• Successfully accomplished real-time EKG monitoring over HDTN 

between PC-12 and ground station through GUI
• Efficiently transported data with an average of 0.1% packet loss
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Impact

• Real-time health monitoring for Artemis astronauts
• Remote sensor tuning to adjust for environmental 

changes
• Up-to-date status messages, allowing for faster 

command center action



nadia.kortas@nasa.gov
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