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Natural space radiation environment

Images from left to right – NASA FERMI X-ray telescope, Solar 
Dynamics Observatory, Janet Barth (radhome.gsfc.nasa.gov)

These sources are dynamic.

Trapped Particles in 
Planetary Magnetic FieldsGalactic Cosmic Rays Solar Activity

Energetic supernovae remnants 
(~GeV, Z=1-92) 
Originate outside of our solar system

Solar Wind
~11-year Solar Cycle
CMEs (proton rich)
Flares (heavy ion rich) 

Fluctuate with Solar Activity and Events
Not a perfect dipole
Protons and Electrons trapped at different 
L-shell values and energies



Breaking down the different types of effects



Damage is a two-fold problem
Dose shows up as you’d expect: wear-out mechanism (cumulative) – many damage 
sites or trapped charges accrue over time 
Single events show up as random failures-in-time (instantaneous) – one particle with 
sufficient energy deposition in the right location
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Redundancy in electronics

Redundancy does not remove SEE risk; it reduces impact. Common failures like TID still exist.

RedundancySingle Points of Failure

vs 

SEE risk may 
be reduced, 

but not 
eliminated



Electronics don’t like that

Charging leads to arcing

Dose leads to degradation/functional failure

SEE leads to failures/functional disruptions



Summary of risks to electronic parts

(After K. Ryder)

Arcing



How do we assure something that is complex?

Technology Feasibility                     
(show-stoppers)

Partnerships

Roadmaps & 
demand

Manufacturer 
testing

Preliminary 
testing

Process 
performance

Independent 
verification

Architectural 
Demonstration

Characterization

Availability 
constraints Corner cases

Reliability at 
extrema

Worst case 
conditions

Physics of 
failure

System Assurance

Concept of 
operations

Likelihood in 
environment

Criticality and 
impacts

Requirements 
verification

Risk 
quantification

Maintainability 
& validation

Radiation effects community driven:
NASA Electronic Parts and Packaging (NEPP)

Design community driven, 
intentional test design

Environment and 
end-user/project/program driven



Designing for tolerance - RHA flow
• Hardness Assurance is the 

practice of designing for 
radiation effects

• What it takes to overcome the 
radiation challenges

• Competing failure modes

10

(After Barth/Poivey)



Shielding helps – to an extent
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Commercial scaling of semiconductor devices

DasGupta 2007

For CMOS in general, the scaling of feature size is increasing resilience with respect to dose and 
increasing the susceptibility to single event effects.

P. E. Dodd, M. R. Shaneyfelt, J. R. Schwank and J. A. Felix, "Current and Future Challenges in Radiation Effects on CMOS 
Electronics," in IEEE Transactions on Nuclear Science, vol. 57, no. 4, pp. 1747-1763, Aug. 2010, doi: 10.1109/TNS.2010.2042613.



Types of Single Event Effects (SEE)

Destructive
• SEL - Latchup
• SEB - Burnout
• SEGR – Gate Rupture
• SEDR – Dielectric Rupture
• SEU – Upsets can become stuck bits

Non-destructive
• SET – Transients, can be analog and digital
• SEU – Upsets, can happen in multiple bits or 

multiple cells – MBU/MCU
• SEFI – Functional Interrupts, for complex 

devices, typical category for response that 
needs refresh/reset/power-cycle to return to 
operation

• Non-destructive does not mean non-disruptive

(After Ladbury)



How do you plan to mitigate?

SeaStar Spacecraft
705km, 98o inclination
Solid State Recorder

Quiet Time:
trapped protons &

galactic cosmic rays

Worst Case:
solar particle events

C. Poivey, et al., SEE Symposium, Los Angeles, CA, April 2002
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System upset or mitigation 
overwhelmed?

Without information on the flight design, we don’t know if we are in or out of bounds, 
this isn’t just a parts selection question. 



Deciding if you need to mitigate at all

Error-Functional

• High number of SEE signature 
allowable 

• Design may inherently be 
indifferent to SEE signature 
with mitigation in place or 
robust design practices

• Nuisance or manageable 
function impacts (e.g. filtered 
transients, error detection 
and correction on memories) 
beyond part responses

• No action needed

Error-Vulnerable

• Low number of SEE signature 
tolerable 

• Design may require function 
for small window of 
availability or spend very little 
time in the susceptible state

• Mitigation needed in order to 
be reclassified as error-
functional (e.g. SEFI of Flash, 
Multi-bit upsets)

• Ground or autonomous 
operations must be 
anticipated

Error-Critical

• SEE signature not allowable 
• Disruption of function identified 

as single point of failure or 
design cannot continue to 
perform after SEE

• Mitigation needed in order to be 
reclassified as error-vulnerable 
(e.g. destructive SEL, many 
error accumulation, boot image 
corrupted due to error 
accumulation, SEFI that 
requires ground intervention or 
box level reset waiting on 
ground)

• Anomaly review needed or loss 
of mission



Mitigating with system architecture



Some Typical Mitigations

Triple Mode Redundancy

• Using redundancy and voting 
to mask SEE

• Frequently used in FPGA 
fabric of combinatorial logic

• Local, Block, Global all have 
trades associated with SEE 
response

Cold Sparing

• Backup systems that are 
unpowered and can replace a 
faulty system (side A/B)

• Will still accrue dose and 
sometimes errors while in off 
state

Watchdog Timers

• Feedback loop with 
expectation of current or 
power draw

• If operation is not performing 
check
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Radiation Testing

For TID we use energetic photons, typically gamma rays
They can be imparted uniformly and have good charge yield

For TNID we use energetic protons or neutrons avoiding coulombic interactions
Can use mono-energetic fluences to represent full damage predicted in environment if the material 
follows Non-Ionzining Energy Loss (NIEL) principles

For SEE we use heavy ions, protons (mostly secondaries), secondaries of neutrons, and 
sometimes pulsed laser

We try to know the amount of charge creation, so that we can estimate rates on-orbit

(After A. Coronetti)



Test costs grow with complexity

Pulled from the NAS Study: 
Testing at the Speed of 
Light
The State of U.S. Electronic 
Parts Space Radiation 
Testing Infrastructure

https://www.nap.edu/read/24993
https://www.nap.edu/read/24993


To Clarify
We do radiation tests to

• Ensure mission lifetime needs are met
• Characterize Error Signatures,
• Anticipate Event Rates, and,
• To maximize efficiency (time lost) for Event Recovery.

The point is to return to a known state in a deterministic manner after the event to allow 
functions to continue.



Test Flow & Fault Tree
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These qualitative bins are how we attempt to classify error signatures recorded during testing. 
A disturbance is not the same as an upset. There are recoverable errors, much like there are 
unrecoverable ones.

Adapted from Edward Wyrwas’ presentation from the 12th Space Computing Conference in Pasadena, CA. July 30 – August 1, 2019. STI DAA number 20190028690 



Identifying Patterns to Create Mitigation Solutions
If we can identify an electrical behavior which indicates particle collisions are happening, then we can abort a computational routine to 
save the science payload or isolate the component in question. 

For the NVIDIA TX2, we can simply monitor current consumption against a threshold. When that threshold is exceeded, we 
disregard the current computation, reset the system to prevent bad data, and avoid a system crash. 

22
Adapted from Edward Wyrwas’ presentation from the 12th Space Computing Conference in Pasadena, CA. July 30 – August 1, 2019. STI DAA number 20190028690 



Intentional test results can increase fidelity
Bounding allows for engineering trades to be explored
Complex devices need targeted application-based test campaigns



System Functional Impacts



Takeaways
• Use the parts that get you the science you want

• Gather relevant information on the process and pathfinding tests from research publications
• Avoid pitfalls by not just using the newest thing because it’s new

• Only add mitigation where you need it
• Use shielding wisely
• Adding complexity can create more problems

• Radiation testing plays a crucial role
• Pre-existing data
• Data representation is caveat emptor
• Application specific driven characterization will give you the best information for engineering 

trades

• Model your environment
• Low level efforts for impactful design trades and awareness
• Radiation sources and intensity vary greatly

  



When you need to be careful
• Seek Expert Opinions

• Electronics on booms or external to the spacecraft
• Cryogenic detectors/ASIC/FPAs
• Long duration GEO or Jovian missions
• Science data is worst case environments (flares/CMEs)

• Using heritage
• Manufacturing changes of the die change the radiation response
• Short LEO missions are not indicative of all environments



Thank you
michael.j.campola@nasa.gov
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Reference Material



Part Summary for TID

TOTAL IONIZING AND NON-IONIZING DOSE RADIATION HARDNESS ASSURANCE 
(cern.ch)

https://indico.cern.ch/event/777129/contributions/3249529/attachments/1844695/3026130/6th_EIROforum_school_on_instrumentation_cpoivey.pdf
https://indico.cern.ch/event/777129/contributions/3249529/attachments/1844695/3026130/6th_EIROforum_school_on_instrumentation_cpoivey.pdf


Part Summary for TNID

TOTAL IONIZING AND NON-IONIZING DOSE RADIATION HARDNESS ASSURANCE 
(cern.ch)

https://indico.cern.ch/event/777129/contributions/3249529/attachments/1844695/3026130/6th_EIROforum_school_on_instrumentation_cpoivey.pdf
https://indico.cern.ch/event/777129/contributions/3249529/attachments/1844695/3026130/6th_EIROforum_school_on_instrumentation_cpoivey.pdf


Part Summary for SEE

TOTAL IONIZING AND NON-IONIZING DOSE RADIATION HARDNESS ASSURANCE 
(cern.ch)

https://indico.cern.ch/event/777129/contributions/3249529/attachments/1844695/3026130/6th_EIROforum_school_on_instrumentation_cpoivey.pdf
https://indico.cern.ch/event/777129/contributions/3249529/attachments/1844695/3026130/6th_EIROforum_school_on_instrumentation_cpoivey.pdf
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