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1 Introduction

Part 2 of theRisk ManagementRM) Handbook has as its primary objective an illustration of the
concepts and processes introduced in Part 1, by means of examples of RM implementation in
current or likely neafuture contexts ofNational Aeronautics and Space AdministratibtiAGA)

activity. Throughout the discussion of the included set of examples, it also strives to provide
perspective on the importance of understanding the close interconnections among the management
of risk and the pursuit of the organizational objectiveshach the application of RM processes
applies. This introductory chapter provides a roadmap to the organization of the materials that are
included in Part 2 to fulfill its illustration and exemplification goals.

For a NASA reader6s perspective, it i's noted
presented throughout Part 2 are based on realistic premises and assumptions, they are nevertheless
Afictional 6 and someti mes plogy adeancesaitht aie deernedt h e
possible in the nesofar future, but that at the present time are yet to come. In any case, the
definition of NASA mission and/or activity concepts and execution modes that are presented in
the examples are under no circuamgtes to be interpreted as suggestions by the authors of this
handbook for actual mission design and concepts of operations (ConOps) applicable to actual
future NASA missionsAlso, some of the examples address activities that, if actually undertaken,
would involve the sharing of management and decision responsibility for certain aspects of the
associated projects and missions between NASA and other Government entitiesqle as, the

U.S. Department of Energy, in the case of missions carrying nuclear pources on board). The
examples that discuss missions or project where such interfaces may apply are by no means to be
interpreted as providing gorescribingdefinitions ofthe related interagency interactions and
assignment of responsibilities. Such definitions may be the realm of government policies or
regulations that this handbook is not intended to cover or discuss.

1.1 Intended Use of Part 2

The activities and projects that provide the basis and context of the RM application examples
discussed irChapters2 thru 3 of this Part 2 reside within the three principal domains of RM
application identified in Part 1 (more specifically in Part 1 Chapter 2), i.e.: the Enterprise,
Program/Project, and Institutional domains. As stated above, while it is useful to keep thanind
distinct classification of activities according to the domain within which they are executed, this
RM Handbook Part 2 places, in the presentation and discussion of the RM examples provided,
attention and emphasis on the crosganizational aspects @& coordinated and integrated
approach to the management of risk and opportunity, in the pursuit of the related objectives.

Because they emphasize the need for, and benefits of, an integrated aratganzstional
implementation of RM, the Part 2 examples explicitly illustrate and discuss the continuity of
application and interfacing of tHeisk-Informed Decision MakingRIDM) andContinuous Risk
Management@RM) processes, in their role of complementary foundational components of the
overall NASA ObjectiveDriven Risk Management (ODRM) framework.

In light of the above, the reader will find in the first portion of Part 2 explicit reference to the
concepts introduced in Part 1 Chapter 2 with regard to how the connective tissue constituted by
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the flow-down of organizational activity objectives across domains and organizational interfaces
needs to be recognized and identified, so that a corresponding awareness and understanding of the
interrelations among risks across andamgtdown the spectm of affected activities can be
developed by both managers and technical staff members at all levels of the organization. It is only
with the achievement of such a broader awareness and understanding of the relationships among
and across strategic and exgon-level agency objectives that risk can be identified and managed
from an integrated perspective, rather than been viewed solely viewing such risks uniquely from
the stovepipednarrow angles of individual projects and organizational entities / units.

The remainder of Part 2, beyond the initial exemplification of ODRM principles relative to
objectives and risk posture fledown that is presented in Chap2eican be viewed and used as a
spectrum of examples thaddresshe risk management of activities and projects at different stages

of their lifecycles. The examples are also presented at different levels of complexity to illustrate
the principle of a gradeabproach to risk assessment and managemeatisassedn Part 1. The

reader can therefore see in the examples how ODRM processes and techniques may be tailored so
that their analytical rigor and level of detail is commensurate to the risk postures that are being
applied and to the type and quality of théormation available to assess risk and make related
risk-informed activitymanagement and projectanagement decisions.

A summary outline of the contents of the Part 2 individual chapters is provided in the following
section

1.2 Overview of Part 2 Contents and Organization

As stated above, before the discussion of RM implementation examples relative to specific activity
or mission contexts, Part 2 provides examples illustrating the identification of RM objectives and
associated plans, based on the fmwn of activity and mject objectives from the top Enterprise
Domain strategic level to the lower execution levels. As discussed at the concept level in Part 1
Chapter 2, such a floodown branches out into the Program/Project Domain execution of projects
and missions on onaahd, and/or on the other hand into the Institutional Domain activities set up

to fulfill crossagency or projeespecific institutional support needs. The examples in Part 2
Chapter2 thus illustrate the principles and rationale for pursuing a coordinated and integrated
implementation of RM processes according to the concepts introduced in Part 1 Chapter 2. These
principles should remain wel | bettar endeestaridingand t h e
interpretation of the ODRM application examples provided in the following chapters of Part 2
(Chapters3 and4).

The discussion of ODRM implementation examples throughout Part 2 chapters is thus articulated
along the following overall development lines

Chapter 2 provides, as an example of overall RM context, a given-tlown of activity
objectives, from a hypothetical but realistic Enterprise Domain strategic objective and associated
high-level analysis of alternativg®\0A), into executiodevel mission and institutional sets of
objectives. Chapter 2 then proceeds to discuss the selection of RM processes of either the RIDM
or CRM type, as suited to manage risk for the specific contexts of the enterprise, program/project,
or institutional activities satip and executed to pursue the objectives produced by thelfoin

process. It should be noted that the latter process is an external process complementary to RM and
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its outcomes, i.e., the definition of the ensemble of organizational objectives and activities at all
levels, is to be viewed and treated as aqstablished context within which RM plans and
activities are to be accordingly defined.

Chapter3coversane x a mp | e oPlaniingc trii wikt ynanagement execut.
consists ofa risk-informed AoA based on RIDM processes. The exanapldresss the risk

informed selection of systenfesign and missiedesign solutions at the onset of a specific
ProgramProject Domain lifecycle execution. The exampglecludes the application of criterigor

aligningthe use oRIDM processe$o the risk posture that is identified upfront, according to the

type of information that is available for the assessment ofi resky., qualitative vs. quantitative

data and information concernitige level of isk affecting an activity and its objectives

Chapter4 coversexampls of CRM execuibn within a particular Project and within a particular
Center. The risks analyzed and managed within the Project entity pertain to objdetigied

in Table 4-1. The risks analyzed and managed within the Cepégtain to project support
objectives identified immable4-11 andinstitutional objectivesdentified inTable4-11l andTable

4-IX. TheCRM executiorexamplain Chapte# arepresented at a level of breadth and depth that

is intended to convey the guidance needed by skilled practitioners of CRM on a technical level
Topics covered includéhe development ofisk statementsthe analysis andlassificationof
individual riskscenarig, the aggregation ofndividual riskscenarig affectingan objectiveand
thegeneratiorand selectionf risk responseptions. The chapter considers bptbbabilistic and
heuristic methods.
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2 Risk Process Selection and Applicability

This chapter discusses and provides examples of the possible differing contexts of NASA activities
that reflect the strategic/enterprise, program/project or institutional nature of the associated
objectives and domains. The context for these exampleshy sgamining the flowdown logic

of derivation of objectives from the enterprise to the program/project and institutional levels, as
per the concepts introduced in Part 1 Chapter 2, for the ultimate purpose of illustrating how RM
processes and steps slibloe selected and applied to fit the type of objective and execution activity
being addressed.

From the point of view of an ODRM process execution, the objectives selected, and the associated
activities planned and set in motion, constitute in practi a Ag ifivaesn 6 cont ext . As
discussed and exemplified here not because their definition ang st part of the execution
responsibilities of the organizational entities seeking to implement and apply an ODRM process
related to them, busimply to provide realistic exemplification of the operational context that
different types of prelefined agency objectives and activities represent, for the attending ODRM
processes are to be selected, adapted, and applied

2.1 Management of Risk According to Type of Activity Objectives

The NASA RM policy and guidance of NPR 8000.
objectives of an activity. o Since objectives
NASA domains and the organizational units charged with the executiore afotiresponding

activities, the nature and depth of the corresponding ODRM process applications needs to be
selected and adapted accordingly. In the following, the discussion focuses on examples of different
types of objectives and activities that flow dofwtom a primary Enterprise Domain objective.

The primary Enterprise Domain objective considered hereinafter for aditevmn decomposition

into Aderived objectivesd is the NASA |l ong te
system, including its further reaches. From here onward thiewepprimary Enterprise Domain

objective will be referred to simply @sLong Ter m Sol ar Howevéereghe Ex p |l
specifics omitted in this shortened label, i.e.:

a. Exploration of furthest reaches of the solar system,
b. Humancrewed missions, and
c. Establishment of permanent / sep@rmanent surface bases,

will continue to be implied, and as such pursued when and where possible, within the scope of this
assumed tojevel Enterprise Domain objective.

The definition of sulpbjectives derived from the assumed primary objective and residing in all
three principal domains of NASA activity is the subject of discussion in Settlohbelow.

2.1.1 Example of Multi-domain Objectives Derived from Primary Enterprise Level

Figure2-1 shows a selective floslown of sukobjectives that are derived fromtheL ong Ter m
Sol ar Sy st e primirx gbjective.dheiflachawown i s call ed here As.
it does not try to provide a full Abreadth an
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might be decomposed, but shows only those portions of the possible decomposition that illustrate
how the primary definition can in practice lead to the definition of activityahjéctives that

reside in all three principal NASA activity domains, i.e.tdtprise, Program/Project, and
Institutional

Enterprise Primary Objective: . .
Long Term Enterprise Domain

Solar System Exploration

¥

Develop and Utilize
Nuclear Space Power
Technology
Develop / Maintain Fund/ Carry-out
Institutional Infrastructure Nuclear Space N E'“":’/""“'"' | |
P

Supporting Use of Nuclear h R&D

e Institutional Program/Project i
Domain Domain l_‘_l

Develop Nuclear Enable Nuclear
Electric Space Surface Power
Power & Propulsion Utilization in
Systems Planetary Mission

Missions

Develop Nuclear
Thermal Propulsion
Systems

Establish I/ Renew
Develop / Implement Inter-Agency Develop Framework

Policy for Nuclear Cooperationw DoE for Procurement of

Mission NEPA & Launch| for Nuclear Fuel Nuclear Space Apply Framework for
Approval Gt Systems L Procurement of Nuclear

Space Systems

Procure / Ready & Staff Test
Facilities for Nuclear Space
Systems

1

Develop Personnel with
Nuclear Technology Expertise

|

... (all other Program /
--#]  Projectinstitutional support
needs)

|

Figure2-1. Multi-Domain Objectives Derived from the Lemgrm Solar System Exploration
Primary Enterprise Objective

The subobjectives illustrated by the figure are cetmded according to the same schamed

earlier in Part 1 Chapter 2 Figure22i.e., blue indicates objectives and/or activities primarily
associated with the Enterprise Domain, pink those primarily associated with the Institutional
Domain, and green those primarily associated with thgrBn@'Project Domain. Objectives at the

interface between two domains, i.e., formulated in one domain and passed for execution to another
domain are colored ha#fach with the colors of the interfacing domains. Thus, the figure illustrates

that the todevd Enterprise Domain objectve Long Ter m Sol ar aBdyitst em E:
derived sukobjectivein Dev el op and Util i ze Nuagdgslinghssexarfpeace P
assumed to lead to three soityectives:

A.iDevel op/ Maintain Institution Infrastructu
which is transferred for further development and execution into the Institutional Domain

B. AFund / Carry-out Nuclear Space Technologresearch and DevelopmerR&D)
Programs which is transferred for further development and execution intB&i2area
of theProgram/ProjedDomain
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C.hExecut e Nucl ear MiP® svie whcH /isetramsfereedl foe turther
development and execution into the mission portfolio area of the Program/Project Domain.

The principal observations pertaining to the above are as follows:

T I'nstitutional Objective A is fAinstitutiona
from an agencytevel need, rather thanom a specific program or project support need
This isunlike othertypes of institutional objectives of which awrpleswill be given in
the following.

1 Program/Project Objectives B and C differ in nature, reflecting the maturity of the nuclear
technology with which they are concerned, i.e., Objective B reflects the need to carry out
technical workin the form of R&D projects for bringing new nuclear space power and/or
propulsion technology to a level of readiness and reliability suitable for actual use in
operational missions, whereas Objective C concerns the demonstration and operational
use of thenuclear technology developed under Objective B, or wimai be preexisting
the execution of the latter at a given point in time.

1 Examples of the lower level Institutional and Program/Project Domairplisjéatives
derived from the above are discussed below in Secidn$.1and2.1.1.2 respectively

2.1.1.1 Examples of Program/Project Objectives Derived from Enterprise Level Flow-
down

Examples of Program/Project Domain objectives produced bgripmal topl e vlehg Térm

Solar System Explorationo Ent Bigue2-lasddisddssedai n o
herein first, before the examples of Institutional Domain objectives also shown by theaoflaw

illustration in the figure. This is because the Program/Project Domain side of the objectives flow
down produces, besides specific program angept objectives, also prograralated and project

related institutional objectives, which are ultimately transferred for execution to the Institutional
Domain. These are added therein to the agerndg institutional objectives that proceed directly

from the Enterprise Domain Level. Thus, the institutional objective subject is discussed below in
Section2.1.1.2with the benefit of having already identified and partially discussed the institutional
objectives that are derived from the support needs of any specific individual projects.

Figure2-1illustrates the flomdown relationship between Objectives B and C and their respective
subobjectives. Objective Bfi( F u hGairry-out Nuclear Space Technolo®&D Pr o gr) s ms 0
assumed to result into the following sabjectives:

B-1 AiDevel op Nucl ear Th®sr mal Propul si on Systel
B-2 fDevelop Nuclear Electric Pow& Propulsion System 0

The key observation relative to the above Program/Project Domain objectives is that they are
defined in terms specific enough that the corresponding execution may be assumed to take the
form of two corresponding technology development projects, e.g.pousdd on the development

of a viable nuclear thermal propulsion engine for a latugdficle uppeistage system, the other

on the development of nuclear space reactor systems suitable for providing power to a planet/moon
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surface base, or to the electronic components of a spacecraft andtteigbers of its propulsion
system.

The example offered ifigure 2-1 of a further flowdown of Objective C{iEx ecut e Nuc/l «
Powered/Propelledli s s i) consistoof the followingubobjective and corresponding mission
project definition:

ClnEnabl e Nuclear Surface Power Utilizati on

The key observation relative to this latter Program/Project Domain objective is that, unlike the
R&D oriented Objectives B and B2 examined above, it defines for its execution an actual
operational flight mission, the key objective and execution eleofemhich is the demonstration

of feasibility of the design, production, and delivery of a nuclear space reactor for planetary surface
utilization.

As discussed in the following section, thelBB-2, and C1 objectives and corresponding projects

can be assumed to generate directly relatedobjdrtives, which are directed at satisfying the
project procurement infrastructure needs, test and suggpaipgment facility needs, and personnel
needs for the execution phases. Theseafdctives can be assumed, in a normal execution
process, to be transferred for their fulfillment to the Institutional Domain, and as such are identified
inFigure2-1las exampl es of Adomain interface objecti
illustration, objectives of a similar nature that correspond to the same type of needs from different
projects are representedkigure2-1 as a single box, rather than being identified with separate
boxes to reflect their origination from different projects. This is merely a practical solution to keep
the graphical representation Bigure 2-1 as compact and simple as possible. Of course, in real
cases the same type of need and objective would, in its formulation and means of fulfillment, take
different forms for different projects. Accordingly, in the full list that follows below, the
ProgramProject Domain to Institutional Domain interface objectives identifigigire 2-1 are
separated out by originating project, with distinct identifying labels and definitions.

The list is as follows:

B-1.1 AApply Framework for Procurement of Nuclear Space SystdorsProject B10

B-12 AProcure/ Ready & Staff TestiférRrojeciBlooi es f o
B-1.3 fDevelopPersonnelvith Nuclear Technology Expertisdor Project B1 0

B-21 AApply Framewor k for Pr ocuirfoeRngentB2 @f Nucl e

B-22 iProcure/ Ready & Staff Testifér®oojeciB2i es f o
B-2.3 fiDevelopPersonnel with Nuclear Technology Experiiser Project B2 0

Cll1 AnApply Framework for Pr ocuirfoeRngentGlof Nucl e
Cl2AaProcure/ Ready & Staff Testifér®ojeciGltoi es f o

C-1.3 fiDevelopPersonnel with Nuclear Technology Expertiséor Project G1 0
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2.1.1.2 Examples of Institutional Objectives Derived from Enterprise Level Flow-down

The examples of Institutional Domain objectives produced by the origindl @ Leong Térm

Sol ar System Explorationo Ent eFigure2-lsae ofdviomai n ©
different kinds, reflecting what may be considered a more general differentiation between two
separate types of institutional objectives, i.e.:

a. Institutional objectives derived from agenmide higherlevel objectives and needs
identified within the Enterprise Domain;

b. Institutional objectives derived from the execution level needs of specific programs and
projects.

The examples of institutional objectives belonging to the first of the above two classes are:

A-l1 iDevel op / | mpl ement Natohal Enyironmental PdlicyAtte ar N
(NEPA& Launch Approval o

A-2 AEst abl i s hAg@heyCeoperdtionithddeptof Ener gy f or Fuel
A-3 fiDevelopFramework forProcurementf Nuclear Space Systeins

The examples of institutional objectives belonging to the second class and associated with project
needs defined within the Program/Project Domain have been identified earlier, at the end of
Section2.1.1.1(see section items-B.1 through €1.3).

It is noted thatFigure 2-1 indicateswith a connection arrow the existence of selident
relationshigbetween the crosagency Institutional Domain Objective?( i Dev el op Fr ame
for Procuremenb f Nucl ear Ppand 6GSlhet & ma dieProfrantPeofect | nst i
Domain Objectives B.1, B2.1 and C1.1( A A pFpaimgworkfor Procurement of Nuclear Space
Systemsf or each of t he I Theassuspgiianmnetlectedgn this comrjediantiss 0

that any intent to apply commercial practices to the procurement of nuclear space sysiEins w

be realized by first developing a generally applicable approach and pmwbedswould besetted

and approved at the overall agency level for any type of specificamee developed and
establishedsuch an approach and processild then be applietb specific project instances and
procuremenheeds

2.2 Allocation of Objectives for Execution by Organizational and Functional
Units

Activity objectives are developed and defined in increasing level of detail as they are flowed down
from the top Enterprise Domain formulation level to the Institutional Domain and Program/Project
Domain execution level. At the lowest level of detail artamposition they define actual
activities and projects, to be executed, depending on their nature, in either of these two execution
domains.

The nature of the activities to be executed also determines their allocation, and the realization of
the corresponding objectives, to either organizational units specifically organized as a program or
project within one of the technically oriented NASA Bl@n Directorates, or to mission support

and center offices coordinated under the Mission Support Directorate. In either case, the actual
fulfillment of staffing, technology and infrastructure needs for activity execution is provided by
theresoures avaible at the NASA Centers and Facilities, complemented with any corresponding
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resources that NASA deems to bring to bear from commercial contractors, via an appropriate
procurement mechanism and process.

Looking once more at the objectives and activities depictédgare 2-1, Objectives Bl, B-2,

and G1 are execution level objectives for which it can be assumed that corresponding projects
would be defined, saip, and executed. The provision of human and material resources for the
projects, partially representedkiigure2-1 by the interdomain sukobjectives B1.1 thru G1.3,

can correspondingly be assumed to be assigned, for the hosting and staffing needs of each project
(Subobjectives B1.2, B1.3, B2.2, B2.3, G1.2, G1.3), to one of the NASA centers as a primary
agent, which may be also supported with personnel, administrative provisions, and/or equipment
from other centers and, if necessary, by headquarter mission support offices,-oeatemsbasis.

On the other hand, stdbjectives of a more general nature that correspond to-agesgy and/or
crossprogram needs, such as1A A-2, and A3, can be assumed to become for overall
coordination and efficiency of execution, the responsibility of a central agency entity, such as the
Mission Support Directorate. However, a considerable if not totat sti@xecution responsibility

for the corresponding institutional development and support activities and tasks may be assigned
to centeflocated mission support offices and units.

Once more, it is emphasized that the present discussion is intended to simply reflect, at a
conceptual level, the flow and assignment of responsibility across the NASA organization, as
presently understood in general terms by the authors of this handimi®ls done for the purpose

of illustrating how risk management responsibilities, which are by definition associated with
program, project, and institutional activity objectives and corresponding executions, will generally
reside with the entities to whicdhe material execution of projects and activities is assigned and
entrusted. This will remain generally true, even if the actual flow of objective and activity
assignments were in the future to be modified to reflect a different organizational stamctune

longer correspond to the conceptual framework represented and discussed here

2.3 Risk Management Set-up in Program/Project and Institutional Domain
Activities

The objective of this section is to illustrate how the nature of a risk management proegss set
and execution may differ, depending on the nature of the project and/or activity to which the risk
management process is to be applied. For this purpode]ltveing subsections use as examples

the executiorlevel projects and activities directly corresponding to the objectives discussed as
examples in Section 2.1.

The basic general criteria used for the identification of the type of risk management process that is
applicable, in a given context and for a given type of project or activity, have been identified in
earlier discussions both in Part 1 and Part 2 oftthrelbook, and can be summarized as follows:

1 RIDM risk management processes are applicable in the following two principal types of
situations:

a. At the setup of a project or activity, when a riskformed AoA (Analysis of
Alternatives) is useful to help decision makers select optimal mission and system
architecture and design solutions, among those that appear in theory possible and
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feasiblei iopti mal 6 in this context indicatin
risk in a way that the RIDM AoA indicates to be most reasonable and advantageous;

b. During the execution of a project or activity, when a risk containment and control
action involves possible alternative interventions on the mission and/or system
design that are of significant overall project impact and complexity, so that a RIDM
AOA may ke necessary to select the one intervention that appears to be optimal
from a risk and cost vs. benefit point of view.

1 The CRM process applicablevhen project and activity tasks have been defined and are
underway, and associated risks can correspondently be identified and need to be evaluated
and dealt with.

It is noted that the above criteria are applicable regardless of whether the application of RIDM or
CRM processes can be supported quantitatively, or not. As will be illustrated via the examples
provided inChapters3 and4 of this Part 2, the applicability of RIDM or CRM processes is in fact
independent of whether the execution of the corresponding processes can be quantitatively based,
or whether it remains limited to qualitative or sejuantitative considerations. Quditation of
analytical RIDM or CRM processes produces beneficial insights into the risk vs. benefit balances
achievable in a project or activity execution. However, risk quantification is contingent upon the
availability of information and data which inrtudepends on the stage of evolution and maturity

of the target projects or activities. Nevertheless, even when such info or data is not readily available
or obtainable, very valuable insight and decision support input can still be obtained from a
structued, albeit qualitatively based, application of the processes

2.3.1 Examples of Risk Management Process Selection and Set-up for
Program/Project Domain Activities

This section considers one of the examples of Program/Project Domain objectives discussed in
Section2.1, and a correspondingly defined hypothetical project, to identify the risk management
processes that may be applicable and can be applied in such a context. The objective considered
for this exemplification is Objective -C Hndble Nuclear Surface Power Utilization in a

Pl anet ar Yy andthes assomated hypothetical project is theugetind execution of a

mission that, from here onward, is referred to adittéu c | ear Pl anetary Surf a
Mi s s iominshort, thdi NP SP D MiTlesubsecions below briefly discuss the type of

risk management processes that are applicable to this example mission at various stages of its
initiation and execution

2.3.1.1 Activity-Planning RIDM for NPSPD Mission Onset AoA

The setup of a complex planetary mission, as an NPSPD Mission would certainly be, involves a
multitude of critical mission and system ttgvel design choices in which potential advantages

and risks need to be carefully considered and balanced agairstromet h e r . The AAct
RI DMo0O steps and analytical pr o eemcsmpplgabld fors cus s e
this stage of mission initial design and projectigef initiation.
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Key mission and system design choices and factors that would be subject to a RIDM AoA
evaluation and decision support process are listed below. They are provided as an example of what
may be considered as being within scope, without any claim of compstenexhaustiveness of

the factors listed. In fact, only a formal mudtxpert session of key design factors identification,

to be executed as part of the RIDM procesaipatself, may provide any assurance of approaching
completeness in identificatioof all the factors that play a significant role in the 4isnefit

balance of a mission and system design as complex as that of the NPSPD Mission can be assumed
to be.

RIDM-relevant factors ofpotential interest are listed under the two functional categories of

AMi ssion Designd and #W@ANucl ear System Design,
Evaluation Factors, o which includes the most
to the overthevaluation of any mission or syste@nly a subset of thegactors will be considered

as elements of the RIDM risk trade space to be discussed in the further elaboration of the example
This is done irorderto keep the discussi@ta level of breadth that maki more easilyexplained

and understood. However, before that reduction of discussion stiopéactors ardirst listed

belowin their more expanded range, including for each of teal¥bullets thathelp highlight

some of the associated pros and cons:

A. Mission Design
1 Single vs. multlaunch mission
- Target planet / moon
- Medium vs. heavy launch vehicle

- Reactor modules delivered in assemhbledi t-heea s s e mb|l edo st at e
moon

B. Nuclear System Design
1 Reactor power level
- Electric powempredicted to be madwvailable
- Heat transfer / removal system design
- Power conversion system solution
1 Type of nuclear reactor and fuel
- Fast/ highlyenrichedfuel vs. thermal / loweenrichmen{fuel
- Launch mass
- Non-proliferation policy implications
1 System design life
C. General Evaluation Factors
1 Safety
1 Security
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1 Reliability

1 Project and mission execution tiraed cost

2.3.1.2 CRM for NPSPD Mission Project Execution Risk Management

Oncea project initiation RIDM AoA has been completed, leading to the selection oflavelp

mission and system design architecture, the overall project objectiveC{iLlédiEnableNuclear
Surface Power Ut i | i z a)tisiaiculated further inRalmara gpécdicapnd Mi s s
detailed set of mission and system design objectives, the realization of which will be contingent
upon the proper management of any identifiable corresponding risks. Since s@DRah

activity is in this context to address pat execution risks, it will normally be based on the
application of CRM processes.

Chapterd presents a hypothetical breakdown of Mf@SPD Mission Projed@-1 Objective into a
set of mission anohstitutionalobjectivesapplicable specifically to théRM applicatiorexamples
presengd inthe rest of the chaptdBased on that definition of project task objectitks,following
discussionproceed to present examples of CRIhd Activity-Execution RIDM application
which areintended toillustrate the processes oidentification, analysis, and handling of the
associated project execution risks.

2.3.1.3 Activity-Execution RIDM for NPSPD Mission Project Execution Risk
Management

As established andiscussed in Part 1 Chapt&s4, and 5, ActivityExecution RIDM is a form

of reduced scope RIDM AoAvhich is specifically invoked when the selection of an important
risk control solution requires careful cdmtnefit and risk reduction worth considerations not easily
resolved via informal judgment on the part of the decision maker. A special case typthiof
RIDM application, called ActivityRebaselining RIDM, has also been introduced in the same Part
1 chaptersThis type of RIDMis applied in the extreme, and hopefully infrequent cases, when a
major project risk cannot be controlled without a modification of basic mission or system
requirements and design choidefience the necessity to execute what may be considered an
filactrievs d tindormed AoAto identify an updated mission and /or systeridwepl baseline
architecture and design.

Chapter4 preserd examples of CRMriggered conditions under which it may be deemed
appropriate to invoke the application of Activixecution RIDM.In general, it is appropriate to
examine alternative ways and paths to achieve risk reduction and control of significant individual
risk scenarig identified with CRM processes, and to give due consideration to the pros and cons
of such alternative solutions (e.g., their risk reduction worth vs. time and cost of implementation,
and possibly the introduction of new significant project risks). Ih soatexts, Activityexecution

RIDM is recommended for application in that subset of cases where the rigkcbesidered is
particularly serious and complex, so that the alternative means of controls need to correspondingly
be analyzed and understood in sufficient depth and with the support of all the evaluation data that
can be brought to bear in the selecti@eision.
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2.3.2 Examples of Risk Management Process Selection and Set-up for Institutional
Domain Activities

This section considers one of the examples of Institutional Domain objectives discussed in Section
2.1, and a correspondingly defined hypothetical institutional activity, to identify the risk
management processes that may be applicable and can be applied in such a context. The objective
considered for this exemplification is Objective3A DevelopFramework forProcurementof

Nuclear Space Systetnd@nd the associated hypothetical activity is theupeind execution of an
institutional task that fNudearSgaee SesteroProacarament i s r
Framework Definition 6 o r , i INSSFD dasko, Thlee sfibsecti ons tha
discuss the type of risk management processes that are applicable to this example institutional task
at various stages of initiation and execution. Some of the examples discussedemahmeng

sectionsof this chaptewill be reexamined and discussed in more detaiCimapters3 and 4,

together with examples directly postulated and formulated in those following chapters.

2.3.2.1 Activity-Planning RIDM for NSSPFD Task Onset AocA

The setup of an institutional task may have faaching outcomes and implications, as would
certainly be the case for the selection of a preferred procurement model for a potentially long term
and financially significant series of nuclear space powgegi®and missions. Thus, there is little
doubt that the decision process leading up to such a selection would benefit from a careful
consideration of the potential advantages and risk of the alternative modes of procurement that can
be candidates for adtpn.

An Activity-PlanningRIDM Ao0A is the RM tool of choice in such a context, even thotigh

RIDM analytical processes that can be applied in this particular type of RIDM AoA are likely to

be for the most part qualitatively, rather than quantitatively, informed. This is because both the
advantagpportunity and risk factors to be considered in this type of institutional task AoA are
themsel ves fAisoft factorso that do not al ways

As in the case of the more technically oriented RIDM processes for mission project AoASs, it is
useful to apply a structured evaluation process by which the factors to be considered are grouped
into a few relevant categories. As in the case of the exampppldation of the ActivityPlanning

RIDM processes to a mission project initiation discussed in Se2tith.1l an example set of

factor categories, factors, and subfactors to be considered in the RIDM A0A is providedthere

the caveat that this is domathout claim of completeness:

A. Procurement Model

1 Costplus fully Government managed and controlled
- Priority for performance and safety requirements
1 Hybrid (Fixedprice / Costplus) Governmenr€Commercial partnership

- Government retainsontrol of nuclear safety and nuclear system performance
requirements in cogilus portion of procurement

- Commercial procurement at fixgutice is applied to nenuclear portion of
mission and system procurement
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1 Full turnrkey commercial procurement
- Commercial contractor fully responsible for system design and operation

B. Nuclear Safety and Launch Approval

1 Government control and responsibility for System Safety Analysis (SSA)
- Application of same higlguality standard process of safety risk assessment

1 Contractor responsibility for system SSA, with formal Government review and
approval

- Partial enforcement of quality standar
processes

1 Full contractor responsibility for SSA

- SSA validation via independent reviéw.g., as per Interagency Nuclear Safety
ReviewBoard(INSRB)

C. General Evaluation Factors
Industrial basis

Cost advantages
Schedule advantages

= =4 A =2

Satisfaction of political priorities
1 Administrative flexibility
2.3.2.2 CRM for NSSPFD Task Execution Risk Management

As in the case of project activities, CRM processes are executed in institutional activities for the
management of risks that emerge during execution of a selected and defined set of activities.

As an example, let us assume that the institutionabMf® Task has sel ected
Procurement Model 6 (HPM) as the cont-poaecedual fr
missions shall be procured. The definition of such a framework via the task activities will likely

have to address several risks directly consequent and associated with such a course of
administrative framework development, such as:

1 Schedule and cost impact of coordination of fbaxst commercial procurement of
nortnuclearsafety related part of the system with Governruamttrolled cosplus
procurement of nucleasafetyrelated part of the system,;

1 Schedule and cost impact of coordination of iragency NASADOE activities
concerning procurement of nuclear fuel;

1 Possible safety relevant implications of desigharacteristics of commercially
procured portions of the system classified asmaciearsafety related.

These, and any other executiphase risks for the N&FD Task, will have to be properly
identified, analyzed / understood, and if necessary countered, within a CRM proagsfos¢he
Task.
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2.3.2.3 Activity-Execution RIDM for NSSPFD Task Risk Control AoAs

As for mission projects, ActivitExecution (and in more infrequent cases, ActhRtigbaselining
RIDM) may be triggered by CRM during the execution of an Institutional Domain task, in the face
of a riskcontrol decision with potentially significant impligans for the entire task or activity.

An example of riskcontrol question that may call for the execution of an ActifAkecution
RIDM would be the in relation to the discovery of a previously unanticipated nisaésty
implication of a commercially procured system component, which hadllyibeen declared as

i n ewrclearsafetyr e | at e d -control diternatives sokbe considered for such a case, and
for which an ActivityExecution RIDM may be invoked, might in such a case be:

A. Leave the procurement of the component in the commercial portion and negotiate with
the commercial provider the establishment of a specisdgreptance joint Government
Contractor safety review board to address and resolve the identified safety oisk(s);

B. Transfer the procurement control for the component into the Government side of the
HPM andaddress the risk via application of NASA standards and practices.

Remaining on the same type of example, an ActiRigpaselining RIDM may be called upon in

an extreme case whereby the occurrence of discovery of nseliedyrelated implications of

parts of the system -pucleavsafaiywektelydo omMoaud sdi fbiee db eacso
frequent and pervasive as to call perhaps for a reclassification review of the entire system, or even

for the application of a fully Governmeonbntrolled [costplus] procurement framework model.
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3 Example of Activity-Planning RIDM Execution

This chapter provideand discussean example of thepplication of the RIDM steps and risk

informed analysipf-alternatives (A0As) that are executed at the stage of selecting the conceptual
design and architecture of missions, projects
be executed fahe realization of explicitly declared objectives.

The discussion presented in Part 1 Chapter 2 and further developed with examples in2@apter
this Part 2 has introduced and illustrated the fundamental principle that informs the NASA RM
processes, i.e., that RM in the NASA context is intended to address risk, in its individual specific
manifestations, but also at the overall aggregate lthadlmay affect the realization of objectives

set in the three principal domains of NASA activity, i.e., the Enterprise, Program/Project, and
Institutional Domains. To emphasize the fact that an unambiguous definition and understanding
of organizational gjectives and of the relationship between risks and such objectives is to be
considered a fundamental pequisite for an effective execution of RM processes, this handbook
refers to the latter as ObjectivBsiven Risk Management (ODRM).

The introductory material of Part 1 Chapter 2 and the examples of the preceding chapter of this
Part 2providerationale and perspective for why the risk management exeahmdclearly

identify the flowdown oforganizationabbjectives from the higher levels of definition down to

the level where they become tied to specific activities defined and pldandueir practical
realization. It is via this identification of objectives, as well as of their stage of development, that
the appropriate type drcombination or RM processes and techniques can be appropriately chosen
and applied to address the associated risks. Thus, although the definition of project and activity
objectives is in its own right not part of RM, it is a very important input fasiif determines the

RM type, scope, and focus, as Chagteas been intended to illustrate

3.1 Activity-Planning RIDM Example

Activity-Planning RIDM (AP-RIDM) has been defined and describedRart 1 as the risk
informed Ao0A process and attending risk analysis techniques that are intended to make as explicit
as possible the risk profiles characterizing the performance risk that may affect the achievement
of project and/or activity objectives, flwat the profiles of alternative system designs and activity
execution plans can be compared, and-inéérmed deliberations and decisions can be made
concerning a preferred project / activity-s@tand course of implementation.

The remairder of the present chapter is dedicated to providirgplistic example of R-RIDM
implementation, usinga casestudy that concers the application of R-RIDM to a
Program/Project Domain mission and system design, whose intent and scope are directly derived
from, and linked to, the nuclear space power demonstration objectives discussed in Zhapter
Section2.3.1

3.2 AP RIDM AoA for Implementation of Program/Project Domain Objectives

The initial setup, organization, and executi@fanning of a complex technical project and mission

involves the thorough and technically sound definition and assessment of the trade space covering

the possible choices for system / mission architecturecce pt of operati ons ( A
design features. From an RM point of view, consideration of not merely-yalund costoenefit
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indices, but of risk profiles and performance uncertainty should be part of the AoA technical
investigation applied to identify HAopti mal 0 s
alternatives that appear to be possible.

AP-RIDM represents the process and combination of risk analysis techniques that parmits
organizatiorto develop and bring to bear the risiformed perspective of a technically based and
guantitative AoA. The example chosen to illustrate this in the remainder of this section is a
hypothetical project being set up to implement the Program/Project Domnjactied identified

in Chapter2, Section2.1.1.1and2.3.1as:

Cl1inEnabl e Nucl ear Surface Power Utilizati on

The subsections that make up the remainder of the present section follow, aside from some
expedient simplification and consolidation of a minor nature, the steps of RIDM execution that
have been defined and discussed in their general meaning and am i Chaptet, i.e.:

Identify Stakeholders, Understand Expectations and Project Risk Posture
Construct a Mission Objectives Hierarchy

Identify Performance Measures for Key Mission Objectives

Identify Possible Mission Alternatives

Set the Risknformed MissiorAnalysis Framework

Execute the Risk Analysis of Expected Mission Performance

Define Mission Risk Posture with Recommended Risk Tolerances

Compare Risk Profiles, Recommend an Alternative, and Document the Rationale

ITOMMmMoOO®m>

3.2.1 Identify Stakeholders, Understand Expectations and Project Risk Posture

The example case study assumes that a APl anet
set up by theesponsibléviission Directorate, has established as a mission campaign objective the
enabling of surface nuclear power utilization, in order to demonstrate reliable and safe power
generation for future use by a sep@rmanent mukipurpose planet exploration basetista A

critically important sukobjective of the campaign is to successfully deliver a power production
capable nuclear fission reactorti@ surface of Planet gr to one of the moons of Planet,dnd

a mission intended for such a purpose is being studied and planned. This m&siareviously

referred tan Chapter2 as the NucleaPlanetarySurface Power Delivery (R6PD) Mission, and

in the following we shall al so HS®Dr froij ricng ot

Besides the primary sponsoring directorate, the Space Technology Mi$sgotorate(STMD)
supports and is a esponsor of the mission, seeking demonstration of its surface space power
nuclear prototype reactor technology.

Other mission stakeholders include:
1 The Science Mission Directorate (SMD)

1 The planetary science community interested in the possibility of utilizing space exploration
planetary bases with ample supply of power as being used also as bases for future rover
science research missions

NASA Risk Management Handbook v2




1 The NASAHeadquartersHQ) Office of Safety and Mission Assurance, who manages the
technical independent review of the safety and launch approval of nuclear mission

1 Environmental groups who are concerned about possible radiological contamination of the
planets where nuclear reactor power sources may be.based

1 Mission support offices (MSOs) within the Mission Support Directorate, who are interested
in maintaining and enhancing infrastructure and workforce capabilities in the areas of
specialized expertise related to space exploration missions in general, ahsnis
involving nuclear power supply systems in particular

Specific expectations include:

w The envisioned ConOps is either for:

a. A single launch of a Reactor Power Module (RPM) to be landed and activated on
Planet Xor one of its moonby a Transfer and Landing Module (TLM); or

b. Launches of multiple submodules of the RPM and of a TLM to a high altitude Earth
transfer orbit, where the RPM will be assembled and mated to the TLM before
initiation of the transfer and landing part of the missamn;

c. Launches of multiple submodules of the RPM and of separate smaller TLMs directly
to Planet X, where the RPM submodules will be delivered for later robotic or
astronau@assisted assembly, carried out as a separate mission.

w The launch date(s) must be within the next 60 months due to the launch window to Planet
X.

w The mission should demonstrate successful delivery of an assembled RPM-to- easy

assemble RPM submodules capable of reliable production of an average electric planetary

surface power level of 150/Ke for a multiyear duration of time.

The cost of the mission should be within a cost cap of $1.2B

The mission should satisfy the launch safety requiremeiatadnal Security Presidential

Memorandur20 (NSPM-20).

w The probability of radiological contamination of Planet X should be minimized, with a goal
of no greater than 1 in 1000 (0.1%)

w The mission should serve as a springboard for expansion within NASA and its contractors

of a qualified cadre of personnel with nuclear technology capability and expertise.

The mission should be executed in cooperation with the Department of Energy.

The mission should utilize to the extent that may be possible commercial suppliers of

power system components.

€ €

w
w

Particularly important in this RIDM step is to develop a clear understanding atkhaosture

that the project decision makers intend to apply in the decision processes affecting the definition

and execution of the project and mission. Tis& posture, as defined in NPR 8000.4C, is the
combination of levels ofisk tolerance in the project and mission Performance Measures (PMs)

that is considered appropriate by the project decision makers and stakeholdendsK pasture

can eventually be defined guantitative terms by the maximum level of risk that is considered
acceptable in each dimension of performance. At early stages of the RIDM process it should be
defined and perhaps fAnegot i atPePDErojact itidassansetdt 1 n ¢
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that for the performance dimensions that are
performanceneasuredi KPMs) therisk posture is defined in the following terms:

T PMs that refer to technical mi ssion perfor
value ofrisk tolerance because of the pioneering and technalegyonstration nature of
the mission.

1 PMs referring to nuclear safety, and more specifically, public safety should be assigned a
i v e r yrisktateramce value, because of the severe political fallout that any radiological
release would cause, even if it were to be small and largely inconsequential.

T PMs referring to project cost aisktbleranchedul e
in the case of cost PMJhis is because of the difficulty to secure funding and project
continuation in case of any cost overrun; in the case of schedule because, in addition to the
cost implications of any delay, the project timeline is strictly conditioned by the launch
window within which the Planet X mission must be initiated, in order to be practically
possible (or otherwise have to be postponed until the aech window, which may result
in the project being altogether cancelled).

1 Finally, PMs related to the application of procurement and staffing institutional policy
preferences (e.g., staffevelopmentpolicy, commercial procurement policy) may be
assigned a i msktlerancedecauad ofitlee reaoignized objective difficulty
of applying the policy preferences, \asvis the realities of the job market fprospective
nuclear experts and of the industrial base available for procurement of certain types of
nuclear technology items.

The application of the abowesk posture /risk tolerance criteria is further discussedSaction
3.2.7

3.2.2 Construct a Mission Objectives Hierarchy

From the generictecp evel obj ective of AProject Success, ¢
identified mission, the stakeholder expectations that have been captured are organized via an
objectives hierarchy that decomposes theléopl objective though the mission execution

domai ns of #ATechni c alhcuding dyBeasécarityyand ghysical seguritia n c e
andcoit , Schedul e, & I nstitutional , 0 produci nc
Figure3-1 andFigure 3-2a, b, c illustrate such a decomposition of mission objectives, which in

the case of the REPD Project and Mission example is executed in two successive steps
(respectively shown ifrigure 3-1 and Figure 3-2), down to the level of detail that permits the

definition of quantitative PMs associated with each objective decomposed at the lowest level that
appears to be appropriate for the purpose.
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Enable Nuclear Surface Power
Utilization in Planetary Mission

A Safety & Cost, Schedule, &
Technical i SR
Obiectives Compliance Institutional
’ Objectives Objectives
T1. RPM Delivery to SC1. Compliance w CSI:'l. Comp.let'ion of
= W — Project / Mission by
Planet X NSPM-20
Schedule Target Dates |
SC2. Compliance w [ — toth .
T2. Power & Reliability | Cybersecurity & | = e ;’T/ll:;: ono
=il Targets Physical Security L oty Aul s )
Mandates |within Project Cost Cap‘
SC3. Compliance w
Planet X CS13. Development of
| Non-contamination [—| Nuclear Technology
Mandates Expertiso

CSl4. Interagency
— Cooperation w
Dept. of Energy

CSI5. Use of
Commercial Suppliers

Figure3-1. Upper Tier of Objectives Hierarchy for the NPSPD Mission Example
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Technical

Objectives a) Technical Objectives Breakdown

T1. RPM Delivery to T1-1. Ensure that the probability of success does not fall below the minimum expectation.
Planet X Performance measure: Probability of mission success, PMS

T2-1. Ensure that the predicted nuclear reactor power capacity meets the needs for a future semi-

T2. P & Reliabili .
ower, & Rellablirty permanent base station.

L Performance measure: Predicted availability of lear reactor power capacity (KWe)
Safety & - .
_V b) Safety & Compliance Objectives Breakdown
Compliance
Objectives
sc1. SC1-1. Ensure that launch approval can be obtained within time-frame compatible with the launch
o window.
CO:SDPI'::;: . Performance e: Time fo completion of mission Safely Analysis Report, INSRE Safely
Evaiunation Report, and launch approvai as per NSPM-20 (months)
SC1-2. Ensure public safety during lift-off and transfer-orbit around Earth.
Performance measure: Probability of a catastrophic accident in ascent or transfer-orbir failure
resulting in potential public casualties / injuries
SC2. SC2-1. Ensure that the project IT networks and databases are protected against theft of sensitive
Compliance w data.
Cybersecurity & Physical | Performance re: Conditi I probability of itive data discl given occurrence of a
Security Mandates cyberattack or insider threar
SC2-2. Ensure that the project IT systems are protected against unauthorized access and
corruption of the mission command-and-control software.
Performance measure: Conditi i probability of d-arid- { software c Tl
leading to launch failure, given occurrence of a cyberattack
SC3. SC3-1. Prevent planetary contamination during the aero-capture maneuver, landing, and surface
Compliance w Planet X operations.
Non-contamination Performance measure: Probability of a catastrophic failure during entry ro Planet "X resulting
Mandates in radioactive contamination of the planert
Cost, Schedule, &
te < c¢) Cost, Schedule & Institutional Objectives Breakdown
Institutional
Objectives
Csi1.
- Completion of CSI1-1. Ensure mission launch(es) occur/rs within the Planet X delivery launch window.
Project / Mission by Performance e: Time to ipletion () Its)

Schedule Target Dates

csl2.
- Completion of CSI2-1. Ensure project & mission execution is completed within the project allocated budget.
Project / Mission Performance measure: Project cost (M$)

within Cost Cap

cs13 CS13-1. Ensure that the project is staffed to maximize the development of nuclear technology
- Bt ) - expertise.

e R Performance measure: Ratio of prospective lear technology experts among the junior and
Nuclear Tech Expertise | , .7 ..o staff

csi4. CSI4-1. Ensure nuclear reactor technology within DoE purview is shared as appropriate and
|| Interagency efficient with project.
Cooperation w Performance measure: Fraction of nuclear system design executed / validated by DoE and irts

Dept. of Energy (DoE) | National Labs

csIs. CSI5-1. Ensure that portion of project procurement items, as appropriate and efficient, is
o contracted to commercial providers.

Jselof Con:‘merﬂal Performance measure: Fraction of system design and hardware / software procured
Suppliers commercially

Figure3-2.  Lower Tier of Objectives Hierarchy for the NPSPD Mission Example
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3.2.3

PMs should be identified and associated with each performance objective, along with any
applicable imposed constraints. Whenever applicable and possible such PMs should be objectively
defined and quantifiable. Thalows the assesstw identify, out of a set of mission architecture

and project definition alternatives initially seen as being theoretically possible, one or more
alternatives that the RIDMrisk nal yt i c al process would indicat
this contextmeans that any suchternative would be shown by the RIDM analysis to keep
underperformance risk, across the range of PMs that quantify project objectives, at or below the
risk tolerance levels correspand to therisk posture indicated by projectasteholders and

decision makers.

Identify Performance Measures for Key Mission Objectives

For the NPSPD project/mission example being considered, the full set of objectives and PMs is
assumed to be the one implied by thigure 3-2 i | | ustr ati on, as for r
summarized below iffable3-I. The table also lists the imposed constraints that are assumed to be
associated with some of the PMs.

Table3-1. NPSPD Mission Objectives, Performance Measures, and Constraints
Objective .. . .
Domain Objective Definition Performance Measure(s) Imposed Constraint(s)
. Probability of Mission Success
RPM Delivery to Planet X (PMS)
Technical
Power & Reliability Targets Power Availability
Time to completion of SAR & SER
Compliance w NSPM-20
Probability of accidents causing As per NSPM-20 Tier IT
radiological exposure to public limits
Safety & Conditional probability of sensitive
Compliance Compliance w Cybersecurity & data disclosure
Physical Sccurity Mandates Conditional probability of command
& control compromise
Compliance w Planet X Probability of radiological release
Noncontamination Mandates on Planet X
Completion by Schedule Target | Time to assembled RPM leaving 60 months
Dates Earth transfer-orbit
Completion within Cost Cap Total project cost $1.2B
Cost, Schedule, . . . Do Pell"?er_lt cg' buFlget clomrmttetd to DoE
& Institutional eragency Cooperation w DOE | - participation in nuclear system
design
Use of Commercial Suppliers Percent o'f budget committed to
commercial procurement
Development of Nuclear Percent of prospective nuclear experts
Technology Expertise among junior/mid-level staff
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In practical terms, in order not to have to deal with an overly extended trade space in the analytical
portion of the RIDM process, it may be expedient to identify an order of importance and priority
for the project objectives and execute the AoA in a staged fashion. This is further discussed and
exemplified in Section 4.2.5.

3.2.4 |dentify Possible Mission Alternatives

Mission and project execution alternatives that appear to be deserving of consideration can be
identified and listed by doing the following:

a) ldentify the key mission architecture, system design, and project execution choices that
appear to be possible, wheonsideredndividually;

b) St ructure such choices i n a theTamhithgonsTof e e 0 t
choices that appear to be logically compatible (e.g., a very heavy RPM would be
compatible with a fAheavyo | aunch ehgihdloe s

launch vehicle launch);

c) Further evaluate the Trade Tree in qualitative mode, to eliminate from full analytical
consideration those solution alternatives of architecture, design, and/or execution
combinations that clearly appear to be either altogether unfeasible or associateidwvit
risk in one or more of the high priority PM dimensions.

3.2.4.1 Possible NPSPD Projects and Mission Choices

Table 3-11 below provides an example of key project and mission choices that may be initially
considered individually possi bl e. Al ndi vi dua
mission option listed in the table appears possible when its implenoeniatienvisioned
independently of its likely interactions and effects on the other options and solutions being
considered. Consideration of the latter factors, first on a qualitative basis, and then from a risk
perspective, is part of the RIDM process sttt follow.

Table3-1l.  Possible NPSPD Mission / Project Options
RPM Fuel Key Project RPM Assembly & Launch Vehicle

Enrichment Execution Options Launch Execution Class

RPM Provided by Full Assembly and Launch from Eal NASA Heavy Launch

High Enrichment Dept. of Energy Launch Site Vehicle (NHLV)

RPM Two RPM Submodules Separatel
< 20% Enrichment Procured Commerciall Launched, Assembled in
y Earth Orbit for Delivery to Planet X

Commercial Medium
Launch Vehicle (CMLV

Two RPM Submodules Separatel
Launched & Assembled on Planet

The contents of the table should at this pdoatinterpreted as indicating that each possible
combination of mission design and execution choices identified therein may be theoretically
possible. The identification of the combinat.i
is the subject ofliscussion in the following section.
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The following is assumed and holds, for the example being discussed, with regard to the meaning
of the design and execution choices listed in the table:

RPM Fuel EnrichmentThis reactor module design choice concerns the degree of enrichment in
U2zssthat is selected for the nuclear fission reactor fugls id the fissile isotope of uranium, which

is present in small percentage in the mined ore. To make viable fission fuel, the percentage of U

in the total uranium material used as fuel todse increased. If it is increased above the 20% limit,

the fuel i's consialerendd tfoalbles Athn dgenrl yu ssenrliicrhi t &
international treaties regulating the availability of weapon grade fissile material. The level of
enrichment, on the other hand, laagtrongmpact on the design afnuclear reactor, as only highly

enricredf u e | can be wused tiae.,deaciorgvhereahe induteos fluxthae act o
sustains the fission reaction is maintained at high neutron energy levels; whereas low enrichment
fuel canin practicebe used only i f the reactor iibse,made t

reactor where the neutrons that sustain the fission reaction are made to lose energy down to the
equivalent of ambient temperature by making them collide and bounce offuttes of a
Aimoderatoro materi al (a |l ow mass number el en
Whether a power reactor that has to travel in space as spacecraft payload is a fast or a thermal
reactormay havesignificant mission design implicationgarticularly in regard to the whether a

heavy lift or medium lift capability launch vehicle may be ys&dce thermal reactors are
generallylargerin mass and volume than fast reactors.

RPM Provided by Department of Energy or Commercidilye U.S Department of Energy is the

U.S. agency that is generally assigned responsibility for the design of nuclear reactors to be used
by the U.S Government, and is also assigned the responsibility of controlling the utilization of
nuclear fuel, more iparticular to make sure that highly enriched uranium (HEU), i.e. uranium
enriched in Wss above the 20% limit, is not disseminated beyond the control of the U.S.
Government.

RPM Assembly & Launch Executiofhis concerns the option of launching tREM already
assembled in one piece, or of designing it as modules that can be assembled in space or at
destination on the Planet X surface. The advantages of the latter solutions are that the payload
weight is split in a way that permits the use of launchesystof lesser lift capacity, and also, in

terms of nuclear safety, that the RPM is divided in submodules that are by definition subcritical,
making the event of an accidentalchear criticality (i.e., the triggering of an unwanted and
uncontrolled fission reactopractically impossible. The drawbacks are in the complexity and
difficulty of designing the RPM in a modular way that permits assembly in space or on a remote
planet surface, by means of astronaut or robotic operations.

Launch Vehicle Clasd his choice concerns the possibility of using, to execute the whole missions
or portions thereof, a NASfrovidedheavylift launch vehicle (NHLY designed and owndaly

NASA) or a commercial mediwtift launch vehicle (CMLV) procured via a launch services
contract. The selection of one option over the other is determined by the need for more or less
payload mass launch capability, which is in large part determined by the RPM design and assembly
choices ¢ee above). The use of a CMLV or NHLV, with single or multiple launches as an
associated choice, has of course cost and schedule, as well as reliability and safety, implications.
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3.2.4.2 |dentification of Feasible Alternatives

In the context of the RIDM AoAprocess,n fial ternativeodo i s a combina
that can be made and implemented, for the key individual system design and project/mission
execution options that are theoretically possible

In practical terms, by consideration of any cleat mutual incompatibilities among some of the
associated individual design and/or execution choices, some alternatives may be immediately
identified as being either not feasible, or highly uncertain, beratise questionable for other
obvious reasons. As an example of this, the case was cited above of an RPM design involving a
reactor of very high mass/weight that may immediately be judged to be incompatible with the
selection of a single mission launch @medium launch vehicle. To systematically consider and
screen out from further analysis, on an initial qualitative basis, all such cases of unfeasible
alternatives, it is useful to use as an aid a
of individual options choices that are possifilable3-1ll below shows the trade tree that applies

for the alternatives corresponding to the theoretically possible combinations of choices for the
individual options identified above ifable3-11.

Strictly speaking the table presents the missi
rather than fAtrade treeo form, as the for mer
include a column documenting in comment form the rateriat keeping or eliminating an
alternative. To make clear to readers the equivalence of the tree and matrix formats, the trade tree
equivalent to th&able3-1ll matrix is also shown, iRigure3-3 below.

In the current example it is assumed, as agpiadysis screening criterion, that not only the clearly
unfeasi bl e alternatives, -rbeucto manmesnod etdhoo shee ctahuaste
inefficiency or very uncertain feasibility, should beckexied from further consideration. On the

basis of this criterion and the qualitative evaluations showahle 3-1lI, the surviving
alternatives to be forwarded to the more detailed downstream analytical processes are those listed
below inTable3-1V.

The next step of the example process addresses thp séthe analytical framework to be used
in the objective and quantitative evaluation of the risk levels associated with each potentially viable
alternative.
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Table3-lll.

RPM Fuel
Enrichment

Key Project
Execution Options

RPM Assembly &
Launch Execution

Launch Vehicle
Class (NHLV / CML

1st Order
Feasibility
(F/UC/NR/UF)

Trade Matrix of Possible RSPD Mission / Project Alternatives

Rationale

NHLV = Heavy Launch Vehi|
CMLYV = Medium Launch
Vehicle

F = Feasible

UC = Uncertain

NR = Not Recommendeq
UF = Unfeasible

RPM Provided by

Full Assembly & Launch fro|

1 - Procurement via Dept. of Energy may allow NASA to obtain
permission to use of highly enriched fuel restricted by nuclear non-|

WiohlEnchnent Dept. of Energy Earth Launch Site LY F proliferation policies.
2 - Launch of fully-assembled RPM is enabled by use of NHLV
1 - Procurement via Dept. of Energy may allow NASA to obtain
Y B Full A WAL nt permission to use of highly enriched fuel restricted by nuclear non-|
High Enrichment Bent “f"l’; edby kU zse{: Ly :L'S’?f 0 cMLY uc proliferation policies.
CRLIOUENEI0Y ENiA) LEWTED &5 2 - Use of CMLV may not provide launch mass capability sufficient|
launch of fully-assembled RPM.
1 - Procurement via Dept. of Energy may allow NASA to obtain
RPM Provided b RPM submodules launche permission to use of highly enriched fuel restricted by nuclear non-
High Enrichment rcf;w €ADY | separately and assembled NHLV NR proliferation policies.
Dept. of Energy Earth Transfer Orbit 2 - Use of NHLV may not be necessary if RPM submodules are lay
separately, and subsequently assembled in orbit.
2 - Procurement via Dept. of Energy may allow NASA to obtain
T B RPM submodules separate| permission to use of highly enriched fuel restricted by nuclear non-|
High Enrichment = e Yy launched and delivered to NHLV NR proliferation policies.
ept. of Energy Planet X 2 - Use of NHLV may not be necessary if RPM submodules are la|
separately, and subsequently assembled in orbit.
1 - Procurement via Dept. of Energy may allow NASA to obtain
i RPM submodules launche: permission to use of highly enriched fuel restricted by nuclear non-
. . RPM Provided by
High Enrichment separately and assembled CMLV F liferati lici
Dept. of Energy s b ——— proliferation policies.
arth Transfer Orbit 2 - Separate launches of RPM submodules permit use of CMLVs.
1 - Procurement via Dept. of Energy may allow NASA to obtain
_ _ RPM Provided by RPM submodules separate] permission to use of highly enriched fuel restricted by nuclear non
High Enrichment Dept. of Energy launched and delivered to CMLV F proliferation policies.
Planet X 2 - Separate launches of RPM submodules permit use of CMLVs.
. . RPM 1 - Commercial procurement of nuclear reactors using highly enricl
High|Enrichment S5 o0 e Commercially n/a na UF fuel is not allowed by U.S. policy.
X 1 - RPM using low enrichment fuel will have relatively large volume]
< 20% Enrichment IRIPLE] Pz (37 ALl Al & Lauqch g NHLV F mass, and require the use of an NHLV for a single launch of the
Dept. of Energy Earth Launch Site assembled module
. RPM Provided by  |Full Assembly & Launch fro| 1 - An CMLV does not have sufficient launch mass capability to lay
< 20% Enrichment Dept. of Energy EarthiLauneh Site CMLV UF an RPM using low enrichment fuel, with associated large volume a
RN RPM submodules launche: 1 - Use of NHLV is not necessary if RPM §ubmgdules are launche
< 20% Enrichment e ?Ener Y | separately and assembled NHLV NR separately, and subsequently assembled in orbit.
ept. of=nergy Earth Transfer Orbit
————— RPM submodules separate| 1- Use of NHLV is not necessary if RPM s.ubquules are launche
< 20% Enrichment 4 launched and delivered to NHLV NR separately, and subsequently assembled in orbit.
Dept. of Energy
Planet X
; RPM Provided by RPM submodules launche 1 - Separate launches of RPM submodules permit use of CMLVs.
< 20% Enrichment s - separately and assembled CMLV F
Pt 9y Earth Transfer Orbit
. RPM submodules separate| 2 - Separate launches of RPM submodules permit use of CMLVs.
< 20% Enrichment R by launched and delivered to CMLV F
Dept. of Energy
Planet X
RPM Full A biv & L hi 1 - RPM using low enrichment fuel will have relatively large volumej
< 20% Enrichment . ELl=EuLL aurllc 10 NHLV F mass, and require the use of an NHLV for a single launch of the
Procured Commercially Earth Launch Site assembled module
1- An CMLV does not have sufficient launch mass capability to lay
. RPM Full Assembly & Launch fro|
< 20% Enrichment ) " CMLV i i i i
Procured Commercially Earth Launch Site UF an RPM using low enrichment fuel, with associated large volume a|
mass
o RPM submodules launche 1 - Use of NHLV is not necessary if RPM submodules are launche:
< 20% Enrichment .| separately and assembled NHLV NR separately, and subsequently assembled in orbit.
Procured Commercially }
Earth Transfer Orbit
— RPM submodules separate| 1 - Use of NHLV is not necessary if RPM s.ubquules are launche
< 20% Enrichment ) launched and delivered to NHLV NR separately, and subsequently assembled in orbit.
Procured Commercially
Planet X
— RPM submodules launche 1 - Separate launches of RPM submodules permit use of CMLVs.
< 20% Enrichment Procured Commerciall separately and assembled CMLV E
Y Earth Transfer Orbit
RPM RPM submodules separate| 1 - Separate launches of RPM submodules permit use of CMLVs.
< 20% Enrichment launched and delivered to CMLV F

Procured Commercially

Planet X
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Figure 3-3.

Trade Tree of PossibPSHD Mission / Project Alternatives
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Table3-1V. Feasible Alternatives to Be Forwarded to Risk Analysis

: RPM Fuel Project RPM Assembly & :
Alternative : . ; Launch Vehicle
Enrichment Execution Launch Execution
. . RPM Provided by Full Assembly & Launch fror
Al High Enrichment Dept. of Energy Earth Launch Site NHLV
. RPM submodules launched
A2 High Enrichment R;eMtPg?\éiif by separately and assembled i CMLV
Pt 9y Earth Transfer Orbit
. RPM submodules separatel
A3 High Enrichment RPM Provided by launched and delivered to CMLV
Dept. of Energy
Planet X
. RPM Provided by Full Assembly & Launch fror
0,
A4 < 20% Enrichment Dept. of Energy Earth Launch Site NHLV
. RPM submodules launched
A5 < 20% Enrichment R;eMtPcr)(f)\g(:g: by separately and assembled i CMLV
Pt %y Earth Transfer Orbit
. RPM submodules separatel
A6 < 20% Enrichment RPM Provided by launched and delivered to CMLV
Dept. of Energy
Planet X
. RPM Full Assembly & Launch fror|
0,
A7 < 20% Enrichment Procured Commercially Earth Launch Site NHLV
RPM submodules launched
. RPM .
A8 < 20% Enrichment Procured Commerciall separately and assembled i CMLV
y Earth Transfer Orbit
RPM submodules separatel
. RPM .
A9 < 20% Enrichment . launched and delivered to CMLV
Procured Commercially Planet X

3.2.5 Set the Risk-Informed Mission Analysis Framework

Setting up the rislanalytical framework for the alternatives that need to be comparatively assessed
and evaluated is a process that bawlescribed and executed in termglod practical steps that
are discussed in the following.

1. Decide whether it isppropriate to establish an order of priority, or even a smaller subset
for analysis, among the PMs by which the alternatives are to be evaluated.

Explanation / DiscussionTable 3-1 identifies a total of twelve PMs by which the
alternatives can be evaluated: two for the
for the fiSafety & Compliancedo and ACost, S
risk-analytical process, if applie® the full range of PMs, would require executing the
risk-analysis and risiknformed deliberation and selection of a preferred alternative by

taking into account the estimated rgfofiles in each of the twelve performance
dimensions identified ifable3-1. A possibleheuristicapproach, which will be followed
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and il lustrated in the current exampl e, i s
measure OKPNIs) by which the alternatives can be evaluated. In a real project context,

this reduction of evaluation dimension must obviously be decided on the basis of input
from the decision maker(s) responsible for selection or recommendation of the preferred

alterndive.

2.l dentify the factors (in mathematical term
to determine the performance outcome in each of the performance dimensions being
guantified by the PMs. Il n mat hemat inbaal ter

expressed and represented as functions of these independent variables via appropriate
analytical models.

3. ldentify and express via analytical models the functional / logical relationships among the
independent variables identified per Step 2 and the PMs, including any significant
interdependencies among the PMs.

Explanation / Discussiaont may be useful to initially use a qualitative representation of
the relationships and interdependences among the variables included awvetiad
analytical risk models. A graphic representation paradigm well suited for this purpose is
the one provided by Influence Diagram (ID) / Bayesian Belief Networks (BRIJi®dven

if initially applied in its purely qualitative form of display of causality flow from input to
output model variables, and through any additional intermediate variables that may be
relevant to understand the nature and extent of the causality relationships. Uséypkthi

of modeling aid is illustrated in the following for the example at hand.

4. Assemble and tie together all the pieces of analytical models expressing the functional /
l ogi cal relationships between independent
to Aoutputso).

The above steps are illustrated below as follows:

Step 1 For the example being considered, it is assumed that the decision makers and stakeholders
have converged on the identification of the following five of the twelve original PMs listed in
Table3-1, as those that are to be treated and evaluatéBds:

1. Probability of Mission SuccegPMS) i Technical Performance Objective

2. Probability of Raditogical Release(PRR) (affecting public)i Safety & Compliance
Objective

3. Time to Launch Readine§§LR) i Cost, Schedule, & Institutional Objective

4. Cost of Projec{CP) i Cost, Schedule, & Institutional Objective

5. Expert StaffDevelopmenRatio(ESDR) i Cost, Schedule, & Institutional Objective

Steps 24 : The identification of the functional dependencies among input independent variables
and the PMs of concern can be carried out in a number of ways, but the use of influence diagrams
(IDs) and/or Bayesian belief networks (BBNs) can provide a useful aithi® step. For the
purpose of identifying dependencies, IDs or BBNs may just be used in their initial graphical form,
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i.e., without full definition of discrete states for all variables that appear in the models, and of the
associated conditional probabilities linking the states. In their bare graphical form, thus such
models indicate what variables are dependent on vdtiadr variables.

For the example considerdéigure 3-4 to Figure 3-6 depict the relationships of concern. More
specifically, Figure 3-4 gives the overall relationship map and identifies all the variables of
concern, including intermediate variables that need to be considered, in order to better understand
the connections between the independent input variables atdPMeoutputs.Figure 3-5 and
Figure3-6, on the other hand, separate out the model portions that are independent of one another
and individually include only the variables that are indeed connected by direct or indireet cause
effect relationships.

The interpretation of the ID graphic representation is as follows:

a. Square nodes represent design or mission choices that are underdbaetfall of
project and mission managers.

b. Rounded nodes represent mission variables that are either independent inputs
governed by external processes or conditions, or are dependent variables within the
operational and physical constraints of the mission.

c. Arrowed edges represent caweftect dependencies among variables.

Thus, for example, the ID graph Fgure 3-5 indicates that the variable PLRA (Probability of
Launch or Reentry Accident) depends onléhech vehiclel(V) decision (for the type of launch
vehicle selectedgndon the variable NLM (Number of Launch Missions). In turn NLM depends
itself on the LV decision and on other factors / variables, as shown by the figure. In mathematical
terms this would be indicated by the following formulations:

PLRA = f(LV, NLM), where NLM = g(LV, NRM), NRM = h(NRE), NRE = i(NPP)

In the above, f, g, hl, represent mathematical/logic functions or algorithms, which define a
dependent variable in terms of the variable identified in parentheses.

It is noted that in all the ID models shownhkigure 3-4 to Figure 3-6, the variables selected as
being theKPMs upon which the AoA selection is to be primarily predicated are identified by the
corresponding nodes being shown as filled in pale green color
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List of Influence Diagram Variables

ESDR | Expert Staff Development Ratio

FCOM| Fraction [of Project] to Commercial Providers
FDOE | Fraction [of Project] to DOE

Lv Launch Vehicle

NDP | NASA Development Policy

NLM | Number of Launch Missions

NPP NASA Procurement Policy

NRE Nuclear Reactor Enrichment

NRM | Nuclear Reactor Mass

PC Project Cost

PLRA | Probability of Launch or Reentry Accident

PMS | Probability of Mission Success

PRR Probability of Radioactive Release

SA System Assembly

TLR Time to Launch Readiness

NDP ESDR

Figure3-4.  Overall Influence Diagram Identification of Mission Variable Cat$gect Relationships
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Figure3-5. CauseEffect Relationships for Technical Performance and Safety & Compliance
Variables

- D

Figure3-6. CauseEffect Relationships for Cost, Schedule, & Institutional Variables

3.2.6 Execute the Risk Analysis of Expected Mission Performance

Once variable functional dependencies are identified and formulated, the actual probability
distributions of thé&KPM variables can be derived by execution of the following steps:

1. Use historical data and/or engineering judgment and/orasalyses to estimate
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uncertainty and variability in all the independent madput variables and represent such
uncertainty / variability via appropriately chosen probability distributions.

2. Derive performanceneasure probability distributions via Monte Carlo simulations carried
out via the model(s) assembled per Sep Part 1Section 47.3, sampling from the input
variable distributions estimated per Step 1 above.

It is noted that, in those cases whereegact deterministic formulation of terms like the f, g, etc.
mentioned above cannot be identified, the ID and/or BBN paradigm offers the alternative of
defining the corresponding variaktievariable relationships in the form of variable discrete states

ard associated joint conditional probability distributiddk I.e., the probability of a variable to

be in a specific state (e.g., each of a set of discrete values by which each variable is approximately
represented) is expressed as a conditional probability of that variable state, given that the set of
variables hat are identified as direct inputs to the variable are in certain specific combination of
their respective states. This allows one to obtain, instead of full continuous probability distributions
of the PMs over their defined ranges, obtained via matheahadr algorithmic definitions
guantified via Monte Carlo techniques, discrete approximations thereof, obtained via
guantification of the ID and/or BBN models formulated for the variables of concern. For more
details on this method of carrying out the Pigkrquantification, please refer to the extensive
public domain literature covering the subject of BBN and ID modeling and quantification.

For the purpose of the example being discussed here, it is assumeadPMatontinuous
probability distributions could be derived. In order not to make the example illustrations too
extensive and complicated, the corresponding results are shown and discussed only for the subset
of alternatives identified imable3-1V as #7, #8, and #9. In practical terms, this would be the sub

set of mission design and execution alternatives to choose from if the following criteria were
indicated by decision makers as mtgtow decision priorities:

A. The mission should avoid the use of highly enriched nuclear fuel, so as to not incur on
potential delays completely beyond its control in order to obtain the associated special
authorizations.

B. NASA should give priority to commercial procurement practices.

The results of the risk assessments and simulations are shown in cumulative distribution function
(CDF) or, when appropriate, in complementary cumulative distribution function (CCDF) form, for
the three alternatives mentioned earlier, A7, A8, and ABigare3-7 thruFigure3-11. The CDF

form, which directly shows the probability that a parameter outcome be less than some predefined

val ue, is preferable for viswualizing paramet e
from lower to higher values of the parameter ¢éiiast. In such cases, risk is associated with the
probability that the alternative outcome for

to the goals that mission designers are aiming for. In our example this is the case for the PMS and
ESDRKPMs. Conversely, the CCDF form, which directly shows the probability that a parameter
outcome be greater than some fixed value, is more convenient for identifying the risK @it a
outcome may be At oo KPMsPRR,BC,andTLR. i s t he case f
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It should be noted that, for the parameters affected by theefirgtion of fixed constraints not to

be exceeded or undershiovhich in our example is assumed to be the case for the PRR, PC, and
TLR KPMs i the figures show the risk that such constraints be violated by some amount.
Predefined constrains usually translate into the definition of corresponding firm requirements at
an activity execution stages.

ForallKPMs, t he i nformati on i-nnortnmnael ifz ed rveasl u enscd uodfe
of interest that correspond to an assumed quantitative leviskdblerance, which in the figures

is identified as aguantitativerisk tolerancelevel (RTL). The considerations that lead to the
definition of a RT for each of theKPMs have been preliminarily discussed in their general
gualitative form in SectioB8.2.1 and are further discussed in more detail below, in Se8tid

It is noted that, once an alternative is identified as the preferred option, and selected for
formalization into an activity or project at execution stage, the PMnoskalized values
corresponding to the desired levels of risk tolerance are to be sigefeeence values for the
discussion and definition of formalized performance requirements and goals that takes place within
the activityexecuting organizations and, as applicable, more specifically in the negotiations
between thécquirer andProvider entities.

The CDF and CCDF results shownthe figures are purely notional. The Monte Carlo estimation
analyses required to carry out actual calculatioéRM outcomes are in general rather complex,
and in the case of our example out of scope with respect to the tutorial nature of this handbook.

PMSCOF | / A

nsf ns/ |u

Direction of Goodness

)
y PMS

L W 1 >
V ] 95% 96% 97% 1 -
90% RNPMSV(A8) [mmlsvlm) ( 100%

Figure3-7. PMS Cumulative Distribution Functions and Ri&rmalized Values of
Alternatives

-
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A Legend
\ ‘ CCDF = Complementary Cumulative
PRR CCDF AN Distribution Function
PRR = Probability of Radiological Release
PRRC = PRR Constraint
PRRR(Ai) = PRR Risk of Alternative i
QRTV = Quantitative Risk Tolerance Value
RNPRRV(Ai) = PRR value of Alternativei,
Risk-Normalized at QRTV
mmmmmmmm Acceptable Risk Region
Acceptable Performance Region
Note:
A9 A8 A7 PRR Risk is defined as: “Probability that PRR > PRRC”
QRTV = 3%
|
PRRR(A7)] | | ‘
I
PRRR(AB) ] t t t PRR
PRRR — ¥ ‘I" >
(Agr l/ I- l >
RNPRRV(A9) m\mxs) mmv(m) K PRRC = 1x10°® Direction of Goodness

Figure3-8. PRR Complementary Cumulative Distribution Functions, Constraint Risks, and
RiskNormalized Values of Alternatives

A . \ Legend
CCDF = Complementary Cumulative
PC CCDF \ \ Distr';butinn Furvnction
PC = Project Cost
PCC = PC Constraint
PCR(AI) = PC Risk of Alternativei
A8 A7 A9 QRTV = Quantitative Risk Tolerance Value
RNPCV(Ai) = PCvalue of Alternativei,
Risk-Normalized at QRTV
] Acceptable Risk Region

Acceptable Performance Region
QRTV = 6%) P €

Note:
PC Risk is defined as: “Probability that PC > PCC”

PCR(A9) [ ]

A

PCR(A8)

|
|
|
|
|
|
PCR(A7) || |
[

|
|
|
y pc

P l/ vV >
RNPCV(M)rmf/RNPCV(AgJ/ PCC =3$1.2B Direction of Goodness

Figure3-9. PC Complementary Cumulative Distribution Functions, Constraint Risks, and
RiskNormalized Values of Alternatives
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A . - Legend
B \ CCDF = Complementary Cumulative
TLR CCDF \ \ Distribution Function
TLR = Time to Launch Readiness
TLRC = TLR Constraint
TLRR(A) = TLR Risk of Alternativie
A7 A8\ \ A9 : .
QRTV Quantitative Risk Tolerance Value
RNTLRV(AiF TLR value of Alternative
RiskNormalized at QRTV
] Acceptable Risk Region
Acceptable Performance Region
QRTV = 6% Note:
TLRR(AO) ‘!\\ ‘I\ ¢[w whidl Aa RSFAYSR |3y
TLRR(A) | : : :
I Il
I |l
I
TLRR(ATY] I 'l
I Il
P v w TR
RNTLRV(Ammg TLRC = 6Blo Directio'n of Goodness

Figure3-10. TLR Complementary Cumulative Distribution Functions, Constraint Risks, and
RiskNormalized Values of Alternatives

A A9
ESDR CDF

QRTV = 10%|,

Direction of Goodness

)
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v

| |
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4 50%
RNESDRV(A8)] RNESDRV(A9)| RNESDRV(A7)

Figure3-11. ESDR Cumulative Distribution Functions and Riérmalized Values of
Alternatives

NASA Risk Management Handbook v2




A summary explanation of the results of the risk praf@@mations presented in the above figures
can be given as follows:

Probability of Mission Success (PMBanking

Alternative 7 has the highest predicted fimkmalized value of PMS, i.e., the lowest PMS risk at
the assumed RT; Alternative 8 presents the lowest Askrmalized PMS value primarily because
of the risk associated with erbit RPM assembly; Alternative 9 shows an in between risk
normalized value because it transfer the risk associated with executing the RPMIyassemb
Planet X to a followup mission; in addition the twin spacecraft split RPM delivery permits
consideration and execution offieecovery nissiord with a spare RPM module if one of the
baseline delivery missions were to fail.

Probability of Radiological Release (PRR) Ranking

Alternative 7 is has the lowest risiormalized PRR value because it carries [faldioisotope
Thermoelectric GeneratqRTG) release risk and RPM accidental criticality risk; Alternative 8
carries RTG risk in split mode between two launches, and limited accidental criticality risk (i.e.,
only after RPM ororbit assembly, if a reentry accident occurs); Alternative 9 only cdRi€s

risk, split between two launches.

Project Cost (PC) Ranking

Alternatives 7 and 8 have similar riglormalized costs because the cost of an NHLV is more than
double that of two CMLVs, therefore the two costs are predicted to be similar despite the fact that
for Alternative 8 the assembly in orbit process is preditbeadd more cost to the mission than
what is expected for an RPM assembly on the ground; Alternative 9 has a somewhat higher risk
normalized cost than either Alternative 7 or 8 because it requires two interplanetary spacecratft,
although smaller and cheapthan the single large one required for the other two alternatives; the
Alternative 9 cost is only moderately higher because the cost risk of the Planet X RPM assembly
operation is transferrgibut of scopéto a follow-up mission.

Time to Launch Readiness (TLR) Ranking

Alternatives 8 and 9 have similar TLR riskrmalized values that are higher than the
corresponding value for Alternative 7, because they both require planning and executing two
launches instead of just one.

Expert StafDevelopmenRatio (ESDR) Ranking

No significant difference exists between the ESDR -nekmalized values for the three
alternatives.

3.2.7 Define Mission Risk Posture with Recommended Risk Tolerances

The ensemble of risk tolerance values that decision makers indicate to be applicable to a mission
KPM set reflects and quantitatively defines the project and misskposture. Riskolerances

are applied in the evaluation of alternatives in distinct ways, as discus$3ad in Sections 4.9.2.1

and 4.9.2.2depending on whether they are being used to evaluate alternatives with respect to a
PM for which no hard constraint exists, or otherwise for one affected by testatdishment of
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such a constraint. In either case, the decision maker indicateskhelerance value as the

guantile or percentile of the PM &PM probability distribution function that is to be used to
compare the mission alternatives being considered. If a hard constraint (plus or minus any margin)

is set for &KPM, only the alternatives for which the indicatésk tolerance quantile / percentile
falls on the 0Agoodmagindaue)are tonsidéred admassibte and méluded ( + /
in a relative comarison.

For the example considered, three of the #&M used in the RIDM AoA are assumed to be
affected by pralefined constraints, i.e.:

1 PRR, the Probability of Radiological Release, must be <1 in 1,000,000 to keep the mission
at the NSPM20 Tier Il Level of scrutiny and approval

1 PC, the Project Cost, must be < $ 1.2B

1 TLR, the Time to Launch Readiness, must be < 60 mos

Fortheabov&kPMs , it i s al so noted that the fAdirectioc
of magnitude, i.e., lower values of the parameters indicate better performance. The remaining two
PMs designated asPMs, ie., PMS, Probability of Mission SuccesdESDR, Expert Staff
DevelopmenRatio, are assumed not to be assignedepr®et abl i shed constraint
of goodnesso goes in the same direction of th
indicate better performance.

For the set of fivé&KPMs, it is recalled that, as per rationales provided at the end of SB@idn

it is assumed that the project decision makers have converged on, and communicated to the risk
analysts, a flexibleisk posture, withrisk tolerance criteria that vary in strictness across the set, as
indicated byTable3-V below.

Table3-V. Example of Qualitative and Quantitative Risk Tolerance DefinitRefbecting
Planet X Mission and Project Risk Posture

Decision Makers' Quant.ltatlve
KPM . . Risk
Qualitative Risk Tolerance
Tolerance
PMS medium risk tolerance 10%
PRR very low risk tolerance 3%
PC low risk tolerance 6%
TLR low risk tolerance 6%
ESDR/| medium risk tolerance 10%

The table also shows thguantitative risk tolerancelevels (RTLs) that correspond to the
interpretation our example assumes to be given by the project RIDM analysts to the qualitative
indications received from the decision makers. Regarding this, it is noted that there exists no
prescriptive rule for how a qualitativedication ofrisk tolerance may be translated iroRTL.

Rat her, in an actual project setting it may be
desires, expressed in qualitative forms) and a
reflecting such directives, will occur via an

specific course that such a process may follow, it may well result in correspondences between
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gualitative attributes and quantitative valuesisi tolerance not resembling the notional example
of such a correspondence providedTiaple3-V.

3.2.8 Compare Risk Profiles, Recommend an Alternative, and Document the Rationale

Table3-VI gives a quickview summary of the relative ranking of the alternatives in each of the
five KPM dimensions of interest, as emerging from the quantitative analysis results presented
earlier inFigure 3-7 throughFigure 3-11. The table also contains, in terms fully consistent with
the explanation provided earlier in Sect@.7, the explanation of why the quantitative CDF and
CCDFKPM results are as depicted in the figures.

Table3-VI. Relative Ranking of Alternatives K{*M

Relative Ranking of
KPMSs Alternatives by KPM

A7 | A8 | A9

Explanation

Alternative 7 has the highest predicted PMS / lowest PMS risk; Alternative
ranked lowest primarily because of the risk associated with on-orbit RPM
assembly; Alternative 9 is ranked second because it transfer the risk assoq
PMS 1 3 2 with RPM on Planet X assembly to a follow-up mission; in addition the twir]
spacecraft split RPM delivery permits consideration and execution of a
"recovery mission" with a spare RPM module if one of the baseline deliver|
missions were to fail.
AT carries both RTG release risk and RPM accidental criticality risk; A8 RT
PRR 3 2 1 split between two launches and A8 carries limited accidental criticality risk
after on-orbit assembly, if a reentry accident occurs); A9 only carries RTG 1
split between two launches.
A7 and A8 have similar cost because NHLV cost is more than double that g
CMLVs, therefore the two costs are predicted to be similar despite the fact
for A8 the assembly in orbit maneuver does add to the mission cost in
PC 1 1 2 comparison to assembly on the ground; A9 is somewhat more costly becaJ
requires two interplanetary spacecraft, although smaller and cheaper than
single large one required for the other two alternatives; in addition A9 save
cost by pushing RPM assembly operation costs "out of scope," to a follow-
mission.

TLR 1 2 2 A8 and A9 have similar higher TLR risk in comparison to A7 because they I
two launches instead of one.

ESDR 1 1 1 No significant difference exists between the three alternatives.

Based on the relative rankings of the alternatives shown in the table, and the risk profiles presented
earlier in the figures included in Secti82.7 a r ecommendati on of fdpref
deliberated, documented, and submitted to the project and mission decision makers. In many cases

a recommendation may be i dentified based on
importance) thiathe analysts believe should be given to cerkdMs, | others. This may be
gl eaned riskpoost urhee pir of i | e, 0 i risktolerantelhatthe prdjefte r e nt

decision makers and stakeholders have assigned to difkPdf.

I n the example considered, gi ven t hkPMmaWer y Lo
the moderate degree of risk disadvantage Mi@rnative 9has in the otheKPM dimensions
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where it is not the best ranked alternative, the analysts may deliberate that there is a strong rationale
for recommending it as the preferable alternative. Under such assumptions, the risk informed
conclusion of the ActivityPlanningRIDM would thus be to recommend &8IPD overall mission
execution based on the separate launches of two-poOiN&red, relatively small spacecraft
carrying separate RPM submodules to Planet X. The two launches would use two commercial
mediumiift launch vehiclesNILVS) procuredvia launch service contracts. The RPM submodules
delivered to Planet X in this fashion would then be later assembled on Planet X as part of an RPM
activation process planned within the scope of a felbompower production and utilization demo
mission. Asmentioned earlier, this recommended mission alternative transfers the risk associated
with any potential issues in the execution of the RPM module assembly on Planet X to a later
mission, which is assumed to be planned as part of an overall campaigng@dg&ianet X semi
permanent base.

Documentation of the deliberation and final recommendation should inatudemmary form,
all of the following:

- The definitions of the project and mission objectives

- The considerations pertaining to projask posture

- The definitions of the project and mission design alternatives

- The identification of project / mission PMs akBMs

- A description of the risk analysisodels for the project and mission alternatives, and
of the associated assumptions

- The RIDM risk analysis results

- The definition ofrisk tolerances

- The rationale for the deliberated project / mission alternative recommendation(s).

3.3 References for Chapter 3

1. KjeerulffU. B. and MBagesiaMetwarksland Influence Diagrams: A Guide to
Construction and Analysis6 Springer, 2008
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4 Examples of CRM Execution

This chapter illustratethe CRMprocess by focusing on two specific organizational entities. The

first is a hypothetical projead esi gnat ed as Proj ect AXo, and t
designated as Center 0Yo. thatiPsynojyraoudwithitheactivitys a st
referred to iChapter® and3 (starting inSection2.3.1)  a sNuclelarBlangtarySurface Power

~

Delivery Mission 06 o r , i MPSRDhMissidm, t he 0

The overall objective for Project fAX0 is to
extraterrestrial planet or one of its moons, designated generically in this example as Planetary Mass
fi X orhe ultimate aim is to provide power for a future colony of humans on the planetary object,
although the example proceeds only to the point of having the ability to provide power prior to
such colonization. The mass is postulated to be very distan&aoim, in the outer reaches of the

solar system, ahis considered to have an atmosphere that could be used to facilitate orbital capture
of the spacecraft via the technique of aerobt
example of such an object; hencethher ssmpbl fif
The project priority is a part of the overall development of a spaciear system capability

discussed earlier iBection2.1.1.1 Of the various program/project objectives presented in that
section, Project AX0 s pdci fii Edaaldhtyeurfacd @awers s e s
Utilization in a Planetary Mission. o

‘N

Consistent with the results of the ActiviBlanningRIDM analysis and deliberations discussed in
Chapter3, and in particular with Alternatives A6 and A9 Tiable 3-1V, the NASA authorities

have determinethatthe nuclear fission reactor will contain only moderately enriched uranium
(<20%) and will be transported from the surface of Earth directly to the surface of Planetary Mass
A X0 i n mu (Nbotétpat ieChapterd, thesnumber of multiple trips was specifically taken

to be two, whereas ithis chapterthe number of trips is allowed to be greater than two if it is
found that more trips are needed to satisfy t
will utilize a commercial mediunrift launch vehicle (CMLV), and each flight to the plangtar

mass will take place in a spacecraft carrying one or more nuclear reactor power modules (RPMs)
and needed equipment. The modules, which will be provided by under the supervision of the
Department of Energyorking together with a commerciabmpany, will be collected at the
destination to be assembled robotically or by astronauts in a future mission.

In addition, consistent witBection3.2.6andTable3-VI, t he spacecraftés el e
during space transport, orbital insertion, and payload separation will be provided by conventional
radioisotope therwelectricgenerators (RTGs). Also, each spacecraft will be instrumented with
high-tech atmospheric sensing devices to assist the aerocapture maneuver that will be used to
achieve orbit around the planetary mass.

In this chapter, the teams develop methods and obtain results in the following areas:
91 Developing risk statements using a standardized format

1 Analyzing and rankingndividual riskscenarig, using botlprobabilisticand heuristic
approacks
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1 Aggregaing individualrisk scenaris in order to determine the aggregasé to an
affected objectiveusing bottprobabilisticandheuristic approaches

1 Conducting ActivityExecution RIDM using botprobabilisticand heuristi@approaches

4.1 Baselining the Entity Objectives and Risk Posture

The objectives of Center AYO, in this exampl e
to provide the institutional support needed to ensure the success of the project, i.eyphd aet
nuclear fission reactor to provide electric powePohanet ary Mass @A Xo0. Thi

having the necessary resources, in terms of staffing, facilities, and materials, through a
combination of internal capability development, cooperation with Department of Energy
(DOE), and external procuremes. The objective just mention encompasses three objectives
previously listed irSection2.1.1.1 namely C1.1, G1.2, and G1.3.

The other priority is to develop and maintain a core competency in a particular area, assigned to it

by the Agency, that can be utilized by all organizations within the Agency. The particular area of

core competency considered to be the responsibilitfCefnt e r thisYchaptdris) the
development and maintenance of cuttedpe expertise in cybersecurity. This responsibility
addresses lang-termneed for Agency expertise in protecting against cyberattack, and is separate

from (although related to) ttehortert er m need f or providing cybers
the shorteterm and the longgr er m cyber security needs are adoda
former is considered to be a project support objective and the latter an Agielecygore
competency objective.

Table4-1 throughTable4-lll provide a listing of thebjectivess o0 be pur sued by Pr
Centei Y0, a |l o eogrespondingerfarrnaace measurésat will be used to measure the

degree to which the objectivese met.They are somewhat different, and more extensive, than
thoseof Table3-1. This reflects the elaboration oéntity-level topobjectivesinto subobjectives
astheactivity goes from préormulation to formulabn, as well atheneed for comprehensiveness

in CRM, as compared to RIDM, whettee crucial performance attributes to consider are those that
distinguish among the alternativdde relationship between the direetlgsessedbjectives of

Table4-1 throughTable 4-lll and the highel e v e | Project AX0 and Cent
which they derive iselevant to the aggregationmigk fromlowerto higher level®f an objectives

hierarchy
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Table4-1. Project AX0 Objectives and Perfor

Objec. Entity Objective Perf. Performance Measure
No. Meas.
No.
X1 Ensure that the delivered nuclear reactor X _PM1 Delivered nuclear reactor power capaci
power capacity meets the needs for a futur| (kW)
colony

X2 Ensure that the probability of loss of missig  X_PM2 Probability of loss of mission, P(LOM)
from anaccident does not exceed the
minimum expectation

X3 Ensure that the delivered nuclear reactor X_PM3 Delivered nuclear reactor reliability
reliability meets the needs for a future colo

X4 Ensure publicafety during liftoff and X_PM4 Probability of a catastrophic accidental
ascent from Earth ascent failure resulting in public exposuy

X5 Prevent planetary mass contamination duri X_PM5 Probability of a catastrophic failure

the aerecapture maneuver, landing, and during entry to PI
surface operations resulting in radioactive contamination o
the planetary mass

X6 Ensure that the projetiiformation X_PM6 Conditional probability of sensitive data
Technology (T) networks and databases ar disclosure given occurrence of a
protected against theft of sensitive data cyberattack

X7 Utilize pooled assets administered by the X_PM7 Avoidance of duplication of efforts
Mission Support Directorate Shared Servic during Project fiXd
Center when practical and efficient for the of experts (e.g., score of 1 to 10)
Pl anetary Mass @Xo
placement project

X8 Stay within the schedule allocated to the X_PM8 Time to projectompletion (months)
project throughout its duration

X9 Stay within the budget allocated to the X _PM9 Cost to completion ($M)
project throughout its duration
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Table4-ll. Center fAiYO Project SuppMeasure®bj ecti ve
Objec. Entity Objective Perf. Performance Measure
No. Meas.
No.

Y1 Communicate effectively with technical Y_PM1 | Effectiveness of communication
personnel from DOE and a commercial partr protocols and data sharing as measure
to develop the nuclear reactor and RTG eleg by periodic audits (e.g., score of 1 to 10
conversion system

Y2 Ensure sufficient test facility availability to Y_PM2 | Facility availability over the period of
satisfy the needs of performance (% of time)
surface nuclear reactor placement project

Y3 Provide technical staff and other resourcest{ Y_PM3 | Projected availability of technical staff a|
supportthe® | anet ary Mass a specified time inhe future Full Time
nuclear reactor placement project Equivalents FTES)

Y4 Utilize pooled assets administered by the Y_PM4 | Avoidance of duplication of efforts
Mission Support Directorate Shared Service during support of
Center when practical and efficient for the elicitation of experts (e.g., score of 1 to
Pl anetary Mass @AX0 s 10)
placement project

Y5 Stay within the schedule allocated to the cery Y_PM5 | Time to completion of tasks (months)
for project support

Y6 Stay within thebudget allocated to the center| Y_PM6 | Time to project completion (months)

for project support
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Table4-lll. Center fAYO Objectives and Performance N
Competencies, andposed Mandates

Objec. Entity Base Objective Perf. Performance Measure
No. Meas.
No.

YY1l Utilize pooled assets administered by the YY_PM1 | Avoidance of duplication of efforts in
Mission Support Directorate Shared Service the cybersecurity core competency
Center when practical and efficient for the development activity, as rated by
development anthaintenance of the elicitation of experts (e.g., score of 1 tq
cybersecurity core competency 10)

YY2 Maintain sufficientavailability of existing YY_PM2 | Projected availability of existing seniof
senior level cybersecurity specialists to level cybersecurity specialists at a
develop and maintain the agensyde specified time in the future (FTES)

cybersecurity core capability

YY3 Maintain sufficient availability of junior level| YY_PM3 | Projected availability of new junior

cybersecurity specialists to make up for level cybersecurity specialists at a
anticipated shortage of senior level specified time in the future (FTES)
cybersecurity specialists

YY4 Maintain sufficient availability of training YY_PM4 | Projected availability of training course
courses in cybersecurity technology in cybersecurity technology at a

specified time in the future (no. of
courses)

YY5 Develop andnaintain a cybersecurity YY_PM5 | Laboratory coverage of lorgrm
laboratory that fosters research and cybersecurity R&D needs, as measurg
development of novel cybersecurity concepl by elicitation of experts (e.g., score of
that protect against cyberattack but do not to 10)

compromise the operational performance of
the Agency by hindering communication

YY6 Stay within the schedule allocated to the YY_PM6 | Time to completion of cybersecurity
center for developing and maintaining the core competency development (month
cybersecurity core competency

YY7 Stay within the budget allocated to the centy YY_PM7 | Cost to completion of cybersecurity
for developing and maintaining the core competency development ($M)
cybersecurity core competency

YY8 | Ensuretimely and effective accommodationg YY_PM8 | Percentage of cases that meet thel@p
for people with disabilities in accordance wit timeframe in NPR 3713.1C (2019) for
all Federal and NASA requirements resolution of accommodation requestg
for individuals with disabilities and
religious accommodation requests

Table4-1V throughTable4-Vipr ovi de t he c o gsofipeafarmance markersgnd r s 6 ¢
risk tolerance levels associated with each performance measalecases, the managers have

chosen to define two markers for eambjective: a performance requirement (PNRX and a
performance goal (PMIG). Associated with these markers are the risk tolerance levelsRRTL

and RTL-G, respectively These values have been specified by NASA management at the
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appropriate level, informed lifie RIDM analysis as well doom input from external and internal
stakeholders, and have been incorporated into the program/project and centef h@arisk
tolerance leveldiffer from those used for risk normalization during RIDM (e.g., as showatie

3-V), reflectingthe refinement of risk attitudes as the activities go fromf@maulation to
formulation.The values in the tables, of course, are hypothetical, intended for illustration purposes
only, and not correlated with any existing program/project or center plan.

Table4-1V. Example Performance Measures and Hypothetical Performance Markers and
Ri sk Tolerance Levels for Project HAX0 F

Project AX0 Perfor man| PMK-G | PMK-R | RTL-G RTL-R

X_PM1: Delivered nuclear reactor power capackW 100kw | 85kw 10 % 5 %
X_PM2: Probability of loss of mission, P(LOM) 0.005 0.01 50% 25%
Qin Qin
200) 100)
X _PM3: Delivered nuclear reactor reliability 0.99 0.98 50 % 25 %
X_PM4 : Probability of a catastrophic accidental ascent faily 0.001 0.002 50 % 25%
resulting in public exposure . .
ginp P (1in (1 in 500)
1000)
X_PM5 : Probability of a catastrophic failure during entry to | 0.005 0.01 50% 25%
Pl anetary Mass AX0 resultin .
the planetary mass (1in (1in
200) 100)
X_PM6 : Conditional probability of sensitive data disclosure| 0.05 0.10 20 % 10%
given occurrence of a cyberattack
X_PM7 : Avoidance of duplication of efforts during Project | 0.50 1.00 50 % 25%
i Xo, as rated by elicitatid
X_PM8: Time to project completion (months) 60 72 6 % 3%
X_PM9 : Cost to completion ($M) $1.25B | $1.38B | 30% 15%
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Proje

Table4-V. Example Performance Measures and Hypothetical Performance Markers and
RiskTol erance Levels for Center AYO
Center AYO Project Suppor PMK-G | PMK-R | RTL-G RTL-R
Y_PM1 : Effectiveness of communication protocols and datg 8 outof 7 outof | 10% 5%
sharing as measured by periodic audits (scale of 1 to 10) | 10 10
Y_PM2: Test facility availability over the period of 90% 80% 10 % 5%
performance (% of time)
Y_PM3: Projected availability oSafety and Mission Success| 20 FTEs | 15 FTEs | 10% 5%
(SMS) technical staff at a specified time in the fl@FTES)
Y_PM4 : Fraction of effort not provided bylission Support 0.50 1.00 50 % 25 %
Directorate MSD) Shared Services
Y PM5: Time to completion of tasks (months) 60 72 6 % 3%
Y PM6 : Cost to completion of tasks ($B) $125B | $1.33B | 30% 15 %

Table4-VI. Example Performance Measures and Hypothetical Performance Markers and
Ri sk Tol erance L e vlechmologly and CozeCanipetency iavélopiNentw
Objectives
Center AYO Performance Mg

Development, Core Competencies, or Imposed Mandates PMK-G | PMK-R | RTL-G | RTL-R
YY_PM1: Fraction of effort not provided by MSD Shared 0.20 0.40 50 % 25%
Services
YY_PM2: Projected availability of existing senior level 20 FTEs | 16 FTEs | 40 % 20 %
cybersecurity specialists at a specified time in the future (FT|
YY_PM3: Projected availability of junior levelybersecurity | 20 FTEs | 16 FTEs | 40 % 20 %
specialists at a specified time in the future (FTES)
YY_PM4: Projected availability of training courses in 10 7 courses| 20 % 10 %
cybersecurity technology at a specified time in the future (N cqurses
courses)
YY_PMS5: Laboratory coverage of lorgrm cybersecurity 8outof | 7outof |40% 20 %
R&D needs, as measured by elicitation of experts (scale of ] 10 10
10)
YY_PM6 : Time to completion of cybersecurity core 84 96 6 % 3%
competency development (months)
YY_PM7 : Cost to completion of cybersecurity core $ 70M $ 80M 30 % 15 %
competency development ($M)
YY_PM8: Percentage of cases that meet thel@ptimeframe | 80 % 50 % 30 % 15 %

in NPR 3713.1C (2019) for resolution of accommodation
requests for individuals with disabilities and religious
accommodation requests

NASA Risk Management Handbook v2




4.2 ldentification of Individual Risk Scenarios

The identification ofindividual riskscenaris depends on the performance meastwewhich it

applies and on knowledge about the types of risks that tend to affect the achieved value of the
performance measige The hypothetical project and center risk management analytical teams in
this example access the latter by tapping into the collective experience of persons throughout the
Agency that have been heavily involved with major programs/projects and/or wjtr ma
institutional initiatives. Their thesis is that problems that have occurred during previous major
activities, together with knowledge about current developments within the Agency, can help
elucidateindividual riskscenaris that have a high potentifdr affecting ongoing or future major
activities.

To produce the exampiedividual riskscenaris which follow, the RM analytical teasntilize a

variety of sources including the August 20Qffice of Safety and Mission Assurand@3MA)

Risk Management Quarterly Reporting Cycle Executive OverjAg¢wvhich provides the results

of a survey of NASAOGs centers and facilities
Following is a brief summary of four types of risk that appeared most often in the responses to the
survey:

1 Unanticipated inability to replace aging infrastructure or equipment due to funding
reductions or realignments

1 Unanticipated obsolescence of infrastructure or equipment due to changes in Agency goals
or requirements

1 Unanticipated staff or leadership attrition due to retirements or competing opportunities

1 Unanticipated mandates from above without prior communication or coordination

While these risks tended to be institutional in nature, owing to the nature of the survey, some of
the responses involved programmatic hazards. In addition, there are other sources of information
that focus on programmatic risks, including the evaluatainzast and present program/project
effectiveness by outside organizations such as the General Accounting Office (GAO), and by
independent inside organizations such as the Office of Inspector General (3I@). these
sources of information, the RM antbal team compiles a list of risk scenarios that they deem to

be appropriate for the base objectives liste@iahle4-1 throughTable4-I1 .

Per NPR 8000.4C and Part 1 of this Handbdind jndividual riskscenarig are summarized using
formatted risk statemen(slightly rearranged here from the original for convenience):

Given thafCondition], there is a possibility dDeparturd, which can result in
[ConsequencE adversely impactinfAsse} and the achievement pAffected Objective(s).

Table 4-VII and Table 4-VIII, below, provides the element§ 6 example risks statements
developed by the teayorganized in terms of the most significantly affeadbgective.
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Table4-VIl. ExampleRiskSatemenEl e ment s most significantly
Objective X: Ensure that the probability of loss of mission from an accident does not exceed the
minimum expectation

Risk Risk Scenario [ASSET/
No. Synopsis [CONDITION] [DEPARTURE] | [CONSEQUENCE] OBJECTIVE]
Although the use of nuclear .

X_RS1| A nuclear reactor fissiongreactors in space has Testing of larger | Not enough surface| Asset: Surface
development test been shown to be feasible reactors in spaee | reactor capacity to | nuclear fission
indicates power there have been no ' like environments| provide the needed| reactor.
to-weight ratio demonstrations yet for may show that thg power for Pl~anet\ary Objective:X2
less than reactors big enough to produ reactor poweto- | Mass A X0
expectation the amount of power needed weight ratio is

to support a human colony or| less than expecte
Pl anetary Mas
1. The supplies of P& are .
X_RS2 | Shortages of P& dwindliﬁg Not being able to | Not enough surface| Asset: Surface|
for RTGs limits : : o procure enough | reactor capacity to | nuclear fission
2. There is growing political h
the number of opposition in Congress to P38 to power the| provide the needed| reactor.
flights, thereby . 28 spaceflights power for Planetary "
I producing P 5 o Objective:X2
limiting the domestically needed to Mass @ Xo
number of reactor 3. Foreign sources of P transport all the
modules that can are unpredictable reactor modules
be transported to
Planetary Mass
i X0
- Prototypel OX/methane
X_RS3 | TheTLM Liquid enging gcuum ests indicate The target Decreased Asset:
Oxygen - LOX/methane probability of LOX/methane
the presence afnanticipated S )
(LOX)/methane combustiorinstability engine ignition successfully engine
engineis not reliability is not delivering the Obiective-X2
matured to its achieved reactor tathe Jective:
target reliability surface of Planetary,
Mass @Xo
I Finite el tmodelssh L .

X_RS4 | Thrust oscillation aénijr?ee)(sg:?gdo%p?ir?; ow Vibration-induced | Inoperability of the | Asset: Surface
damages the between théaunch vehicle damage to the deliveredsurface nuclear fission
?urf_ace nuctlear thrust oscillation anthe ?urface nuctlear nucI?ar fission reactor.

ISsion reactor structural vibration modesf ollifllr(:n {:Sﬁc?]r reactor Objective:X2
theintegratedvehicle 9
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Table4-VIll. ExampleRisk SatemenElements mostignificantly affectingCe nt e r

ny

Objective ¥: Ensure sufficient test facility availability to satisfy the nesfdfie Planetary Mass

0

AX0 surface nuclear reactor pl aceme
Risk Risk Scenario [ASSET/
No. S [CONDITION] [DEPARTURE] | [CONSEQUENCE] | g 3r oy
Y_RS1 | Competition for the | Additional projects are in The Ceni Delaysin Asset: Project
Cent er A Y] formulation that will need to| test facility is developingthe iX0 suc
facility delays use the test facility unavailableto | Pr oj ect A S
Project Ad Pr oj ect | technologies that Objective:Y2
technology are dependent on
maturation Center AY
for maturation
affecting Project
iX0 cost
schedule objectives|
Y_RS2 | Increasing Increasing rate aCenter Test facility Delays in Asset: Project
unavaibbility of i Y @st facility component | unavailability developing the iX0 suc
Cent er Y] failuresand increasingepair | exceeds Project Lo
facility due to downtimesdue to facility acceptable technologies that Objective:Y2
facility aging aging limits are dependent on
Center AY
for maturation,
affecting Project
iX0 cost
schedule objectives|

4.3 Analysis and Ranking of Individual Risk Scenarios
As discussed in Part 1 of this handbook, NPR 80) dtfesses:

fiWhen possible, quantitative characterizations of performance and corresponding

risk levels are preferable, as they more directly enable riskwsn e f i t danal
alternatived (AoOA) evalwuations that <con
to decision making. o

Correspondingly, this handbook stresses the importance and value of managing risk quantitatively,
usingai probabilistico approach t o-making Keveatmeleds,y si s,
given the practical limits within which any risk management activity must take place, there is a
potenti al need for more qgual iorte agorous erobabilistidci he ur i
methods are impractical due to limits of time, resources, or data, recognizing that the results of
such methods may differ from those of more rigorous methods. Therefore, the analysis and ranking

of individual risk scenaris pregnted in this section is partitioned into two subsections, one
presenting a probabilistic approach and another presenting a heuristic approach.

4.3.1 Probabilistic Approach

In a probabilistic approach, models are developed to quantitatively estimate the effects of
individual riskscenaris on the affected performance measures. To illustrate the application of a
probabilistic approach to analyzing individual r&lenaris, risksX_RS3andX_RS4from Table

4-VIl are used.
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4.3.1.1 Analysis and Classification of Individual Risk Scenario X_RS3, The In-Space
LOX/Methane Engine is Not Matured to its Target Reliability

The risk statement for risk X_RS3 is:

Given that prototype LOX/methaneengine vacuum tests indicate the presence of
unanticipatedcombustion instabilitythere is apossibility that the targetLOX/methane

engine ignition reliabilityis not achievedthereby leading tadecreased probability of
successfully delivering the reaycatverselyt o t h
impactingLOX/methane enginand the achievement of Objectiv@, XErsure that the

probability of loss of mission from an accident does not exceed the minimum expeaation

Figure4-1 shows a risk scenario diagram (RSD) for risk X_RS3ifliategrated into the intended

path of the baseline planpnsistent withFigure 56 of Part 1of this handbookFigure 4-1 is

simpler tharnFigure 56 of Part 1because it assumes that there are no existing contingencies for
responding to the situation in which the LOX/methane engine reliability has not been matured to
meet specifications (which have been flowed down from Object®)e IK general, this is to be

expected from newly identified individual riskenaris , si nce such risks hav
the CRMPlan step yet and are therefore uncontrolled by any specifidabygned preventive or

mitigative features.

The righthand side oFigure4-1 illustrates the results of the probabilistic analysis. Overall:

1 The current project status includes the condition that motivated the identification of risk
X_RS3, namely the combustion instability observed in vacuum engine tests.

1 The departure everfgilure to achieve the target LOX/methane engine ignition reliability
(DEx_rs3, wi || occur i f Project AX0 cannot S
instability. The probability of occurrence of Rszis evaluated based on the expert
judgement of the propulsion engineers and their assessment of the magnitude of the
challenge presented by the combustion instability issue. Elicitation of such information
would be facilitated by the project risk analysts.

T The nominal probability of reactor deliver
is assessed using mission risk analysis techniques such as probabilistic risk assessment
(PRA), applied to the nominal mission. The nominal output of such a misskaemnalysis
is a probability density function (pdf) that accounts for epistemic uncertainties. Because it
is used here for the purpose of analyzing an individual risk scenario in isolation from other
individual risk scenarios, the only epistemic undattes represented in the analysis are
those that have been accepted. Parameters whose uncertainties count as risks are set at
nominal point values such as their means (parameters other than those associated with the
individual risk scenario being analyzeaf course).
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X_PM2: P(LOM)

INDIVIDUAL PMK-G PMK-R

RISK X_RS3 i i

1
CURRENT b ] :
PROJECT X = DE 7~ No INTENDED PATH Nominal Probability of ; !
STATUS — X'Rf{a:* Reactor Delivery to . C
M\/ 2 Planetary Mass “X” ! :
Yes P('—?M) :
! 1
! 1
RISK X_RS3 REALIZED Reduced Probability of E i
Reactor Delivery to 1 :
Planetary Mass “X” T~ |
P(LOM) !
' i
1
JiL
! 1
! 1
! 1
! |
I 1
pdfy gss: J\J_\ !
! 1
PLOM) |
i i
.- il ! 1
o w ! 1
F i :
CCDFy ps;: 3 % "‘TL'G\ ! !
4 s 3 .
25 IRTLR— y-------- N :

0 P(LOM)
KEY: Individual risk X_RS3 is classified

Yellow/“Marginal” because IRTL-G is not met
|:| Unacceptable Risk

[ ] Marginal Risk Q

L] Acceptable Risk Individual Risk X_RS3:

Figure4-1.  Probabilistic Analysis ofndividual RiskScenarioX_RS3 (notional)

1 In general, each PM defined for ProjécX will have a performance model developed for
it as an essential tool of program management. These performance models are developed
by the projectébés relevant subject matter
leveraged for risk management purposgsniodifying them as needed to reflect the
circumstances associated with each RSD end state. In the case of the nominal end state, the
existing mission risk analysis directly addresses nominal P(LOM) without &g foe
modification.

1 The reduced probability of reactor deliveryRtanetary Masé X6 (t he bottom e
can be assessed using the mission risk analysis, suitably modified to reflect the reduced
LOX/methane engine reliability resulting from the realization of individual stsknario
X_RS3. The reduced reliability itself would likely come from an analysis of the vacuum
test data and could have significant epistemic uncertainty associated with it. For example,
if the mission risk analysis is a PRA, and that PRA has a basic beargn LOX/methane
engine failure then a suitable mdtation might be to replace the nominbénign
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LOX/methane engine failutgsic event with one that has a higher mean probability and a
larger error factor consistent with the problematic test results. The pdf accompanying the
end state shows the output from the modified mission risk analysis.

1 The relative sizes of the two pdfs discussed above reflect the relative probabilities that the
associated end states will occur. In this RSD, which only has one branch poinisE
the area under the nominal pdf equals the probability thatdagtoes not occur, whereas
the area under the pdf for the realized risk equals the probability thatddHoes occur.
This enables the two pdfs to be combined into a single overall pdf for individual risk
scenarioX_RS3 that reflects its probability of being lirad.

1 The pdf and CCDF below the end state pdfs represent the assessment of performance
measure X_PM2 in the presence of individual sisknarioX_RS3 (and only X_RS3). The
pdf is constructed by summing the end state pdfs. In other words, the value of the pdf at a
given value of P(LOM) is just the sum of the values of the end state pdfs at that same value
of P(LOM). The CCDF is then constructedibtegrating the pdf from right to left, i.e., in
the direction of goodness for X_PM2. If the direction of goodnese Veft to right, then
a CDF would be appropriate, rather than a CCDF.

1 Risk tolerances for individual risgcenaris have been established for the performance
markers defined for performance measure X_PM2. They are-[RHnd IRTLR for
PMK-G and PMKR, respectively. The IRTL values are set at a fraction of the values given
for aggregate risk Table4-IV, consistent with thprocess for deriving IRTLs from RTLs
in Section 3.3.4 of Partdf this handbook.

1 CCDFx rss falls below IRTLR at PMKR, but above IRTLG at PMKG, giving
individual risk scenarioX _RS3 a risk <classification of
individual riskscenaricclassification process iBection 3.3.5 of Partdf this handbook.

4.3.1.2 Analysis and Classification of Individual Risk Scenario X _RS4, Thrust
Oscillation Damages the Surface Nuclear Fission Reactor

The risk statement for risk X_RS4 is:

Given thatfinite element models show anexpectedoupling between the launch vehicle
thrust oscillation and the structural vibration modes of ithtegratedvenhicle there is a
possibility of vibration-induced @mageto the surface nuclear fission reactaoluring
launch thereby leading to inoperability of the delivered surface nuclear fission reactor,
adversely impactinghe sirface nuclear fission react@nd the achievement of Objective

X2, Ersure that the probability of loss of mission from an accident does not exceed the
minimum expectation 0

Figure4-2 shows an RSD for risk X_RS4 thatintegrated into the intended path of the baseline
plan,consistent withFigure 56 of Part lof this handbook. The RSD of X _RS4 is similar in form
to that of X_RS3 abovdut includes a pivotal everRdyload AdapteFailure, resulting in more
than one possible end state shaaottividual riskscenarioX_RS4 be realized
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X_PM2: P(LOM)

INDIVIDUAL K GRERMCH
RISK X_RS4 H
1
1
CURRENT \\‘ LfL No INTENDED PATH !
PROJECT X DE, gsq Surface Fission i
STATUS JP‘\ I~ Reactor Undamaged ]
v

Yes P(u?M)
:
1
Payload No Compromised Surface !
RISK X RS4 REALIZED Adapter Fission Reactor !
= Failure Reliability !

Yes P(L?M)
1
i
Surface Fission i
Reactor Inoperable 0

P(LOM)
1

1
!
pdfy psa: ' ﬂ ﬁ
P(L?M) T
= 1 i
(=] 1
CCDFy st 3 § "‘“‘G\ !
S8 LR Y-oo-ooTo L
0 P(LOM)
KEY: Individual risk X_RS4 is classified

Red/“Unacceptable” because IRTL-R is not met

|:| Unacceptable Risk

|:| Marginal Risk Q

[ ] Acceptable Risk Individual Risk X_RS3:

Figure4-2.  Probabilistic Analysis ondividual RiskScenarioX_RS4 (notional)
In Figure4-2:

1 The currenfproject status includes the condition that motivated the identification of risk
X_RS4, namely thecoupling between the launch vehicle thrust oscillation and the
structural vibration modes of the fulp vehicle

1 Thedeparture event, DErs, is vibrationinduced damage to the surface nuclear fission
reactor during launchThe probability of occurrence of Qs would be based on
vibrational analysis of the surface fission reactor, possibly supported by vibration testing
(e.g., at sulassembly level).

1 The vibrational analysis (and possible testing) conducted as part of the analysis of X_RS4
indicates that the reactor would withstand the vibrational loads without outright failure, but
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would likely result in reduced reliability over the required time in service. Fortunately,

even with the reduced reliability, P(LOM) is still within the P(LOM) requirement, but it is

not within the P(LOM) goalThe pdf for the end state A Compr omi sed Sur f e
Rel i abi | i theyasséssnieaf P(LQM) iathecase where theeactor is damaged

due to vibration during launch

1 However, the vibrational analysis also showed a probability of payload adapter failure,
which if it occurred would result in an inoperable reactor and therefore mission failure.
This is indicated by the pdf at P(LOM) = 1.

1 CCDFK rss exceeds IRTIR at PMKR giving individual riskscenarioX_RS4 a risk
classification of Re d/ i Un a csceerapaclasbiflcatian  u s i n ¢
process irSection 3.3.5 of Partdf this handbook.

4.3.2 Heuristic Approach

In a heuristic approach, the likelihoods of the RSD end states, and the performance associated with
each end state, are analyzed based on historical data, expert opinion, and engineering judgement.
Risk matrices anchored to each affectedeygel objective and associated risk tolerances are used

as an intermediate step towards the classification of the individuabceskario In order to

illustrate the differences between the probabilistic and heuristic approttuhegplication of a
heuristic approach to analyzing individual rséenarig is illustrated using the same individual

risk scenarios (i.e., risks X_RS3 and X_RS4) that were used to illustrate the probabilistic approach.
Additionally, to provide an example othe heuristic approach in an institutional contdikg
heuristic approach i s YaRS2 locreas;mguUnavalability af CeGternt e r
AYo0 test facili.ty due to facility aging

4.3.2.1 Analysis and Classification of Individual Risk Scenario X_RS3, The In-Space
LOX/Methane Engine is Not Matured to its Target Reliability

As with the probabilistic approach, the heuristic approach to analyzing individuateskrio
X_RS3 begins with the RSD, as showrkigure4-3.
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INDIVIDUAL RISK X_RS3

END STATES

DEPARTURE EVENT £s3.1 PERFORMANCE MEASURE X_PM2: P(LOM)
»
ES3,1 Performance : P(LOM) marginally better
DE Reduced Probability of than PMK-R
ARSI Reactor Delivery to o .
e ES3,1 Likelihood: Substantially worse than IRTL-G
Planetary Mass “X

Likelihood

§

Substantislly

i

anciaity

o | Margeally | Wone than
than
-G

H

PMK-G PMK-R

Performance

Individual risk X_RS3 is classified
Red/“Unacceptable” because ES3,1 is red KEY:
Q |:| Unacceptable Risk

D Marginal Risk
Individual Risk X_RS3:

|:| Acceptable Risk

Figure4-3.  Heuristic Analysis of Individual RiskcenarioX_RS3 (notional)

The heuristic analysis of the RSD is illustrated to the right of the RSD in the figure. The
classification of the individual riskcenarids illustrated below the RSD. Overall:

1 The departure event, failure to achigkie target LOX/methane engine ignition reliability
(DEx_rs3), will occur if Projectii X éannot mature the LOX/methane engine to the point
where it meets engine reliability specifications. The likelihood ok R& is evaluated
based on the expert judgement of the propulsion engineers and their assessment of the
magnitude of the challenge presented by the combustion instability issue. Elicitation of
such information would be facilitated by the project risk analystshis example, the
likelihood of DEx_rszis assessed as relatively high, which, when expressed in terms of the
established risk tolerance 1Gevel s, i's ASub

1 If the LOX/methane engine cannot be matured to meet its reliability specifications, then
the probability of mission failure increases with the increase in propulsion failure due to
the unanticipated combustion instability. Given the vacuum test reswdtgropulsion
subject matter experts (SMEs) conclude that Prdjest would not meet the P(LOM)
performance goal, PMKG, but would still very likely meet the P(LOM) performance

NASA Risk Management Handbook v2




requirement, PMKR. The reduced probability of reactor deliveryPlanetary Masé X o
is therefore expressed-Ra® AMarginally bett

1 With the heuristic analysis of individual riskenarioX_RS3 completed, the end states
be mapped to the risk matrix first discussedbeaction 3.3.6 of Part 1 of this handbook.
This is illustrated inFigure4-3, where the end state where X _RS3 is realized is labeled
AES3,10 in accordance with a [risk #, end
one end state.)

1 The risk classification of X_RS3 is determined using the procedure outlingdciion
3.36 of Part 1 of this handbook Speci fically, X_RS3 is cl ass
due to ES3,1 being in a red region of the risk matrix.

The heuristic and probabilistic approaches to individual sednarioanalysis and classification

are not guaranteed to result in the same classification. In the current example of individual risk
scenarioX_RS3, the heuristae ppr oach resulted in a Red/ AUnacc
thepr obabilistic approach resulted in a Yell ow/
be expected, considering that:

1 The two approaches use different analysis methods, and the more qualitative-or semi
guantitative analysis of the heuristic approach will likely involve relatively larger
conservatisms to counter the possibility of underestimating the risk.

1 The coloring of the risk matrix also imposes a degree of conservatism on risk classification
to counter the possibility of underestimating the risk. In the case of X_RS3, ES3,1 maps to
a red matrix element despite the performance being (marginally) thettePMKR.

4.3.2.2 Analysis and Classification of Individual Risk Scenario X _RS4, Thrust
Oscillation Damages the Surface Nuclear Fission Reactor

The analysis of individual riskcenarioX_RS4 begins with the RSD shownRigure4-4.

As with risk X_RS3, the heuristic analysis of X_RS4 is illustrated to the right of the RSD in the
figure and classification of X_RS4 is illustrated below the RSD. Overall:
1 The likelihood of the departure event, vibratioduced damage to the surface nuclear
fission reactor during launch (REss), is assessed by the relevant SMEs as close to-IRTL
G 2 3 based on vibrational analysis and testing, with a roughly fifty percent chance of
payload adapter failure given vibratiormduced damage to the reactor. This places both
end states (ES4,1 and ES4,2) between H&Tand IRTL-G 3 3 on the risk matrix.

1 For end state ES4,1, the value of performance measure X_PM2 (i.e., P(LOM)) is assessed
to be marginally within the P(LOM) requirement. P(LOM) for end state ES4,2 is unity due
to the severe damage caused by payload adapter failure.

1 With the heuristic analysis of individual risk scenario X_RS4 completed and mapped to

the risk matrix, X_RS4 is classified as Re
red region of the risk matrix and to ES4,2 being in a red region of the risk.nk&ther
end state being in the red is enough to cl
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INDIVIDUAL RISK X_RS4

END STATES
DEPARTURE EVENT . PERFORMANCE MEASURE X_PM2: P(LOM)
ES4,1 Performance: P(LOM) marginally better
Payload No Compromised Surface than PMK-R
Adi’mer F'ssm? R??d'" ES4,1 Likelihood: Marginally worse than IRTL-G
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Yes ES4,2
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Senran | begrihan | SN0 | L0 PMK-R
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PMK-G PMK-R

Performance

Q

Individual risk X_RS4 is classified
Red/“Unacceptable” because ES4,1 is red
and because ES4,2 is red

- =

Individual Risk X_RS4:

KEY:

[:I Unacceptable Risk
|:| Marginal Risk

|:| Acceptable Risk

Figure4-4. Heuristic Analysis of Individual RiskcenarioX_RS4 (Notional)

4.3.2.3 Analysis and Classification of Individual Risk Scenario Y_RS2, Increasing
unavailability of Center AYO

test facility
The risk statement for risk Y_RS2 is:

Giventeincr easing rate of Center AYO test fac

repair downtimes due to facility aginghere is apossibility that the st facility

unavailability will exceed acceptable limjtthereby leading talelays in developing the

Project AiX60 technol ogies that are depende

af fecti ng céstrand shedule dDhjectivesdversely impacting®r oj ect A X o

successind the achievement of Objectiv2 Ensure sufficient test facility availability to

satisfy the needs of the Planetary Mass AX
Figure4-5 shows an RSD for risk Y RS2
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INDIVIDUAL RISK Y_RS2

END STATES
PERFORMANCE MEASURE Y_PM2: AVAILABILITY
DEPARTURE EVENT ES2,1
‘\\J\/L,} ES2,1 Performance : Availability worse than PMK-R
~ DE,,_,,SZ: Reduced Availability of ES2,1 Likelihood: Worse than IRTL-G
1 AN Center “Y” Test Facility
v

Likelihood

ol | Margiatty | Worse than
ol
| PMICR
G

PMK-G PMK-R

Performance
Individual risk Y_RS2 is classified
Red/“Unacceptable” because ES2,1 is red KEY:
Q |:| Unacceptable Risk

|:| Marginal Risk
|:| Acceptable Risk

Individual Risk Y_RS2:

Figure4-5.  Heuristic Analysis of Individual Risk Scenario Y_RS2 (notional)

The heuristic analysis of the RSD is illustrated to the right of the RSD in the figure. The
classification of the individual risk scenario is illustrated below the RSD. Overall:

1 The departure evertgst facility unavailabilityexceeéhg acceptable limit§DEy rso), will
eventually occur due to facility aginghe likelihoodthattest facilityavailability will fall
below the 80% PMKR valueduringthe period of timewheréi s needed f or Pr
is assessed dmingover 10% based on the history of failures and repair tirmeshe
facility, estimates for the times to reptiespecificcomponents considered most likely to

fail, andprojections of facility componeninreliability, based on surveillances, analyses,
and expert judgement.

1 Risk tolerances for individual risk scenarios have been established for the performance
markers defined for performance measMrePM2. They are IRTIG and IRTLR for
PMK-G and PMKR, respectively. The IRTL values are set at a fraction of the values given
for aggregate riskn Table4-V, consistentvith theprocess for deriving IRTLs from RTLs
in Section 3.3.4 of Partdf this handbook.
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1 Thisfi s eqmu a nt ianadysis conductedn Y_RS2 is sufficient telace its (single)
end state, ES2,1, into a redk matrix element, ashown inFigure4-5. Thisin turnis
sufficient to classifyndividualrisk Y_RS2aRed/ o Unaocept abl e

4.4 Probabilistic and Heuristic Approaches for Analyzing Aggregate Risks

Probabilistic and heuristic approachesisk aggregatiorare illustratedn this section, using the
objective X and the individual rislscenarie X_RS3 and X _RS4As discussed in Sectioh3,
probabilistic approaches are preferred where practicable

4.4.1 Probabilistic Approach

Various sections o€hapters3 through 5 in Part Hiscuss the fundamentals of the probabilistic
analysis approach, which is characterized by the development of RSDs for individual risk
scenarig and the aggregation of those risks within an integrated risk niogefe4-6 illustrates

the calculationand classificationof aggregate riskleveraging the analyses of individual risk
scenarios illustrateid Sectiond.3.1above.The praedure is discussed genericall\Saction3.2.6

of Part 1of this handbookFigure4-6 below isan instantiation oFigure 38 in that sectionFor
simplicity, Unknown and/or Underappreciatfd/U) risk has been neglectedtims example.

Like Figure 4-1 and Figure 4-2, Figure 4-6 shows risk scenarios that are departures from the
nomi nal i ntended path of Project AXo. I n the
branches of the diagram include all possible combinations of individual risk scenario realizations.
Depending onthe nature and timing of the individual risk scenarios, the set of possible
combinations can become large, and the likelihoods and consequences of an individual risk
scenario can be conditioned by the occurrence of prior risk realizations. These ssuEsessed

in [3].

In the case of individual risk scenarios X_RS3 and X_RS4y firebabilities of occurrencare
independent of each other, so they can be placed in a simple sedfigme=l-6 puts X _RS3 first

in the sequence because its realization, if it occurs, is during LOX/methane engine development.
Individual risk scenario X_RS4 is second, since its realization, if it occurs, is during launch. From
there, the mechanics of the processem®entially the same as for the individual risk scenarios
separately, resulting in the illustrated pdf and CCDF for performance with respect to X_PM2:
P(LOM).

Given the CCDF for P(LOM), the risk to objecti%, EnSure that the probability of loss of

mission from an accident does not exceed the minimum expec¢tatorbe classified using the

risk tolerance levels for aggregate risk (i.e., R&land RTLR) that are specified iable4-1V,

and the risk classification schemela@ible 31 in Section 3.3.2 of Partdf this handbook. Because

RTL-G is not met, therisktoobjectve® i s Yel |l ow/ AMarginal . o Thi s
odds with the risk classificatioof individual riskscenarioX RS4 asRed/ inUnaccept abl
this illustration includes only two individual risk scenarios, whereas the derivation of IRTLs from

RTLs typically assumes upwards of 10, as discuss&gation 3.3.4.3 of Part In other words,

these two individual risk scenarios are worrisome incthr@ext of thefull set of individual risk
scenarios that are expected to be identified f
the P(LOM) risk tolerance levels.

NASA Risk Management Handbook v2




AGGREGATE RISK TO OBJECTIVE X2
X_PM2: P(LOM)

INDIVIDUAL INDIVIDUAL EMKGRREMICR
RISK X_RS3 RISK X_RS4 i i
L} 1
- | - p | 1 1
@ULLEDT ,\Mz No SVlz INTENDED PATH : :
PROJECT X —-_— DEy pss < DE, pss =— 0 0
STATUS . 74‘ AN 1 / M~ System/Mission [ H
¥ T
Yes Yes P(ldlM} :
i i
Payload No Compromised Surface 1 i
RISK X_RS4 REALIZED Adapter Fissiu{! R!!.actnr . A 0
Failure Reliability ! H
Yes P(LQM) i
: i
i i
Surface Fission H H

Reactor Inoperable ! ! A
PLOM) 1 1

1 1
) 1
vl ' !
>5EX R“Z’ No Reduced Probability of E i
RISKX_RS3 REALIZED /- )./ :;:‘:fa’rg e e -~
Yes P(I.GIM) :
: :
P:““" No Reduced Probability of H i
Adapter Delivery AND : i

RISK X_RS3 REALZEDAND | Eaiure R N
RISK X_RS4 REALIZED Yes P(LOM) !
1 i
L} 1
Surface Fission E E

Reactor Inoperable l ' ﬂ
) 1
POM) 1 1
1}

L

pdfy_pm2:

CCDFy_pat RTLG— | _____—= ]

RTLR— [ 7777 oo

Probability of
Exceedance

KEY: Aggregate risk to objective X2 is classified
Yellow/“Marginal” because RTL-G is not met

|:| Unacceptable Risk

[] Marginal Risk Q

[:] Acceptable Risk

Risk to Objective X2:

Figure4-6.  Probabilistic Analysis of Aggregate Risk to ObjectizgXotional)

The integrated risk model éfigure4-6 is prior tothe implementation of any risk controls for
individual riskscenarie X_RS3 and X_RS4s such, it can serve as the basisdevelopingisk

models in support of Activigfexecution RIDM. Each alternative analyzed during Activity
Executioncould be represented in an alternatbpecific integrated risk modéhat accounts for

the preventive and mitigative features under consideration. This would be reflected in the model
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by new branches, the modification existing event likelihoods the elimination of branches
rendered moot by the contrplsnd/orthe transformation of end state consequendéeklitional
supportingmodels and/or analyses couldlbeeraged odeveloped

4.4.1.1 Accounting for Unknown and/or Underappreciated (U/U) Risk Scenarios
Alongside the Probabilistic Approach

As discussed iPart 1 Sectior3.2.2, quantitative logic models used in the probabilistic approach

work with and rely upon identified risk scenarios and analyze their progression from initiating
events to end states; however, such logic models are inherently subject to incompleteness becaus
of the inevitable existence of scenarios that are unknown and/or underappreciated. Accounting for
the potential effects of U scenarios on performance measure output distributions requires
knowledge of past historparticularly, consideration of the difference between the magnitudes of

the performance measures that been observed in practice and those that are calculated using best
estimatemodels. As discussed Hart 1 Sectiod.7.3.4and AppendiH, these difference are often

best expressed iterms of a ratio: i.e., the magnitude of the performance measure of interest
actually observed divided by the magnitude predicted by the models. For example, if for a
particular program or project compl ethavda pri or
cost of between $0.75 billion and $1 billion, but in fact had a cost of $3 billion, the ratio of actual
cost to predicted cost could be inferred to be between 3 and 4. The magnitude of cost attributable
to U/U risk scenarios would correspondindie between 2 and 3 times the magnitude of cost
attributable to known scenarios. Typically, such a difference would be characteristic of a rather
extreme case involving a landmark undertaking that had never been attempted before.

Part 1AppendixB presented a set of leading indicators that typically correlate with the magnitude

of the ratio of actual to predicted values for the performance measures of interest. They included
diverse factors such as design or implementation complexity, use oéclewotogy, stressful time
pressures, and failure to employ good management practiceSection3.2.4 of Part 1 an
example correlation was presented showing a strong relationship between actual program cost and
design complexity overlarge number of missions (sE&gure3-6 of that section). In these cases,

the correlations made usédata from darge diverse set of programs and projects.

For programsand projects conducted by NASKAat are considered critical and that eitbglize

new, cuttingedge technologgr apply existing technology in a new way, it is necessary to draw
inferences fronthesecorrelations about the potential effects diuisks. The project manager

for Project AX0 accordingly includes such ana

4.4.2 Heuristic Approach

This section illustrates heuristic approach for determining performance measurekigkse4-7
illustrates the process, leveraging the analyses of individual risk scenarios illustrSsctiam
4.3.2above. The procedure is discussed genericalBertion 5.3.3 of Part 1of this handbook.
Figure4-7 is an instantiation dFigure 514 in that section
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AGGREGATE RISK TO OBJECTIVE X2

END STATES
DEPARTURE PERFORMANCE MEASURE X_PM2: P(LOM)
EVENT; ES32
X J\/f_7 ES3,1 Performance : P(LOM) marginally better
< DE = Reduced Probability of than PMK-R
I x_“i\r Reactor Delivery to ES3,1 Likelihood: Marginally better than RTL-G
\/\/ ) Planetary Mass “X” ’ : g \
ES4,1
[ ES4,1 Performance: P(LOM) marginally better
‘\DJEM Li Payload No Compromised Surface “(‘ P:VIK-RE Y
>— ML Adapter Fission Reactor et ?n
I /\ Fallure Reliability ES4,1 Likelihood: Marginally better than RTL-R
Yes ES4,2
e ES4,2 Performance : P(LOM) =1
urtace Fission ES4,2 Likelihood: Marginally better than RTL-R
Reactor Inoperable

Q

Likelihood

£54,1]|[ES4,2

sty | rgoany | S0 | gty | o han
veetin | oo s | "PAAKR

PMK-R
PMKG | pMKG | o PMK-R

PMK-G

PMK-G PMK-R

Performance

Q

Aggregate risk to objective X2 is classified
Red/“Unacceptable” because of multiple KEY:
yellow end states

|:| Unacceptable Risk

Q I:l Marginal Risk

Risk to Objective X2: [] Acceptable Risk

Figure4-7.  Heuristic Analysis of Aggregate Risk to Objectiayxotional)

The heuristic analysis of aggregate risk begins with the same RSDs and end state likelihoods and
performance measure values that were developed to analyze individual risk scenarios, as illustrated
in Figure4-3 andFigure4-4. Then the end states for every individual sslenaricaffecting the
objective in question are mapped to the risk matrix for aggregate risk that was developed for that
objective. (This is the matrix that has RR_.and RTLG on the yaxis, rather than IRTHR and
IRTL-G.) In the illustrated case of objectiv® &nd individual riskscenarie X_RS3 and X_RS4

there are three end states: ES3,1, ES4,1 and ES4,2.

Once the end states have been mapped to the matrix, the risk classification procedure is executed
to determine theverall risk classification. In the example, the operative rule is:
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T If there are multiple Yell ow/ iMarginal 0 ma

scenario is classified as Rebjfttivelunless aept ab
defensible argument can be made that the cumulative effect of the multiple
Yell ow/ AMarginal o patths is still Yellow/ AM

In the case of the three end states showhignire 4-7, an argument cannot be made that the
cumulative effect of the three yellow end states is still yellow. On the contrary, the SMEs are able

to make a positive argument that the cumulative effect of the end states is red. They agree that the
likelihood of ore or another of the three end states occurring is greater thas@RJilzen that the

likelihood of ES3,1 on its own is only marginally less than R3.LFurthermore, they reason that

if the performance of ES4, 2 wittienPMKRpechst ead.
of Awor se-Rda hagin. MK i f al l three end states wi
matrix), the cumulative rating would be red because that situation could be represented by a single
end state in the second row of the fourdfumn of the matrix, which is red. In other words, the

SMEs reason that even if the risk profile were better than it actually is, objgetiveuld still be

red. Therefore, the risk to objecti¥® is classifieda s Red/ AiUm®accept abl e

As was the case for the analysis of individual riglenarioX RS3 in Sectiord.3.2.] the
probabilistic and heuristic approaches to analyzing aggregate risk yield different results for the
risk classification of objectiviX2. The reasons here are the same as the reasons githet in
section, namety

1 The two approaches use different analysis methods, and the more qualitademior
guantitative analysis of the heuristic approach will likely involve relatively larger
conservatisms to counter the possibility of underestimating thdmifdct, the analysis of
aggregate risk leverages the analyses of individual risk scenarios, so any conservatisms
introduced there are carried forward into the aggregate analysis.

1 The coloring of the risk matrix also imposes a degree of conservatism on risk classification
to counter the possibility of underestimating the risk. In the casmbjettive X2, the
argument for theRe d / i Un a criskegmssifidatiore was largely driven by the red
coloring of the matrix element in row two, column four, which has a performance that is
(marginally) better than PMHR.

4.5 Activity-Execution RIDM

As illustrated byFigure 518 in Part 1 of the handbook, Activiigxecution RIDM is conducted

during CRMPlan as the process for developing risk responses when a level of rigor and formality

is needed to adequately identify risk response options, assess their potential effectiveness, and
document the rationale for selecting the implemented respBramples of Activity -Execution

RIDM areillustrated here. As discussed in SecdoB where practicablgrobabilistic approaches

are preferre@ver heuristic approachelsowever,in some contexts heuristic approaches may be
necessarand/or appropriate.

The following sections illustrate both tpeobabilistic approachs well as the heuristic approach.
The probabilistic approach is usedillustrate ActivityExecution RIDM foraprogrammatic risk.
The heuristic approach is used to illustrate Acthtyecution RIDM foraninstitutional risk.
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45.1 |lllustration of a Probabilistic Approach to Activity-Execution RIDM

The individual risk scenario used for illusire} a probabilistic approach tctivity -Execution
RIDM is X_RS3:

Given thatprototypeLOX/methane engine vacuum start tests indicate the presence of
unanticipatedcombustion instabilitythere is apossibility that the targetLOX/methane

engine ignition reliabilityis not achievedthereby leading tadecreased probability of
successfully delivering the reactor to tseur f ace of Pl aadeetseyr y Ma s
impactingLOX/methane enginand the achievement of Objectiv@, XErsure that the

probability of loss of mission from an accident does not exceed the minimum expeaation

The risk response trade space should be as comprehensive as practicable, in order to optimize the
resulting activity performancat acceptable levels of riskdeally, the risk response should be
holistic, accounting for all sources of risk within the integrated risk model of the activity. However,

in practice, where individual riskcenarig are often identified and managed one at a time, it can

be the case that the management of a given individualsoekariois conducted in relative
isolation from thenanagement of other open individual rsglenaris. This is especially true when

the underlying risk drivers are localized and independent from one another.

In the case of risk X_RS3, combustion instability is considered a local phenomenon, so Project
fi X decides to develop a risk response using the risk model of the individuateshrio(as
illustrated inFigure4-1) rather than the integrated risk model (as illustratdeignre4-6). After
developing and dowselecting from a broad set of possible responses, Pfojgdettles on two
contending alternatives (in addition to theamion alternative):

1. Increase funding to the LOX/methane engine development activity, enabling multiple
combustion instability control strategies to be pursued in parallel, such as the design and
testing of injector face baffles and acoustic absorbers. The propulsion SMiaséoasly
optimistic that the combustion instability can be resolved given the time and resources
needed to find a successful engineering solution. If successful, this alternative also has the
virtue of producing a reliable LOX/methane engine for useéhergprograms.

2. Abandon the LOX/methane engine development activity and switch to a
monomethylhydrazinaitrogen tetroxideengine for TLM propulsion. This would be a
mature solution with a high technology readiness level (TRL) and a high engine start
reliability. However, the specific impulse of theonomethylhydrazin@itrogen tetroxide
engine is lower than that of the LOX/methane engine, necessitating a correspondingly
larger TLM. The dowrselect process weeded outomomethylhydrazinaitrogen
tetroxidesolutions requing redesign of other stages, but a substantially new TLM would
be needed, along with a recalibrated mission profile to account for the more massive stage
and longer burn duration.

4.5.1.1 Risk Analysis of Alternative 1, Accelerated Combustion Instability Prevention

Figure 4-8 illustrates the risk analysis of AlternativeAccelerated Combustion Instability
Prevention
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X_PM2: P(LOM) X_PM8: Time to Completion X_PM3: Cost to Completion
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Figure4-8. Risk Analysis oflternativel, Accelerated Combustion Instability Prevention
In Figure4-8:

1 Although individual riskscenarioX RS3 was assessed kigure 4-1 as affecting only
performance measure X_PMR(LOM), Alternative 1 would take time to implement and
would incur additional project costs, so its analysis must address the impact of the
additional cost and schedule burdens on the performance measures3 XTiR to
Completion and X_PM), Cost to Completion

1 Although Alternative 1 is analyzed as bringing the X _PM2 risk down to Green/
AAcceptable, 0 the i mpact on <cost and sch

AMarginal 0 cl| assi f8iamdaXt M) sirce nkither aredb withirhthel P M
respective IRTEG values.

4.5.1.2 Risk Analysis of Alternative 2, Monomethylhydrazine/Nitrogen Tetroxide Engine

Figure4-9 illustrates the risk analysis éiternative 2, Monomethylhydrazine/Nitrogen Tetroxide
Engine

X_PM2: P(LOM) X_PM8: Time to Completion X_PMB9: Cost to Completion

'MK-G  PMK-R PMK-G PMK-R PMK-G PMK-R
' ' ' "

ALTERNATIVE 2 COMBUSTION INSTABILITY ELIMINATED il Probabliy o
IMPLEMENTED Reactor Delivery to

P(LéM)

Mobths 7 sk
i i g

..........

P(LOM)

Figure4-9. Risk Analysis of Alternative Blonomethylhydrazine/Nitrogen Tetroxide Engine
In Figure4-9:
1 Alternative 2 eliminates the source of individual rsglenarioX_RS3 by removing the
LOX/methane engine from the TLM and replacing it with a HigtL

monomethylhydrazineitrogentetroxideengine As a result, the only path in the RSD of
Figure4-9 is the nominal path for the modified system.
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1 Because the replacement engine is a mature technology, the cost and schedule impacts are
relatively well known, resulting in fairly narrow pdfs.

1 The effect of Alternative 2 on cost and schedule risk is significant. The risk to &_PM
Timeto Completion i s Yel |l ow/ AMar gi mabsttoCompletions he r i
Red/ AUnacceptabl e. o

4513 Ri sk Analysis of the ANo Actiono Alternat.

Keeping i mMCOEPIGdi shat vial i d NPR FgOré®4ao ilustratess k d i s
the risk analysis of thdlo Actionalternative, expandingigure4-1 to include the performance

measures brought into the trade space by the other alternatives. In the casél@fAiti@on

alternative, because risk X_RS3 does not affect X8PNne to Completionor X_PMD, Cost to
Completionthese performance measures are set at their nominal mean values. Consequently, their
pdfs are delta functions and their CCDFs are step functions. As discussection4.3.1.] the

risk to X_PM2 is <classified a&%andePM arevbdotihh Mar gi r
Green/ iAcceptable, 0 consistent with their bas

X_PM2: P(LOM) X_PMB8: Time to Completion X_PMS: Cost to Completion

INDIVIDUAL PMK-G PMK-R PMK-G PMK-R PMK-G PMK-R

RISK X_RS3 U ' ' ' [ i
CURRENT NTAVS
PROJECT X ——=. DEy ps5 ; —
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A
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Reactor Delivery to
Planetary Mass “X"
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RISK X_RS3 REALIZED Reduced ity of

Reactor Delivery to
Planetary Mass “X"

pdfs:

lity of
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€
CCDFs: 3 WTLG
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£4 IRLR—Y b
0 P(LOM) o Months

Figure4-10. Risk Analysis of the No Action Alternative

4.5.1.4 Selection of a Risk Response to Risk X_PM3, The In-Space LOX/Methane
Engine is Not Matured to its Target Reliability

Figure4-11presents a spider chart comparing the three risk response alternatives to individual risk
scenarioX _RS3. The chart shows the three affected performance measures explicitly, and
consolidates the remaining unaffected perfor m
observations that can be quickly made frieigure4-11 are:

1 Both Alternative 1 and Alternative 2 successfully reduce the P(LOM) risk from X_RS3 to
Green/ AAcceptabl e, BamiXWP®i t at a cost to X_

T No alternative is classified as Green/ iAcc
means that Projeét X i8 not authorized to unilaterally implement a risk response without
concurrence from the overseeing organizational entity, which in this case is the responsible
Mission Directorate.
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1 Alternative 2 is dominated by Alternative 1, at least within the resolution of the risk
categorization (R/Y/G). If the risk response decision were entirelybaskd, rather than
risk-informed, this would suggest eliminating Alternative 2 from contentitowever,
because other factors may enter the deliberation, and because the overseeing organizational
entity is necessarily involved in the decision (because there is-goeal alternative),
Alternative 2 is retained as an option.

Comparison of Risk Response Alternatives for Individual Risk X_RS3

X_PMs8
Time to Completion COLOR KEY:

|:| Unacceptable Risk
D Marginal Risk
|:| Acceptable Risk

X_PMm2 X_PM9
P(LOM) Cost to ALTERNATIVES:
Completion -

Alternative 1: Accelerated

Combustion Instability Prevention

Alternative 2: Monomethylhydrazine/
Nitrogen Tetroxide Engine

Other PMs No Action Alternative

Figure4-11. Comparison of Risk Response Alternativedndividual Risk X_RS3

In this example, Projedt X tecommends implementing Alternative Agcelerated Combustion

Instability Prevention That is the alternative that mitigates the risk to X_PM2 from X_RS3 to
Green/ iAcceptableo with the minimum risk i mpa
the LOX/methane engine development aspect of PréjeXtavhich the manager believes will

have wideranging and longdasting collateral benefits to future NASA programs and projects.
However, the overseeing Mission Directorate @naerned about the possibility of failed
technology maturation and is attracted to the prospect of eliminating the risk entirely by switching

to a nonomethylhydrazin@itrogen tetroxide engine for in-space propulsion. The Mission
Directorate also has allocated enough funding to its management reserve to enable it to relax

Projectfi Xé0€ost to Completionequirement.

Therefore, the Mission Directorate chooses to add funding to Piopgand rebaseline itfime

to CompletionandCost to Completioperformance markers. Because Project i8 up against a
launch window constraint, the Mission Directorate maintaingime to Completionequirement

and risk tolerance level, but relaxes fime to Completioigoal and risk tolerance level so that

the risk is green (with respect Tame to Completionbut the rebaselined goal will still act as an
early warning of threats to the requirement if new schedule risks emerge. The Mission Directorate
relaxes theCost to Completinrequirement and goal to be consistent with the rebaselined budget.

It keeps the existing risk tolerance level on the requirement, but relaxes it on the goal, similar to
the treatment ofime to CompletionFigure4-12 illustrates the rebaselined ProjéciX ib terms
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of its rebaselined baseline performance and the associated performance markers and individual
risk scenariotolerance levelsFigure 4-12 does not represent risk analysis results. Instead, it
represents the baseline performance in the absence of risk. It is the template that will be used going
forward to analyze individual riskcenarig, much as the two individual risicenaris in Figure

4-1 andFigure4-2 were analyzed from the perspective of their effects on the previous Frofeot
baseline.

X_PM2: P(LOM) X_PM8: Time to Completion X_PM9: Cost to Completion

PMK-G PMK-R PMK-G PMK-R PMK-G PMK-R
' ' e 1y

REBASELINED INTENDED PATH r——
PROJECT X roje
Performance

B

CCDFs: IKIte ; IRiLS

:
IRTLR— Y --=-=f==t ! WIR— | | i WrR— | L
0 P(LOM) 0 Months 0 ™

Probability of
Exceedance

Figure4-12. Rebaselined Projeét X After Responding to Risk X RS3
4.5.2 lllustration of a Heuristic Approach to Activity-Execution RIDM

The individual risk scenario used for illustrat a heuristic approach to Activigxecution RIDM
isY_RS2:

Giventeincr easing rate of Center AYO test fac
repair downtimes due to facility aginghere is apossibility that the st facility
unavailability will exceed acceptable limjtthereby leading talelays in developing the
Project AX0 technol ogCerst etrh aftY 0a rtee sd e pnegn dfeq
af fecting Project A X0, adwersdy impattthd® s chedul & X0
success and t he ac hEnswesulffeienttesfdcilityabajlabildytta v e Y.
satisfy the needs of the Planetary Mass 0X

Y_ RS2 was analyzed in SectidrB.2.3 where it was classifitd s Red/ oUnacceptabl e
4.5.2.1 Identification of Risk Response Alternatives

As with the example in Sectioh5.1, the risk response trade space should be as comprehensive as
practicable.In the case of Y_RS2awo alternativesare initially identified byCe nt e fin A Y0
addition to the naction alternative)

1. Réurbish the CentdiiY otest facilityas needed tensure that thearget availabilitiesisted
in Table4-V are within their corresponding risk tolerance levélse philosophy behind
this alternative is tananage the Projeét X-telated unavailability risk at minimum cost.
The alternativewill require the test facility to be takeoffline for the duration of the
refurbishment, bubnce complete, he r el i abi | i ty o fwilllethigh f aci l
enough toensure that he avail abil ity ofwilltbhwithifitaeci | i t vy
established risk posture for themainingdurationoft he pr oj.ect 6 s needs

2. Construct a r epl ac e mkaghilosoehyheleind this Mtéernativeist f a
torestord he rel i abi | i t yabibtiesto@reasneve gondifioirborderdost ¢ a
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effectively remove it as a s dwallcugentafd r i sk
upcoming projectsThis alternative willallow the existing facility to remain operational

during construction, at which point the replacement test facilitytak# over and the old

facility will be decommissioned and dismantled.

Additionall vy, given the prospect of construct
opportunity toexpand its test capabilitige better meet the spectrum fofeseeable future test

needs ando more effectively attradtalented scientists and engineers to@amter Therefore,
Center AYO identifies a third alternative:

3. Construct anoder ni zed Center AYO test facility.
behind this alternative istoe |l i abl y and ef f edpoteti@ly othermeet I
organi z at i dnogshé foreseealdetfutyreeendd t o ensure Center
status as a center of testing excellence.

4.5.2.2 Setting the Analysis Framework

Because this example of Activity -Execution RIDM(as opposed to Activity’lanning RIDM)

Cent er Y o,performange eneasurepeef@mance markers, and rislderancesare

already establishedable4-1ll i st s t he Ce nahdeperformdhoe medsyrtbmicatei v e s
directly rel aTaded-llld 06 sPrso jCeant e frXl@eMamaoch measutes v e s
related to cybersecuritfror this example, whicls focusedon Cent er A YO o6t t est
set of testrelated objectives and associated performance measurable4-1X arethe ones that
arerelevant.They includeobjective Y2 fromTable4-Il, as well as a number objectives derived
fromNASAGs St r aEmancedcCapabditees andl Qperations to Catalyze Current and
Future Mission Succe$4].

Table4-1X.  Objectives and Performance MeasuresRisk Y_ RS2 ResporB&nning

Objec. Entity Objective Perf. Meas. Performance Measure
No. No.

Y2 Ensure sufficient test facility availability to satisfy] Y_PM2 Facility availability over the period of
the needsofthe| anet ary Mass performance (% of time)
reactor placement project

YY10 | Meetthe neaterm testing needsf NASA and YY_PM10 | Percent ofesting needs met (%)
partnerprograms and projects

YY11 | Meet the longerm testing needs of NAS#nd YY_PM11 | Percent testing needs met (%)
partnerprograms and projects

YY12 Mai nt ai n &S acenter of exdeNeace in | YY_PM12 | Likert scale (5)
testing

YY13 | Stay within the budget allocated to the center for| YY_PM13 | Cost ($M)
infrastructuredevelopment and maintenance

1 Just as this example does not getintestiee ci fi ¢ nature of Center fAYOO6s test
into the nature of the proposed expanded capabilities. The expansion could be in the capacity that the facility can
handle, or it could be in the types of tests that theifiacihin conduct, or both.
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Table4-X lists the performance markers and risk tolerances fordlevant objectivesBecause

they have been developed in an institutiomalnagement setting as opposed to an engineering
management setting, they are netessarily quantitativ®bjective YY12uses a Likert scale to

measure the degree to which relevant stakeholdere | t hat Center AYO i s a
testing. The corresponding risk tolerance levels are defined qualitatieelysistent with the

subjective nature of the performance measure. Neverth&&sR f or t hi s obj ecti
Low, 0 refl evalteoffCe ntt lee MiYp s r e p u telernce.@bjectives a cC ¢
YY11 refers to the long term, about which there is high uagest, so although the performance

markers are defined quantitatively, the risk tolerances are defined qualitédiveRNect the fact

that projection®f future capability relative to need are highly uncertain.

Table4-X.  Objectives Performance Markers, and Risk Tolerahevelsfor Risk Y_RS2
Response Planning

Objec.
No. Objective PMK-G | PMK-R RTL-G RTL-R
Y2 Ensuresufficient test facility availability to satisfy the | 90% 80% 10 % 5%
needs of the Planetary M
placement project
YY10 Meet the neaterm testing needs of NASA and partner| 90% 8% 30% 15 %
programs and projects
YY1l Meet the longterm testing needs of NASA and partner 90% 80% Moderate | Low
programs and projects
YY12 Maintain Center fAYO as allLikert:5 |Likert:4 |Low Very Low
YY13 Stay within the budget allocated to the center for $50M $60M 30% 15 %
infrastructure development and maintenance

Once theelevantobjectiveshave beemdentified along with theirpperformance markers amgk

tolerane levels the nextstep in setting the analysis framework iglegermine the factors upon

which performance depesdndtrace them back to a setagpfantifiable (or at least characterizgble

input performance parameters (some of whitdly be uncertain). This process is discussed in
general inSection 4.7 of Part 1 of this handbo®lar the current exampl&jgure4-13illustrates

one possiblaetwork of dependencidéisat could be used emalyzee a ¢ h a | tpexformamdei v e 6 s
measuresin this example a single network isised to analyze each alternative. general
however,if the alternatives are sufficientljifferentfrom one another, differeqtarameters and
dependenciesnight be usedor theanalysisof each alternative.
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Figure4-13. Influence Diagram of Factors of Relevance to Risk Y_RS2 Response Analysis

Figure4-13shows that for each of the four alternatives, the availability of the test facility to Project
AX0 (performance measure Y_PM2) depends on tl

testing(AVAIL) (i . e. , whet her ,toercompaiition fortfadildy resaurces gomv i c e )
other users (NTFD)and thetest capabilities of the facility itself (TFCTlosely related to this is
the facilityds adbierimtyesd meppousens@&dshdg ity P
to meet desreneadd (YY_BMLY) isssessedimilarly, except that it depends on
estimates of longerm rather thannearer m f aci |l ity demand. The fac
testing excellence (YY_PM2) i s assessed capabilitiesritalslityofmeet he f a

us er stérm testimygupport needs (YY_PMlapdthe overall availability of the test facility
(on the grounds that a frequently -mitservice facility is antithetical to excellerjc&he cost of

the risk response alternative dependsnathodologicallywell-established cost estimating inputs
(CEIl) and the time to completion (TTC), which itself dependsnuethodologicallywell-
established schedule estimation inputs (SEI). aVvelability of the facility to conduct testing
(AVAIL) depends on the reliabilities and repair times of its components (CRS, CRT), along with
(for the refurbish alternative) the time to complete the implementation of the risk regghanmse
which the facility is offline). (The nonrrefurbish alternatives do not entail taking the facility off
line during risk response implementation.) Finally, the {gron facility demand (LTFD) depends

on estimates of the growth rate of the aerospace industry (AlGQ alih the rate of aerospace
technological development. Highrates of either of these factors are expected to produce
correspondingly higér demand for testing.
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