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Abstract—Clock synchronization remains a notable gap in the
Delay Tolerant Networking (DTN) suite of protocols. How-
ever, following the great theoretical advances in the area and
a highly successful DTN experiment campaign on the Inter-
national Space Station (ISS), a strong enough foundation has
been laid to support a practical clock synchronization protocol
and implementation for the Solar System Internet (SSI). In
this paper we work with the theoretical developments along
with the lessons-learned from the DTN experiments to drive a
clock synchronization protocol and implementation for practical
SSI network architectures, complete with code and simulation
analyses.

In addition to the recent technical and feature growth of DTN,
network architectures have begun taking center stage. This
was particularly true with the ISS experiments which operated
over a multitude of DTN network boundaries (as well as project
and programmatic boundaries), yielding operational experience
with proper DTN network architectures. Taking this a step
further, it is expected that future users in space will subscribe
to multiple service providers, implying multiple network areas
and boundaries. Such an architecture is central to the upcoming
LunaNet, which notably has nodes that do not neighbor author-
itative clock sources.

After covering the basics of DTN, we recall the most germane
aspects of clock synchronization for DTNs. This includes re-
marks on routing in DTNs, which is often schedule-based; we
emphasize that this alone demonstrates how crucial clock syn-
chronization is for scalability. The introduction continues with
a discussion of the ISS experiment network architectures and its
implications for this work.

The key components have been implemented and applied to
clock synchronization for a portion of NASA’s DTN experiments
network. The implementation is openly available and will be
integrated into the High-rate DTN (HDTN) implementation.
We then cover parameter optimization and the ramifications of
choosing underlying equation solvers for convergence. Obser-
vations based on network architectures are used to explain the
multiple implementation paths available in DTN and which one
was chosen. We conclude with the analysis of a simulation based
on the ISS network architecture and the future work thereby
inspired.
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1. BACKGROUND

Year after year since 2018, records are being broken in the
number of satellite launches and deployments [1]. The tra-
ditional communications method—scheduled point-to-point
contacts—does not scale well and will eventually become too
complex to manage. The solution to scalability in commu-
nications is networking, and in this case, building a Solar
System Internet (SSI). Delay Tolerant Networking (DTN) is
a suite of protocols that was introduced as a solution to the
SSI problem; in particular, DTN supports both scheduled
and non-schedule routing. Any realistic solution to SSI will
have timing requirements, as some portions of the network
will have scheduled contacts, and satellites have pointing,
acquisition, and navigation requirements. This paper builds
upon past theoretical work to realize a practical time synchro-
nization algorithm for DTNs, which has been a conspicuously
missing ingredient.

From its instantiation, DTN was designed with the idiosyn-
crasies of space systems in mind. While a full introduction
is beyond to DTN is beyond the scope of this paper (see
e.g. [2-5]), it is also unnecessary; by highlighting a few
key differences, the reader can appreciate how traditional
approaches (e.g., Network Time Protocol, NTP) do not apply
(see also [6] for a more detailed discussion on this):

o Disconnection: Due to mobility for example, general nodes
or subnetworks cannot be assumed to be connected to others.
For any two nodes, end-to-end paths might never exist at any
time slice. The usual routing algorithms and protocols hence
do not directly apply.

o Disruption: For example, due to temporary weather (cloud)
obscuration, established links might not be reliable.

e Latencies: Round-trip times (RTTs) can be tens of minutes
(say, Earth to Mars) or higher (say, Earth to Pluto). Such
RTTs preclude the use of the Transmission Control Protocol
(TCP) and other more “garden variety” acknowledgment-
based protocols.

o Variance of latencies: The same network with Earth-to-
Mars links might also have Earth-to-low Earth orbit (LEO)
links, meaning that some links will have single-digit millisec-
ond latencies. Different underlying transport protocols will
likely be used also.

Continuing on this last point, DTN works as an overlay proto-



col, and DTN nodes can have “any” data paths between them;
these could be point-to-point protocols, such as Advanced
Orbiting Systems (AOS), or end-to-end protocols, such as
TCP/IP. With the heterogeneity of a typical DTN becoming
apparent, a natural question is how to perform routing; indeed
this is an active area of research [7]. A common thread is that
while sub-networks of a DTN might support opportunistic
routing, there will always be scheduled components, particu-
larly when round trip times (RTTs) preclude any semblance
of feedback or if asset use is contentious. For scheduling to
make sense, it is necessary for the clocks in the network to be
synchronized fo some degree [8—12].

This work continues a series of papers that developed the the-
oretical foundations for a time synchronization methodology
designed for DTNs [6, 13]. In these papers, the limitations of
synchronization (i.e. consensus) in a disconnected network
are discussed, and an approximative algorithm is proposed
that allows for the estimation of and control for error. In this
paper, we discuss a practical implementation of the algorithm
that works with the High-rate DTN (HDTN) implementa-
tion of DTN [14]. After a brief introduction, we discuss
the implementation details, experiments, and observations
made. Particular attention is paid to how this protocol would
function within a representative network architecture. The
software is open-source, and a link is provided in the paper.

Time Synchronization

While DTN has usually been used to realize small, simple
networks, the upcoming lunar network known as LunaNet
shows that more involved network architectures will be re-
quired [15]. LunaNet will feature a topology with multiple
hops and multiple nodes — including the separation of nodes
from ‘authoritative clock sources’ — and the difficulty is
compounded by programmatic realities as well: there will be
multiple space network service providers for the Lunar assets
(across agency and country boundaries). This takes DTN
beyond its typical use with a flat topology, which has only re-
cently been accomplished [16]. The work herein attempts to
answer the recognized needs for DTN time synchronization
both technically [17] and politically [18]. We also note that
relativistic effects do in fact matter, and otherwise identical
clocks set in Earth and Lunar orbits will tick at different
rates; we do not correct for these factors here. However,
the theoretical paper this present work is based upon was
designed from the beginning to generalize to include such
factors. This is reserved for future work.

When designing and implementing any clock synchroniza-
tion algorithm, it is further essential that it can satisfy the
varying time precision requirements for all systems present
in the network. Define coarse accuracy as having all clocks
within a network be synchronized with a maximum pairwise
relative error between 1 ms to 1 second, fine accuracy as
between 1 us to 1 ms, and precision accuracy as between
I ns to 1 ms. For example, space networking implemen-
tations such as HDTN can function at the coarse accuracy
threshold. In contrast, tasks like command-and-control are
recommended to be operated at fine accuracy thresholds.
Furthermore, tasks related to navigation or science, especially
when measurements are taken from multiple vehicles, likely
need to be operated at precision accuracy in order to function.

It is important to note that there is more overhead associated
with better clock synchronization accuracy, which should be
accounted for when designing and implementing any clock
synchronization solution. Certain platforms may support
and/or require higher accuracy, but the selection should be

based on the task at hand.

Introduction and Paper Organization

This work is a continuation of the effort toward the develop-
ment, deployment, and standardization of a practical clock
synchronization protocol for solar-system-scaled networks.
In particular, this paper is a sequel to Moy et al. [13] and
Hylton et al. [6].

Hylton et al. [6] formulated the clock synchronization prob-
lem over Solar System Internet as a local-to-global approx-
imated asynchronous consensus problem, motivated by the
previous line of works [19-22] on modeling space commu-
nications with sheaves and the celebrated FLP impossibility
theorem [23]. Moy et al. [13] followed up on [6] by numer-
ically modeling the said asynchronous consensus problem
using sheaf Laplacian on graphs [24,25]. More specifically,
they modeled distributed consensus as ‘diffusion of values’
[25] where the solution to initial value problems for the heat
equation corresponds to the value that nodes reach consensus
on, and proved that Euler’s method guarantees convergence
within a reasonable range of errors and rate.

The focus of this paper is on the actual implementations and
experiments of the mathematical models and algorithms built
in the prior work [13]. The technical portion of this paper can
be divided into the following three consecutive parts:

(1) Section 3 presents some results of numerical simulation
of the sheaf Laplacian heat equation, to establish the experi-
mental foundation and soundness of our protocol.

(2) Section 4 showcases the implementation of the protocol
proposed in [13] by highlighting key implementation details
such as processes and subprocesses. Our implementation is
also open-source — see [26, main branch].

(3) Section 5 discusses the setup and results of experiments
of our protocol conducted on the Laser Communications
Relay Demonstration (LCRD).

We begin by presenting background materials in Section 2
to aid in understanding this area of research and our contri-
butions. After discussing our technical works and results, we
conclude the paper in Section 6 with future directions in mind
and for readers.

2. PRELIMINARIES
DTN Architecture

Recall that DTN is an overlay network; it adds an extra
abstraction layer (with respect to the OSI model) called the
bundle layer. The bundle layer is typically depicted as a
layer between application and transport layers due to its
functionalities, but depending on the level of overlay or the
architecture of the underlying network, it can reside within
the application layer as an application implemented in end
nodes. From DTN'’s viewpoint, a bundle is the primary unit
of data (analogous to packets). It is typical to refer to DTN
functions and so forth with the Bundle Protocol, or BP. We
call out two particular implications of DTN in the context of
time synchronization:

« Bundles operate a high layer, and as the height in the stack
increases, timing tolerances decrease.

o Because DTN is an overlay network, it cannot see what
lies between adjacent bundle hops. This connection might be
point-to-point over a tightly controlled field programmable
gate array (FPGA), or it could be across the Internet. Timing



tolerances cannot be guaranteed.

Numerical Methods for ODEs

We provide below a brief survey on numerical methods com-
monly used to solve initial value problems (IVPs) for ordinary
differential equations (ODEs). This section is only meant to
be a brief review for building intuitions for the later parts of
this paper; we invite the readers to refer to well-established
textbooks such as [27-29] for more detailed overviews and
explanations.

Prior work that this paper sets its foundation on [13] analyzes
only Euler’s method, but a number of other methods suitable
for the setting exist. Euler’s method, while the most (time)
efficient and easiest to comprehend, is known to suffer in-
accuracies in practice, especially for equations that change
rapidly near initial values.

Let f be areal-valued function, and define the first order ODE
a'(t) = f(t, ). The IVP associated to this ODE and a given
initial condition is set as follows:

2(t) = f(t,2(t))
if(t()) = X0

for some initial values (tg, zo). If f is Lipshitz continuous,
the Picard-Lindelof theorem guarantees the existence of a
unique solution z(t) to this ODE on a closed interval around
the initial time .

Intuitively, the goal would be to calculate x(t) by ‘integrat-
ing” 2'(t), which is f(¢,z). We achieve this numerically by
evaluating f (¢, z(t)) at each interval of time recursively, com-
puting the ‘area’ underneath and above the curve f(t, z(t)),
and adding all the areas (again, recursively). Notice that
directly adopting numerical integration:

y(t) = / F(r,y(r))dr + 3o

is invalid, as the integrand depends on y(t), which is un-
known. The idea should rather be, for small At,

t+At
y(t+ A) = / F(r,y(r))dr + y (@)

~ f(t,y(t)) At +y(t) (1)
and iterate this over the entire interval of time.

While the methods that we introduce below are primarily for
first-order ODEs, they can be applied to higher-order ODEs
that can be expressed as a system of first-order ODEs, such
as the heat equation.

Euler’s Method—This method views f (¢, x) as a function for
the slope of the tangent line of x(t), and performs a first-order
(linear) approximation of it. Let /i be the time step so we have
t, = tn—1 + h = ty + nh at step n, then z at step n + 1,
denoted as x,,11, is computed as:

Tp4+1 = Tnp + hf(tn7 Qj‘n)
tnir =tn +h

One can also notice that this is the direct consequence of the
observation we made in Equation (1). In addition, the time
step technically does not have to be the same throughout the
entire integration. At is hence the more accurate alternative
notation than h, but for simplicity and consistency, we shall
write it as & unless necessary.

Trapezoidal Method—Recall the trapezoidal rule for approx-
imating integration of f on a finite interval [a = to,b = tn]:

[ s~ 250 @) + 10

We obtain the trapezoidal method by applying this to the IVP
settings.

h
Tpt1 = Ty + §(f(tna xn) + f(tn+1a zn+1))
toot = o + I

Runge-Kutta Method— The approximation formula for the
trapezoidal rule can be generalized for better accuracy using
the Lagrange interpolation polynomial as follows:

N b s
fie~ > s [ 11— |

where a = g < .-+ < ty = b here is the partition of
[a, b]. One can see that the N = 1 case is equivalent to the
trapezoidal rule discussed above. The case where N = 2 is
referred to as Simpson’s rule.

The 2nd-order Runge-Kutta method (RK2) is essentially a
two-step Euler’s method where, unlike the previous formula,
the ‘slope’ is computed both at the beginning of the interval
(t,) and in the middle (¢,, + h/2) for better accuracy. More
precisely, = value at the midpoint z(t,, + h/2) is first ‘esti-
mated’ using Euler’s method, then z(t,, 1) = z((t, +h/2)+
h/2) is ‘refined’ using the estimation of x(¢,, + h/2).

h
T, = Tn+ §f(tmmn)

h
Tptl = Tn —i—hf(tn + 2,:102)
tn+1 == tn +h

This particular version of RK2 is also known as Heun’s
method. Another widely-used version exists (called implicit
RK?2), but we will not discuss it here as it was not used in our
simulations.

The 4th-order Runge-Kutta method (RK4) is similar ex-
cept the estimation takes place three times (kq, k3, and ky
below)—four times including the initialization step k1 =
f(tn, z,)—using Midpoint method:

kl = f(tn>$n)
h h
ko = f(tn + 571'71 + 2k1>

h h
k3 = f<tn + 573377, + 2k2>

ky = f(tn + h,x, + hkg)

which are then refined using Simpson’s rule:

h
Tptl = Tp + 6<k1 + 2ko + 2k3 + ky)

tn+1 = tn +h,



Expressions for the general /N-th order Runge-Kutta method
are provided below for the sake of completeness, but our
simulations (Section 3) involved only RK2 and RK4.

i
ki=f|tn+cih,zn + hZaijkj
j=1
N
I7L+1 = Tn + hz bzkz

i=1
where SN b; = 1/h.

Sheaf Laplacian Heat Equation (SLHE)

A graph G is a pair (V, E), where V is a set of vertices,
and £ C V x V is a set of (un)ordered vertex pairs called
edges. This mathematical structure is often used to model
networks of interacting entities. Throughout this paper, we
shall assume that our communications networks are modeled
as graphs and the structure of our network is well modeled by
pairwise interactions between vertices.

Sheaves refer to a mathematical data structure that not only
associates information to regions or locales of a geometric
(topological) object, but also expresses how these regions
relate to one another in terms of consistency. For networks,
we are interested in sheaves on graphs, which attach data
to nodes and the links joining them; the reader may refer
to [7,20] for details and examples. The typical tag line of
sheaves is that data combined with the notion of consistency
allows local observations to either be patched together into
global observations, or explain why and where this fails.
Taking this a step further, sheaves can be used to find extents
of consensus, which in a disconnected network cannot be
guaranteed to be global.

Certain theoretical and algorithmic tools from graph theory
can be generalized to sheaves on graphs, and a particularly
powerful case of this is called the Sheaf Laplacian [24].
This tool is what enables the application of (heat) diffusion
to approximate time diffusion over our graphs, and in a
computational way. Details can be found in [13], the direct
and theoretical predecessor to this paper, which brought
its motivations from [24, 25]. The nature of this paper is
more application-oriented, so we begin with a review of
the heat equation and show how practical considerations of
solving it numerically lead to an implementation of the time
synchronization algorithm, error estimation, and even future
directions for refinement.

The heat equation

ou
i alAu 2)

describes how heat flows through a physical material over
time. It describes the heat transfer, or the time derivative on
the left, as proportional to the squared spatial gradient of the
temperature. This means that more heat energy in a unit of
space relative to those around it results in faster diffusion of
that heat across the space. Moy et al. [13] describes how to
adapt the heat equation to model time synchronization in a
network. This model was the basis for the implementation
described in Section 4.

Fix a graph G = (V, E) as a set of vertices V' and a set
of edges E C V x V. If @(t) is a |V|-dimensional vector

of functions of time, then the sheaf Laplacian heat equation
(SLHE) models how #(t) changes over time.

0
a—TZ = —alu 3)
For ease of implementation and analysis, we prioritized con-
sidering the conditions (graphs) where the sheaf Laplacian is
equal to the well-known graph Laplacian, defined as

L=D-A “)

where D is a diagonal matrix containing the degree of
each vertex and A represents the adjacency matrix of the
graph. This form of the Laplacian can be thought of as a
generalization of the Laplace operator found in the original
heat equation. We may note, however, that the networks
this modified heat equation is applied to have a much more
challenging connective structure than you would see from a
standard discretization of a plane.

3. NUMERICAL SIMULATION OF THE SLHE

In this section, we bring the theoretical design of the clock
synchronization protocol to life through numerical simula-
tions.

Finite Difference Methods for the SLHE

Finite difference methods have been well studied for their
ability to approximate solutions to differential equations
when it is infeasible to solve them. We will first discuss
the application of multiple numerical methods that were
investigated on an example network.

Euler’s Method

Recall that the time synchronization algorithm approximates
the solution to the heat equation by using Euler’s method:

Tpy1 = Tp — halax,

to incrementally update clock times until they reach an ex-
plicitly defined threshold for convergence. As discussed in
[13], the primary advantage of using Euler’s method is that
it allows for distributed computations among the different
clocks. This means different computers can calculate their
own graph Laplacian based on their local understanding of
their neighbors and perform updates based on what clock
times they receive. Hence, individual nodes in a graph do not
need global knowledge of the network in order to calculate
the next step in the heat equation.

Theoretical analysis of the heat equation where space is dis-
cretized on the number line (and uses the standard Laplacian
matrix) have shown that, when relying on the method of
lines to represent a system of equations as an ODE and it-
eratively approximate the solution with respect to time, using
alternative numerical approximation methods yields different
accuracy and solution stability (and thus the behavior of
clock convergence) compared to using Euler’s method. Since
construction of the more generalized graph or sheaf Laplacian
matrices are directly dependent on the network layout (as
the coefficients in the matrix are dependent on connections
in the graph and which nodes are sharing their clock times
with their neighbors) [13], if an alternative numerical method
allows for greater flexibility in parameter and network setup
(due to having a theoretically faster convergence rate or a



greater stability region) and its calculation can be distributed
(or the coefficients used by each node can be sent to different
computers in a similar fashion as that described in the current
protocol), then we will have found potential areas for design
improvements to the clock synchronization algorithm. We
discuss three alternative methods for investigation below
(Runge-Kutta 2, Runge-Kutta 4, and the trapezoidal method),
along with a theoretical example further demonstrating the
necessity for further inquiry.

Runge-Kutta Methods

As defined in Section 2, the Runge-Kutta (or RK) methods are
a family of multi-step methods for approximating solutions
to ODEs. Most popular among them are the second-order
RK2 and forth-order RK4 methods, which have been built
into numerical solvers such as ode23 [30] and ode45 [31]
in MATLAB, respectively. Let us revisit the generalized RK2
method, of the form:

h
h .
Tn41 =z, +hf t—|—§7l'n

Let f(h,x,) represent the calculation of our second deriva-
tive Lx,,, and assume that A is the smallest unit of time on a
computer in [13] (and thus the clock time at ¢ equals the time

att+ %). As applied to the heat equation (Equation (3)), RK2
takes the form of:

*
x, =Ty, — —LTy,

2
Tpt1 = Tp — hala)

Similarly, we can represent RK4 as:

k1= Lx,
ko = L(za — ")
ks = L(an — %O‘kz)
k4 = L(x,, — haks)
Tpil = Tn }%a(kl + 2ko + 2ks + k4)
Trapezoidal Method

When applied to the heat equation (Equation (3)), the trape-
zoidal method is of the form:

ha )\ ! ha

where [ is the identity matrix. Interest in the trapezoidal
method derives from previous research and derivation of
the Crank-Nicolson method [32], which relies on a second-
order central difference scheme for discretizing space and the
trapezoidal method for discretizing time. On the standard
heat equation (as defined on the number line, as opposed to
a graph), the Crank-Nicolson Method has been proven to be
unconditionally stable [33, Chapter 3]. While the trapezoidal
method is currently limited because it is an implicit method
(and thus requires solving a system of equations, which is

more difficult of a computation to distribute efficiently among
computers), if a computationally fast distributed algorithm
is found and similar results are derived for the generalized
graph Laplacian matrix, such a method would be ideal for
increasing network layout flexibility.

Examples

Example 1: Toy Example

Let us consider a three-node network as depicted below.

O—(0—©

Assume that clock A, containing the true time (and thus rep-
resenting a boundary condition as described in [13]), diffuses
its time to clocks B and C' while clocks B and C' exchange
information with each other.

Following the conventions used in Moy et al. [13], the appro-
priate Laplacian matrix for this graph is as follows:

2 -1
=4
In this matrix, the first row corresponds to clock B’s differ-

ence in clock value from clock A, and the second corresponds
to clock C’s difference in clock value from clock A.

In our example, we let clock A’s time be 40023.05400 sec-
onds, clock B’s time be 40023.04500, and clock C’s time be
40023.06700, and the threshold for convergence be 1 x 1075,
One can observe in Figure 1a that when ideal coefficients are
selected (such as ha = 2/3 in this figure), the clock error
decays at an overall exponential rate, as theoretically proven
already.

When varying the scaling coefficient’s o value between 0
and 1400 for a time-step of A = 0.001 seconds, we find
in Figure 1b that, using a cutoff of 1000 iterations to repre-
sent method instability or slowness, the Trapezoidal method
appears to outperform Euler’s method in both convergence
rate and stability, requiring less than or as many iterations
as Euler’s method for each tested alpha value and having a
greater range of alpha values where the number of iterations
did not exceed the cutoff.

RK4 appears to have outperformed Euler’s method in terms
of method stability (and in convergence rate at its most
optimal parameter of « = 920), while RK2 appears to
have approximately the same stability and slightly worse
convergence than Euler’s (hence the overlap on the Fig-
ure 1b), as the minimum number of iterations required for
the clocks to reach the true time was found to be 27 for
RK?2 and 23 for Euler’s method at « = 625. While more
examples or a theoretical stability derivation with respect to
the sheaf Laplacian heat equation will provide us with a more
confident assessment, efficient distributed algorithms for the
trapezoidal and RK4 methods could potentially make them
alternative candidates for the clock synchronization design.
Furthermore, it is also possible to consider if additional
modifications to these tested numerical methods (via equation
or implementation) will provide us with improvements to
the current protocol in terms of stability and convergence
rate, as we are not as concerned with perfectly modeling
the heat equation as we are with efficiently reaching clock
convergence.
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Figure 1: Toy Example Results

Example 2: 3-Cluster Network

For a larger scale example, we will next consider a network
generated using a stochastic block model. Stochastic block
models have been studied extensively for their applications in
community detection; we encourage readers to read [34] and
[35] for further details on their theoretical properties. For our
intents and purposes, we are using this model simply because
it allows us to efficiently generate a node-adjacency matrix
for a sample network, which we can convert into a Laplacian
matrix and utilize for our time synchronization example. Var-
ious prior works suggest that it is fair to assume the upcoming
SSI will contain (or will be able to form) densely connected
sub-networks and “gateway” nodes between neighborhoods
[16,22,36-39]. An example demonstrating how the numeri-
cal behavior of the protocol itself may be affected by varying
degrees of clustering can provide another viewpoint on how
network layouts may affect convergence, beyond number of
nodes. In particular, this example is furthermore motivated
by the previous work on SDN-based DTN architecture for
large-scale space communications [40], which relied on the
clustering of nodes to diminish the effects of disruptions
within the control channel (i.e., facilitate better connections
between the controller and network nodes), and to make
better routing decisions by distributing contact plans more
reliably and gathering the latest updates on network traffic
(within the cluster) more promptly [36,40].

Define three clusters with each containing m = 50 nodes,
and let p be the probability that two nodes of the same
cluster are connected to each other and ¢ = 1 —p < p
be the probability that two nodes from different clusters are

connected to each other. Using a uniform sampling distri-
bution, we can randomly assign connections between nodes
using these probabilities. In our node-adjacency matrix, we
will represent nodes 0,...,m — 1 be those belonging to
cluster 1; m,...,2m — 1 be those belonging to cluster 2; the
remaining nodes belong to cluster 3. We can then calculate
the graph Laplacian using Equation (4). A visualization of
the connections between nodes in these sample generated
networks can be seen in Figure 2a and Figure 2b.

Adjacency Matrix for Sample Generated Network with p = 0.5
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(a) Sample Network with no clustering (p = 0.5)
Adjacency Matrix for Sample Generated Network with p = 0.9
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(b) Sample Network with high clustering (p = 0.9)

Figure 2: Sample Generated Networks

We will further define our initial time values by adding
random noise between [—0.2, 0.2] to 40023.054, and let h =

0.001 seconds and our threshold for convergence be 1 x 10~°
seconds as in our first example.

In this example, let us consider how the minimum number
of iterations it takes for our sample networks to converge is
affected by the degree of clustering of nodes in the network.
First, we generate networks by varying p to be between 0.5
(all nodes are equally likely to be connected to each other)
and 0.95 (nodes belonging to the same ‘community’ are most
likely to be connected compared to nodes from differing com-
munities), at intervals of 0.05. For each numerical method,
we then approximate a ‘minimum’ number of iterations for
our network’s convergence by testing the algorithm on a
range of « values between 1 and 65. Our results from
Figure 3 represent the average number of iterations needed
for our clock times to converge across 10 trials (or across 10
randomly generated networks).

From Figure 3a, we notice that for network layouts where



there are significant levels of clustering (i.e. p = 0.85 or
above), we should expect for clock convergence to take a
greater amount of time to be reached regardless of whether
we use the original protocol or are considering an alternative
method. Observation of the iterative counts for networks
generated with values of p between 0.9 and 0.99 in Figure 3b
further supports this. It hence becomes likely that we will
observe broader time synchronization across our network
to experience delays due to clustering between nodes, and
thus this will need to be taken into consideration in future
implementations.

Average Steps to Converge vs p
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Figure 3: Clustering Example Results

Simulation

We will now discuss work done to create and run a simula-
tion of the time synchronization protocol using a simplified
network model based on the recent Laser Communications
Relay Demonstration (LCRD) DTN test campaign [16]. As
discussed in [41], LCRD is a relay satellite that is connected
to three ground stations in California, New Mexico, and
Hawaii, but is communicating with only one ground station
at any point in time when also communicating to an asset
in low Earth orbit (LEO). Furthermore, local understanding
of the network topology differs between nodes due to their
location/subnetwork in the network as these may be separated
by project or programmatic boundaries. The result is that
globally the data are incomplete, which algorithmically can
result in contradictory setups for the global and local Lapla-
cian matrices. As we expect such characteristics to appear

within the larger SSI, running a simulation on a simplified
layout will allow us to focus on how the theoretical behavior
of the system may be affected without external implementa-
tion issues taking precedence.

The LCRD DTN LCRD experiment campaign demonstrated
the first instance of a space network service provider, a DTN
architecture that enables terrestrial-like network structures;
this inspired the network architecture used in this paper, and
will lead to more comprehensive tests in the future with
multiple space network service providers.

Simulation Setup

The network layout for our simulation is represented below:
Nodes 2, 3, 4, and 5 are ground stations, which altogether are
abstracted into an imaginary node called Node 1.

ok
o=o=0
(D

This abstraction was made to represent how nodes outside of
the LCRD ground station network (i.e. Nodes 10 and 100 in
this example) are forwarding their times to a public address
(an imaginary node) “1” because their internal understanding
of the network layout prevents them from knowing which
ground station the LCRD satellite is connected to. In this
simulation, we represented the satellite’s connection to an
unknown ground station by forwarding the clock time of
Node 10 to one of Nodes 2, 3, or 4, which was selected by
reading the time at which the simulation was running.

In our first run of the simulation, we primarily focused on
observing general convergence behavior without accounting
for delays between sending and receiving times. We varied
the initial times of the clocks within a range of .02 seconds
and set the scheduled send times equal to the scheduled
update times. More specifically, our initial conditions were
as follows:

Node | Initial Time (seconds):
10 40023.0740
2 40023.0430
3 40023.0570
4 40023.0640
5 40023.0440

100 40023.0550

If the clock value of a node fell within the range of
40023.0500 to 40023.0901 seconds, the clock would send its
time to its neighbors and perform Euler’s method with the
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Figure 4: Simulation Preliminary Results

clock values it received at that iteration. All clocks were
incremented by 0.0001s at the end of each iteration of the
simulation. This would allow us to look at an example of what
would happen if there was an initial delay in a computer’s
ability to update its clock due to it being off-sync with its
neighbors.

Results and Next Steps

Preliminary results from Figure 4 suggest that the conver-
gence of clock times throughout a network can occur even
when local knowledge of network topology is contradictory
to the global topology. Furthermore, we notice that changes
in which ground station the LCRD is connected to will affect
convergence behavior among clock times in the graph, as
evidenced by Node 10’s immediate convergence with Node
3’s time in Figure 4a versus Node 4’s time in Figure 4b.

Notice also that the nodes that are not directly connected to
Node 10 (with the exception of Node 2, which has a delayed
update) tend to converge with each other before converging
with the remaining nodes. It is possible that more densely
connected nodes (ie. nodes with a higher degree) will have a

greater influence on the final clock convergence time in the
network compared to more sparsely connected nodes, and
thus this behavior will likely need to be accounted for when
designing send and routing schedules for updating various
nodes.

Combining our results of the preliminary simulation with
the behavior observed in the previous example with 3-cluster
networks, it is further likely this clustering of clock synchro-
nization among nodes in the graph may affect the global syn-
chronization of clock times, depending on parameters such
as initial conditions and send schedules to neighbors, and this
can be the premise for further tests or simulation experiments
conducted on larger scale networks. Further expansion to the
current simulation design would include adding functionality
for representing the asymmetric data rate or delays between
clock times being sent and received, as well as transitioning
towards running simulation tests that record the simulation’s
running time instead of counting the number of iterations
before global time convergence is reached.
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4. IMPLEMENTATION

In this section, we describe our implementation of the method
described in [13]. The code for the time synchronization
implementation is available online in [26, main branch] and
it does not require a DTN to run. For the DTN experiments,
we note that several implementations of DTN are available;
the High-rate DTN (HDTN) project was chosen as HDTN
was used for the LCRD experiments. Some HDTN-specific
comments are necessary; the interested reader can obtain
the HDTN code, user’s guide, and introductory material if
necessary [14].

The implementation approach uses UDP, with code based in
C, to transfer clock values between nodes in a network. In or-
der to avoid possible influence by other time synchronization
processes running on our experiment nodes, the clock value
of a node is read using the C function clock_gettime
and uses the CLOCK_MONOTONIC_RAW clock source as in
Figure 6(a).

This clock source represents a monotonic hardware-derived
time relative to some unspecified start time and is not modi-
fied or updated during normal operation. Rather than update
the system clock value directly, a local variable stored the
total accumulated error from each time step. Each time a
clock value is received, the difference between a node’s clock
value and the receive value is computed. The result is then
multiplied by the coefficient o corresponding to that peer.
This is what accomplishes the matrix multiplication in the
sheaf Laplacian heat equation but in a distributed manner.

< Read Clock ) ( UpdateError)
y

\

Y

Compute
w(peerTime-my Time)

Read in system clock

Y Y

Add to current total
error

J Y
Figure 6: (a) Left: Subprocess for reading clock value using

total current error. (b) Right: Subprocess for updating error
upon receiving a clock value

Add total error

Whenever the clock value of a node is read, this accumulated
error is added to the clock value read as in Figure 6(b). This
corrected clock value is then transmitted and shared among
any neighbor nodes as in Figure 5.
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The use of sockets enabled us to easily configure whether
HDTN is used or not to transfer the clock values. If HDTN is
desired, the internal UDP sockets are set to send clock values
to a BPSendPacket process and receive clock values from
a BPReceivePacket process as in Figure 7. If time
synchronization without HDTN is desired for a particular test,
the UDP sockets are configured to communicate directly with
each neighbor of the node in the network as in Figure 8.

5. EXPERIMENTS

For the following experiments, we consider that ‘conver-
gence’ has been achieved when the relative error is a sig-
nificant fraction of the initial relative error. Generally, this
fraction is 1%. However, note this is just a rule of thumb,
and depending on the situation, certain fractions will not be
achieved.

Experiment 1

In the first experiment, we explored the difference between
using our time synchronization method with HDTN versus
performing synchronization without HDTN. As a proof of
concept, only two nodes were included in the network as in

Figure 9.
O——®

Figure 9: Peer-to-peer network used for Experiment 1

For the first run of Experiment 1, time sync was performed
using HDTN as in Figure 7. The result was that synchro-
nization was severely limited by the time BPSendPacket
and the HDTNOneProcess take, as is seen in the second
plot of Figure 11. Regardless, synchronization within 1s was
achieved. This raises the important question of whether time
synchronization should be performed at the bundle layer or
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perhaps at a lower layer.

For the second run of Experiment 1, time sync was performed
without HDTN as in Figure 8. The result was that clock
values were able to be directly sent over UDP with minimal
latency at the transport layer. As can be seen in the second
plot of Figure 12, synchronization within around 2ms was
achieved. Further still, depending what synchronization re-
quirements are necessary, the transport layer might have too
much latency.

Experiment 2

In the second experiment, we performed time synchroniza-
tion between two nodes as in Figure 10, this time over a
highly variable latency link using TCP.

TCP
o} >

Figure 10: Peer to peer network used for Experiment 2

NSN
edge
node

Moreover, this link included a firewall. Even though this used
TCP and had variable latency, time synchronization within
40ms was achieved. Since the Network Time Protocol (NTP)
is designed for high latency terrestrial links, this experiment
suggests our method is not appropriate for all links. See
Figure 13 for the plot.
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Experiment 3

In the third and final experiment, we performed time synchro-
nization across a network (shown in Figure 14) of several
nodes which included a node on board an airplane. The
airplane node served as the end user of a hypothetical time
synchronization service.

The results seen in Figure 15 show that despite a high
initial max error of around 1300s, the network was able to
synchronize to roughly within 10ms. In fact, at around 6.8
seconds in, the network experienced a large disruption, but
the synchronization was able to recover. This experiment
demonstrates that errors are able to diffuse through a network
with a more complicated topology.
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6. CONCLUSION

In this paper, we discuss the path taken to realize the algo-
rithm presented in [13] in code and tests conducted using
NASA’s LCRD as a test bed. Special attention was paid
to non-trivial network architectures to demonstrate the real-
world practicality, with eyes on LunaNet and the future Solar
System Internet. The prototype code is made available [26]
and can be used as a starting point for future implementations.
The experiments conducted show great promise, and future
tests using LCRD are planned to demonstrate the prototype in
a space environment. For now, we conclude with suggestions
for future research:

Future Works
Integrating the Protocol into SSI/DTN Architecture

It is unclear where in the stack (ISO model) time synchro-
nization should belong in DTN as different layers will have
different error characteristics. Greater sensitivity analyses
and profiling should be conducted to better understand the
ramifications. It might be the case that time synchronization
belongs at several layers, depending on use-case. Coarse and
fine requirements might also lead to a cross-layer approach.
From an implementation standpoint, time synchronization
over DTN could use bundle payloads or bundle extension
blocks. It is unclear if there is a clear choice. This should
be considered carefully, as there are pros and cons of each
approach.

Similar questions can be asked in the context of software-
defined networking (SDN). SDN essentially is the network
architecture where the control planes of the network layer
are centralized and abstracted into a single controller running
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software that makes it serve as the controller for every node.
SDN is a promising building block for constructing (time-
synchronized) scalable DTN thanks to its centralization; it
intuitively is the most canonical network architecture for
contact-based routing as the schedule has to be distributed
somehow. Many SDN-based DTN architectures or integra-
tion of SDN into DTN [40, 42-46] were proposed over the
past few years, yet none of them appears to subsume the
other(s), especially on the method of handling the disruptions
within control channel. For example, [42] uses a Paxos-ish
consensus mechanism where the nodes elect the controller,
[44] forms a distributed system of controllers where depend-
ing on the network status the network (either controllers or
the switch) decides which controller talks to the switch, and
[40] partitions the network into clusters where each consists
of SDN nodes and a controller. However, it is worth noting
that their differences are mostly inherited from the differences
in their DTN architectures or implementations; to give some
examples, in [46] convergence layer adapters (CLAs) are
assigned to manage the persistent storage, which is usually
the responsibility of the bundle protocol agents (BPAs) in
DTN, and [44] models the routing protocol using Markov
chain to minimize the storage (for contact plan) and time
(for re-calculating the path). Hence, while they may not be
compatible directly, one can complement the other, eventu-
ally moving towards standardization. However, the entity,
process, interface, and/or layer within the SDN that should
be responsible for the DTN-level clock synchronization still
remains fuzzy.

Security and Policy

The current design of Bundle protocol (BP) and time-variant
routing makes the security of DTN inherently rely on timing



profiles and timestamps. Such dependency on timing shows
an inherent security risk: one way to effectively disable
a node is to give a sufficiently bogus time [47—49]. For
instance, different domains (e.g., different space network ser-
vice providers) may or may not be willing to have their clocks
adjusted due to some reasons such as performance issues,
and may or may not be willing to take the responsibility of
serving as clock references. That is, it is possible that there
will be islands of synchronization. The implications of which
on network management/administration are unknown; bundle
security will also change the timing profiles, and hence,
security, policies, recovery mechanisms, and so forth need
to be researched.

To elaborate, NTP used today is cryptographically safe-
guarded with its security extension called Network Time
Security (NTS) [50]. NTS ensures the authenticity of NTP
packets in a way that the clients can verify that the NTP server
they are communicating with is a legitimate server and that
the times they are receiving are actually from them and were
not tampered with in the middle. However, in a protocol that
is rather decentralized with no or only a few actual, dedicated
time servers, we might need something more than that: a
malicious node can intentionally broadcast the incorrect clock
value to, for example, keep all expired bundles as unexpired
and/or drop unexpired ones as expired, then use them to flood
the network and exhaust persistent storages (denial-of-service
type attacks) or authenticate themselves as a legitimate client
using expired session keys/nonce (replay attack type attacks)
[11,47-49,51,52]. It would be desirable to have a method of
generating an unforgeable, easy-to-verify proof showing that
the delivered clock values are indeed the values shown and
taken directly from the sender’s clock without any (unautho-
rized) post-processing.

Network Congestion

It is generally considered that NTP is not ‘chatty,” and our
experiments suggest that our protocol is likely not going to be
that ‘chatty’ as well. Still, in the event of network congestion
or thrashing (or in the event when they are imminent), pur-
suing clock synchronization may reversely hinder the perfor-
mance of the network because it adds additional burden to the
network. Compression techniques (e.g., network coding) for
our protocol that allow the network to deliver multiple clock
values at once can be practical in such scenarios. In addition,
noise-processing methods using Kalman filters were shown to
be effective in improving various clock synchronization pro-
tocols, as they can be used to reduce the effects of common
sources of errors such as clock drifts and data rate asymmetry
[53-55]. An interesting line of future work would be to see
if they can supplement our protocol as well, and reduce the
number of total synchronization requests in the network by a
conceivable scale.

Relativistic Effects

While relativistic effects may not be significant enough to
cause immediate deployment issues in practice, an ability to
compensate clock errors caused by relativistic effects such
as time dilations and Sagnac interference has been one of
the functional requirements for NASA’s solar system-scale
time distribution protocols [15, 56-59]. Relativistic effects
on time are certainly prevalent today (many references exist,
with some recent ones being [60—64]), and it will only get ag-
gravated as the scale of the network (and hence our protocol)
gets larger. An upcoming need is LunalNet, as pointed out in
a White House Briefing [18].
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Towards Deployment and Standardization

The experiments conducted and reported in this paper are
smaller than what we hope Solar System Internet to be. An
example of an Earth network and a Martian network using
this protocol should be constructed to uncover subtleties.
Currently, neither a Request for Comments (RFC) nor an
actual standardized protocol exists. To become a formal pro-
tocol, these need to be developed along with the underlying
algorithm. This is a crucial next step.
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