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Key Concepts and Terminology

Assurance Case — a structured argument that uses evidence to show that a system meets its requirements ( )

*  Availability — probability that a system will be available to perform its function when called upon (
* Data Analytics — process of collecting, cleaning, analyzing, and interpreting large datasets to identify patters, trends, and correlations to extract insights for improved decision-making

(Ref 3)

* Digital Threads — Is the flow of data that connects all aspects of a product/Product’s life; including design, manufacturing, maintenance, and service ( )

* Evidence — factual information that supports a claim or belief ( )

*  Frameworks — a system of rules, ideas, or beliefs that provides a structure for building or deciding something. ( )

*  Graph Database - a specialized type of database that stores data as a network of interconnected nodes and edges. ( )

*  Hazard — a situation or condition that has the potential to cause harm. ( )

* lLarge Language Models (LLMs) — machine learning models that can perform Natural Language Processing (NLP) tasks ( )

*  Maintainability — probability that a failed item will be restored or repaired to a specified condition within a period ( )

*  Mission Assurance — functions, processes, and/or activities that provides grounds for justified confidence that Mission’s claim toward safe and successful outcomes are true ( ,

)

*  Mission Certification - a structured evaluation system used to verify that a system, application, or individual within an organization meets the required standards and capabilities to

perform critical functions deemed essential to the organization's core mission ( )
*  Objectives — An objective is a specific, measurable, and achievable goal that an organization sets to accomplish within a specific timeframe ( ).
*  Objectives Hierarchy / Hierarchical Structure — organizes goals into a framework with clear lines of authority and responsibility ( )
* Risk - The potential for shortfalls with respect to achieving explicitly stated objectives characterized in terms of likelihood, impact, and scenario ( ).
e Safety - In a risk-informed context, an overall condition that provides sufficient assurance that mishaps will not result from the mission execution ( ).
*  Safety Management System - a structured approach used by organizations to proactively identify, assess, and mitigate safety risks. ( )
» Safety Case - is a structured argument, supported by evidence, intended to justify that a system is acceptably safe for a specific application ( )

SysML - general-purpose graphical Systems Modeling Language for specifying, analyzing, designing, and verifying complex systems (

)
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https://www.sciencedirect.com/topics/computer-science/assurance-case
https://www.ni.com/en/shop/electronic-test-instrumentation/add-ons-for-electronic-test-and-instrumentation/what-is-systemlink-tdm-datafinder-module/what-is-rasm/what-is-availability-.html?srsltid=AfmBOoowJIGtj0A0tMCmmkXrzRcuSxjEUJNaXxDVexZ2MkJYOoXeZxRh
https://www.coursera.org/articles/data-analytics
https://www.ptc.com/en/industry-insights/digital-thread#:~:text=A%20digital%20thread%20is%20an,unlock%20business%20value%20and%20opportunities.
https://dcj.nsw.gov.au/content/dcj/evidenceportal/evidence-portal-home/using-evidence/what-is-evidence.html#:~:text=of%20research%20evidence-,How%20we%20define%20evidence,what%20needs%20to%20be%20changed.
https://dictionary.cambridge.org/dictionary/english/framework#:~:text=framework%20in%20English-,framework,same%20basic%20framework%20for%20classification.
https://aws.amazon.com/nosql/graph/#:~:text=A%20graph%20database%20is%20a,for%20modeling%20real%2Dworld%20scenarios.
https://www.dmp.wa.gov.au/Safety/What-is-a-hazard-and-what-is-4721.aspx#:~:text=What%20are%20controls?-,What%20are%20hazards?,hazard%20that%20leads%20to%20harm.
https://cloud.google.com/ai/llms#:~:text=What%20is%20a%20large%20language,of%20text%20and%20other%20content.
https://sebokwiki.org/wiki/System_Reliability,_Availability,_and_Maintainability
https://policy.defense.gov/Portals/11/Documents/MA_Strategy_Final_7May12.pdf
https://www.iso.org/standard/73567.html
https://www.mccerts.com/#:~:text=Qualifications%20and%20Skills%20That%20Matter,Operations%20&%20Procedures
https://www.qandle.com/glossary-objectives#:~:text=Objectives%20are%20specific%2C%20measurable%2C%20and,of%20the%20organization%20or%20individual.
https://support.productboard.com/hc/en-us/articles/27373450555411-Organize-your-objectives-into-their-own-hierarchy#:~:text=Nesting%20objectives%20within%20a%20structured%20hierarchy%20allows,and%20company%20leaders%20also%20gain%20valuable%20insights.
https://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_8000_004C_&page_name=main
https://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_8000_004C_&page_name=main
https://www.faa.gov/about/initiatives/sms#:~:text=SMS%20is%20the%20formal%2C%20top,the%20management%20of%20safety%20risk.
https://www.google.com/url?sa=i&url=https%3A%2F%2Fen.wikipedia.org%2Fwiki%2FSafety_case&psig=AOvVaw09MkHzut2hpYS7NaEshaQO&ust=1737558904926000&source=images&cd=vfe&opi=89978449&ved=0CAYQrpoMahcKEwjQh7bNjYeLAxUAAAAAHQAAAAAQBA
https://www.omgsysml.org/what-is-sysml.htm#:~:text=The%20OMG%20Systems%20Modeling%20Language,personnel%2C%20procedures%2C%20and%20facilities.
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What do | mean Optimization?

Optimize processes and flow of R&M, and other information, through the combination of Policy,

Contract Mechanisms, and Digital Technologies (e.g., Data Analytics) for Safe and Successful NASA
missions around the following:

2T “Decrease GAPs in the
Contextualization (Relevancy of Information to inform delivery of SMA related

information in support

Needed Decisions; Alignment with NASA Objectives P i

and Requirements)

Utilization of Model-
b
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Timeliness (Information to Support Decisions_ _ e

~_, | — [

Data Flow (Effort, Ease in pulling together relevant b O e l
|nf0rmat|on) Data fIOW) o S0 ' 1. Increased Decision Velocity,

2. Risk Integration and Robust
Program/Project time Cont.ex‘tuallzatfon
3. Maximize Efficiency

Learning Curve (Easy On-Ramp)
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Inherent relationships of R&M concepts with Safety and

Success

Hazard/ Risk

Scenario

Consequence

Likelihood
=1-

Definitions: R (1) and its Counterparts M (|) and A (T |)

Reliahility (R)

— The probability an item!
will perform its intended
function with no failure for
a given time interval and
under given conditions
(e.g.. environment and
loads).

— The probability an item will
be in and remain in an
uptime state.

Maintainability (M)

— The probability a failed
item! will be restored or
repaired to a specified
condition within a given
time interval.

— The probability a failed
item (an ifein in a
downtime state) will be
returned to an uptime state
within a given time
interval

Availahility (A)

— The probability a repairable
item! will perform its
intended function at a given
point or interval of time
when operated and
maintained in a prescribed
manner.

— The probability a repairable
item will be in an uptime
state and will recover from
downtime states.

— A mathematical function of
Rand M, A ={({E_ M).

1 An item is a function, hardware (Hw), software (Sw), orgware (Ow), interfaces, or

combination

2 System Availability = Ay * Aqy® Aow * Ainterfaces:  SYStem availability, dependability (i.e.,
operating condition, trustworthiness), and capability (i.e,, meets missions demands)
describe System Effectiveness (ref DoD).

sSma.nasa.gov

Reliability, Maintainability
and/or Availability (or 1 minus
RMA) have inherent

relationships with respect to
achieving SAFE (i.e., Hazard)
and/or SUCCESSFUL (i.e.,
Risk) outcomes.

Adapted from Tim Adams’ “NASA —
What is Reliability” presentation as
part of NASA/NSC’s R&M Webinar.
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Exploring frameworks for digital transformation and optimal

Impact to Safety and Mission Success

Over the past several years, NASA OSMA has been exploring use of Safety Management System (SMS)
and Safety & Mission Success (S&MS) frameworks to enable Objectives-Driven Planning, Execution,
and Evaluation of Mission Development activities and their corresponding products / data (i.e., Evidence)
to assure that NASA and Mission Objectives and requirements are satisfactorily being met over a
program/project’s life cycle.

These frameworks are of particular interest as they lend themselves well to digital thread and digitally
enabled information (i.e., data) flow in support of mission objectives for safe and successful outcomes.

Frameworks being presented today.............
1. NASA's Artemis Safety Management System (SMS) for Human Space Flight (HSF)
2. NASA OSMA's Policy Enabled Safety & Mission Success (S&MS) framework

Other Frameworks not being presented today include: : : , and

sSma.nasa.gov



https://sercuarc.org/digital-engineering-migration-of-evolved-strategic-satcom-systems-engineering-and-technical-management-processes/
https://inlsoftware.inl.gov/product/deep-lynx
https://www.omg.org/uaf/
https://www.nasa.gov/wp-content/uploads/2022/09/m2m-objectives-exec-summary.pdf

NASA’s Artemis Safety Management System (SMS) for Human
Space Flight (HSF)

ICAO Annex 19: Around 2013, Civil Aviation Authorities around the world begun structuring their SMS
requirements around 4 elements or pillars as delineated in ICAO Document 9859 Safety Management Manual
(SMM):

« Safety Policy and Objectives

« Safety Risk Management

« Safety Assurance

« Safety Promotion

FAA Advisory Circular: AC.450.103-1.

Released in 2021, states that Safety Organizations must:

* Implement Hazard Management processes

« Performs configuration management and controls

« Employ process for evaluating post-flight data

Clarify how different parts of the organization interface with each other, all of which is centered around 4 pillars of
Aviation Safety.

As aresult, NASA has begun adapting the 4 pillars of Aviation SMS captured in ICAO Document 9859 Safety
Management Manual (SMM) for use on Spaceflight Missions IAW FAA recommendations.

sma.nasa.gov D SMA




NASA’s Artemis Safety Management System (SMS) for Human
Space Flight (HSF) (continued)

Specifically, NASA, working with industry partners, has begun adapting the 4 pillars of Aviation SMS for
Spaceflight including potential adoption of the Safety Management International Collaboration Group (SM
ICG) developed SMS Evaluation Tool for Safety Risk Management.

Appendix1—_E_xalmpleofanevaluationsummarv Red leCleS represent the 4 SMS Safety PlllarS

INifiatinge _Bresertani suitable [ —— EffeliMgm— Excellencs e

The sSM5 as a The SMS is at the < All main elements of the (ﬁ‘e systems and processeg Mhe SMS is working in an € organisation is an industry Ieadm>
Whole implementation stage. SMS are in place. of the SMS are operating, < effective way and is striving for and embraces and shares its best - - - ' . - .
- N S nuous mprovement ue Circies representative Jjeclive cvaluation criteria
T

Safety Risk \\The sa 15! A safety reporting system is | The hazard and risk he organisa' continuously Key personni
it processes | in place and there is a registers are being built up | identifying hazards and isation are aware and d
= / are not fully developed. process for how risks are and risks are starting to be | understands its biggest risks and the risks relative to their responsibilities
assessed and managed. managed in proactive is actively managing them; this and are continuously searching out new - E
Rows/Columns represent evidence-based Evaluations
performance. Safety Risk existing risks.
is proactive. . . .
< Safety \ Safety assurance Initial 5Pls linked to the The organisation has The organisation assures itself The organisation is continuously traceab I e to b Oth S af ety P I | | ar S an d O bJ e C t I V e
Assurance activities, including safety | safety objectives have been | established SPls thatitis | that is has an effective SMS and is | assessing its approach to safety
performance indicators identified and there isa menitoring and is auditing | managing its risk through audit, management and is continuously . . .
[5P1s) are not fully change and ing its SMS and assessment, and monitoring of its | improving its safety performance and E | t C t
deviopes precessm poce = oot ety pertrmance. ceeking out and embracn bes vValuation cCriteria
practices.
safety Poli(‘y\ Policies, processes, and There are policies, There is a safety policy in | Senior management are clearly The organisation is 2n industry leader
and OIJjectives >:|ru[edules are not fully processes, and procedures place and senior involved in the SMS and the and embraces best practices.

e e | o o Overall framework lends itself to creating Digital Threads

SMS work and is providing | safety. This is clearly evidentin

appropriate resources to day to day operations.
<’\ : etween

Safety Safety promotion There is a training The organisation has The organisation puts In addition, the organisation provides
Promotion activities are not fully programme and the means trained its people and has considerable resources and effort | training and safety promotion to its - - - -
| /‘ developed. to communicate safety several mediums for into training its people and contracted service providers and = O b e Ct I V e S C r I te r I a
information is in place. safety promotion that it publicising its safety culture and assesses the effectiveness of its safety J
uses for passing on safety other safety information and promotion. - . . -
information. monitors the effectiveness of its E al t b d b t d
safety prometion. = V ua IOnS ase On O IeC IVe eVI enCe
Human Factors | Human Factors are Human Factors policies and | Human Factors are being | Human Factors are integrated Human Factors are embedded into the
Management considered but not processes have been managed across the into the SMS and the operations day to day activities of the organisation
formally captured by the | defined and documented organisation and are of the organisation. All staff and fully integrated into the SMS_ This is . o
organisation. where required by starting to be integrated | including management are aware | evident throughout the organisation arou nd the Safet PI | | ars to enable Clear traceabl | It
regulation. into the organisation’s of Human Factors and apply it in from senior management to front line y V’
SMS. the way they work. staff.

vt sttt e e it et easier Information access, and Case Assured
implementation.
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NASA OSMA'’s Policy enabled Safety & Mission
Success (S&MS) framework

NPD — NASA Policy Directive Level

NPD 8700.1 — NASA Safety & Mission Success Policy 8700

Objective 1 - Assure acceptable levels of Flight Crew Safety and Mission Success Risks

Objective 2 — Protect Public, NASA Workforce, high-value property, and environment - <Ob' 2> -
Objective 3 — Cultivate Safety Culture @ ) @

NPR — NASA Procedural Requirement Level
NPR 8705.4 — Risk Classification for NASA Payloads

(Addresses SMA Planning for Uncrewed, robotic, spaceflight missions)
NPR 8705.2 — Human Rating Criteria

Addresses SMA Planning for Crewed, Human Rated, spaceflight missions

Option 1 — Use of Accepted STDs (As-Is)

Flight Certificati
Option 2 — Tailored Use Accepted STDs LR

Contracting and Agreement Level Option 3 — Alternative STDs/approaches to achieving
Industry - Statements of Work (SOWSs), Contract Data Requirement Line (New) higher level objectives / requirements.
(CDRL) Items, Mission Assurance Requirement (MAR) documents,

In-House - Assurance Implementation Matrices, Plans Assurance / Safety Cases

Partnerships — Memorandum of Agreements (MOAs), Memorandums of
Understanding (MOAS)

Implementation / Lifecycle Evaluation Level

CEVIBENCE T

Sma.nasa.gov
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NASA OSMA’s Policy enabled Safety & Mission Success (S&MS)
framework

{ Certification — Based Life Cycle Gate Reviews J

e L llln-u-lln" e b
Ly &l I-I-l.-_qlrl i s s R

[ Assurance Case Evolution ]

Pl
[ =R
||'.| l'd'l
Safety Case
Objective / f Goal/
- Goal #1 — T Objective #N
More Prescr|pt|ve Less Prescriptive Srlsited s
given in a graphical notation
. . . Strategy . SN Strategy called Goal Structure Notation
Specific activities need to Activities generate #1 BN (GSN). GSN Based Arguments
. . be linked with an Objecti
be executed; Evidence in supportof | L Hierarch SIS
Specific Evidence Assurance/Safety Case
generated. Arguments. -l T Y | [T
[ subctaim | [ evidence | [ Evidence | %Onetomanvre\atwship spcam | [ eidence | [ evidence ]
Less flexibility More flexibility
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“Parsing” Frameworks using SysML to create Digital Threads

From NPR 8715.26

2.8.1|The Chief, SMAL|iS responsible for|advisind[the Administratos] and[other senior]

|officials| on[matters related to risk, safety, and mission succesq and[serves as|the leuq

SMA TA.|To|provide independent oversight of programs and projects|in support of|safety
P D g prog proj pp

[and mission succesd,|the Chief, SMA[is responsible for:]

a|Appointing|a[technically-qualified NASA representative]to [the INSRH. Whenever

possible] the NFSO [should|not serve as|the[INSRB member] performing[the review of

We ‘parse’ the text and statements
according to the Legend/ Ontology/
Simplified SysML MetaModel.

SIMPLIFIED SYSML METAMODEL

Data Products/

Produces/

ingests/

v o
Evidence

/

| Responsibility \
Requirement |

Objective

LEGEND

Objective

I Requirement I

Responsibility
Role

Data Products/
Evidence

allocates

Produces/

ingests

Motivation, basis
“Shall”/"will”
Activities/Behaviors

Person/Project/Org

Inputs/Outputs
between Responsibilities
and Roles

between Responsibilities and Data
Items

B
Purpose
T
/ Objectives \
Roles Roles
Data Products/ | " Data Products / Acquirer
Evidence Evidence — (NASA)
< Responsibilities Responsibilities —"\
v 4
N\ Requirements
Objectives / \\ (e.g., MARs, SOWs, Sub-Objectives & Acceptance //
Requirements Criteria, Accepted STDs & Required /1 / Certification or
Flow Down by < Products/Data; etc.) 7 Y Assurance /
Life Cycle Plans Safety Case
Phase (e.g., Developer Response, Assurance Case arguments
Argument)
\ \ \ / / Provider
Implementation Activities (Developer)

Evidence
(e.g., Data Item/Products)

14

N—
W-ENGINE

NASA Universal Decomposition




“Parsing” Frameworks using SysML to create Digital Threads

SIMPLIFIED SYSML METAMODEL

Data Item
Produces/ L~ /

Product
ingests \

Responsibility
\ \ Requirement

allo}sgtes /\
A 0

Role bjective
LEGEND
Objective Motivation, basis
Requirement “Shall” /" will”

Il Responsibility I Activities/Behaviors
Person/Project/Org

Data Item/
Product Inputs/Outputs
between Responsibilities . . -
allocates | ;4 poles Notional Graph Database concept illustration
Produces/ between Responsibilities and
ingests Data Items
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“Parsing” Frameworks using LLMs to create Digital Threads

Preprocessing Processing Analysis
e del select A 4 A
Document ingestion LLM mo e, sefection Compute resources
(possibly different for .
(e.g. html) . (e.g. cloud services)
different use cases)
\ . Y,
e N
ST — ( 3\ [ Ontology development
uctu
’ , Knowledge Store or LLM ontology
tokenize documents (i.e. database) inf
L J N inference Y
/ . . . . . \
o i P RelatlonShlp definition Ontology Cleansing
unking optimization :
g op (e.g. RDFt,aNEiRn, r)netadata user interface
9 gging )
4 . )
Text embeddin . .
o 8/ Prompt Engineering RAG workflow
vectorization
N\ J N /
e T N
Adapted from NASA Funded JPL Exploration of ReqUIrement LOgicaI reasoner
LLM d Ontologi SMS and 1
S&Mssalgvalurzlatt(i)o?lg:]sl.e T - eXtraCtlon
- A3\ Y,
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Future - Digital and Data Analytics Opportunities

)

Input Class Output Format
ASCII text strings string

numbers (num string)
special characters (string)

SGML tag symbol

SGML entity symbol
no-white-space NWs

1

Large Language
Models: extract key
relationships and
vocabulary

2

Semantic Web:
ensure semantic
consistency

r=r
p=cep

PN ~p

~p-~p)

P =~tpV~g)

PV @) = l=p-mq)
va=@vp
p-q)=ig-p)

llpvV @ Vrl=pVigynl
[p-a)-rl=[p-(g-n]

(P 2d) = (~aD~p)
plgynl=Ilw-9 Vi nl
vig-n=lpvae - @vnl
P2ig2nl=[g>®>Dn]
PO 2lgdnNDEDON]
PO@2nNIDMp-g)Dr]
[p-g) D2r1Dp2gDn]

3

Formal logic: provide
mathematical
guardrails

4

Result exploration:
visualization and
Interactive user
engagement ensures
accurate results

Adapted from NASA Funded JPL Exploration of LLMs and Ontologies to support SMS and S&MS Evaluations.
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QUESTIONS / DISCUSSIONS
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