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Abstract— This research provides a technical overview of redundant flight control architectures for Small Unmanned Aircraft Systems (sUAS) and Unmanned Aircraft (UA) exceeding 25 lbs Maximum Takeoff Weight (MTOW). Building upon prior studies, it identifies key limitations in non-redundant architectures and proposes two resilient solutions: a dual parallel redundant power distribution system and a 'Watchdog' architecture. These designs, focused on ArduPilot-based flight computers, can integrate with other systems using serial protocols, promoting adaptability across airframes.
The proposed architectures enhance aircraft safety and compliance with emerging federal regulations requiring redundancy for Beyond Visual Line-of-Sight (BVLOS) operations overpopulated or high-risk areas. This study establishes a foundation for manufacturers to adopt resilient systems architectures, ensuring public safety while advancing the UAS industry.
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I.  Introduction
The growing use of Small Unmanned Aircraft and Unmanned Aircraft (sUA/UA) for Beyond-Visual Line-of-Sight (BVLOS) operations and Operations Over People (OOP) has highlighted the critical need for redundant avionics architectures. BVLOS refers to scenarios where the aircraft operates beyond the visual range of the pilot, while OOP involves flying overpopulated areas where risks to public safety are heightened. These operations typically involve airframes exceeding 25 lbs Maximum Takeoff Weight (MTOW), which pose significant risks to people and property in the event of a failure.
Current regulatory efforts, such as the FAA’s BVLOS Aviation Rulemaking Committee, emphasize the need for resilient systems capable of mitigating in-flight failures. However, specific guidelines for redundancy in avionics and systems architectures remain underdeveloped, creating a gap in the industry’s ability to implement safe, compliant solutions.
A comparative study conducted earlier revealed that most Unmanned Aircraft (UA) systems incorporate simplistic architectures with little to no redundancy, which compromises operational safety in high-risk scenarios [1]. These shortcomings introduce significant public safety risks, particularly during BVLOS operations. The study identified single points of failure, such as reliance on a single flight computer or control surface actuator, as critical vulnerabilities that need to be addressed. Aircraft with some redundancy often employ limited or partial implementations that fail to fully mitigate the risks of component failures. For example, the potential of the lack of redundancy in avionics, propulsion or control systems of UAS, may result in significant property damage and public safety concerns.
To address these challenges, this study proposes two redundant system architectures designed to mitigate the risks of component failures: a dual parallel redundant power distribution system and a 'Watchdog' solution. These architectures build upon findings from the prior study and provide a framework for developing resilient systems that ensure safe integration into the National Airspace System (NAS).
This report reviews the current limitations of unmanned aircraft systems, introduces the proposed architectures, and evaluates their market viability for BVLOS operations. By addressing the risk of catastrophic failures, this research aims to support manufacturers in developing robust and resilient systems for safe operation within the National Airspace
A. Research Questions and Objectives:

Research Question: 

What redundant systems architecture designs can be proposed to mitigate hardware component risks in sUA/UA airframes while enhancing safety and resilience?
Objectives:

· To conduct a literature review identifying key limitations in existing UAS architectures, with a focus on redundancy and safety in sUA/UA systems.
· To review vulnerabilities in current sUA/UA systems that compromise operational and public safety during BVLOS operations.
· To propose two ArduPilot-based redundant systems architectures—a dual parallel power distribution system and the 'Watchdog' solution—that address identified limitations.
· To evaluate the initial feasibility and safety potential of the prototype architecture through its testing and analysis

B. Research Significance:

The significance of this research lies in addressing a critical gap in the operational safety of Small Unmanned Aircraft (sUA) and Unmanned Aircraft (UA). Current systems frequently lack redundancy, making them vulnerable to hardware failures that could lead to catastrophic outcomes, particularly during Beyond-Visual Line-of-Sight (BVLOS) and Operations Over People (OOP). By focusing on designing and implementing resilient UAS architectures, this study aims to provide a foundational framework to improve public safety and operational reliability.

This research builds upon prior findings that highlighted widespread vulnerabilities in non-redundant UAS architectures, including single points of failure in avionics, control systems, and propulsion units. The proposed redundant designs—dual parallel power distribution and the 'Watchdog' solution—offer innovative approaches to mitigate these risks while maintaining cost-effectiveness and adaptability across various airframes.

In addition to advancing safety and reliability, this study directly supports the emerging recommendations, such as from the FAA’s Part 108 BVLOS guidelines, which recommend redundant systems. By providing a clear pathway for manufacturers to incorporate these architectures into their designs, the research facilitates safe integration into the National Airspace System (NAS), benefiting not only operators but also the broader public and regulatory bodies.
Conclusively, the study’s contributions extend beyond technical innovation, fostering a safer and more resilient UAS ecosystem while encouraging industry adoption of critical safety measures.
II. Literature review
A. Abbreviations and Acronyms
Beyond Visual Line of Sight (BVLOS)

BVLOS refers to a broad range of UAS operations where the unmanned aircraft operates outside the direct visual line of sight of the remote pilot [2].

Controller Area Network (CAN) Bus Beyond Visual Line of Sight (BVLOS)

A high-integrity serial bus system for networking intelligent devices. CAN buses and devices are common components in automotive and industrial systems and enable communication between multiple avionics components [3].

Inertial Measurement Unit (IMU)

An electronic component that uses accelerometers, gyroscopes, and magnetometers to measure acceleration, angular velocity, and orientation. IMUs are crucial for navigation and stabilization in unmanned systems [4].

National Airspace System (NAS)

A network encompassing controlled and uncontrolled airspace, navigation facilities, equipment, services, and regulations to ensure safe and efficient aviation operations [5].

Small Unmanned Aircraft (sUA)

An unmanned aircraft weighing less than 55 pounds on takeoff, including everything onboard or otherwise attached to the aircraft [6].

Unmanned/Uncrewed Aircraft System (UAS)

Refers to the unmanned aircraft and its associated elements, including communication links and components required for safe and efficient operation within the NAS [7].

Unmanned/Uncrewed Aircraft (UA)
The airframe and all onboard systems and equipment affixed to the airframe, including propulsion, electrical, guidance, navigation, and control systems [8]

B. Findings from the Prior Study
In this study, leveraging the prior paper’s analysis of 65 aircraft planforms, most systems leveraging single-point failures due to their simplicity and lower cost could lead to catastrophic situations which could result in loss of vehicle and endangerment of persons on ground [9]. Given the simplistic nature of uncrewed aircraft architectures, for high-risk operations and operations over people, the remote risks could quickly become catastrophic should a component fail [9].
C. Current Chanllenges in Redundant Systems
Many existing Small Unmanned Aircraft Systems (sUAS) and Unmanned Aircraft (UA) rely on architectures that lack redundancy, exposing them to significant safety risks. A study by Zhang and Zhao [10] highlights that Group 5-sized UAVs often use a single flight computer, creating a single point of failure. Similarly, Rico et al. [11] found that while some flight controllers incorporate redundant sensors, a failure of the core flight computer renders the system non-functional. These findings underscore the pressing need for comprehensive redundancy in both hardware and software to ensure safe operations during high-risk flight profiles.
D. Review of Proposed Solutions in Literature
The concept of redundancy has been partially addressed through software-focused strategies and active fault detection systems. Bateman et al. [12] proposed redundant control surface arrangements to mitigate servo actuator failures. However, these approaches often fail to address broader avionics failures, such as power distribution or command link issues. In addition, existing commercial solutions, such as PowerBox Systems, provide hardware redundancy but lack scalability for smaller airframes.
E. Gap in Literature
Despite advancements, current solutions lack integration of fully redundant architectures tailored for Beyond-Visual Line-of-Sight (BVLOS) operations. Existing studies focus on isolated components, such as sensors or control surfaces, without addressing the systemic integration of redundancy across avionics, power distribution, and propulsion. Moreover, there is limited research on adapting these solutions for compliance with regulatory requirements like the FAA’s BVLOS guidelines.

F. Government Efforts 
FAA 14 CFR Part 108 (BVLOS)

On March 10, 2022, the FAA’s BVLOS Aviation Rulemaking Committee released a preliminary report signaling intentions to create a new legislative rule for BVLOS operations under 14 CFR Part 108. The primary focus was ensuring that safe BVLOS operations could be completed within the U.S. National Airspace System (NAS). While the report primarily addressed operational and safety requirements, it briefly mentioned the role of redundant systems in mitigating ground risks during BVLOS operations [13].
Transport Canada JARUS-SORA

The Joint Authorities for Rulemaking on Unmanned Systems-Specific Operations Risk Assessment (JARUS-SORA) documentation focuses on mitigating ground risk by assessing population densities, modeling likelihoods of failures using Fault Tree Analysis (FTA), and classifying risks into Specific Assurance and Integrity Levels (SAIL). The framework ties safety risk probabilities to operations but highlights challenges related to manufacturers withholding or not providing sufficient reliability data for hardware. This is particularly common for hobby-grade components used in many Groups 1–3 airframes, limiting broader adoption of safer, redundant systems (14)

III. Discussion and recommendations
A. Proposed Systems Architectures to Mitigate Analyzed Risks
Based on the FAA’s Safety Risk Management Guidance Document’s 5x5 risk matrix [15], along with the comprehensive airframe analysis of the prior study, high-level assessments can be made. Depending on the airframe architecture with avionics, controls and propulsion arrangement, a failure could be low to moderate, with the consequences of a failure being potentially catastrophic. To mitigate risks incurred by potential avionics, propulsion, or control failure, the demonstrated prototype architecture, along with two architecture designs provide potential mitigation strategies to reduce likelihood of a component failure leading to loss of airframe.  
B. Prototype Redundant Architecture  System Overview  
Traditionally in large model aircraft, a redundant central hub provides power distribution and switchover between inoperative control input devices such as with the Powerbox Systems [16] or Jeti [17] redundant units. These systems traditionally have dual power inputs, two to four ports for control input devices, such as RC receivers or autopilots, and the ability to control 8 to 24 servos, with the ability to isolate a failed (overloaded) servo. Some of these systems also can receive telemetry input from the servos and ESCs and then compile the data into a desired (RC) telemetry protocol to send to one or multiple telemetry downlinks. 
Prototype Architecture Design
[image: image1.jpg]



Figure 1.  Current RFC Avionics Architecture
The architecture used during the NASA USRC Research Grant is arranged in a parallel primary/backup redundant flight computer arrangement. Each flight computer utilizes dual power modules, single GPS, single airspeed pitot, and single C2 link. The primary system is monitored by the backup system for any departure from controlled flight, and if such an occurrence happens, will terminate the control signal of the primary flight computer into the central hub, return the aircraft to level flight, and then either continue the mission or return to the launch point. Both autopilots utilize their serial outputs to interface with a central powder distribution hub to control servo actuators and motor speed controllers connected to the Hub. 
Prototype Hardware Block Diagram Design
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Figure 2.  RFC Hardware Block Diagram
The hardware block diagram for the current parallel RFC arrangement describes the power and signal inputs/outputs of the avionics components within an airframe. Ground station commands from the operator are sent to the FC’s via the C2 link, which can then be translated into control outputs to the propulsion system and servo actuators through the central redundant power distribution hub.  The FC’s depend on inputs from the position/airspeed sensors for navigation and guidance, and from telemetry feedback from the servos, propulsion system, and power distribution hub for in-flight diagnosis of avionics components to ensure overall airframe avionics health.
Prototype Software Design
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Figure 3.  RFC Software Architecture
Current software design of RFC has the overall architecture built off stable ArduPilot software with add-on .lua scripts to enable RFC Functions. The backup autopilot utilizes pre-set parameters in the .lua script in which the backup autopilot monitors the system for exceedance of flight envelope limits which would imply a departure from safe operational limitations. The backup Autopilot, in a standby mode, upon recognizing an exceedance of preset parameters, will terminate the signal going from the primary Autopilot into the central powder distribution hub, enter a stabilized flight mode to level the airframe, and then either switch to autonomous mode to return to the launch point, or continue in a stabilized flight mode. In addition, during the switchover, the backup Autopilot will increase or decrease the throttle dependent on if it determines the aircraft is in a stall or overspeed condition during recovery to level flight [18]. 
Within the self-contained RC Control software architecture, using the handheld controller, warnings can be set for the telemetry-feedback servos and ESC’s warning of voltage, torque, temperature, and other exceedances which could indicate component faults or failures [19]. 
Current Flight Test and Evaluation Results
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Figure 4.  Prototype Reliability Testing Flight Hours
RFC Autopilot testing has occurred in three airframes as of February 9th, 2023. A Flex Innovations RV-8 has been used to test upset recovery characteristics of the backup flight computer when put into departure from level flight, overspeed, and stall conditions, with 3.4 hours of testing conducted in the form of high-cycle, short-endurance flights. The Seagull Models Shock Cub is used for the type-rating hours reliability analysis testing [20], with 31 hours of flight completed, mainly in a circular loiter pattern as its flight profile. Lastly, a VTOL tiltrotor testbed is in the initial stages of testing, having completed 0.3 hours consisting of hover testing and basic vertical-to-horizontal transitions. The flight log with maintenance notes is listed above.
1) Potential System Design Schortcomings: Within the dual Autopilot design, there are several current shortcomings. The primary shortcoming is the current inability to receive proprietary telemetry from the utilized central powder distribution hub, telemetry feedback servos, and ESC’s. A solution to this shortcoming would be the creation of a CANBUS to serial protocol conversion module between the FC and the central powder distribution hub for each FC. The second potential shortcoming is the central failure point being the central powder distribution hub. However, as it’s a dual-power input hub for servo power distribution, the odds of failure could be considered low due to its hardware simplicity. Additionally, intra-autopilot communication has not been established currently, which will be required to allow the backup FC to monitor the primary to determine if an in-flight discrepancy becomes severe enough to require a switchover. Instead, the current backup FC utilizes its onboard IMU’s to independently determine if a departure from controlled flight occurs.
2) System Design Limitations: The system’s overarching design limitation is a manufacturer is required to implement redundant control surface arrangements and redundant propulsion system arrangement in their airframe in which they install the redundant avionics architecture into. If the manufacturer fails to implement redundant avionics, propulsion systems, and control arrangements into their airframe, there could be an elevated risk of a component failure leading to an incident with the airframe, negating any advantage a redundant flight control system may offer. Additionally, current primary testing has been focused on standard fixed-wing, conventional takeoff/landing aircraft. Preliminary development has begun on software logics for rotary-wing and VTOL fixed-wing aircraft to create switchover logics applicable to their regimes of flight.
C. Notional Development & Maturation of RFC Architectures

1) Overview: The primary focus is to pursue integrating serial telemetry into flight computers through a conversion module which converts between CANBUS and serial protocols. This would allow the flight computers to send out 24 Pulse Width Modulation (PWM) channels over the current 16 from S.Bus, and allow the flight computers to read proprietary servo and ESC telemetry from RC system hardware. Another set of features which is under investigation is the backup Autopilot monitoring the primary Autopilot’s parameters from either a MAVLINK or CANBUS telemetry data feed which can allow the backup to overall health of the primary Autopilot. If component failures or flight envelope exceedances were to occur in the primary, the telemetry sent to the backup flight computer could then allow for an immediate takeover. In the .lua scripting, geofence breaches and stall detection can be added as features for takeover without the need for departure from level, controlled flight to be a pre-requisite for backup takeover. 
2) Dual Autopilot Redundant Architecture Viability: Redundant flight control architectures are vital for unmanned aircraft with operational profiles that cannot afford to have a component failure leading to mission termination or loss of aircraft. These flight profiles would consist of BVLOS operations, operations over people, flight over irrecoverable terrain, and Department of Defense related operations. Under the FAA BVLOS ARC published in March of 2022 [21], requirement of redundant systems was mentioned to mitigate both ground and vehicle risk. After presenting the need for redundant ArduPilot architectures at the 2022 and 2023 ArduPilot Developer’s conferences, multiple companies and other entities reached out expressing interest in the current research with interest in licensing and use of the system. Additionally, after presenting the challenges faced of obtaining sUA/UA type certificates, government regulating bodies and additional companies have reached out to discuss improving systems architectures and testing processes to improve system safety. 
D. Total Redundant Systems Architecture Proposal
1) Overview: Given industry transition to predominantly VTOL airframes, a VTOL airframe planform would be required to have redundant control surfaces, redundant propulsion systems, and a redundant avionics architecture to mitigate a hardware failure during a high-risk flight operation such as BVLOS, Operations Over People, or Operations Over Irrecoverable Terrain. 
2) Solution I: Pure Parallel Architecture Proposal
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Figure 5.  Redundant Parallel Architecture
This notional arrangement would utilize dual ArduPilot flight computer arrangement with the backup autopilots monitoring the primary, and each utilizing its own GNSS, C2 links, and airspeed sensor, with dual power inputs. 
For airframe propulsion and control, assuming a quadplane planform such as a Mugin UAV Mugin-5 VTOL [22], vertical lift would be redundant by having a pair of motors (one upwards facing, one downwards facing) at each lift post. Horizontal propulsion would utilize a contra-rotating propulsion system to ensure propulsive system redundancy. Control surface redundancy would be done through a split elevator, independent rudders, and independent ailerons. Under current control limitations, the S.Bus protocol only allows for 16 control outputs as in the current system of 8 vertical lift, 2 horizontal propulsion, and 6 control surface servos. If proprietary RC serial control and telemetry can be integrated into ArduPilot, 24 control outputs could be done, which would allow for split ailerons, quad-split elevators, and split rudders. 
3) Solution II: Watchdog Architecture Proposal
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Figure 6.  Redundant Watchdog Architecture
This watchdog arrangement would utilize a dual autopilot flight computer arrangement with the backup autopilot monitoring the primary integrated into the power distribution carrier board [23], and each utilizing its own GNSS, C2 links, and airspeed sensor, with dual power inputs. 
Watchdog addresses the limitations of the pure parallel arrangement in several ways. Watchdog improves system reliability by embedding the relay kill switch into the power distribution carrier board, tied to the secondary autopilot port. Additionally, this carrier board has 22 PWM outputs, which allow for internal tying together within the carrier board, allieviating the 16 S.Bus PWM output limitation with the current Autopilot S.Bus out arrangement.
IV. Conclusion
In high-risk operational profiles such as Beyond Visual Line-of-Sight (BVLOS) operations, flights over people, flights over irrecoverable terrain, and Department of Defense missions, redundancy across avionics, propulsion, and control surface arrangements is critical. This study has presented a structured framework to help sUA/UA manufacturers assess component failure risks and implement resilient architectures to mitigate them. By integrating FAA’s risk matrix into their design and certification processes, manufacturers can quantify and prioritize redundancy solutions, ensuring that aircraft failures do not lead to catastrophic outcomes.  
The proposed parallel and ‘Watchdog’ architectures provide adaptable redundancy solutions for current large Group 2 and Group 3 UAV’s currently produced. These architectures directly address current system shortcomings, aligning with FAA BVLOS safety requirements and Transport Canada’s JARUS-SORA framework to facilitate safer flight operations.  
As the industry progresses toward full BVLOS certification and widespread commercial adoption, future work should focus on real-world flight testing and validation of these redundant architectures. Additionally, exploring advanced AI-driven fault detection, real-time health monitoring, and fail-safe automation will further enhance the resilience of sUA/UA platforms. By fostering collaboration between manufacturers, regulatory bodies, and research institutions, the industry can advance toward a safer and more robust unmanned aviation ecosystem.  
Conclusively, this study lays the groundwork for the next generation of resilient flight control systems, empowering manufacturers to move beyond simple architectures and toward proactively enhancing UAS safety and reliability. The adoption of redundant architectures is not just an operational necessity—it is a critical step in ensuring the long-term viability and public trust in unmanned aviation.
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