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Various types of sensors are needed to monitor the health state of smart deep-space habitats.
However, measured data can be affected by sensor faults, which influence the health management
system (HMS) and consequently the decision-making. In this paper, an unsupervised learning
approach based on convolutional autoencoders (CAEs) is developed to detect anomalies in
temperature and pressure sensors. The proposed method is systematically investigated using
a habitat simulator (HabSim). Several illustrative examples are demonstrated in nominal
and hazardous states of the habitat, including micrometeorite impact and fire scenarios. The
performance of the proposed method using CAEs is compared with that of existing methods
using auto-associative neural networks (AANNSs) and variational autoencoders (VAEs). This
comparison is based on typical evaluation metrics, including precision, recall, F1 score, training
time, and testing time. The effect of temperature-pressure coupling on the detection performance
of CAEs and AANN:S is explored by training different data-driven models, including one with
temperature sensors, one with pressure sensors, and one with both temperature and pressure
sensors. The effect of the number of faulty sensors on the performance of CAEs is studied as
with an increase in the number of faulty sensors, redundant information among the sensors is
reduced. The capability of CAEs to change the number of sensors without re-designing the
network architecture and re-training the neural network is investigated and demonstrated. The

capabilities and limitations of the proposed solution are discussed.
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row index in the kernel

column index in the kernel

trainable parameters (bias)

thermocouple-type-dependent polynomial coefficients

fixed bias constant

stride size of the sliding window

output voltage of the pressure sensor corresponding to the actual pressure P
output voltage of the thermocouple corresponding to the actual temperature T
mapping function

measurement deviation caused by sensor faults

output of the convolutional layer

output size of the convolutional layer

length of the sliding window

input of the convolutional layer

input size of the convolutional layer

demapping function

convolution kernel

kernel size

length of the original signal

loss function

number of segments obtained by slicing the original signal using a sliding window

row index in the output of the convolutional layer
actual pressure (Pa)

measured pressure (Pa)

pressure lower limit (Pa)

pressure upper limit (Pa)

pressure range of the pressure sensor (Pa)

padding size

column index in the output of the convolutional layer
stride size of the kernel

current simulation time

initial simulation time



ty = final simulation time

T = actual temperature (K)

T = measured temperature (K)

Vi = measurement noise

Vi = voltage lower limit (V)

V. = voltage upper limit (V)

Vr = voltage range of the pressure sensor (V)
w = trainable parameters (weights)

X = actual value

X = measured value

xmxm = network input (measured data)

grxm = network output (reconstructed data)
Xirain = observations in the training dataset
7k = latent information

o(4) = activation function

T = threshold for anomaly detection

G);.i) = predicted state for the ;' sensor and i’ observation
@ = Dbias percentage of the faulty sensor

B = drift percentage of the faulty sensor
Subscripts

j = j' sensor

~
]

order of polynomial for a thermocouple using the standard polynomial parameterization

Superscripts

i = i observation

k = latent dimension

m = number of variables or sensors
n = number of observations

L. Introduction
To monitor and manage the health state of a deep-space habitat, various types of sensors are necessary, such as

accelerometers, temperature sensors, pressure sensors, etc. Recently, advanced sensing techniques have been



implemented for the health monitoring of aerospace vehicles and structures, for instance, the real-time modal analysis of
launch vehicles using fiber Bragg grating sensor arrays [1], the impact identification in sandwich structures using granular
crystal sensors [2]], and the flight state awareness of aerial vehicles based on multimodal sensing [3l]. However, due to
the harsh environment in extraterrestrial habitats, including radiation, dust, seismic excitation, extreme temperature,
meteorite impact, etc., sensors may be affected or damaged by these disturbances. It should be noted that good-quality
data is essential for the HMS to perform fault detection and diagnosis, and further make robust decisions.

Methods for sensor fault detection can be divided into two categories: model-based methods and data-driven
methods. The model-based methods require manual construction of a mathematical model of the system, which is a
time-consuming and knowledge-extensive process [4]. The predicted measurements can be calculated by mathematical
models. The difference between the actual measurements and the predicted ones, which is called residual, can be
utilized as the fault indexes to detect sensor anomalies [S]. For instance, Shang et al. [6] developed an extended Kalman
filter to detect and isolate the sensor and actuator faults in an aircraft bleed air temperature control system. Yang et al.
[7] built an air handling unit (AHU) process model to detect faults in the supply air temperature sensor of the AHU
system. Dey et al. [8] constructed a battery cell model for the detection, isolation, and estimation of the temperature,
voltage, and current sensor faults.

The data-driven methods, on the other hand, do not rely on physics-based models, since they can automatically
encode system knowledge, and learn the intrinsic relations among variables and parameters through the measurement
data. Data-driven techniques have been utilized in diverse safety-critical applications in the aerospace industry [9H13]].
Data-driven approaches can be classified into supervised learning and unsupervised learning. Supervised learning
requires access to data under both normal and faulty conditions to train the algorithm. Typical supervised learning
methods include convolutional neural network (CNN) [[14H18]], stacked autoencoder [[19], long short-term memory
autoencoder [20]], AdaBoost [21]], random forest [22], wavelet neural network [5]], and multi-layer perceptron [23].
However, it is difficult to acquire sufficient data under various faulty conditions of the system in the real world. Hence,
unsupervised learning that only requires the data in the normal state has been widely applied in sensor fault detection.
Unsupervised learning methods include probabilistic neural network [24], AANN [25], autoencoder (AE) [26H29]],
variational autoencoder (VAE) [30435], long short-term memory network [36], principal component analysis [37-H39]],
autoregressive integrated moving average model [40], Bayesian dynamic linear model [41]], Bayesian estimation [42],
and temporal forecasting driven approach [43]]. Among various unsupervised learning methods, the neural network-based
approach is more popularly used in sensor fault detection due to its high pattern recognition and self-learning capabilities,
as well as fast inference time.

The National Aeronautics and Space Administration (NASA) has investigated sensor fault detection in aerospace
applications for decades. The strategies for sensor validation or sensor data qualification that NASA developed can be

divided into two categories: hardware redundancy check and analytical redundancy check. A hardware redundancy



check compares the measurement data concurrently collected by a group of hardware redundant sensors that are of a
homogeneous sensor type and co-located at a place to enable them to measure the same physical property at the same
sensing location. A faulty sensor can be detected if the measurements collected by this sensor are dissimilar from the
ones collected by other sensors within the redundancy group [44]]. It should be noted that the hardware redundancy
check has several limitations. In reality, it is difficult to install multiple sensors at the same location given the weight
reduction requirements and geometric space restrictions in aerospace applications. Moreover, if there are only two
redundant sensors, it is not possible to identify which sensor is faulty. Analytical redundancy check, on the other hand,
estimates the sensor measurements by leveraging the relationships among a group of sensors, and the sensor fault can
be detected by comparing the estimated and actual measurements of each sensor [45 46]. With this approach, the
redundant sensors can be disparately located and non-homogeneous. Additionally, the analytical redundancy check can
detect subtle sensor failure modes. The analytical redundancy check can be implemented by the model-based methods
(e.g., Kalman filters [47, 48]]) and the data-driven methods (e.g., AANNSs [49, 50] and SureSense Software [S1}152]).
Fault tolerance, as an essential ability of safety-critical systems, can compensate for faults in such a way that they do
not lead to system failures. A fault-tolerant sensor configuration can be obtained by applying hardware redundancy or
analytical redundancy [53].

AANN, as an unsupervised data-driven method, was first proposed by Kramer for nonlinear principal component
analysis [54]). Later, he developed AANNS for sensor fault detection [55]]. Inspired by Kramer’s work, several researchers
also applied AANN:S to the sensor validation for the health monitoring of engines [49 50, 561601, nuclear power plants
[61]], high flux isotope reactors [[61]], boiling water reactors [[62]], as well as heating, ventilation, and air conditioning
(HVAC) systems [23]], etc. If the measurement information is analytically redundant, the lost data caused by the faulty
sensor can be accurately reconstructed by AANN using the information from the remaining normal sensors. However,
existing studies based on fully connected AANNSs use the measurement to predict the sensor data at each time step,
which does not consider the temporal information of the signals. The coupling between the temperature and pressure
data is not considered in the reported studies. Moreover, it should be noted that CNN, as one of the deep learning
techniques, is widely utilized in computer vision, speech recognition, and natural language processing [63]. CNNs
have the capability of extracting the features from the raw data automatically [64]. Since CNNs are designed to deal
with data with multiple channels (e.g., RGB image), the correlation between the temperature and pressure data can be
learned by CNNs using two separate channels for each of them. Additionally, there are no records pertinent to using
fully convolutional networks, which have the potential to be adaptable to different numbers of sensors, for unsupervised
sensor fault detection.

CAE has been utilized for fault detection in various applications, including fault detection of multivariate process
[65], high-impedance fault detection [66], hydraulic solenoid valve fault detection [67]], hyperspectral anomaly detection

[68]], visual inspection [69]], abnormal event detection in time series[70H72] and in videos [73]]. However, there have



been limited studies applying CAE to sensor fault detection. Unlike the existing studies on fault detection using CAE,
our proposed approach leverages the redundant information within a sensor system by utilizing multiple sensor signals
from heterogeneous sensors as input. The trained CAE can then reconstruct the correct sensor data in the output, even
when the corresponding input is faulty sensor data, thus enhancing the fault tolerance capability of a sensor system.
Another contribution of this work is sensor fault detection in the presence of abnormal events such as micrometeorite
impact and fire in space habitats. In this context, the proposed approach should be capable of distinguishing between
sensor faults and abnormal events, which poses a more complex problem than simply detecting sensor faults in the
nominal state of the habitat. To investigate the robustness of the approach subjected to abnormal events, we have
compared the performance of CAE with AANN and VAE in terms of sensor fault detection in micrometeorite impact
and fire scenarios. The CAE approach we developed has several unique features. For instance, we have implemented a
fully convolutional CAE for sensor fault detection, enabling the CAE to adapt to varying numbers of sensors without
re-training the neural network, which is conducive to the resilient design of space habitats. Additionally, the CAE
architecture is designed to exploit the information coupling between heterogeneous sensors, such as temperature and
pressure sensors.

In this study, a novel sensor fault detection method for extraterrestrial habitats using CAEs is developed. The proposed
approach is employed to detect faults in temperature and pressure sensors. The proposed method is systematically
investigated using HabSim. Several illustrative examples are presented: (1) the comparative study between AANNS,
CAEs, and VAEs; (2) the effect of the temperature-pressure coupling on the performance of CAEs and AANN:S; (3) the
effect of the number of faulty sensors on the performance of CAEs and AANNSs; and (4) the capability of CAEs to

change the number of sensors without re-designing the network architecture and re-training the neural network.

I1. Methodology

A. Auto-associative Neural Network
AANN is designed to perform nonlinear principal component analysis [54]]. The ability of AANN to fit arbitrary
nonlinear functions is achieved by incorporating nonlinear activation functions into hidden layers. AANN contains a

mapping function f and a demapping function g, which are defined in Egs. (I)) and (2):

z=f(x) =O'f(fo+bf) (1)

£=g(2)=0,(Wez+by) 2

where x"*" is the network input; n is the number of observations; m is the number of variables, which is equivalent

nxk

to the total number of temperature and pressure sensors. z"** represents the latent information in a lower dimension



(m > k) calculated by the mapping function f. The demapping function g restores the original dimensionality of the

data using the latent information, and £

is the reconstructed data calculated by the demapping function g. W and b
are the trainable weights and biases of the network. o (-) represents the activation function. In this study, the ReLU
activation function is adopted to introduce nonlinearities to hidden layers. The Sigmoid activation function is utilized in
the output layer such that the output values are between 0 and 1. The mapping and demapping functions in AANN can

be implemented using five layers, including the input layer, mapping layer, bottleneck layer, demapping layer, and output

layer, as shown in Fig. [T} To avoid exploding gradient problems, the input data is normalized to the range between 0 and
1 using Eq. (3):
X —min {xtrain}

X = -
max {X;rqin} — Min {X;rqin}

3

where x,,4i, represents the observations in the training dataset which only contains the sensor data in the normal state
of the sensor. Specifically, temperature and pressure data are normalized separately due to their different units.
The loss function used to train AANN is defined as the mean squared error (MSE) between the network input and

the corresponding network output, as shown in Eq. @):

n

L(x, %)=

> (¢ —20) @)

i=1 j=

3=

where i and j represent the ith observation and the jth sensor, respectively. Therefore, AANN is trained to reconstruct
the sensor data in the normal state of the sensors. For a redundant sensor set, one or more lost sensor data could be
reconstructed using the correlation between the faulty sensors and normal sensors. Since the bottleneck layer can extract
the dominant features from the input data, it captures the features in the normal state and filters out the features caused
by the sensor fault. Therefore, a well-trained AANN can estimate the sensor data in the normal state even though the
corresponding input has been distorted by the sensor fault. This characteristic allows AANN to detect a sensor fault by
quantifying the MSE between the measured data and the corresponding reconstructed data output by AANN. If MSE is
larger than a predefined threshold 7, then a sensor fault has likely taken place, which can be expressed by Eq. (3):
it MSE(x,20) > 1,

J

(i) _
8 = o)

0, otherwise,

where 1 and 0 denote the abnormal and normal states of the sensor, respectively.

B. Convolutional Autoencoder
CNN s specialize in processing data that has a known grid-like topology [74]]. Autoencoder is a type of unsupervised

neural network that is utilized for data compression, dimensionality reduction, and feature extraction [[75]. If autoencoders
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Fig.1 Schematic diagram of AANN architecture.

use convolution operation in at least one of their layers, they are referred to as CAEs. In this study, fully convolutional
layers are utilized in CAEs, as shown in Fig. 2] which is different from AANNS that contain fully connected layers.
Convolution, also known as cross-correlation, is an operation on two functions (i.e., the input and kernel). Suppose the
input and kernel are two-dimensional, the output of the convolutional layer, which is referred to as the feature map, can
be obtained by Eq. (6):
F(p.q)=(K*D(p.q) =, ) I(p+a.q+b)K(a.b) (©)
a b

where I and F are the input and output of the convolutional layer, respectively. K is the kernel that slides across the
input to extract features. a and b are the row and column indices in the kernel K. p and g are the row and column
indices in the output F. Convolution provides a means for working with inputs of variable size [74]. The weight-sharing
and local receptive field strategies in CNN make the model less prone to overfitting [[76]. The size of the output of the

convolutional layer can be determined by the size of the input, kernel, padding, and stride using Eq. (7))

I, K, +2P,

F
K Ss

+1 )

where Fy, I, K, Pg, S5 denote the size of the output, input, kernel, padding, and stride in the corresponding dimension
(i.e., height or width), respectively. CAE consists of an encoder and a decoder. The encoder compresses the input data
to extract high-level features. The decoder reconstructs the input data using the latent representation generated by the
encoder. As shown in Fig. [2} the height and width of the feature map decrease in the encoder, while the depth increases.
To this end, the size of the kernel and stride decreases in the encoder, while the number of kernels increases. The
decoder has a symmetric architecture of the encoder.

To mitigate internal covariance shift and enable faster training of deep neural networks, batch normalization through
re-centering and re-scaling operations [[77] is implemented in CAE. Moreover, the leaky ReLLU activation function is
employed to perform the nonlinear transformation, and the Sigmoid activation function is used to constrain the output

of CAE to the range between 0 and 1. Similar to AANN, the input of CAE is the measured data and the output is



the reconstructed data. The loss function used to train CAE is the MSE between the input and output of the network.
A faulty sensor can be detected if the MSE between the measured data and the reconstructed data is larger than a
predefined threshold 7 (Fig. [2). Since CNNs are good at dealing with multi-channel data, such as RGB images, the
coupling between the temperature and pressure can be captured by setting them into two separate channels in CAE.
Each channel consists of a two-dimensional matrix with a size of H X W, where W refers to the number of temperature
or pressure sensors in the habitat, and H refers to the length of the segmented signal corresponding to each sensor.
Therefore, by combining temperature and pressure channels, the size of the input and output of CAE is H X W x 2. To
prepare the data used to train and test CAE, the sensor signal is divided into multiple segments using a sliding window
mechanism. Specifically, the length of the window is H, which is set to 100 or 200, and the distance the window moves
at each step (i.e., stride) is d, which is set to 50. The number of segments N obtained by slicing the original signal using

a sliding window can be calculated as:

L-H
N = +1 8
p ®)
where L is the length of the original signal.
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I11. Data Collection Using HabSim

A. Habitat Scenarios
HabSim is a plug-and-play environment developed in MATLAB Simulink to simulate a space habitat. It consists
of five physics-based subsystems, including the structural protective layer (SPL), structure (ST), interior environment

(IE), environmental control and life support system (ECLSS), and power system (PW). The layout of the one-fifth



scale reference habitat concept is shown in Fig. 3 The IE model represents a multi-zonal lunar habitat. Specifically,
the interior habitat is divided into two zones by a pocket door. Normally, the pocket door is open for crew access. It
can be closed for safety purposes to isolate a zone that has been damaged as a result of a disruption scenario (e.g.,
a micrometeorite impact and fire) from another healthy zone. To reduce computational cost and conduct real-time
simulation, a quasi-static zero-dimensional lumped model approach has been developed to predict temperature and
pressure within each zone. In this study, four temperature sensors and four pressure sensors are placed in Zone #1, and
they measure the temperature and pressure at a single node. Both micrometeorite impact and fire scenarios are assumed
to occur in Zone #1, and after the disruption scenario happens, the pocket door is closed to isolate Zone #1 from Zone
#2.

HabSim can simulate a space habitat in the nominal state, as well as hazardous states caused by physics-based
disruption scenarios (e.g., micrometeorite impact) and phenomenological disruption scenarios (e.g., fire). As shown
in Fig. [4] all the subsystems of HabSim are interconnected, including disturbance block (DB), agent (AG), SPL,
ST, IE, ECLSS, PW, communication network (CN), command and control (C2), data repository and data service
(DRDS), and human computer interface (HCI). The interdependencies between the subsystems can be categorized
into four types: physical interdependencies, cyber interdependencies, intervention interdependencies, and disruption
interdependencies. To simulate disruption scenarios, the DB sends physics-based signals (e.g., micrometeorite mass
and velocity) and phenomenological signals (e.g., disruption intensity levels) to physics-based subsystems to model the
effect of the disruptive hazard events on the subsystem components. The sensor signals utilized in this study are the
cyber interdependencies between the IE and CN. In this study, we investigate the fault detection of temperature and
pressure sensors in the IE by analyzing the data generated by HabSim in both the nominal state and hazardous states

caused by micrometeorite impact and fire scenarios.

B. Sensor Models
Temperature and pressure sensor models are built in HabSim to collect realistic temperature and pressure
measurements. Regarding the temperature sensor, the type T thermocouple with a measurement range of 3.15 to 643.15
K is selected. Thermocouples can be modeled using the standard polynomial parameterization defined in the NIST
ITS-90 thermocouple database [79]. The output voltage E7 of the thermocouple corresponding to the actual temperature
T is obtained by:
Er :co+2c,~(T—273.15)i 9)

i=1
where cg, c1, ..., ¢, are thermocouple-type-dependent polynomial coefficients, T is the temperature to be measured (K),
and r is the order of the polynomial. A saturation block is implemented to ensure the output voltage is in the range of 0

to 10 V. The quantizer block is utilized to simulate an A/D converter. To convert the output voltage E7 to the measured
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Fig. 3 The layout of the one-fifth scale reference habitat concept [78].
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Fig. 4 Schematic diagram of interactions between different subsystems of HabSim[78].

temperature T, a table search method is employed.
Regarding the pressure sensor, the absolute pressure sensor with an output voltage range of 0 to 10 V is selected,
and its measurement range is 0 to 344,738 Pa. The output voltage is linearly proportional to the pressure. Therefore, the

output voltage Ep of the pressure sensor corresponding to the actual pressure P can be obtained by:

Ep=VrX(P—-P)/(P, - Py) (10)

11



where Vp is the voltage range (V), P is the pressure to be measured (Pa), P; is the pressure lower limit (Pa), and P,, is
the pressure upper limit (Pa). The output voltage Ep can be converted to the measured pressure P using the following
formula:

P=Prx(Ep-Vi)/(Vu = V1) Y

where Pp is the pressure range (Pa), V; is the voltage lower limit (V), and V,, is the voltage upper limit (V). The saturation
and quantizer blocks are also implemented in the pressure sensor model.

Sensor faults and measurement noise are added to the measured temperature and pressure which can be denoted as:

X=x+fx+vx 12)

where X is the measured value, x is the actual value, f, is the measurement deviation caused by sensor faults, and v is
the measurement noise. The measurement deviation in this study has two forms: fixed bias (Eq. (13)) and drift (Eq.
(T4)). Fixed bias means the difference between the measured value X and the actual value x is a constant Cy while drift

means this difference changes with time.

fx=Ch=axx (13)
fo=BxL210 y (14)
ty—to

where @, § are the bias and drift percentages of the faulty sensor, respectively, ¢ is the current simulation time, ¢ty is the
initial simulation time when the sensor starts to drift, and 7 is the final simulation time. Fixed bias and drift, as the
faults in the temperature and pressure sensors, have been investigated in numerous studies [3 48}, [80H83]], including the

ones carried out by NASA [48}80].

C. Data Collection

HabSim is employed to simulate the nominal state of the habitat, as well as micrometeorite and fire scenarios under
different circumstances. Fig. [5|demonstrates the simulated data in the nominal state for the duration of 2600 sec, where
the temperature and pressure data are collected with a sampling rate of 50 Hz. In the nominal state, the temperature and
pressure in the IE fluctuate within a relatively small dead band. Micrometeorite strikes are set to penetrate both the
SPL and the ST, creating a hole in the wall and thus causing air leakage of the habitat. HabSim is used to calculate the
temperature and pressure inside the habitat for 20 different hole radii, which range from 0.005 to 0.02 m. Specifically,
for each micrometeorite impact scenario, the impact occurs at 50 seconds, and the total simulation time is 170 seconds.
As shown in Fig. [6] the drops in the temperature and pressure, which are proportional to the size of the hole radius,
occur right after the micrometeorite impact. Despite the air leakage, ECLSS can regulate the temperature inside the

habitat and keep it within the dead-band set points, mainly due to the small remaining amount of air. Meanwhile,
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ECLSS can only compensate for the pressure and keep it below the dead-band set points, depending on the radius of the
hole. The temperature and pressure data in fire scenarios are collected with fire intensity levels (ILs) of 2, 3, 4, and 5,
while the IL of 1 indicates the nominal state. For each fire IL, different fire spread rates ranging from 0.0035 to 0.00475
m/s are selected. Similarly, for each fire scenario, the fire starts at 50 sec, and the total simulation time is 170 sec. As
shown in Fig. [7, both temperature and pressure increase when a fire incident takes place. The larger fire IL contributes
to the larger temperature and pressure rises. Due to the significant amount of heat caused by the fire, ECLSS fails to
regulate the IE, which leads to a monotonous increase in both temperature and pressure.

The collected data in each habitat scenario is split into training and testing datasets, which are summarized in Tables
[1]-[Bl In this study, four temperature sensors and four pressure sensors are deployed inside the habitat. The sensor noise
with a signal-to-noise ratio of 70 is added to all of the sensors. For each testing case, a target sensor is randomly selected
from eight sensors inside the habitat. The state of the target sensor is randomly assigned as either normal, fixed bias, or
drift. The sensor faults with variable parameters are added to the target sensor using Eqs. (12) - (T4) if it has a faulty
state. Specifically, the fault start time, fault duration, bias percentage, and drift percentage are randomly selected for
each faulty sensor. Bias and drift percentages are within the range between 5% and 50%. In the end, there are 5,280
testing cases generated in each of the habitat scenarios, including the nominal state, micrometeorite impact, and fire
scenarios. Fig. [§]demonstrates sample testing cases with randomized sensor faults in the nominal state. Additionally,
800 validation cases that are different from the testing cases are generated in each habitat scenario. The validation

dataset is used to select appropriate thresholds for sensor fault detection.
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Fig. 7 Temperature and pressure variations in fire scenarios. ‘IL’ denotes the fire intensity level. ‘SR’ denotes

the fire spread rate in m/s.
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Fig. 8 Sample testing cases with randomized sensor faults in the nominal state.
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Table 1 Training and testing datasets in the nominal state

Simulation time  Total 2600 sec
Training data First 2000 out of 2600 sec
Last 600 out of 2600 sec
5280 testing cases with randomized sensor faults

Testing data

Table 2 Training and testing datasets in micrometeorite impact scenarios

Simulation time 170 sec per scenario
14 scenarios with HR [m]: 0.005, 0.006, 0.007, 0.008, 0.009, 0.01, 0.011, 0.012,
0.013, 0.014, 0.015,0.017,0.018, 0.02

6 scenarios with HR [m]: 0.0055, 0.0065, 0.0075, 0.0085, 0.0095, 0.016
5280 testing cases with randomized sensor faults

Training data

Testing data

Table 3 Training and testing datasets in fire scenarios

Simulation time 170 sec per scenario

14 scenarios with IL/SR [m/s]: 2/0.0035, 2/0.0045, 3/0.0035, 3/0.0045,
Training data 4/0.0035, 4/0.00375, 4/0.00425, 4/0.0045, 4/0.00475,

5/0.0035, 5/0.00375, 5/0.00425, 5/0.0045, 5/0.00475

4 scenarios with IL/SR [m/s]: 2/0.004, 3/0.004, 4/0.004, 5/0.004

5280 testing cases with randomized sensor faults

Testing data

IV. lllustrative Examples: Results and Discussion

A. AANN versus CAE versus VAE

AANN has been proposed and utilized for sensor fault detection for over 30 years, and its applications are focused
on engine health monitoring [49, 150, 56-60]. It should be noted that AANN has been utilized by NASA for sensor
fault detection in aircraft engines since 1998 [49,50]. Therefore, it is meaningful to compare our approach with this
well-established sensor fault detection approach in aerospace. Recently, VAE, as a probabilistic generative model,
has been applied to anomaly detection in time series [[31-33}35]. In this study, a fully convolutional autoencoder is
developed and applied to detect sensor faults in space habitats. Unlike AANN and CAE, which have a deterministic
bottleneck layer, VAE has a probabilistic bottleneck layer. To fairly compare the performance of these three methods,
the optimal architectures of AANN, CAE, and VAE should be determined. To this end, 9 architectures of AANN,
12 architectures of CAE, and 11 architectures of VAE are implemented to find the optimal architectures, as shown
in Tables ] [5} and [f] respectively. Since the encoder (mapping function) and the decoder (demapping function) are
symmetric networks, only the configurations of encoders (mapping functions) are provided in these tables. For each
architecture, AANN, CAE, and VAE models are trained and tested in different habitat scenarios using the datasets
summarized in Tables [I3] The thresholds used for sensor fault detection in each trained AANN, CAE, and VAE

model are determined based on the validation dataset, and the ones that contribute to a comparable number of false
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positives and false negatives are selected. The performance of each architecture is evaluated by the F1 score, which is
the harmonic mean of precision and recall. The precision, recall, and F1 score can be calculated using Eqs. (13) - (I7).
The training and testing time of AANN, CAE, and VAE are compared on both CPU (Intel Core i7-9700K Processor)
and GPU (NVIDIA GeForce RTX 2080 Ti). The results obtained by using different architectures of AANN, CAE, and
VAE are summarized in Tables[d] [5] and [respectively.

TP

Precision = ——— (15)
TP+ FP
TP
R =— 1
ecall TPLFN (16)

Fl=2x Preci.si.on X Recall 17
Precision + Recall

where TP denotes true positive, FP denotes false positive, and FN denotes false negative.

In this study, the HMS is assumed to be able to detect abnormal events (i.e., micrometeorite impact and fire) prior to
sensor fault detection. Under this assumption, individual AANN, CAE, and VAE models are trained in each habitat
scenario. The corresponding trained AANN, CAE, and VAE models can be selected accordingly based on the current
habitat state. In the nominal state, the optimal AANN-3, CAE-1, and VAE-1 can achieve an F1 score of 1.00. This
is because temperature and pressure remain in a small range in the nominal state, as shown in Fig. [5] which enables
AANN, CAE, and VAE to reconstruct the temperature and pressure signals precisely. However, the F1 score is less than
1.00 using either AANN, CAE, or VAE in micrometeorite impact and fire scenarios, which is mainly due to the large
fluctuation in temperature and pressure after events happen, as shown in Figs. [f|and[7] Moreover, in micrometeorite
impact scenarios, the optimal AANN-4, CAE-11, and VAE-6 have F1 scores of 0.60, 0.65, and 0.64, respectively. It
is indicated that CAE performs better than both AANN and VAE in micrometeorite impact scenarios. However, in
fire scenarios, the optimal AANN-1, CAE-6, and VAE-11 have F1 scores of 0.86, 0.80, and 0.79. It is observed that
AANN outperforms CAE and VAE in fire scenarios. The detailed results obtained by the optimal AANN, CAE, and
VAE models in different habitat scenarios are summarized in Table[7} Regarding the computational costs, AANN has a
faster training time than CAE and VAE, but CAE and VAE have a faster testing time than AANN. Given the constrained
computational resources in space habitats, the CPU can be utilized to evaluate computational costs. For example, in the
nominal state, the training times for AANN-3, CAE-1, and VAE-1 are 1.0 min, 1.8 min, and 6.1 min, respectively. The
corresponding testing times are 9 X 10~% sec, 1 x 1079 sec, and 9 x 1079 sec, respectively. This difference is attributed
to AANN having fewer layers and trainable parameters, which contributes to a faster training time. However, AANN
needs to take every single data point to make predictions, while CAE and VAE utilize a sequence of data points to
reconstruct the signal, which makes their testing time faster than AANN’s.

To further investigate the performance of AANN and CAE, sample testing cases in different habitat scenarios are

16



“aamoayryore Tewndo Yy £q paure}qo sauo ay) Juasaidar s)nsax papoq Ay,
(998 §_QT “2°T) SPUODISOIO U ST S} FUNS3) JO JIUN Y PUE “SANUIL U ST W) FUTULen) JO Jun oy,
‘NdD Y} U0 paren[eAd d1e sasayjuared oy} SpISUI UMOYS SIUO Y} Pue ‘(D Y} UO PIjen[ead a1 sasayjuared ay) apIsino umoys sown feuoneindwiod ayJ,

‘IL 080T X.1Y 2310495 VIAIAN :NdD
NdD A00L6-LT 210D [)U] -(1dD

(00r1) 0081 (99 +'1 080 (00L) 006 (9°9) ¥'1 8¢°0 (006) 006 (S9)T'T 660 G-96¢C-8 6-NNVV
(00¥1) 008T (9 +'1 9L°0 (00L) 006 (89 ¥'1 650 (006) 006 (96 T1 660 -96C-8 8"NNVV
(00¥1) 0081 (T9 €1 18°0 (00L) 006 F9ET 8¢°0 (006) 006 (S T'T 660 €-96C-8 L-NNVV
(0081) 008T (99 T'1 080 (006) 006 (89 T'1 650 (006) 006 (TS T'T 00T G-8¢I-8 9-NNVV
(0081) 0081 (49 T'1 6L°0 (006) 006 (L9 T LSO (006) 006  (#'S) 01 00T ¥-8C1-8 S-NNVV
(0081) 0081 (S9)T'1 280 (006) 006 (89 T'1 09°0 (006) 006  (SS)O'T 001 €-8CI-8 7"NNVV
(0081) 008T (L9 T1 80 (006) 006 (S99 TT 860 006) 006 (S9) 01 00°T S-¥9-8 ENNVV
(0081) 008T (89 T'T 6L°0 (006) 006 (99 T'1T 650 (006) 008 (S 01 660 ¥7-19-8 C-NNVV
(0081) 008T (6'9)T'1 98°0 (006) 006 (99 T'1 8¢°0 (006) 008 (LG0T 660 £¥9-8 I-NNVV
own 189, ouwin urel], 9I00S [ OWI}JSQL, QWM UIRI], QI00S [, OWIIISAL, QW) UIRI], QI0JS [
(uonouny Surddewr) 1oke] yoes ur
g JoeduT 9)1109)19WOITIA 91e)S [EUTUION [epow NNVV

SUOINAU JO JOqUINN

SANPAIYPIE NNVV ¥ 9IqBL

17



“axmoaytyore fewndo Yy £q paureiqo sauo ) Judsardar s)nsax papoq YL,
(998 §_( “0°T) SPUOIISOIOI UT ST AW} SUTSA) JO JIUN Y PUL ‘SOINUI UI ST AW} SUTUTE) JO JIUn Y,
‘NdD 9Y) U0 pajen|eAd a1e sasoyjuared oy} 9pISUI UMOYS SAUO Y PUe ‘(1D Y} UO PIJeN[eAd Ik sasayjuared oy apIsino umoys sown feuoneindwod ayJ,
‘IL 080T X.LY 92104°D VIAIAN :NdDO

"NdD AM00L6-LE 210D [T ‘N1 dD

(r1) 98  (8'¢) L9l LLO (€De61e (I +'8C 90 #rDos (1S9 00T ¥201-C1S-9SC-8CI-C  CI-AVD
wDor  (Te o0l €L°0 o6 (T 6TI $9°0 (tnoe  (L1D8YE 00'1 T16-967-8¢1-¢  11-9vD
SDLc (€999 LLO (1D 61 90 6S 090 (aIm 61 (CRIEY4 001 967-8T1-C  01-dVD
Tnos (€966 SLO anes  (89¢€6 €70 once Dve 00T T15-9S7-8C1-¥9-C 6-dVD
aner (@ee€9 SLO (6) €T oers 790 (6) 0T 9D ¥T 00T 96T-8T1-¥9-C 8-dVD
€D8r  @OLY €L0 onvr  (LoTe 650 oDyt ODIT 00'T 8TI-¥9-C L-AVD
a9z (09 6s 080 (onsz  @®9LS 90 (6) 0T (L1DST 001 96T-8T1-¥9-2€-C 9-dvD
anoz  T99Y 9L°0 (6 ST Ie)ot 860 6 71 (RN 00'1 8TI-¥9-7€-C S-AVD
ansr  @ooy 6L°0 onzr 06T S0 11 CRIERI 00T ¥9-7¢-C -AvD
ongr oSy SLO onst  ©OoOI1Y 090 6 ¥1 91D07T 00'T 8TI-#9-7€-91-C ¢-AVD
onvi  (Te 8¢ SLO 6)T1 0o Te LSO 6) 11 9181 00'1 ¥9-7€-91-C -avo
oner  (@eooe 8L°0 (6) 01 (c09T 750 (6) o1 oD 81 00'T T€91-C 1-dvD
OEB 189], oaﬁ :ﬁw(ﬂl QI03S T4 OEE 1897, OES EEH,H QI03S TH oaﬁ 189], DES GEH.H AI00S T4
(19poou9) 1oKe[ yora ul
A jordWwl 911109JOWOIDIA 9)e)s [RUTWON [epow 4D

S[ouueyd JO JqUINN

SAAMAIYPIE TV S IqEL

18



“armoryore ewndo Yy Aq pauTeIqo sauo oy Juasaidar sjnsal papoq Y,
(998 §_( “0°T) SPUOIISOION UT ST AW} SUTISA) JO JIUN Y PUL ‘SAINUTW UT ST AW} SUTUTE) JO JIUn S,
‘NdD 9Y) U0 pajen|eAd aIe sasayjuared oY) OpISUI UMOYS SQUO Y Pue ‘(1D Y3 UO PIJeNn[eAd I sasayjuared oy apIsino umoys sown feuoneindwiod ayJ,
‘IL 080T X.IL¥ 23104°D VIAIAN ‘NdD

NdD AM00L6-LE 210D [T :N1dD

o1 (o 750 (16 oL16 LSO €+201-008  T1-AVA
oDIr  @8Lveor 6L'0 6) 6 o ee 790 €-TE€-$9-8C1-9ST-T16-008  OI-AVA
onor (sL901 L¥'0 6)6 (SL)¢6 19°0 €-+9-8C1-9SC-C1$-008 6-dVA
. . . . . . 3uImyIoA0 [opou Asned
€nor (sLso1 L¥'0 (T 6 (L) 06 650 s1orourered o[quUIEn AUBW 00] 91-8C1-9SC-C1S-008 8-AVA
(€nor (sLso1 9t°0 (Ine 9L 06 090 8-8C1-957-C15-008 L-AVA
(Tnor (s sol 8%°0 6)6 (S'L) 06 90 €-8C1-9SC-C1S-008 9-dVA
(o1 o1 (€L)66 0S0 ane (TLes 19°0 €-967-216-008 S-dAVA
(6) 01 (TL) 06 S¥°0 ane TLoL S0 6)6 89 +'L 00T €-C1$-008 -dVA
Tnor  @L9L 0S°0 (oD 8 (69) €9 650 6) 6 (89) ¥'9 00T €-957-008 ¢-dVA
ane (€1)99 S¥'0 (oD 8 (€L 9 LSO (6) 8 (8919 00T €-821-008 T-AVA
one6 (€L)€9 S¥'0 (6) 8 oL19 850 66 (6'9) 19 00'T €-¥9-008 [-AVA
OEE 189], OES QEH,H AI03S T4 oEﬁ 189, OEﬁ GFQ,H AI03S T4 vEﬁ 189], OEE E_MH,H AI03S T4
(19poou9) 194e[ yora ut
Iy jordUIl 9)LI09JOWOIDIA JJe)S [eUTWON [epow VD

SUOINAU JO JOqUINN

SAAMPNYPIE TVA 9 IIqEL

19



Table 7 Results obtained by optimal AANNs, CAEs, and VAEs

Data-driven True True False False ..

model positive negative positive negative Precision  Recall - F1 score
, CAE-1 441 4839 0 0 1.00 100 1.00
N‘;Ei:al AANN-3 441 4836 3 0 0.99 100 1.00
VAE-1 441 4839 0 0 1.00 100 1.00
_ , CAE-11 263 4730 105 182 0.71 059 065
Mlcri(r’nrgzzorlte AANN-4 259 4673 162 186 0.62 058  0.60
VAE-6 270 4706 129 175 0.68 061  0.64
CAE-6 359 4739 91 91 0.80 080  0.80
Fire AANN-1 381 4771 59 69 0.87 085  0.86
VAE-10 389 4688 142 61 0.73 086  0.79

shown in Fig. 9] and the corresponding detection results are visualized in Fig. [I0} T1 to T4 denote four temperature
sensors, and P1 to P4 denote four pressure sensors. The yellow regions represent the detected faults, while the red
boxes represent the actual faults. If the yellow region coincides with the red box, the approach detects the sensor fault
correctly. The temperature and pressure reconstructed by AANNs and CAEs are compared with the actual ones in Fig.
[[T} According to Figs. [I0ajand[T0B] it is shown that both AANN and CAE can detect the sensor faults accurately in the
nominal state, as all the yellow regions (i.e., detected sensor faults) coincide with the red boxes (i.e., actual sensor faults).
This can be explained by the good data reconstruction of both AANN and CAE in the nominal state, as presented in
Figs. [ITaland

However, in micrometeorite impact Scenario #5, AANN produces false alarms when detecting the faults in
temperature sensors, as shown in Fig. According to Figs. and AANN overfits the training data and
produces a better data reconstruction in fault-free cases. However, CAE has a better generalization capability since
it can reconstruct the signal better than AANN (i.e., the reconstructed signal is closer to the actual one) when there
is a sensor fault. In other words, the data reconstruction of AANN is more vulnerable to sensor faults. For example,
in micrometeorite impact Scenario #5, the fixed bias in temperature sensor T1 causes a larger reconstruction error in
AANN. When using AANN, the data reconstruction for other temperature sensors, including T2, T3, and T4, is also
affected by the sensor fault in T1, which leads to the false alarms in these temperature sensors, as shown in Fig. [T0d]

On the other hand, in fire scenarios, AANN produces better detection performance than CAE. For instance, in fire
Scenario #4, CAE can barely detect the sensor fault in T2, while AANN has a higher confidence in detecting the fault,
as demonstrated in Figs. and [T0f} According to the reconstructed data shown in Figs. and[TTf} AANN has
better data reconstruction than CAE even if there is a drift in sensor T2. It can be observed that both temperature and
pressure just monotonously increase after the fire happens, which contributes to a simpler data variation than that in

micrometeorite impact scenarios. Accordingly, the generalization capability of the trained AANN is higher in fire
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Fig. 9 Sample testing cases. The sensor noise with a signal-to-noise ratio of 70 is added. Sensor faults are
randomly injected into the testing data.

scenarios than in micrometeorite impact scenarios, which leads to a better detection performance of AANN in fire

scenarios.

B. Temperature-pressure Coupling

Temperature and pressure interact with each other in the interior environment, which can be simulated in HabSim.
For example, in the nominal state, both temperature and pressure remain in a small region, as shown in Fig. [5] Moreover,
both temperature and pressure decrease after the micrometeorite impact happens, as shown in Fig. [f] The drop speeds
of temperature and pressure are correlated, and they are both proportional to the size of the hole radius caused by the
micrometeorite strike. Additionally, both temperature and pressure increase after the fire starts, as shown in Fig. [7| The
rise speeds of temperature and pressure are also correlated, and they are both proportional to fire ILs and spread rates.

To investigate the effect of the coupling between temperature and pressure on the detection performance of CAE, the
CAE models with the same architecture are trained and tested using the temperature-only data, the pressure-only data,
and the combined temperature and pressure data, respectively. According to Table[7] the optimal CAE-1, CAE-11, and

CAE-6 in the nominal state, micrometeorite impact, and fire scenarios are selected, respectively. When training the
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Fig. 10 Visualization of detection results.

optimal CAE models without the coupling, the size of the input and output is modified to enable them to have a single
channel such that they are compatible with temperature-only or pressure-only data. The results obtained by the CAEs
with and without the temperature-pressure coupling in different habitat scenarios are summarized in Table[§] In the
nominal state, CAE can achieve an F1 score of 1.00 either with or without the coupling. However, in micrometeorite
impact and fire scenarios, the CAE with the coupling can produce higher F1 scores, as the coupling enhances the
redundant information among sensors. It should be noted that even with the coupling, CAE performs better on the
temperature data in micrometeorite impact scenarios, while it performs better on the pressure data in fire scenarios. This
is because, as can be observed in Figs. [6a]and [7b] temperature and pressure have smaller decrease and increase rates in
micrometeorite impact and fire scenarios, respectively. By modifying the number of neurons in the input and output
layers, the AANN models with the same architecture can be trained and tested using the temperature-only data, the

pressure-only data, and the combined temperature and pressure data, respectively. The results obtained by the optimal
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Fig. 11 Comparison between reconstructed and actual signals.

AANNSs (i.e., AANN-3, AANN-4, and AANN-1) with and without the temperature-pressure coupling are summarized
in Table[9] It is indicated that leveraging the coupling between temperature and pressure can also enhance the detection
performance of AANN. Additionally, similar to CAE, AANN performs better on the temperature data in micrometeorite
impact scenarios, while it performs better on the pressure data in fire scenarios.

Utilizing the sample testing cases shown in Fig. [0} the detection results obtained by the CAEs with and without the
temperature-pressure coupling are visualized in Figs. [[0]and[2] respectively. It can be observed that, in the nominal
state, the CAEs with and without the coupling have comparable performances, and all the sensor faults can be correctly
detected. However, in micrometeorite impact Scenario #6, the CAE without the coupling produces false alarms in
temperature sensors T1 to T4, as shown in Fig. Additionally, in fire Scenario #4, the fault in temperature sensor T2

is completely missed when using the CAE without the coupling, as presented in Fig. Moreover, in fire Scenario #3,
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Table 8 Results obtained by the CAEs with and without the temperature-pressure coupling

True True False False .
.. . L. . Precision Recall F1 score
positive  negative  positive  negative

With Temperature 219 2421 0 0 1.00 1.00 1.00

Nominal li
state coupling Pressure 222 2418 0 0 1.00 1.00 1.00
CAE-1 Without  Temperature 219 2421 0 0 1.00 1.00 1.00
coupling Pressure 222 2418 0 0 1.00 1.00 1.00
With Temperature 160 2416 21 43 0.88 0.79 0.83

Meteorite li
pact coupling Pressure 103 2314 84 139 0.55 0.43 0.48
C AIE)_” Without ~ Temperature 126 2412 25 77 0.83 0.62 0.71
coupling Pressure 92 2315 83 150 0.53 0.38 0.44
With Temperature 146 2354 71 69 0.67 0.68 0.68
Fire coupling Pressure 213 2385 20 22 0.91 0.91 0.91
CAE-6 Without  Temperature 139 2345 80 76 0.63 0.65 0.64
coupling Pressure 179 2351 54 56 0.77 0.76 0.76

Table 9  Results obtained by the AANNs with and without the temperature-pressure coupling

True True False False ..
.. . .. . Precision Recall Fl1 score
positive  negative  positive  negative

With Temperature 219 2418 3 0 0.99 1.00 0.99

Nominal - ¢oyplin 20 241 1 1 1
state pling Pressure 8 0 0 .00 .00 .00
AANN-3 Without  Temperature 219 2419 2 0 0.99 1.00 1.00
coupling Pressure 222 2418 0 0 1.00 1.00 1.00
With Temperature 152 2383 54 51 0.74 0.75 0.74

Meteorite li

mpact coupling Pressure 107 2290 108 135 0.50 0.44 0.47
A Alr\)IN- 4  Without  Temperature 150 2380 57 53 0.72 0.74 0.73
coupling Pressure 116 2257 141 126 0.45 0.48 0.46
With Temperature 167 2389 36 48 0.82 0.78 0.80
Fire coupling Pressure 214 2382 23 21 0.90 0.91 0.91
AANN-1  Without Temperature 167 2379 46 48 0.78 0.78 0.78
coupling Pressure 205 2332 73 30 0.74 0.87 0.80

the CAE without the coupling generates false alarms in pressure sensors P1, P3, and P4, while detecting the fault in
the pressure sensor P2, as demonstrated in Fig. [I2f] Therefore, the CAE with the temperature-pressure coupling can
achieve a better detection performance as a result of the higher redundant information among sensors provided by the

correlation between temperature and pressure in the interior environment.

C. Multiple Sensor Failures
In the habitat simulator, there are four temperature sensors and four pressure sensors in the interior environment.
Multiple sensors measuring the same physical property provide redundant information, and this sensor redundancy is

critical for CAE and AANN to reconstruct the signal of faulty sensors accurately. The illustrative examples presented in
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Fig. 12 Visualization of the detection results obtained by the CAEs without the temperature-pressures coupling.

Sections [[V.A]and [[V.B]only consider a single faulty sensor occurring at a time. However, multiple sensors could be
damaged simultaneously, which is likely to happen in micrometeorite impact and fire scenarios. It should be noted
that when multiple sensors fail at the same time, it leads to less redundant information among the sensors, which can
deteriorate the detection performance of CAE. In this regard, the detection performance of CAE is also evaluated in
cases where two, three, and four sensors fail simultaneously. To this end, in each habitat scenario, three new testing
datasets with 5280 testing cases in each dataset are generated by randomly selecting two, three, and four faulty sensors
from a total of eight sensors. The fixed bias or drift faults are randomly inserted into the selected faulty sensors. The
detection results under multiple sensor failures using the optimal CAEs (i.e., CAE-1, CAE-11, and CAE-6) and optimal
AANNS (i.e., AANN-3, AANN-4, AANN-1) are summarized in Tables [[0]and [TT] respectively.

In the nominal state, CAE can maintain a good performance with an F1 score of 1.00 when one, two, three, or four
sensors fail at the same time. This ability can be explained by the simpler data variation of temperature and pressure
in the nominal state, which enables CAE to retain a higher sensor redundancy even with multiple faulty sensors. On
the other hand, in micrometeorite impact and fire scenarios, the number of false positives increases and the F1 score
decreases with the increase in the number of faulty sensors. This is because the complex data variation of temperature
and pressure in micrometeorite impact and fire scenarios makes the data reconstruction of CAE vulnerable to anomalous

data from faulty sensors. In this case, increasing faulty sensors can significantly reduce the redundant information
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Table 10  Results using CAEs under multiple sensor failures

Number of True True False False ..
.. . .. . Precision Recall FI1 score
faulty sensors  positive negative positive negative

' 1 441 4839 0 0 1.00 1.00 1.00
N‘;;‘gal 2 626 4654 0 0 100 100  1.00
CAE-1 3 918 4362 0 0 1.00 1.00 1.00
4 1300 3980 0 0 1.00 1.00 1.00
) . 1 263 4730 105 182 0.71 0.59 0.65
Mlcri(l’nfgztci"“te 2 217 4510 426 127 0.34 063 044
CAE-11 3 216 4303 650 111 0.25 0.66 0.36
4 231 4053 893 103 0.21 0.69 0.32
1 359 4739 91 91 0.80 0.80 0.80
Fire 2 261 4551 406 62 0.39 0.81 0.53
CAE-6 3 269 4217 737 57 0.27 0.83 0.40
4 284 3929 1026 41 0.22 0.87 0.35

Table 11  Results using AANNs under multiple sensor failures

Number of True True False False ..

.. . .. . Precision Recall F1 score
faulty sensors  positive negative positive negative

. 1 441 4836 3 0 0.99 1.00 1.00
N‘;E;gal 2 626 4645 9 0 0.99 1.00 0.99
AANN-3 3 918 4358 4 0 1.00 1.00 1.00
4 1300 3975 5 0 1.00 1.00 1.00
) . 1 259 4673 162 186 0.62 0.58 0.60
Mlcri‘;gzz"me 2 228 4456 480 116 032 066 043
AANN-4 3 218 4254 699 109 0.24 0.67 0.35
4 218 3959 987 116 0.18 0.65 0.28
1 381 4771 59 69 0.87 0.85 0.86
Fire 2 284 4630 327 39 0.46 0.88 0.61
AANN-1 3 282 4233 721 44 0.28 0.87 0.42
4 294 3944 1011 31 0.23 0.90 0.36

and[TT] it is shown that CAEs and AANNSs have comparable performance under multiple sensor failures.

among the sensors. For example, the F1 score under four sensor failures is almost reduced to half of that when only one
sensor fails. Moreover, it can be observed that CAE can achieve better detection performance (i.e., higher F1 scores) in
fire scenarios than in micrometeorite impact scenarios. This outcome is due to the relatively simpler data variation in

fire scenarios (i.e., monotonous increase in both temperature and pressure after a fire happens). According to Tables[I0|

To better understand how CAEs perform under multiple sensor failures, CAEs are tested using sample testing cases
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shown in Fig. [I3] Specifically, the number of faulty sensors happening simultaneously ranges from one to four. The

corresponding detection results obtained by CAEs are visualized in Fig. [[4] It is indicated that CAE can successfully



detect all the sensor faults in the nominal state when the number of faulty sensors occurring concurrently is one, two,
three, or four, as shown in Fig. @ However, in micrometeorite impact and fire scenarios, even though CAE is able to
correctly detect the faults when there are one or two faulty sensors, it may miss some faults in temperature sensors when

the number of faulty sensors is three or four, as shown in Figs. [T4b|and Therefore, it is recommended to deploy

more redundant sensors in micrometeorite impact and fire scenarios than in the nominal state to ensure an adequate

detection performance of CAE.
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Fig. 13 Sample testing cases under multiple sensor failures.

The number of faulty sensors happening
simultaneously ranges from one to four.

D. Variable Number of Sensors

At the early stage of the commissioning of the habitat, the CAE models are trained using a default sensor configuration.

For example, there are four temperature sensors and four pressure sensors in the interior environment, which is the

sensor configuration utilized in Sections[[V.A] [TV.B] and [[V.C] But in the future, additional sensors may be added to

the habitat, or damaged sensors may be removed from the habitat. In these cases, the pre-trained data-driven models

may not work under new sensor configurations. For instance, AANN utilizes fully connected layers in which every
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Fig. 14 Visualization of the detection results obtained by CAEs under multiple sensor failures.

neuron in one layer is connected with every neuron in its adjacent layers using independent weights, which makes the
trained AANN not compatible with different sizes of input. However, since CAE employs convolution operation by
sliding a kernel with shared weights across the input, it can be adaptable to different sizes of the input. Therefore, unlike
AANN, the CAE trained using the default sensor configuration can also be applied to new sensor configurations without
re-designing the network architecture and re-training the neural network. In other words, CAE can continuously work
regardless of removing or adding sensors, which is conducive to the resilient operation of space habitats.

It should be noted that the implementation of the temperature-pressure coupling in CAE, as discussed in Section
[[VB] requires the same size of the channels for temperature and pressure. To satisfy this requirement, the strategy using
virtual replica sensors is proposed. To be specific, when extra sensors are added, the input size of CAE is increased
accordingly. If the number of temperature and pressure sensors is not equal after adding sensors, virtual replica sensors
that copy the data from the adjacent physical sensors are introduced to make sure the size of the channels for temperature
and pressure is the same. The output size of CNN can be automatically adjusted using convolution operation to match
the input size. When faulty sensors are removed, the input size of CAE remains unchanged, and the removed sensors are
replaced with virtual replica sensors.

To validate the capability of CAE to be adaptable to a variable number of sensors, the CAEs trained using the
default sensor configuration in different habitat scenarios (i.e., CAE-1, CAE-11, and CAE-6) are tested using two new

sensor configurations where one temperature sensor is added and removed, respectively. Single sensor failure cases
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are randomly added to the testing datasets using the strategy discussed in Section In the end, 4620 and 5940
testing cases are generated under two new sensor configurations where sensor T2 is removed and sensor T5 is added,
respectively. The detection results under different sensor configurations are summarized in Table[I2] It can be observed
that in the nominal state, the trained CAEs can be perfectly applied to new sensor configurations with an F1 score of 1.0.
However, in micrometeorite impact scenarios, the performance of the CAE when applied to new sensor configurations
is inferior to that when applied to the default sensor configuration. Moreover, the CAE trained with fire scenarios has
better performance than the one trained with micrometeorite impact scenarios when applied to either default or new
sensor configurations. This can be explained by the simpler data variation (i.e., monotonous increase) of the temperature
and pressure in fire scenarios. Based on the sample testing cases shown in Fig. [9] the detection results of trained CAEs
under new sensor configurations are visualized in Fig. [I5] It is shown that the CAEs after removing sensor T2 (Figs.
[[5a] and[I5¢) have comparable performance to the CAEs using the default sensor configuration (Figs. and
[I0¢). However, the CAEs after adding sensor T5 produce false positives in micrometeorite impact scenarios (Figs. [I5d).
This is mainly due to the more complicated data variation of the temperature and pressure in micrometeorite impact

scenarios. Furthermore, adding sensor TS increases the input size of CAE, which may change the receptive field of CAE.

Table 12  Results under different sensor configurations

Sensor True True False False ..
configuration positive negative positive negative Precision  Recall - F1 score

Nominal Default 441 4839 0 0 1.00 1.00 1.00
state Remove T2 384 4236 0 0 1.00 1.00 1.00
CAE-1 Add T5 401 5539 0 0 1.00 1.00 1.00
Micrometeorite Default 263 4730 105 182 0.71 0.59 0.65
impact Remove T2 220 4086 133 181 0.62 0.55 0.58
CAE-11 Add T5 182 5397 154 207 0.54 0.47 0.50
. Default 359 4739 91 91 0.80 0.80 0.80
Clzg‘_ ‘ Remove T2 332 4137 78 73 0.81 082 081
Add T5 303 5469 71 97 0.81 0.76 0.78

If the data-driven model is trained using the temperature-only or pressure-only data without the coupling, CAE
has the capability of completely removing the sensor without replacing it with the virtual replica sensor, while AANN
needs to be re-trained if the sensor is removed without replacement. In this regard, CAE can reduce the resources
for data transmission, data storage, and data processing. The AANNs and CAEs trained with temperature-only data
under the default sensor configuration are tested under the new sensor configuration where sensor T2 is removed. The
performance of the CAEs with and without the replacement of sensor T2, as well as the AANNs without replacement, is
summarized in Table[I3] It is shown that the CAEs without replacement have comparable performance to the CAEs and

AANNS with replacement. Therefore, CAE can maintain a similar performance with AANN but reduce the data and
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Fig. 15 Visualization of the detection results obtained by CAEs using new sensor configurations.

computation resources in deep-space habitats.

V. Conclusions
In this paper, an unsupervised learning approach based on CAEs is developed to detect sensor faults in smart
extraterrestrial habitats. Several illustrative examples are demonstrated in different habitat scenarios simulated by
HabSim, including the nominal state of the habitat, micrometeorite impact, and fire scenarios. The performance of
AANN, CAE, and VAE is systematically compared. Based on the illustrative example results, the following conclusions
can be drawn:

(1) It is shown that CAE and VAE have faster testing times than AANN, while AANN has a faster training time than
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CAE and VAE. In the nominal state, CAE, VAE, and AANN have comparable performance, and all can achieve an F1
score of 1.0. However, in micrometeorite impact scenarios, CAE performs better than VAE and AANN, while in fire
scenarios, AANN performs better than CAE and VAE. This is because AANN overfits the training data, while CAE has
better generalization capability in micrometeorite impact scenarios. Moreover, CAE, VAE, and AANN produce higher
F1 scores in fire scenarios than in micrometeorite impact scenarios. This can be explained by the simpler data variation,
i.e., monotonous increase, of the temperature and pressure in fire scenarios.

(2) Utilizing the temperature-pressure coupling can improve the detection performance of CAE and AANN, as
the coupling enhances the redundant information among sensors. However, even with the coupling, CAE and AANN
perform better on the temperature data in micrometeorite impact scenarios, while they perform better on the pressure data
in fire scenarios. This is because temperature and pressure have smaller decrease and increase rates in micrometeorite
impact and fire scenarios, respectively.

(3) CAE and AANN have comparable performance when detecting multiple sensor failures. In the nominal state,
both CAE and AANN can achieve an F1 score of 1.0 even with multiple faulty sensors. However, in micrometeorite
impact and fire scenarios, with the increase in faulty sensors, the redundant information among sensors is reduced,
which causes a decrease in the F1 scores of CAE and AANN.

(4) CAE has the capability of being applied to new sensor configurations without re-designing the network
architecture and re-training the neural network. In the nominal state, CAE can achieve an F1 score of 1.0 when either
removing sensors or adding sensors. CAE performs better in fire scenarios than in micrometeorite scenarios when
applied to new sensor configurations. Additionally, CAE can completely remove the faulty sensor without replacing it

with the virtual replica sensor, which reduces the data and computation resources in extraterrestrial habitats.
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