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Deep-space habitation presents unique challenges in operating complex control-based
systems in distant and disruptive environments far from Earth. The capability to handle
unforeseen situations and manage system health is crucial for resilient operations in deep
space. Trusted health management strategies operational on the International Space Station
(ISS) heavily rely on ground control support. These strategies must adapt to cope with sizable
communication delays imposed by the infrastructure limitations or light distances that separate
ground control and the habitat. Alternative approaches that increase reliance on artificial
intelligence-based onboard autonomy are constrained by limited onboard computing and risks
associated with human-system integration. There is an increased need to study the design and
architecture of the Health Management System (HMS) of such complex systems to address
autonomy challenges for deep-space habitation. This paper presents a model-based HMS
testbed developed at the Resilient Extra-Terrestrial Habitats Institute (RETHi) that is part of
the HabSim, a System-of-Systems simulator of a Smart Habitat. The testbed is designed to
facilitate performance assessment of critical health management functions essential to enable
fault-management autonomy, situational awareness, and interface-based mission control. In

this paper, we motivate and place the HMS testbed within HabSim, detail the architecture of its
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components, and demonstrate the testbed features through an illustrative example. We also
discuss the lessons learned in developing this testbed that may be useful for others seeking to

solve similar problems.

Nomenclature
AOS = Autonomy Operating System
BIT(s) = Built-in Test(s)
C2 = Command and Control System
cFS = core Flight Systems Application
CDHS = Communication & Data Handling System
EMS = Electro-Mechanical System
FDD = Fault Detection and Diagnosis
FEM(s) = Functional Fault Model(s)
GCC = Ground Control Center
GCR = QGalactic Cosmic Radiation
HCI = Human-Computer Interface
HMS = Health Management System
ISS = International Space Station
ISHM = Integrated Systems Health Management
LEO = Low-Earth Orbit
MCVT = Modular Coupled Virtual Testbed
RETHi = Resilient Extra-Terrestrial Habitats Institute
RHC = Reference Habitat Concept
SmartHab = Smart Habitat

L. Introduction
Sustainable deep-space exploration requires the development of resilient habitation systems capable of operating
safely in harsh, resource-constrained environments [1]. Lessons learned from human spaceflight operations on the ISS
highlight the challenges of managing risks in Low-Earth orbit (LEO) [2]. Current LEO-based spaceflight operations
handle challenges related to human-systems integration risks [3—5], and others unique to the space environment, like
the risks posed by increased galactic cosmic radiation exposure (GCR) to crew [6, 7] and onboard electronics [8§—10]

without loss to mission or crew. As future manned missions extend beyond LEO, reliance on ground control becomes



impractical due to intermittent and delayed communication [11, 12]. Independence from ground control would affect
system-level health management of the engineered systems that support them, as active health and state management of
mission-supporting systems is primarily managed by ground-control [13].

Increasing onboard autonomy has been recognized as an essential enabler for safe, resilient, and cost-effective
mission operations. Onboard autonomy can enhance system-level situational awareness and automate health management
in deep-space habitation systems [14], particularly during transitions and dormant operations [15]. To address this,
advanced system-level autonomy technologies, such as Integrated Systems Health Management (ISHM), are essential
for automating system-level health management and enhancing situational awareness [16].

However, integrating autonomy into complex systems introduces new challenges, particularly the heightened risk
of accidents [17, 18]. Bolting on automated control behaviors to aid health management in these complex systems
increases the risk of loss and accidents while operating them [19, 20]. Thus, modern systems engineering processes
designed for complex control-based systems initiate the development, verification, and validation of ISHM platforms
early in the design process [21]. Enabling system-level health management through ISHM technologies requires a
system-level overview and requires effort from stakeholders distributed across geographies and expert disciplines.
Modern state-of-the-art ISHM platforms follow a modular and hierarchical functional decomposition [22—-24]. While
many ISHM frameworks have been developed and successfully deployed in various LEO-based aerospace applications,
there is limited literature on the requirements for developing system-level health management applications for deep-space
habitation. Researchers developing system-level health management frameworks for deep-space habitation do not have
access to existing ISHM frameworks as they are typically proprietary. The lack of accessible testbed platforms hinders
establishing realistic design, operational, and developmental requirements of increased autonomy needed to support
system-level health management required for deep-space habitation.

Recent literature points to the reliance on simulations and testbeds for examining the complex interactions at
system-level operations, particularly for handling complex operational vulnerabilitiesin deep-space exploration [25].
For example, NASA’s Lunar Gateway project created Gateway in a Box, a low-fidelity model emphasizing software
emulation, to conduct flight control simulations. As a next step for flight-readiness tests for the Gateway, Gateway in a
Rack was implemented as a medium-fidelity hardware emulation of the Gateway [26]. Simulations provide a low-risk
method to test and enhance operational techniques and technologies in the lab before deployment in space. Therefore,
this paper introduces HabSim-HMS, an open-source health management system (HMS) prototyping framework within
“HabSim” developed at the Resilient Extra-Terrestrial Habitats Institute (RETHi) for studying autonomy and situational
awareness challenges in deep-space habitation by emulation through software. HabSim is a System-of-Systems
simulator of a Smart Habitat on the Moon. HabSim supports research in evaluation of control effectiveness of safety
controls [27], resilient design of habitat subsystems [28-31], and in the development of fault-detection and diagnosis

algorithms [32, 33], all of which are part of this virtual collection. HabSim-HMS is designed to study unique autonomy



and situational awareness challenges inherent in deep-space operations. By providing an accessible platform for
academic research, HabSim-HMS aims to bridge the gap between industry advancements and academic exploration,
fostering a deeper understanding of prototype design processes and enabling the development of robust ISHM platforms.

Herein, we describe the conceptual design of HabSim-HMS and articulate the processes followed to develop its
high-level functional requirements. Then, we detail the capabilities of each HabSim-HMS component, offering insights
into the systematic approach taken during the framework’s design. Through an illustrative example, we explore the
features of HabSim-HMS, demonstrating its utility in studying challenges related to autonomy and situational awareness
in deep space. The open-source nature and ease of setup of HabSim-HMS make it a valuable resource for researchers,
helping them to develop better requirements for a habitat’s HMS early in the mission design phase. We also discuss the
lessons learned during the development of HabSim-HMS, a product of over four years of research and developmental
effort. These lessons may provide valuable knowledge for researchers seeking to develop similar test frameworks
for system-level health management in complex systems. Finally, we hope that this paper contributes to the growing
knowledge in deep-space habitat design by providing a model-based solution to the challenges associated with early-stage

development and testing of an ISHM platform.

I1. Architecture of HabSim’s Health Management System

Model-based resilience assessment of a system requires system models that capture its performance level during
damage propagation and recovery when subjected to disruptive events [34, 35]. These system models should also
capture safety controls that can recover system performance from damage-induced losses or accidents [36]. The
conceptual architecture and functional modeling hierarchy of RETHi’s resilience assessment testbed are derived from a
Reference Habitat Concept (RHC). The RHC is an architecture of a habitat system operating on the Lunar surface used
to represent the gross level structure of the habitat system and the relationship among its components.

The RHC has an interior environment (IE) protected by a rigid structure (ST) covered with a structural protective
layer of regolith (SPL). An Environmental Control and Life Support System (ECLSS) controls the temperature and
pressure of the IE. An extra-terrestrial microgrid, the power system (PW), supplies power to all functional components
of the habitat that require electric power for operation. These electro-mechanical systems (EMS) work together to
meet the operational temperature and pressure set points of the RHC. However, internal or external disruptions may
damage components of these systems and degrade the system’s ability to meet the temperature and pressure set points
based on mission-phase requirements (performance of the habitat). Externally, the RHC is assumed to face operational
risks due to seismic activity [37], electro-statically charged dust [38], and micro-meteorite impacts. Internally, the
RHC is assumed to experience system performance loss due to component failure and fire-related hazards. Component
failures are inevitable during the long operational life of the habitat. Functional loss of systems due to component

failures affect the performance of the habitat in an unforeseen manner due to the tight coupling of their physical states.
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Fig.1 Reference Habitat Concept (RHC) of the notional SmartHab design modeled in HabSim. HabSim is
logically divided into two gross functional families, namely, the Electro-Mechanical functions and the Health
Management functions. In this paper, we describe the architectures, standards, data models and tools that we
use to implement the Health Management functions in HabSim.

Fire-related hazards are critical to the safety on speca-based habitation, due to the high risk oxygen-rich environment
housing electro-mechanical components. Further, fire behaves differently in space due to the micro-gravity environment
and controlled airflow, making it harder to extinguish [39, 40]. Thus, it is among the prime concerns for operational
risks in inhabited space exploration.

HabSim simulates a subset of the damageability and reparability models of electro-mechanical systems of relevance
to smart habitation. Our goal is to outline the components for a comprehensive health management system that can
be used to study the resilience of a notional design of the RHC modeled in HabSim. The RHC is conceptualized to
be resilient to these external and internal disruptions discussed above. Therefore, it is designed with safety controls
that provide passive and active resilience to prevent disruptions-induced performance loss to the habitat [41, 42].
Passive resilience is achieved through the design of the EMS that can maintain the habitat’s performance invariant
to low-intensity disruptions. Active resilience is achieved through the agent system that can deliver repair to the
damaged system component through recovery actions. The agent system modeled in HabSim, when instructed, can
perform mitigative and interventive recovery actions to adapt the operation of the habitat system to reach near-nominal
performance, providing active resilience to the RHC. Executing these recovery actions consumes resources that are finite
and costly to replenish. Thus, the RHC should have a Health Management System (HMS) that enables self-diagnosis of
hazards and failures, assesses system-level performance, and engages agents in resource-consuming repair actions.

For system level health management and autonomy, the HMS of the RHC should be able to engage the SmartHab’s

automated fault management policies through situational awareness and be immune to the risks associated with



human-system integration. Therefore, the HMS should be able to provide a mission control interface to the crew for
decision support and a ground control interface for ground-based teleoperations. Classic monolithic health management
approaches fail in complex systems because of the explosion of fault-to-effect dependencies that emerge with increasing
system complexity. A hierarchical strategy is better equipped to deal with the curse of dimensionality in complex
habitat systems [24]. The HMS functions should be able to perform distributed sensing and fault-detection and
diagnosis (FDD) for each functional EMS. Enabling distributed state and health awareness of the EMS requires the
RHC to have a synchronized Communication and Data Handling Service that collects and stores measurements and
telemetry from the sensing systems. Finally, an Earth-based Ground Control Center can provide ground-expert or
ground-based-teleoperations support for the habitat. The ability to control the state of the habitat from GCC is essential
for resilient habitat operations, particularly in uncrewed habitat operations (dormancy & transitions phase). The
conceptual features of the RHC are visualized in Figure 1 and they drive the functional requirements of the system

models required to develop HabSim, a simulator for the RHC.

A. Modeling the Reference Habitat Concept in HabSim

RETHi’s HabSim is a 1/5th scaled system-of-systems simulation model of the RHC described above. HabSim
comprises habitat system models that describe their transition from nominal, hazardous, or accident states depending on
the disruptions or recovery actions they are subjected to. HabSim models three groups of functional components of a
resilient SmartHab, namely F2) Electro-mechanical systems, F3) Agent System, and F4) Health Management Systems.
To study the emergent behavior of the habitat system under external and internal disruptions, HabSim also models the
exterior environment and loss-causing disruptions (F1), which are exogenous to the habitat system and follow stochastic
processes. They form the basis of HabSim’s functional modeling hierarchy, as shown in Figure 2.

Details of the Electro-Mechanical Systems (EMS) and disruptions are discussed in depth in Mohsen et. al [43],
and the Agent System is discussed in depth in Krishnan et. al [44]. In this paper, outline the functional components
of the Health Management System (HMS) of HabSim. HabSim-HMS models the system functionalities required to
facilitate decision-making for health management in HabSim. HabSim-HMS supports automated fault management,
provide a mission control interface for the crew, and can support simulations for ground control-based deep-space
mission-support strategies. Simulating ground control-based mission support strategies is essential for studying the
resilience of the habitat system during uncrewed operations and for testing mission handling strategies for missions
where communication delays are significant. To achieve these functionalities, HabSim-HMS has the following top-level
functional components: 1) Distributed Sensing, 2) Communication and Data Handling Service, 3) Command and
Control, 4) Human-Computer Interface System, and 5) Ground Control Center.

All decision-making functions of HabSim-HMS require sensor measurements and prediction from the subsystem-

level FDD modules. Built-in Tests (BITs) are defined on these signatures to aid fault isolation, a critical functionality for
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Fig. 2 Function decomposition of the RHC modeled in HabSim. The functional components are divided into
four categories: 1) Exterior Environment and Disruptions, 2) Electro-Mechanical Systems, 3) Agent System, and
4) Health Management System. The Health Management System is the focus of this paper.

system-level fault management. Sensors, FDD modules, and built-in tests (BITs) provide awareness of the performance
level of each damageable component of the habitat model in HabSim. These sensing modules are distributed throughout
HabSim-EMS.

The Communication and Data Handling Service (CDHS) collects data from the distributed sensing component,
transmits it in real-time through a communication network, and stores the information in a data repository. The
information stored in the data repository should be accessible to fault management and interface applications through a
data handling service. The data handling service of the CDHS can handle data requests from multiple health management
applications concurrently.

Health management of the habitat system is facilitated by automated fault management and a human-computer
interface. Automated fault management should diagnose system-level faults and schedule agent systems for resource-
consuming fault recovery actions. HabSim-HMS uses dependency-matrix based FDD algorithms to diagnose system-level
faults and schedule recovery actions. During crewed operations, the human-computer interface (HCI) provides a mission
control interface to the crew to enhance their awareness of mission operations and a control interface to program
low-level system controllers of the habitat. The HCI should visualize state predictions of the habitat under predictive
decision scenarios to aid the human expert in making informed decisions through the control interface.

Finally, the CDHS should facilitate the transmission of habitat sensors and FDD measurements to an Earth-based
Ground Control Center (GCC). Earth-based GCC receives sensor and FDD measurements from the habitat through a
communication channel with limited bandwidth and realistic communication delays, which is essential to consider and

study any system health management strategies involving the GCC. GCC should be able to store the telemetry data from
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Fig. 3 Architecture of the HMS Testbed in HabSim. In the HMS Testbed within HabSim, the FDD and BIT
modules are distributed throughout the HabSim-EMS. The CDHS collects and transmits data from distributed
sensors, storing it in a data repository for the HMS to diagnose faults and schedule recovery. The HCI provides
a mission control interface for the crew and facilitates data transmission to the Earth-based Ground Control
Center (GCC), considering bandwidth and communication delays.

the habitat and provide an interface to ground control experts to provide a mission control interface like that aboard the
habitat. The concrete architecture of HabSim-EMS and HabSim-HMS is shown in Figure 3. In the following sections,

we explain the detailed architecture of each HabSim-HMS function and describe the capabilities they enable in HabSim.

III. Capabilities of HabSim-Health Management System
HabSim-HMS was developed with capabilities to perform realistic model-based performance assessments of
system-level health management strategies for control-based complex space habitation systems. The HabSim-HMS
components are a coupled suite of software systems developed to meet the functional requirements specified above. These
functions consist of models that emulate system behavior and functional components integrated using Docker-based

micro-services architecture, a popular software integration framework for networked systems [45]. As shown in Figure 3



& 2, for performing health management onboard the habitat, we have A) Distributed sensing system, B) Communication
and Data-Handling Service (CDHS), C) Command & Control (C2) system, and D) Human-Computer Interface system.
We reuse the HCI software and parts of CDHS for GCC-related health management support functions, operating
on delayed telemetry information from the habitat’s distributed sensing system. This section discusses the detailed

architecture of each of these HabSim-HMS components.

A. Distributed Sensing System

Monitoring the state of HabSim-EMS is essential to estimate their operational condition and manage their health.
These systems are embedded with a comprehensive suite of sensor and FDD components for observing and understanding
the temporal evolution of their physical states. Developing realistic sensing and FDD components for each subsystem
behavior can be resource-intensive, particularly during the early design studies for HMS. However, the sensor and
FDD modules’ performance plays an essential role in characterizing the performance of the HMS. To address these
challenges, we develop synthetic sensor and FDD component models that enable us to control their measurement and
estimation capabilities and assess their impact on system-level health management. These synthetic models can also
simulate damage, an operational risk for control-based systems. Synthetic sensing modules streamline the integration
process to system diagnostic tests, which drive system-level diagnostics and decision-making. The diagnostic tests
identify exceedances, alarms, and other measurement-processing transformations that diagnostic engines can use at
run-time [46]. Integrating a sensing suite in each EMS component of HabSim-EMS is pivotal for providing situational
awareness regarding the health condition of the habitat. Comprising a combination of sensors, FDD modules, and
Built-In Test (BIT) modules, this suite is embedded within each EMS in MATLAB Simulink to furnish HabSim-HMS
with the necessary measurement and telemetry information.

In the following sections, we first describe the synthetic models of sensor and FDD components used for monitoring
the states of the EMS models in HabSim. Then, we define the BIT modules used to inform the run-time diagnostics

engine of HabSim-HMS.

1. Model-based Sensor Modules

Sensor modules are statistical models that produce noisy measurements of relevant physical quantities to help
monitor and control subsystems. Each sensor module fulfills three additional functional requirements for simulating
sensor malfunctioning. These are simulating sensor noise and continuous drift due to aging, simulating sensor failures
due to disturbances, and interacting with agent models to replace the sensors.

First, we describe the modeling of sensor noise and drift at time ¢. We use the function x(¢) to represent the time
evolution of a physical quantity to be measured. The sensor measurement is a noisy version of x(¢) by adding sensor

measurement noise and sensor drift. Sensor measurement noise is an additive scaled white noise process signal o, Z(?),



where Z(¢) is the standard white noise process and oy is the scaling factor. Sensor drift is a continuous random process
X (1) that degrades the sensor performance by increasing output bias. We model the drift using stochastic differential
equations dX (t) = at*dt + o4dB(t). This equation assumes that the drift magnitude follows a power function in time.
The notation B(¢) stands for the Brownian motion and o7 is the diffusion coefficient for the senor drift. Adding the
Brownian motion term allows the simulation of a random drift. At time ¢, the sensor measurement Y (¢) is the random
variable defined by Y (¢) = x(¢) + X (¢) + 0y Z(1).

Next, we explain the modeling of sensor failures. We use the binary stochastic process X" (f) to represent the
health state of a sensor. X" = 0 means the sensor is functioning properly at time ¢ and X/ = 1 means the sensor is
not outputting any measurements. We consider two mechanisms that can flip the value of X" (¢) from 0 to 1. The
first one is the random equipment failure that follows the Weibull probability distribution and the second one is due
to deterministic external disturbances, such as fire. We use the random variable Time to Failure (TF) for the first
mechanism to characterize the random equipment failure. The TF random variable follows the Weibull density with the
scale parameter A and the shape parameter k. We can use the mean time to failure to determine the values of A4 and k.

The indicator function §1 (1) models the deterministic external disturbance for the second mechanism. The sensor
health state X" (¢) will flip from 0 to 1if §;(u) = 1. In the last functional requirement, the agent system can interact with
the developed sensor models by replacing the faulty sensors. The agent system can model faulty sensor replacement by

resetting the sensor drift X (7) to 0 and flipping the health state X" (¢) from 1 to 0.

2. Model-based Fault Detection and Diagnosis Modules

The role of an FDD component is to infer the underlying damage state from the available sensor data. Estimating the
damage state can be done by comparing the sensor data to data from the nominal condition or fault states (data-drive) or
using a physical model of the system (not necessarily a high fidelity one) and statistically estimating the damage state,
e.g., Kalman filters, hidden markov models. Developing such FDD components typically requires domain knowledge,
statistical expertise, and experimental data from the actual system of interest.

In this work, we simulate the behavior of FDD components without loss of generality; we can think of an FDD
component as a computer program that returns the probability of damage, given the sensor data. FDD components
estimate the probabilities of system component damage severity. Each system component has a deterministic categorical
health state variable s that takes a value from the set {51, - - , s,,} representing n levels of damage severity. We use s;
and s, to denote minimum and maximum damage, respectively. The FDD model is a statistical model that treats the
categorical health state variable s as a random variable S. At each time t, the synthetic FDD maps s to a multinomial
random variable that represents the probability mass function P = (P; [S = s1], -+ P; [S = s,,]) for S. The probability
mass function P is an input parameter to a simulated FDD, so it can be set to different values for characterizing the

fidelity of an FDD. We also add a white noise process to P to simulate FDD estimation fluctuation.
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3. Built-in Test Modules

BITs identify off-nominal trends in the measurement signatures of the synthetic FDD components for each HabSim-
EMS. The synthetic FDD modules compute the likely damage severity of a disruption-induced failure mode to a system
component. For example, if a component has a health state with a health state with n damage severity levels, it computes

P, (S=51,S=s2,--+,5 =s,). We use these synthetic FDD outputs to estimate the expected damage severity level,

n
E[S; | FDD measurements] = Z siP;(s7) )

i=1
In HabSim-HMS, exceedance tests on the estimated damage severity levels constitute the system BITs, similar to the
Limit Checker in NASA’s cFS application [47]. The results from the synthetic FDD modules fluctuate with time, as the
estimation mechanism is modeled as a stochastic process. Hence, they are smoothed using a discounted-averaging

procedure controlled by a parameter, y, before being fed into the BIT mechanism. The “smoothed” estimate of the

damage severity level is calculated according to this recursive procedure,
§¢ «— 8i—st +v(8:—s5: — E[S; | FDD measurements]) 2)

BITs check if the estimated damage severity levels are below the user-defined threshold and produce a binary-valued
output. If the damage severity level is below the threshold, the BIT returns a “Good” value; otherwise, it returns a “Bad”
value. These test values help to isolate faults observed in HabSim-EMS as they face failure-related performance loss

due to disruptive events.

B. Communication and Data Handling Service (CDHS)
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Fig.4 Architecture of the Communication and Data Handling Service of HabSim-HMS. The CDHS is responsible
for managing the data exchange requests among the HabSim subsystems and the data repository.
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CDHS supports real-time and reliable data transfer among networked subsystems in HabSim (Figure 4). To meet
the data flow requirements within HabSim-EMS and between HabSim-EMS and HabSim-HMS, adequate bandwidth
must be allocated for individual subsystems to satisfy their data rate requirements. For example, the communication
between HabSim-HMS and HabSim-EMS requires a minimum bandwidth of 445.3 kbps. The communication within
HabSim-EMS requires a relatively larger bandwidth of 4.7 Mbps because of the higher frequency (200 Hz) sensor
data required by local controllers of the ECLSS model. Network-wide time synchronization must also be maintained
with a synchronization error no larger than 100 nanoseconds. Ultra-high reliability and bounded low latency must be

guaranteed for data transfer among subsystems.

1. Ethernet-based TSN Emulator

Traditional wired communication technologies designed for mission- and safety-critical systems are mostly bus-based
or Ethernet-based. The widely used CAN bus communication system in the aerospace industry can, at best, provide 5
Mbps data throughput with the newer CAN-FD standard, which barely meets the bandwidth requirements in HabSim.
Another popular communication network in avionics applications is the Time-Triggered Ethernet (TTEthernet) [48],
which is improved from the Avionics Full Duplex Switched Ethernet and has been developed as the communication
system in some space projects, e.g., NASA’s Orion Multi-Purpose Crew Vehicle and Ariane 6. However, the fixed
slot-based scheduling for individual packets at each node in TTEthernet leads to considerable delay and is not flexible
enough to adapt to network configuration changes. To design the communication network subsystem for HabSim, the
feasibility of applying Time-Sensitive Networking (TSN) [49] technologies is investigated to support ultra-high-speed
real-time and reliable communications among subsystems in HabSim. TSN provides several essential features for
mission-critical applications, such as bounded latency, global time synchronization, independence from physical
transmission rates, fault tolerance without additional hardware, and the interoperability of the solutions from different
vendors. Further, existing TSN protocols are mostly based on the Ethernet standard; it automatically scales with
the Ethernet, meaning that the bandwidth or other performance criteria of the technology are not restricted. Based
upon the feasibility study, a TSN-enabled communication network simulator (Figure 5) is developed to serve as the
communication infrastructure within HabSim-EMS and between HabSim-HMS. Each TSN switch is equipped with
multiple input/output gates and multiple priority-based packet queues, and thus can guarantee the timing behaviors of
critical traffic while maximizing throughput of regular traffic. There are three main components of the TSN switch: (1)
packet classifier that classifies packets based on their traffic class and priority and passes them to the corresponding
queues in the scheduler; (2) packet scheduler that schedules the packets in queues according to a certain policy; (3)
packet router that routes packets to its destination. In this Emulator, all these critical components are implemented
along with some selected TSN protocols, e.g., IEEE 802.1Qbv Time-Aware Scheduler for real-time packet scheduling,

Dijikstra’s shortest path routing algorithm and IEEE 802.1CB Frame Replication and Elimination for Reliability for
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Fig. 5 Data-flow through the communication network emulator built on Ethernet-based TSN technology

reliable packet transmission. The emulator’s core (packet processing and forwarding functions) is developed in Go

language, and the Web-based user interface for network management is built on Vue.js.

2. Data Handling System

The data handling system manages the data exchange requests among the HabSim subsystems and the data repository.
As shown in Figure 6, four types of tables in the SQL-based database are connected by a predefined unique DATA_ID.
The META table specifies the meta information for each data stored in the database. It creates a unique DATA_ID for
each measurement signature, which is key for writing or retrieving data and building data relationships. The data
handling system requires that all incoming data be registered in the META table before storing them in the database. The
RELATIONSHIP table maintains the relationship among data. The relationship is extracted from the dependencies among
data flows in HabSim. The INTERACTION table describes the relationship among HabSim-EMS. The information stored
in this table augments the META and RELATIONSHIP tables with information from HabSim’s design structure matrix.
Lastly, RECORD table stores the time-series data with a primary key SIMULINK_TIME generated by HabSim-EMS.
Furthermore, the physical time (wall clock) when data is transmitted from subsystems is also recorded to ensure
synchronization between HabSim-EMS and HabSim-HMS. Each record table corresponds to one data flow, and the
number of columns for each record table is determined by the DATA_SIZE information stored in the meta table.

The data handling system provides reliable and easy-to-use back-end Application Programming Interfaces (APIs)
to facilitate data transfer and storage. The service APIs are developed for Go, Python, JavaScript, and Simulink
languages to facilitate data exchange between HabSim subsystem models. The data handling system provides four

basic data-exchange operations in HabSim, namely SEND, REQUEST, SUBSCRIBE, and PUBLISH [50, 51]. The SEND and
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Fig. 6 Schema of the data repository

REQUEST operations are based on the client-server paradigm typically used for event-triggered communications. To
achieve lower latency, SEND and REQUEST operations are implemented in UDP protocol at the cost of less reliant data
transfer at the application layer. PUBLISH and SUBSCRIBE use a specialized messaging paradigm where publishers
do not program the messages to be sent directly to specific receivers. Instead, published messages are categorized
into classes, facilitating consistent data exchange to a subset of subscribers. This messaging paradigm is used for the
HabSim-HMS applications where the subscribers require continuous data flow with stable frequency from a publishing

source.

C. Command & Control (C2) System

The C2 automates decision-making for scheduling mitigative actions required to actively manage a failure in
HabSim-EMS. It isolates the failure experienced by HabSim-EMS using model-informed diagnostic reasoning and
schedules failure-mitigating actions based on user-defined heuristics. It commands the agent system to initiate a
mitigation action program that consumes resources. It uses the SUBSCRIBE data handling API to access telemetry for
running the diagnostic reasoning application and the SEND API to communicate with the agent system.

As shown in Figure 7, HabSim’s C2 has two functional components: the Diagnostic Reasoner and the Heuristic
Scheduler. The Diagnostic Reasoner isolates faults using information derived from the system-level functional fault
model (FFM) of the HabSim-EMS. As a hazard warning implied from telemetry may have many causes, we follow
user-informed heuristics to prioritize mitigative actions toward potential causes. The Heuristics-based Scheduler

operates according to a user-provided quality metric for each mitigative action informed by resource constraints. The
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Fig.7 Data-flow through the Command and Control system. The Diagnostic Reasoner isolates faults using the
system-level functional fault model (FFM) of the HabSim-EMS, while the Heuristic Scheduler operates based
on user-provided quality metrics and resource constraints. Mitigative actions are executed by an agent system,
which performs the sequence of sub-actions for overall fault mitigation. The Command and Control system
communicates the intended mitigative-action program to the agent system using the SEND data-handling API.

mitigative actions are carried out by an agent system [44], which executes the sequence of sub-actions to perform the
overall fault-mitigative action, an active safety control. Once C2 decides the mitigative action to be executed by the
agent, it communicates the intended mitigative-action program to the agent system using SEND data-handling API. As
the agent system delivers repair to the affected HabSim-EMS components, the performance of the modeled habitat
reaches near-nominal levels. This section will explore the reasoning-based fault-isolation and heuristics-based policy

creation for mitigating actions.

1. Diagnostic Reasoner: Automated Fault Isolation

Reasoning technologies enhance system-level health management in complex systems [52]. Fault management in
complex engineering systems requires reasoning out the potential failures that cause anomalous telemetry signatures.
Automating fault management typically relied on rule-based expert systems. More recent approaches derive reasoning
behaviors using domain knowledge, schematics, failure, and criticality information to enable automated onboard fault
management e.g., Orion [53] and Gateway [54-56]. These failure cause-effect models, called functional fault models
(FFMs), represent the causal effect of a failure on a system’s observations (sensors, FDDs, and BITs). FFMs are a fault
management technology used in ISHM applications of complex aerospace systems for real-time diagnostics and design
analysis [57, 58]. Further, FFMs can derive the fault-to-effect dependency matrix (D-matrix), which informs onboard

real-time fault diagnosis reasoning applications [59]. We adopt the diagnostic reasoning algorithm implemented in
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NASA’s Autonomy Operating System (AOS) [60]. C2’s diagnostic reasoning application implicates the potential failure
modes that caused BITs to “Fail”. If a subsystem BIT produces a “Fail” outcome, the reasoning algorithm implicates
at least one identified failure mode of the habitat model. If the BIT outcome is “Pass”, it is additional evidence to

exonerate a failure mode “Pass” -ed by all its child observations.

2. Heuristics-based Scheduling

Once faults are identified, the C2 decides whether to schedule agent systems to initiate failure mitigative actions that
restore system performance. The agent system embedded in HabSim is equipped with policy functions specifically
designed to address and rectify performance losses resulting from identified faults. This includes the ability to prioritize
and execute various fault-recovery procedures. Hierarchical temporal networks are widely adopted for automating
functional workflows in space-based aerospace assets using goal-based Al planning and scheduling technologies.
Planning systems that automate the scheduling of agent actions to achieve the goal states have been instrumental in
space robotics [61, 62]. Recent successful space-robotics missions have enabled extraterrestrial exploration beyond
the scope of traditional orbital missions [63]. While Al-based scheduling has become ubiquitous in space (and
terrestrial) robotics development, the realm of automated decision-making for system health management has not seen
parallel advancements [64]. Drawing upon their extensive experience, ground control experts traditionally assume the
responsibility of making system-level health management decisions. They effectively manage risks for engaging in
mitigative actions while facing operational risks.

In HabSim-HMS, C2 automates the decision related to fault management through user-defined heuristics for
scheduling repair actions. This feature empowers users to assign priorities to various fault-recovery procedures that the
agent system may engage in, depending on the nature of the disruption scenarios and the operating levels of the system.
This capability allows for in-depth studies related to sizing and design considerations, as evidenced by works such as

those cited in literature [65, 66].

D. Human-Computer Interface System

HabSim-HMS’s HCI component provides a mission control interface to HabSim, enabling an operator to provide
supervisory control to HabSim-EMS. Operators can monitor the health state of various critical HabSim-EMS components,
such as the dome structure, power generators, thermal and pressure controls, and the agent system. Operators are
also presented with a control interface to specify performance requirements (set-points) for the local temperature and
pressure state control loops modeled in HabSim-EMS. Since HabSim is complex and highly coupled, changing local
control performance affects the overall habitat performance due to other seemingly unrelated systems In HabSim,
local state control loops require power to maintain changing performance requirements. HabSim’s HCI provides

model-based predictions of the power system states that the operator needs to be aware of when using the control
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interface. HabSim-HMS collects the telemetry and exchanges data with the HCI through the CDHS.

1. Mission Control Interface

HabSim’s HCI was designed and built on OpenMCT, an open-source web-based mission control platform [67].
Open MCT has broad end-user device compatibility, supports multi-user collaboration, and is highly customizable
depending on the use case. Scalable service delivery to many decision terminals can potentially shorten the handover
period between crew members through mobile-based remote monitoring interfaces.

OpenMCT represents data and views as objects that can be composed differently. In OpenMCT, telemetry points
can be composed into plots, tables, and other views. Views can be composed to create layouts of multiple display
elements sized and placed by the user. Data can be displayed with rich graphical views such as plots and imagery.
Composition uses direct and intuitive drag-and-drop operations. Last but not least, the core functionality of OpenMCT
can be customized with plugins to support the specific needs of missions across multiple domains. By leveraging these
OpenMCT capabilities, HabSim’s HCI can benefit from a robust and established software framework for dashboard

development.

2. Dashboard layout

The HabSim-HMS HCI dashboard is a central hub for operators to monitor, analyze, and control HabSim-EMS. The
primary display layout (Figure 8) shows critical system telemetry, providing awareness of the system-level performance
of HabSim-EMS. The current dashboard design of the HCI provides a comprehensive view of the telemetry data coming

from HabSim-EMS. The layout is organized into distinct sections, each dedicated to a subsystem. Control widgets are
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incorporated into the dashboard design, allowing users to interact with and manipulate set points of HabSim’s ECLSS
model. They enable users to adjust the interior temperature and pressure within the habitat. Further, it enables the
control of HabSim’s pocket door in case of fire-related hazards. The pocket door can be engaged to isolate the spread of
fire to a confined zone in the habitat. These control widgets ensure that users quickly understand and interact with them

to effectively manage the habitat’s environment.

3. Reduced order model for state predictions

A reduced-order model of the HabSim-EMS was created to forecast the energy consumption of stored energy during
the meteorite impact scenario. The model employs first-order state space models of power generation, energy storage,
power consumption, and interior environment systems. The thermal dynamics of the interior environment are modeled
using a lumped RC model. An ON/OFF controller logic is employed for thermal management. The controller can
operate in three modes: “heat”, “cool”, and “auto”. In “heat” mode, cooling does not happen when the temperature of
IE goes beyond the cooling set point. Similarly, in “cool” mode, heating does not happen when the temperature of IE
drops below the heating set point. In “auto” mode, heating and cooling happen as needed to maintain the IE temperature
between the heating and cooling set points.

The model takes the initial time, initial values of interior environment temperature and other states, current operating
mode, and initial heating and cooling set points. A probabilistic modeling approach is used for the reduced order model
to represent uncertainty in the model parameters using probability distributions. HabSim simulation data is used to
calibrate the mean and variance of the parameter distributions. The energy consumption prediction is performed through
a Monte Carlo sampling approach. Parameters are jointly sampled from the distributions, and energy consumption
prediction is done for each sample of the parameter set. Using the set of energy consumption predictions, the forecast is
done with quantified uncertainty. The forecast contains median energy consumption (green line in the plot), 0.025 (red

line in the plot), and 0.975 (orange line in the plot) quantiles (as is shown in Figure 9).
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IV. Exploring Testbed Features Through an Illustrative Example

This section discusses a practical demonstration of HabSim-HMS, showcasing its capabilities through a detailed
illustrative example. This approach allows us to illustrate the complex coupling between the HabSim subsystems
and the robustness of its health management strategies under simulated space habitation scenarios. By walking
through a specific, hypothetical situation, we aim to provide a clear, real-world context to the theoretical constructs
and technical specifications discussed earlier. This narrative not only serves to illuminate the practical applications
of HabSim-HMS but also highlights its adaptability and resilience in the face of typical challenges encountered in
extraterrestrial environments. The ensuing example is designed to encompass a range of functionalities, from system
initialization and parameter setting to real-time monitoring, fault detection, and automated response mechanisms,
offering a comprehensive view of HabSim-HMS’s operational effectiveness and versatility.

The scenario chosen for this demonstration involves a meteorite impact occurring 200 seconds into the simulation,

directly striking the nuclear power generator of the space habitat.

A. Simulation Environment and Setup

HabSim-EMS runs in MATLAB Simulink, and HabSim-HMS runs in a Docker container as a networked application
with different images. To simulate a damage scenario, configure the HabSim-EMS models using HabSim’s configuration
files. We then docker-compose the HabSim-HMS docker application that builds the HabSim-HMS application. Once
the HabSim-EMS model runs in Simulink, it generates subsystem telemetry processed by the waiting HabSim-HMS
application. HabSim-EMS can receive an operator’s control and command inputs through the OpenMCT-based HCI.
HCI can visualize all telemetry is downlinked to the data storage from HabSim-EMS using the data service APIs
discussed in Section III.B. HCI uses a reduced-order habitat model, combined with control inputs, to form predictions on
key habitat states, providing decision support for an operator. The operator can provide manual input to HabSim-EMS
to control its performance based on the telemetry data and system predictions received by HabSim-HMS. Figure 10

shows the data flow through all components of HabSim-HMS.

B. Simulation Scenario Configuration

The simulation is initialized with baseline parameters that define nominal operating and disruption conditions in
the habitat. HabSim was configured to run for 3600 seconds, simulating a high-intensity (level 4) meteorite impact
damaging the habitat structure. For this simulation, the total nominal power output from the power system is 2 kW,
with the nuclear generator having a maximum nominal power output of 1.5 kW. Battery systems are configured to
have a maximum capacity of 150 kWhr, with an initial state of charge at 29%. Dust accumulation increases near the
nuclear power generator panels from 0.15 gm/seconds/m? to 5 gm/seconds/m>. We edit the Input, Configuration, and

Simulation settings files to configure HabSim to simulate this disruption scenario.
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Fig. 10 Data Flow for the Illustrative Example demonstrating features of HabSim-HMS

This event is chosen for its potential to cause a sudden and significant disruption to the habitat’s power supply, a
critical aspect of space habitation. The meteorite impact is expected to result in 1) Immediate loss of functionality
of the nuclear power generator, 2) Increased dust accumulation rate on solar panels and other related subsystems as a
secondary effect of the impact, and 3) Major deficiency in power storage. These outcomes present complex challenges,
testing the resilience and adaptability of the habitat system modeled in HabSim by maintaining safe performance while
withstanding sudden power loss and environmental disruptions. The scenario reflects a realistic but high-stakes situation
we can anticipate in deep-space habitation, providing valuable insights into the system’s performance under extreme

conditions.

C. Simulation Process

The simulation can be started by running HabSim-HMS in Docker and HabSim-EMS in Simulink. Figure 11
visually communicates a sequence of real-time decision-making and control actions following the disruptive event in
the simulation, demonstrating how HabSim-HMS drives response through telemetry data and predictive analytics to
maintain system performance.

In this depicted scenario, the simulated habitat experiences a meteorite impact at the 200-second mark, explicitly

targeting the nuclear power generator. The ground-based participant receives telemetry and detects an abnormality
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indicating a failure in power generation. Since the telemetry reaches the ground with a delay, the ground-based
participant can use the predictive capabilities of HCI’s reduced-order model to determine the depletion times of the
battery reserves under the current power consumption rate. Figure 12 shows an example of the telemetry data coming
in from Habsim-EMS to HCI and represented for the operator to view. As we can see from the plots of the power
subsystem, the nuclear power generation stops producing power in the early stage of the simulation due to the simulated
meteorite-impact damage. The operator evaluates the available information against response protocols to determine the
most effective action. In response to the loss of nuclear power generation, the HMS and habitat operation must rely
on solar power generation. As a proactive measure, the operator must adjust the interior temperature set points and
Active Thermal Control System (ATCS) controller operating modes accordingly to compensate for the power deficit
(as shown in Figure 8). This action complements automatic power distribution that optimizes load management to
ensure essential habitat functions remain operational. However, subsequent predictions highlight an impending critical
temperature scenario following this intervention. In response, the operator reactivates the ATCS controller to avert
temperature-related issues. To optimize system response, the operator employs a "what if" analysis schema, testing
various ATCS controller scheduling strategies using the predictive model embedded in the HCI to achieve a balance
between conserving battery life and maintaining temperature control, thereby illustrating the interactive process of
managing a habitat’s life-support systems in the wake of a significant disruption.

Throughout the impact-recovery process, the human operator closely monitors the stored energy left in the main
battery to estimate and control the habitat’s interior environment status to maintain a habitable environment and conserve
the necessary amount of energy should any consequential incidents happen. In this case, the human operator works
with the habitat’s automated system as a team to continuously assess the changing conditions and adapt its strategies
accordingly, showcasing the Human-AI team’s dynamic response capability in the face of a complex and evolving
challenge. All data generated during the simulation, including the telemetry and health status FDD data, are recorded
automatically for data review and retrieval for future analysis. Operator-specified control actions initiated from HabSim’s
HCI will also be recorded in the data repository. Thus, we can “replay” any simulation scenarios to make sense of the

event timelines behind this scenario handling and system response experiment.
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Fig. 12 Telemetry from HabSim Power Subsystem is visualized in the OpenMCT-based HCI. The operator
can view the power subsystem’s performance and make decisions based on the telemetry data. When predictive
models are enabled to calculate the uncertainty bounds of performance, like in Figure 9, the operator can make
informed decisions about the system’s health and performance.
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V. Conclusions & Lessons Learned

Our experiences in developing and testing the HMS testbed within HabSim provided some valuable lessons and
experiences that apply to integrated systems health management development. Early versions of HabSim-HMS were
primarily focused on commissioning the CDHS that could handle real-time streaming telemetry from HabSim-EMS.
In the first iteration of HabSim-HMS, we developed the TSN emulator using OMNET++, a discrete event simulation
framework [68]. In this version, C2 performed as a rule-based expert decision-making system [69—-71] that automated
fault management for the HabSim-EMS. The communication network stored telemetry information in a MySQL database,
and C2 extracted the required telemetry information using Python APIs to make decisions about repair interventions
to recover system performance. As more disruption scenarios and faults were modeled into the HabSim-EMS, the
OMNET++-based TSN emulator showed performance degradation due to the increased volume of data that needed to
be handled by the communication network. Hence, we developed an in-house TSN emulator in the Go Programming
Language [72], demonstrating significant improvement in run-time performance. Further, a dedicated data handling
service was required with the explosion of telemetry information handled by HabSim-HMS. The data handling service
was designed and developed to provide a consistent schema to store telemetry information in relational databases and
provide data-exchange APIs for accessing and writing data from the databases for other HabSim-HMS applications.

As more complex failure behaviors were introduced into the HabSim-EMS, the decision-making backend of
HabSim-HMS faced an explosion of rules required to isolate and handle system failures. The rule-based expert
decision-making system that supported automated fault management in C2 was augmented with an inference engine that
could isolate faults using information obtained from FFMs of HabSim-EMS. The fault-to-effect D-matrix, derived from
the system’s FFM, successfully drives all failure modes modeled in HabSim-EMS.

Another hurdle for our team during the development of HabSim-HMS was the “software dependency hell” [73, 74].
Each component of HabSim-HMS was developed with software frameworks with broad community and online support
for the functional components of HabSim-HMS (Figure 13). Components of the CDHS were developed in macOS, with
the backend developed in Go language and the front end using Vue.js. C2 was developed in macOS with the Python
programming language. HabSim-EMS was developed in MATLAB Simulink in the Windows Operating System. While
this reduced the development time for individual systems, significant time and effort were spent resolving software
dependencies when integrating with the Windows Operating System. As we sought to integrate more functionalities into
HabSim-HMS, namely the HCI and the GCC node, we needed to adopt a platform that retained developer convenience
but alleviated the challenges during system integration. We adopted Docker, a Linux-based virtual containerization
technology that developers and system administrators widely use for developing and maintaining continuous improvement
and development pipelines for web-based applications [75]. Docker containers are lightweight [76, 77] and improve
reproducibility in software engineering research [78]. It is being increasingly adopted for health management for

complex systems [79] and developing hierarchical learning in edge-computing architectures [80]. HabSim-HMS consists
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Fig. 13 Docker enables seamless integration of different software frameworks required to run the HMS
Application with HabSim-EMS.

of six micro-services, namely the communication network service that functions as a TSN emulator; the Habitat and
Ground database service where all telemetry information is stored; a data handling service that handles all data-exchange
requests between the data repository, publishers, and subscribers to this data; a C2 service that performs automated
fault management and heuristics based scheduling; and the HCI service that provides mission control interface to users.
Containerizing components of HabSim-HMS into modular docker containers has significantly improved the efficiency
of our systems integration process and has enabled us to accelerate the number of prototypes we developed and iterated
successfully.

Through HabSim-HMS, we found it possible to enable situational awareness and autonomous fault-management
of a control-based complex system through distributed and hierarchical health management. The testbed architecture
described in this paper supports automated fault management of 30 failure modes and provides situational awareness with
access to over 50 telemetry signatures. At RETHi, HabSim-HMS is primarily for the study of resilient control and health
management strategies for deep-space habitation under the constraints of communication delays and limited onboard
computing. HabSim-HMS supports RETHi’s research initiatives into cyber-physical systems, artificial intelligence, and

human-system integration for deep-space habitation.
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