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The future of crewed deep space exploration requires advanced system awareness and
monitoring techniques to ensure the reliability of critical subsystems such as the electric power
system (EPS). Currently, expert systems are used to detect and isolate large abrupt faults such as
short circuits are sufficient to safe the power system. More nuanced and subtle fault behavior is
analyzed by ground control, where corrective and troubleshooting actions can be made remotely
or by the onboard crew. To ensure the safety of the crew, onboard computers are tasked with the
detection and diagnosis of faults and disturbances onboard the vehicle. Spacecraft experience
additional failure modes on a regular basis after launch that were unplanned, unexpected, or
ambiguous, and NASA has identified improved software as a means of lowering the number
of failures onboard spacecraft. This paper proposes a novel combination of model-based and
data-driven techniques to monitor and identify known normal, faulty, and anomalous behavior.
The method is demonstrated against a high-fidelity simulation of the spacecraft EPS and
validated against real hardware.

I. Introduction

NASA is developing new technology to ensure that the crew on a mission to Mars have the tools and information
necessary to respond to on-board problems without the rapid response from a large number of ground support

resources [1], [2]. Communication delays for Mars missions are expected to take up to 44 minutes round trip, making
traditional Earth-based response impractical [3]. To reduce the workload of necessary functions performed by crew,
new technologies in fault detection and diagnosis (FDD) are needed to assist and guide fault recovery and restorative
actions [4].

Previous efforts in onboard spacecraft power system fault detection has focused on rules-based expert systems
and failure modes and effects analysis (FMEA) on vehicles such as the International Space Station (ISS) [5]. When
suspicious behavior occurs in the power system and the FMEA is unable to identify the cause or location of the failure,
Earth-based ground control performs a diagnostic study to understand and resolve the issue [6]. Spacecraft experience
failure modes on a regular basis after launch that were unplanned, unexpected, or ambiguous, and NASA has identified
improved software as a means of lowering the number of failures onboard spacecraft [7]. More modern developments
include the Advanced Caution and Warning System (ACAWS) [8], [9], based on the Testability Engineering and
Maintenance System (TEAMS) [10], that rely on real-time expert system and knowledge-based FDD [11]. ACAWS was
tested on telemetered flight data from Orion test flight EFT-1 [12] and is being matured for use on Gateway [4].

In anticipation for future crewed missions to Mars, missions beyond low earth orbit will have greater communication
delays, higher complexity, and lower risk tolerance and thus will require more advanced FDD and controls capability.
In this paper we focus on the application of the electrical power system (EPS) onboard a spacecraft; however, the
techniques presented can apply to many other systems. The number of research papers applied to onboard spacecraft
subsystems is limited, but many research efforts in terrestrial systems have been conducted. In recent years, machine
learning (ML) for fault classification have been used to assist or enhance more traditional model-based approaches
found in many power system applications. Learning methods assist in reducing the uncertainty in solely model-based
approaches. In [13] Random Forests and eXtreme Gradient Boosting (XGB) are used to detect and diagnose faults in
wind turbines. Chen et. al. used an XGB-based algorithm to analyze fault transients to predict post-fault stability in a
39-bus AC power system [14]. In [15] Fuzzy C-means (FCM) clustering is combined with neural networks and support
vector machines to provide classification of large data sets. Power transmission line faults are diagnosed using decision
tree and Random Forest (RF) classifier. Combinations of model-based and ML approaches have been explored as well,
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in particular, using the Kalman filter (KF) and its variants to perform power system dynamic state estimation [16]. High
impedance faults (HIF) in AC power distribution feeders are detected using the extended Kalman filter (EKF) and neural
networks in [17] and EKF with support vector machines (SVM) in [18]. In [19] an adaptive unscented Kalman filter
(UKF) is used to generate features for a wavelet neural network for the application of soft fault diagnosis in analog
circuits. Sensor anomalies in autonomous vehicles are detected using EKF and SVM in [20].

While these more recent efforts have been successful in diagnosing subtle faults, they are often limited to a narrow
number of fault types, offering little "coverage" or number of fault modes capable of being detected and isolated. The
problem of identifying unanticipated faults (anomalies) is an ongoing challenge in systems engineering in particular,
due to the fact that unanticipated faults can cause misdiagnosis and result in erroneous corrective actions. Air vehicle
anomalies were detected using particle filters in [21]. Anomalies in autonomous underwater vehicles are detected using
online topic models in [22]. Accommodation of unanticipated faults using the Kalman filter and a feed-back learning
system is shown in [23]. A bank of EKFs and the generalized likelihood ratio test is used to detect unanticipated faults
in a grinding mill circuit [24]. For a review on fault tolerant control systems, see [25].

This work builds on the fault detection and diagnosis (FDD) design proposed in [26] that automatically generated
banks of Kalman filters for fault detection and diagnosis in Direct Current (DS) space power systems. In this paper
we propose an extension to the previous design that uses a hybrid model-based and ML-based FDD tool designed for
spacecraft EPS. This approach provides better fault detection through adaptive threshold monitoring and more accurate
fault classification. The unique contributions of this paper include (1) a high-fidelity spacecraft power system simulation
capable of generating large quantities of nominal and faulty data, (2) an improved FDD method for the application of
spacecraft subsystems using a combination of model-based and data-driven techniques, and (3) the ability to distinguish
between known and unknown behaviors and identify unanticipated conditions (anomalies). Although the case study
use in this paper is a spacecraft EPS distribution system the methodology presented can be applied to other industries
requiring high levels of autonomous FDD.

The remainder of this paper is organized as follows: Section II formulates and outlines the proposed FDD method.
Section III demonstrates the performance of the method applied to a DC electric power system. Lastly, Section IV
provides conclusions and remarks about future areas of research.

II. Methodology
The detection and diagnosis of faults can be achieved using a model-based architecture shown in Fig. 1. Here,

several different measured variables can be used to extract information of possible faults. These changes can be detected
using a process model of the system. The extraction of different features (e.g. residuals, state variables, parameters, etc.)
can be compared with their known values under various conditions and lead to fault diagnosis. In this paper we propose
a data-driven layer using clustering and classification machine learning tools to achieve improved change detection and
classification using known information about the behavior of the system to enhance the existing process model-based
approach.
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Fig. 1 Block diagram of fault detection using process models
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A. Process Model: Kalman Filter
Process models are a valuable resource to track the dynamic states of a system and provide analytical redundancy

for FDD. The innovations-based framework proposed by [27], [28], and [29], is adopted in this paper, relying on the
innovations of the Kalman filter. This paper will investigate linear time invariant systems; however, extensions to
non-linear systems exist (see EKF and UKF [30, 31]).

To construct the model of the system, consider the discrete-time, linear, multi-input multi-output (MIMO) process

𝑥 (𝑡+1) = Φ𝑥 (𝑡 ) + 𝐺𝑢 (𝑡 ) + Γ𝑤 (𝑡 ) (1)

𝑧 (𝑡 ) = 𝐻𝑥 (𝑡 ) + 𝑣 (𝑡 ) (2)

where 𝑥 (𝑡 ) is an 𝑛 × 1 vector of state variables (subscript t indicates the time instant), 𝑢 (𝑡 ) is a 𝑝 × 1 vector of control
variables, 𝑤 (𝑡 ) is a 𝑞 × 1 vector of random variables, 𝑧 (𝑡 ) is an 𝑚 × 1 vector of output measurements, Φ is an 𝑛 × 𝑛
state transition matrix, 𝐺 is an 𝑛 × 𝑝 input distribution matrix, and 𝐻 is an 𝑚 × 𝑛 output matrix. Γ is an 𝑛 × 𝑞 noise
distribution matrix, which modifies the 𝑞 × 1 vector of random variables 𝑤 (𝑡 ) and adds to the state vector. Then, 𝑣 (𝑡 )
is an 𝑚 × 1 vector of random measurement errors which adds directly to the output measurements 𝑧 (𝑡 ) . The random
vectors 𝑤 (𝑡 ) and 𝑣 (𝑡 ) are assumed to be independent Gaussian white noise sequences with known mean and covariance
matrices.

The Kalman filter is the best linear mean-square estimator of the state vector 𝑥 (𝑡 ) given the input variables 𝑢 (𝑡 ) and
the measured output variables 𝑧 (𝑡 ) . If it is assumed that all system parameters and statistics are known exactly, the
innovation sequence of the Kalman filter can be generated in the following form

𝑥 (𝑡+1 |𝑡 ) = Φ[𝑥 (𝑡 |𝑡−1) + 𝐾 (𝑡 )𝜈 (𝑡 ) ] + 𝐺 (𝑡 )𝑢 (𝑡 ) + Γ(𝑡 ) 𝑤̄ (𝑡 ) (3)
𝑥 (0 |−1) = 𝑥 (0) (4)
𝜈 (𝑡 ) = 𝑧 (𝑡 ) − 𝐻(𝑡 )𝑥 (𝑡 |𝑡−1) − 𝑣̄ (𝑡 ) (5)

𝐾 (𝑡 ) = 𝑃(𝑡 |𝑡−1)𝐻
𝑇
(𝑡 ) (𝐻(𝑡 )𝑃(𝑡 |−1)𝐻

𝑇
(𝑡 ) + 𝑅(𝑡 ) )−1 (6)

𝑃(𝑡+1 |𝑡 ) = Φ(𝑡 )𝑃(𝑡 )Φ
𝑇
(𝑡 ) + Γ(𝑡 )𝑄 (𝑡 )Γ

𝑇
(𝑡 ) (7)

𝑃(𝑡 |𝑡 ) = (𝐼 − 𝐾 (𝑡 )𝐻(𝑡 ) )𝑃(𝑡 |𝑡−1) (8)

where 𝑃(𝑡 | 𝑗 ) is the error covariance matrix of 𝑥 (𝑡 | 𝑗 ) such that 𝑃(𝑡 | 𝑗 ) = 𝐸{(𝑥 (𝑡 ) − 𝑥 (𝑡 | 𝑗 ) ) (𝑥 (𝑡 ) − 𝑥 (𝑥 | 𝑗 ) )𝑇 }, and 𝐾 (𝑡 ) is the
𝑛 × 𝑚 Kalman gain matrix [32]. The innovation sequence 𝜈 (𝑡 ) is a vector representation of the difference between the
system output measurements and model output estimates. The innovation sequence, or residuals, make for a convenient
measure for fault detection and diagnosis as 𝜈 (𝑡 ) should be near zero when no faults in the system are present. Fault
detection and diagnosis can take place when changes to the innovation sequence occur, corresponding to changes in
the system behavior, parameters, and measured or unmeasured states. Known faults may be classified by the unique
magnitude and direction of the innovation vector.

1. Feature Generation: Innovations
A convenient feature of the Kalman filter residuals is that when the process and model parameter matrices match,

then the statistics of the innovation sequence are well known. That is, the innovation sequence 𝜈 (𝑡 ) is a zero mean
Gaussian white noise sequence with covariance equal to

cov(𝜈 (𝑡 ) ) = (𝐻(𝑡 )𝑃(𝑡 |−1)𝐻
𝑇
(𝑡 ) + 𝑅(𝑡 ) ). (9)

For fault isolation, it is more useful to consider the Standardized Innovation Sequence

𝜂 (𝑡 ) = (𝐻(𝑡 )𝑃(𝑡 |−1)𝐻
𝑇
(𝑡 ) + 𝑅(𝑡 ) )−1/2𝜈 (𝑡 ) (10)

where (·)−1/2 represents the square root of the inverse of a matrix so that

𝐸{𝜂 (𝑡 )𝜂𝑇𝑗 } = 𝐼𝛿 (𝑡 , 𝑗 ) (11)

where 𝐼 denotes the identity matrix and 𝛿 (𝑡 , 𝑗 ) denotes the Kronecker delta.
The known statistics of the standardized innovation sequence simplifies the fault hypothesis testing for detecting

faults such as sensor bias, noisy measurements, changes in the level of noise, changes in the system parameters, and
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more. These faults can be identified using the tests for whiteness via the autocorrelation function, 𝑐𝑘 , of a stationary
process for lag 𝑘 = 1, 2, ... is,

𝑐𝑘 =
1
𝑁

𝑁∑︁
𝑖=𝑘

(𝜂𝑖 − ˆ̄𝜂) (𝜂𝑖−𝑘 − ˆ̄𝜂)𝑇 (12)

where 𝜂 denotes the mean of 𝜂𝑖 , and ˆ̄𝜂 represents the sample mean. Under the null hypothesis, 𝑐𝑘 is asymptotically
independent and normal with zero mean and covariance equal to 𝐼/𝑁 . The tests of mean simply determine whether the
innovation sequence is zero mean or not. The mean of the innovation sequence is estimated by

ˆ̄𝜂 =
1
𝑁

𝑁∑︁
𝑖=1

𝜂𝑖 . (13)

where 𝑁 is the sample size and 𝜂 is the true mean. The null hypothesis states that ˆ̄𝜂 has a Gaussian distribution with
zero mean and covariance

𝐸{ ˆ̄𝜂 ˆ̄𝜂𝑇 } = 𝐼/𝑁. (14)
Next, a test of covariance is performed to check if the measurements are independent. The covariance of the

innovation sequence is estimated by

𝑐0 =
1
𝑁

𝑁∑︁
𝑖=1

(𝜂𝑖 − ˆ̄𝜂) (𝜂𝑖 − ˆ̄𝜂)𝑇 . (15)

Under the null hypothesis, 𝑐𝑜 has a Wishart Distribution and the trace of 𝑐𝑜 has a Chi-Squared distribution with (𝑁 −1)𝑟
degrees of freedom, where 𝑟 is the number of observed measurements. Therefore, 𝑐𝑜 can be tested for its null hypothesis
covariance equal to the identity matrix, 𝐼.

B. Clustering & Classification
The model-based approach described above paired with static fault detection thresholds may not work reliably as

EPS interactions become more complicated or as sensors age and degrade. Therefore, a machine learning classifier
should provide a more robust diagnostic method. A learned classifier should adapt to minor changes that can cause
variations in the response to the signal output during abnormal conditions. This work proposes an ensemble learning
process to achieve highly efficient and robust FDD that is adaptive to minor changes in the feature vector. A combination
of FCM and XGB classifiers are used to learn information about the power system behavior. The implementation
combines a practical way to cluster features paired with a supervised classifier for improved accuracy. Below we outline
the methods used in our approach.

1. Fuzzy C-means (FCM)
Dunn introduced the first fuzzy generalization of the hard c-means algorithm in [33] with Bezdek providing important

improvements [34]. Today, tens of thousands of research papers have been published related to fuzzy cluster analysis
and applications [35]. The objective of any clustering algorithm is to partition a set of 𝑁 data points based on some
variable or feature of the data [36]. Let 𝑋 = {𝑋𝑖 |𝑖 = 1...𝑐} be the set of samples or feature vectors. The FCM aims to
group these points into a set of 𝐶 clusters, where 𝐶 is an integer 2 ≤ 𝐶 ≤ 𝑛. A fuzzy partition of 𝑋 can be modeled by
matrix𝑈 = [𝑢𝑖 𝑗 ] be a 𝐶 × 𝑛 matrix with the following conditions:

1) No fuzzy subset is ’empty’, at least one sample has partial membership in each cluster
𝑛∑︁
𝑗=1
𝑢𝑖 𝑗 > 0 ∀𝑖 (16)

2) No fuzzy subset is all of 𝑋
𝑛∑︁
𝑗=1
𝑢𝑖 𝑗 < 𝑛 ∀𝑖 (17)

3) The sum of the membership values for each 𝑋 𝑗 is one

𝐶∑︁
𝑖=1

𝑢𝑖 𝑗 = 1; ∀ 𝑗 (18)
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The FCM algorithm performs an iterative optimization to determine the minimum of an objective function which
determines the membership of the data set. The objective function, 𝐽 (𝑈, 𝜌), describes the value, or quality, of the fuzzy
partitioning𝑈 of the feature vectors into 𝐶 clusters where 𝜌 is the tuple (𝜌1, 𝜌2, . . . , 𝜌𝑐).

𝐽 (𝑈, 𝜌) =
𝑐∑︁
𝑖=1

𝑛∑︁
𝑗=1

(𝑢𝑖 𝑗 )𝑚 (𝑑𝑖 𝑗 )2 (19)

𝜌𝑖 is the cluster center of class 𝑖, 1 ≤ 𝑖 ≤ 𝐶, 𝑚 ∈ [1,∞) is an exponential weighting factor called the fuzzifier, and
(𝑑𝑖 𝑗 )2 is the distance from a feature point 𝑋 𝑗 ,

𝑑2
𝑖 𝑗 = | |𝑋 𝑗 − 𝜌𝑖 | |2. (20)

Then for a fixed number of clusters, 2 ≤ 𝐶 ≤ 𝑛, where 𝑛 equals the number of feature items and fixed 𝑚, 1 < 𝑚 < ∞
the cluster centers 𝜌𝑖 can be calculated as

𝜌𝑖 =

∑𝑛
𝑗=1 (𝑢𝑖 𝑗 )𝑚𝑥𝑘∑𝑛
𝑗=1 (𝑢𝑖 𝑗 )𝑚

, (21)

and the new membership values for feature item 𝑗 are

𝑢𝑖 𝑗 =
1∑𝐶

𝑘=1 (𝑑𝑖 𝑗/𝑑𝑖𝑘)2/(𝑚−1)
. (22)

The FCM algorithm performs an iterative optimization of 𝐽 which generates a fuzzy partition of the data set 𝑋 . To
run the algorithm, select a fixed number of clusters 𝐶. There is no theoretical method for selecting the exponential
weighting factor, 𝑚, but 1.1 ≤ 𝑚 ≤ 5 is recorded as the most useful range. The algorithm as outlined above iterates
until convergence is reached when | |𝑈𝑡 −𝑈 (𝑡+1) | | < 𝜖 for a specified tolerance level 𝜖 . Then a sufficient optimal set of
clusters 𝐶 have been defined each with membership value 𝑢𝑖 𝑗 .

2. eXtreme Gradient Boosting (XGB)
Extreme Gradient Boosting, or XGB, proposed by Chen and Guestrin in 2016, is a highly scalable supervised

machine learning algorithm that uses parallel tree boosting to find patterns in datasets based on labeled data or features.
The algorithm has shown state-of-the-art results in a wide range of applications and standard benchmarks [37]. The
fundamental concept behind boosting is to combine a set of weak classifiers with low accuracy to build a strong classifier
with better performance. Gradient boosting is achieved by taking the gradient direction of the loss function to iteratively
generate a new tree, thus correcting the mistakes made by the previous one. The traditional gradient boosting decision
tree (GBDT) algorithm relies on first-order derivative information, however XGB uses a second-order Taylor expansion
of the loss function to find the optimal solution to the model and avoid over-fitting [38]. The fundamental process of
XGB is shown as follows.

Let a model with 𝐾 decision trees and a classification result, 𝑦̂𝑖 , be defined as,

𝑦̂𝑖 =

𝐾∑︁
𝑘=1

𝑓𝑘 (𝑥𝑖), 𝑓𝑘 ∈ 𝐹, (23)

where 𝑓𝑘 is an independent regression tree. Regression trees differ from decision trees in that each tree contains a
continuous score on each of the leaves, 𝜔. To define the set of equations in this learning model, we minimize the loss
(objective) function,

𝐽 =

𝑛∑︁
𝑖=1

𝑙 (𝑦𝑖 , 𝑦̂𝑖) +
𝐾∑︁
𝑘=1

Ω( 𝑓𝑘), (24)

where 𝑙 is the training loss function that measures the difference between predictions, 𝑦𝑖 and the object 𝑦𝑖 . Then,

Ω( 𝑓 ) = 𝛾𝑇 + 1
2
𝜆 | |𝜔 | |2 (25)

is an over-fitting term that reduces the complexity of the trees (number of nodes and branches). Here, 𝑇 and 𝜔 are the
number and weight of the leaves, respectively. 𝛾 is a regularization parameter that controls the complexity complexity of
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the tree, and 𝜆 penalizes the squared weight of the leaves. Let 𝑦̂𝑡
𝑖

be the prediction of the 𝑖𝑡ℎ instance at the 𝑡𝑡ℎ iteration.
Each iteration 𝑡 needs to add a new tree 𝑓𝑡 to minimize the second-order Taylor expansion of the loss function,

𝐽 (𝑡 ) =
𝑛∑︁
𝑖=1

[
𝑙

(
𝑦𝑖 , 𝑦̂

(𝑡−1)
𝑖

)
+ 𝑔𝑖 𝑓𝑡 (𝑥𝑖) +

1
2
ℎ𝑖 𝑓

2
𝑡 (𝑥𝑖)

]
+Ω( 𝑓𝑡 ) (26)

where 𝑔𝑖 = 𝜕𝑦 (𝑡−1)
𝑖

𝑙

(
𝑦𝑖 , 𝑦̂

(𝑡−1)
𝑖

)
and ℎ𝑖 = 𝜕2

𝑦
(𝑡−1)
𝑖

𝑙

(
𝑦𝑖 , 𝑦̂

(𝑡−1)
𝑖

)
are the first and second order partial derivatives on the loss

function 𝑙.
Substituting Equation (25) in (26) and removing the constant term in 𝑙

(
𝑦𝑖 , 𝑦̂

(𝑡−1)
𝑖

)
yields,

𝐽 (𝑡 ) =
𝑛∑︁
𝑖=1

[
𝑔𝑖 𝑓𝑡 (𝑥𝑖) +

1
2
ℎ𝑖 𝑓

2
𝑡 (𝑥𝑖)

]
+ 𝛾𝑇 + 1

2
𝜆 | |𝜔 | |2 =

𝑇∑︁
𝑗=1

©­«
∑︁
𝑖∈𝐼 𝑗

𝑔𝑖
ª®¬𝜔 𝑗 + 1

2
©­«
∑︁
𝑖∈𝐼 𝑗

ℎ𝑖 + 𝜆ª®¬𝜔2
𝑗

 + 𝛾𝑇 (27)

where 𝐼 𝑗 represents all the data samples of leaf 𝑗 . Finding the stationary points of Equation (27) gives, 𝜔∗
𝑗
, the optimal

weight of leaf 𝑗 ,

𝜔∗
𝑗 = −

∑
𝑖∈𝐼 𝑗 𝑔𝑖∑

𝑖∈𝐼 𝑗 ℎ𝑖 + 𝜆′
. (28)

Inserting the optimal weight, 𝜔∗
𝑗
, into the objective function gives

𝐽 (𝑡 ) = −1
2

𝑇∑︁
𝑗=1

(∑
𝑖∈𝐼 𝑗 𝑔𝑖

)2∑
𝑖∈𝐼 𝑗 ℎ𝑖 + 𝜆

+ 𝛾𝑇. (29)

This objective function provides high performance classification and prevents over-fitting. Equation (29) can be
used as a scoring function to measure the quality of a tree structure. The model generates many simple trees which are
used to score the leaf nodes during splitting. A greedy algorithm is used to add branches to the starting leaf to substitute
for enumerating all of the tree structures,

𝐽𝑠𝑝𝑙𝑖𝑡 =
1
2

𝑇∑︁
𝑗=1


(∑

𝑖∈𝐼𝐿 𝑔𝑖
)2∑

𝑖∈𝐼𝐿 ℎ𝑖 + 𝜆
+

(∑
𝑖∈𝐼𝑔 𝑔𝑖

)2∑
𝑖∈𝐼𝑔 ℎ𝑖 + 𝜆

− (∑𝑖∈𝐼 𝑔𝑖)2∑
𝑖∈𝐼 ℎ𝑖 + 𝜆

 − 𝛾𝑇. (30)

3. KF-FCM-XGB Integration
The careful integration of the methods outlined above are critical to the success of the FDD. The model-based

approach using the Kalman filter and statistical tests of the standardized innovations provides an analytical comparison
of the measured system to the known behavior of the linearized model as well as noise filtering. The model based
method alone is susceptible to modeling inaccuracies, natural disturbances, and lacks adaptive threshold monitoring. To
account for these shortfalls, the data driven approach is appended to the output of the model-based system.

Using telemetry from the power system, a combination of clustering and classifier algorithms are used to train a model
to detect nominal and faulty power system behaviors. Due to the unsupervised nature of FCM and the unpredictable
nature of many faults, integration with a supervised method can improve the accuracy of the cluster identification.
Furthermore, classification techniques such as XGB provide important information related to the probability of a given
fault condition, 𝑃( 𝑓 ). Training the XGB classifier using only the cluster centers of the FCM results in a large reduction
of data points, thus improving computational efficiency and simplicity of the classification [15]. In order to train the
classifier to detect unknown fault types, a sample of points outside of the existing clusters are generated and labeled
during the training process of the XGB. These data points may exist outside of the trained clusters and thus indicate the
region in the feature space that does not contain any known faults. The distance to the cluster centers may provide some
useful information related to the nature of the fault which may assist with fault isolation and corrective actions. Fig. 2
displays a block diagram of the proposed system. The steps of the FDD method are outlined below.

1) Collect raw data and control inputs: 𝑧 (𝑡 ) , 𝑢(𝑡)
2) KF performs innovation sequence update : 𝜈 (𝑡 )

6



3) Compute Standardized Innovation Sequence from KF output 𝜈 (𝑡 ) : 𝜂 (𝑡 ) , 𝜎2 (features for input to FCM)
4) FCM clustering of 𝜂 (𝑡 ) , 𝜎2: extract fuzzy cluster centers 𝜌𝑖 from final cluster𝑈 = [𝑢𝑖 𝑗 ] (input to XGB)
5) XGB learns classifier to predict 𝑦̂ from 𝜌𝑖 (probability of fault type 𝑃( 𝑓 ) given 𝜂 (𝑡 ) , 𝜎2, 𝜌𝑖 , trained on labeled

power system data)

Kalman Filter

std. innovations, η(t)

rolling window:

mean, ො𝜂(t)

variance, 𝜎2(𝜂𝑡)

linearized model of 

DC power system

x(t-1) , P(t-1)

Feature Generation

ν(t)

Fuzzy C-means

cluster centers, ρi

XGBoost

labeled data

classification (fault) 

probabilities, P(f)
cluster 

membership,

ui,j

z(t)

u(t)

Model-based FDD

Data-driven FDD

unlabeled data

Electric Power System

commanded 

switch states and 

voltage setpoints 

measured voltages 

and currents

Fig. 2 Flow diagram of proposed methodology for fault detection and diagnosis

III. Case Study: DC Distribution Feeder
To demonstrate and evaluate the success of the method proposed in this paper a simple example is illustrated.

Consider a single distribution feeder of a dc EPS for spacecraft as shown in Fig. 3. Voltage and current measurements
are collected from Main Bus Switch Unit (MBSU) 1-3 Remote Bus Isolator (RBI) 2 and Power Distribution Unit (PDU)
1-2.

Fig. 3 One line diagram of the test system

This case study will demonstrate the ability of the proposed method to classify a number of known behaviors
(faulted and normal) between MBSU1-3 and PDU1-2. Normal operations consist of standard 120 V DC distribution
with variable constant power load. Pre-considered fault scenarios include sensor offset (sensor output offset by constant
value), excessive sensor noise, and failed switch (switch commanded closed but is physically open). Training files with
randomly generated load profiles and uniformly random fault magnitudes were simulated. To train the ML model,
400 files (consisting of 50,000 data points in each) were generated with randomized changes in the load and fault
magnitude. To evaluate the performance of the method, an additional 800 test files were generated. Although this paper
demonstrates a simple example across one distribution feeder, this architecture is designed to be expanded to larger
systems such as the one shown in [26].
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A. Criteria for Performance Evaluation
To measure the performance of the FDD method a confusion matrix captures the classification results of each

timestep of the rolling window. Here the true class is evaluated against the predicted class of the KF-FCM-XGB. The
following metrics are useful to evaluate a confusion matrix performance [39]: (1) precision, the ratio of true positive
(𝑇𝑃) predictions to total number of positive predictions, (2) recall, the ratio of true positive predictions to the sum of 𝑇𝑃
and false negative (𝐹𝑁) instances, (3) 𝐹1 score, the harmonic mean of precision and recall, (4) and accuracy, the ratio of
correct instances to total instances. These parameters can be calculated as follows:

Precision =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃 (31)

Recall =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁 (32)

𝐹1 =
2 · Precision · Recall
Precision + Recall

(33)

Accuracy =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁 (34)

where 𝑇𝑁 and 𝐹𝑃 are the true negative and false positive instances respectively.

B. Implementation
In this work Matlab/Simulink 2023b is used to build a high-fidelity model of the spacecraft EPS. The simulation

uses Thevenin equivalent models of the individual power system components to generate dynamics at 5 kHz, and can
run faster than real time. Faults are able to be programmed and set into the model at random times with random fault
magnitudes. More details about the model can be found in [40]. Synchronized data is sampled and sent to the central
controller, then the standardized innovations and statistics are stored as features in time series CSV files. Training and
testing of the ML models used python version 3.8.10, scikit-learn 1.3.2, numpy 1.24.3, scikit-fuzzy 0.4.2, and xgboost
2.0.3.

C. Process Model & Feature Generation
Using the DC nodal equations described in our previous work [26], applied to Fig. 3, the linear time-invariant model

for the distribution line can be written as follows. Let the state vector 𝑥 = [𝑥1, 𝑥2, 𝑥3, 𝑥4] = [𝑣1, 𝑣3, 𝑣6, 𝑣10] represents
the estimated voltage at each bus. Then measurement vector 𝑧 = [𝑣1, 𝑣2, 𝑖1, 𝑣3, 𝑖2, 𝑣4, 𝑣5, 𝑖3, 𝑣6, 𝑣7, 𝑖4, 𝑣8, 𝑣9, 𝑖5, 𝑣10,
𝑣11, 𝑖6] is the synchronized measured voltages and currents available to the controller.

Next let the measurement matrix equal

𝐻 =


1 1 𝑌12 0 −𝑌12 1 1 𝑌13 0 0 −𝑌13 1 1 𝑌14 0 0 −𝑌14

0 0 −𝑌12 1 𝑌12 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 −𝑌13 1 1 𝑌13 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 1 1 0 0 −𝑌14 1 1 𝑌14


𝑇

(35)

where 𝑌𝑖 𝑗 represents the admittance between bus 𝑖 and 𝑗 . Then let 𝑄 = 𝐼4×4, 𝑃0 = 𝐼4×4, and 𝐴 = 𝐼4×4. Sensor noise is
modeled as a Gaussian process with standard deviation, 𝜎𝑣 = 0.01 for voltage sensors, and 𝜎𝑖 = 0.24 for current sensor.
Then 𝜎2

𝑣 and 𝜎2
𝑖

are used to populate the diagonal elements of the noise distribution matrix, 𝑅. Now the standardized
innovations, mean, and covariance can be computed for the system as described in Section II. When calculating the
statistics of the innovations 𝜂, a moving window of samples 𝑁 , was set at 100.

To improve the efficiency and accuracy of the FDD method a heuristic feature selection method is employed. Here
we select the residual sample mean and variance of current at MBSU1-3 RBI2 𝑖3, 𝜂8 and 𝜎2 (𝜂8), respectively, and the
residual sample mean of output voltage at MBSU1-3 RBI2 𝑣5 to be our selected features.

The FDD method is tested against 800 files of known behavior with randomly varying fault magnitude. First, Fig. 4
column one shows the signals under normal conditions and a failed switch fault condition. There are clear changes to the
three selected features, making this fault type easy to detect and classify. Next, Fig. 4 column two shows a combination
of signals with varying constant power load (0.48-3.84kW) load under normal and sensor bias fault on sensor 𝑖3. In
this figure, the residual sample mean 𝜂7 and 𝜂8 and residual sample variance 𝜎2 (𝜂8) are shown. From these plots, it
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appears that the sensor bias can be differentiated from the normal condition using the magnitude of 𝜂8. Similarly, Fig. 4
column three shows the same signals under normal conditions and a sensor noise fault on sensor 𝑖3. In this instance,
the magnitude of 𝜎2 (𝜂8) can be used to distinguish normal from a sensor noise fault condition. In this scenario the
distribution feeder switch MBSU1-2 RBI2 has failed ‘open’ while the measured state reads ‘closed’. Observations show
that the magnitude of 𝜂7 is the main distinguishing factor during this condition.

Fig. 4 Features of the power system during normal and faulted operation. Top row: raw measurements from
the simulation sensors, second row: sample mean of the residual 7, third row: sample mean of the residual 8,
fourth row: sample variance of the residual 8.

D. Semi-Supervised Machine Learning: FCM-XGB
While the statistics of the Kalman filter innovations are well known, variations in the system may occur over time,

making threshold based FDD undesirable. The implementation of the FCM-XGB semi-supervised ML approach
provides adaptive fault detection thresholds that may adjust to changes in the spacecraft over the mission life.

The FCM is trained on the three features identified to be most responsive to the fault conditions, 𝜂8, 𝜂7, and 𝜎2 (𝜂8).
The unsupervised clustering method classifies the unlabeled data into 𝐶 = 4 clusters (one for each of three faults, plus
nominal), and exponential weighting factor (fuzzifier) is set to 𝑚 = 1.1. The FCM clusters for the test data set are shown
in Fig. 5a, and cluster centers are shown in in Table 1. The unsupervised clustering method is able to group the test
data into four regions resembling the four known conditions (one normal and three faults). However, the FCM fails to
identify the threshold between the normal condition and low magnitude region of the sensor noise and sensor bias faults.
As we will see in the performance evaluation section, this impacts the location of the cluster centers and reduces the
performance of fault classification using FCM alone.

In order to improve the results of the change detection function, the method is modified into a semi-supervised
ML method. Here the cluster centers are used to train a supervised XGB algorithm. We set the number of decision
trees, 𝐾 = 149, the number of leaves 𝑇 = 291, and the max depths of the tree equal to 9. Tuning the XGB classifier is a
complex task, however, these values were shown to provide good performance in this application. The training data set
is used to generate the features, then the FCM groups the data into four clusters. Those cluster centers are then used to
train the XBG decision tree with feedback from the labeled data. Fig. 5b displays the classification results of the 800 test
files. Each test file contains the simulated current and voltage telemetry, Kalman filter standardized residual, as well as
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Table 1 Cluster centroids (𝜌𝑖) generated by the FCM

Cluster Centroid 𝜂8 Centroid 𝜂7 Centroid 𝜎2 (𝜂8))

𝐶1 -0.011 2.479 1.264
𝐶2 -0.009 0.001 13.92
𝐶3 -0.042 41.71 0.495
𝐶4 138.2 -1.839 0.499

the rolling window mean and variance of the standardized residuals. Each simulation is run for 10 seconds and sampled
at 5 kHz. The high frequency was used to speed up the simulation time since the time-invariant nature of the simulations
does not impact the dynamic behavior of the system. Each file either has no fault (normal) or contains a single fault and
randomized fault magnitude. The task of diagnosing more than one fault is beyond the scope of this work. It is evident
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Fig. 5 (a) Fuzzy clusters identified by the KF-FCM algorithm, (b) Improved classification of the test files of the
KF-FCM approach with supervised learning through the XGB method

that the XGB improves the classification accuracy, in particular, for low fault magnitudes such as the sensor bias.

E. Anomaly Detection: High Impedance Fault
In order to observe the behavior of the FDD method when an unanticipated fault is introduced, we use a HIF, which

is not one of the faults used to generate training data. The increased resistance of the HIF results in a low fault current,
often accompanied by random, unpredictable, and unstable dynamic fluctuations in the amplitude and harmonic levels
of the fault current. As a result, HIF often go undetected by traditional protection methods and therefore new FDD
methods are needed to address these faults. It is critical to detect and isolate short circuit faults in order to prevent
further damage to the power system components such as generators, converters, loads, and energy storage. Failure to
properly isolate these faults can lead to blackouts in the power system.

Some research in terrestrial power systems has been performed. In [41] discrete wavelet transform and K-nearest
neighbor-based classifiers are used on local current measurements to detect HIFs on DC naval shipboards. Bayati
et. al. used a support vector machine (SVM) to detect HIFs in DC microgrids [42]. In [43], a superconducting fault
current limiter is used to detect and isolate both low and high impedance faults in DC microgrids. Although research in
terrestrial grids has been conducted to detect these faults, we will utilize this special case of low magnitude fault as a
case study in anomaly or unanticipated fault detection.

A HIF is used to test the proposed FDD method in response to an unanticipated fault. To test this, a series of HIFs
of varying magnitude are passed through the KF-FCM-XGB method without pre-training the models on this type of
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fault. The condition for determining an unanticipated fault is a maximum classification probability 𝑚𝑎𝑥(𝑃( 𝑓 )) > 𝑃𝑘 ,
where 𝑃𝑘 is the probability threshold for classification of a known condition.
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F. Performance Evaluation
The features of the HIF data set is shown in Fig. 6a. This set of unlabeled anomaly data is processed through the

KF-FC-XGB algorithm for classification. The results of the test data through the classifier is captured in Fig. 6b. Here
each data sample is classified and recorded in the confusion matrix. The model was most successful in classifying failed
switch open faults, due to the large, abrupt change in feature. Sensor noise and bias faults were also highly successful,
however low magnitude faults were shown to be more difficult to detect. The overall accuracy of the classifier is 97.4%,
with an F-1 score = 0.974, the harmonic mean of the precision and recall of the model. The combination of methods
proposed in this paper improved the classification accuracy compared to a limit threshold implementation of the Kalman
Filter approach with accuracy and F-1 score = 0.921. Also, the KF-FCM approach without supervised feedback from
the XGB was shown to have accuracy and F-1 score = 0.899. These results demonstrate the value of the supervised
learning approach as well as the importance of careful feature selection.

IV. Conclusion
In this paper a novel method for fault detection and diagnosis of faults in dc electric power systems is developed.

The technique uses features extracted from the innovations of the Kalman filter and its statistical properties. The change
detection functionality is achieved using a ensemble combination of FCM clustering and XGB classification. Using a
high-fidelity model of a spacecraft electrical power system to generate both nominal and faulty conditions, the fault
detection and diagnosis strategy was evaluated. The sample mean and variance of the voltage and current measurements
at MBSU1-2 RBI2 were selected as the features the machine learning model would be trained on. The FCM computed
the cluster centers and membership values that the XGB classifier would use to identify the behavior of the power
system. The model was trained on 400 test scenarios with 50,000 data samples of normal and faulted events. The
scenarios are generated with random fault magnitudes and load profiles. The success of the method was evaluated on
800 test files where the results are captured in the confusion matrix. The success of the method was also tested in
the application of anomaly detection, where an unknown/untrained fault was introduced into the system. Here a high
impedance fault was simulated and processed through the FDD tool to produce an decision about the current state of the
power system. The combination of model-based and machine learning-based methods provides a strengthened approach
towards FDD and AR, making it a good candidate for other autonomous system applications.

To improve this method, a full spacecraft power system with many of fault types should be investigated to determine
the scalability of the solution, as well as the testing on real spacecraft power system hardware. Other future work
includes the implementation of validation and verification process of ML based algorithms for spaceflight.
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