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Al and Complexity

* Al algorithms tend to be large and complex
* Hundreds of thousands of neuron for small image processor
* Millions of neurons for large image processor
* Billions to trillion neurons for large language models

* What we are asking from Al is complex
* Perception
* Understanding world model
* Language understanding
* End-to-end control



Need Tools for Al Lifecycle

* Architecture of complex systems

* Requirements for complex systems

* Explainability of complex systems

* Testing and verification of complex systems



Al Tools for Design Lifecycle

Tools

Hazard Analysis (MIKA,
fmdtool, HADES)

Requirement Elicitation,
Formalization, and Consistency
Checking (FRET)

Verification of RTA Frameworks

Verification of Autonomous_
Path Planning

Safety Requirement Analysis
On System Models (CoCoSim)

Low-Level Requirement
Generation for implementation
(PRECIiSA / CPR)

Static Code Analyses With Low
False-Positive Rates (IKOS)

Numerical Verification of AVML

Components

Verification of Floating-Point C-Code

HMT Recommendations TM

Software / Hardware
Development Field Installation
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Formal Analysis of AI/ML Components
(SafeDNN)

DARPA ARCOS quick re-certification

Retirement /
Replacement

Changes &
Upgrades

Operational Run-Time Analysis
(RACE, R2U2, Copilot, MESA)

Automated Creation & Visualization of
(Dynamic) Safety Cases (AdvoCATE)

Reliable Plan Execution of Autonomous
Operations (PLEXIL)

Adaptive Stress Testing To Find Corner
Case Failures (AdaStress)

Analysis of C++ Polygon Merging




FRET: Creating Formal Requirements

* FRET allows natural language to be made into formal
requirements

Create Requirement ASSISTANT GLOSSARY

Change State

>,

Requirement ID Parent Requirement ID Default
Choose a predefined template

This template describes how the state of a finite-state-
machine component changes. It describes the input state
and some conditions based on which the change must
occur. The corresponding output state must reflect the
required change. The input and output states have a pre -

Rationale and Comments v

Requirement Description

A requirement follows the sentence structure displayed below, where fields are optional unless indicated with "*". For information post- relatlonshlp

on a field format, click on its corresponding bubble.

SCOPE SHALL* TIMING RESPONSE:

component | shall always satisfy if ((input_state | &| condition )) then | output_state

Examples:

FSM_Autopilot | shall always satisfy if (

state = ap_standby_state | & |! standby & ! apfail ) then

STATE = ap_transition_state

predicate
Predicate is described by name

! predicate
Predicate should not hold

predicatel & predicate2
Conjunction

CANCEL CREATE



AdvoCATE

* Safety risk management - - -
. o il s era VI st = Brackets
* hazard analysis
o : U Faiuetiode\  \
* linking of hazards to requirement logs e\ \
+ risk modeling using bow tie diagrams | e \
* structured arguments "
Square Brackets

* evidence logs




Fault Model Design Tools (FMD)

* Simulation-based (rather than document-based) hazard analysis
process
* Flexible Modelling Paradigm

\}
l"o * Powerful Simulation Techniques
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SafeDNN: Understanding and Verifying Neural
Networks

e Extract rules from neural network

* Verify properties from these rules
* Formal proofs, Runtime monitoring, Specification-driven Testing
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Closed Loop Al Analysis

* Can define requirements for outer loop system even if perception
componentis complex

* Enables
* Probabilistic analysis,

* Worst-case analysis,
* Scenario-based Compositional Verification
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SysAl

* Find safety envelopes
* Find regions of failure




AdaStress

* Many systems too complex to verify formally

* Many systems have too large of input space to perform Monte
Carlo (random) testing

* AdaStress learns to test regions that are most likely to fail to find
failures even when input space in large

* Finds failures with few samples
 Can be used on blackbox systems such as large neural networks



AdaStress

* Perform adaptive stress testing with:

1. Reinforcement Learning
2. Likelihoods
3. Blackbox Manipulation (optional)
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XSu

AdaStress Case Study Case Study

 AdaStress can find previous unknown failure conditions
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Separation vs. Time

Turn Rate vs. Time

©I 10T e T)0A BT 10T BI 3104

—

[}

®ITI0Y w1 T)I0A B IO w1 G104

il

(3]



R2U2: Realizable, Responsive, Unobtrusive
Unit

* Stream based runtime monitoring
* Use temporal logic
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Example of Tool Workflow in “V” Lifecycle

English Req* — disambiguate —* Formal Req"™ %

4 FRET A =
v E
DO-178 Al/ML -
certifiable enabled Run-time
code code Monitoring
R2U2
¥ ¥ OGMA/CoPilot
refinew/ , | Req-basedtesting | Formal Analysis
ConOp AdaStress Adaptive stress testing | SafeDNN
— - .
SysAl Statistical-based Prophecy
¥ b
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Hazard
Realization

PREVEMT
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