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Abstract: The Code Quality Risk Assessment (CQRA) is a novel process within NASA to
quantify structural code quality of mission software. By balancing source code metrics, static-
code analysis tool output, statistical random sampling, and experienced engineering judgment, a
robust measure of code quality is produced. This measure is complemented by ample detail on
which aspects of the source-code are positive, and which aspects could use improvement. CQRA
as a process can be an integral part of improving source quality from the early stages of
development, which has been shown to decrease the overall need for code maintenance and the
cost of cleaning up issues that will inevitably show up later in the development lifecycle. CQRA
as a technique has identified key risks, weaknesses, and strengths with respect to code quality on
numerous NASA missions and will continue to be a resource applied to improve mission-critical
code quality.

Introduction: Prior to the implementation of the Code Quality Risk Assessment (CQRA) within
NASA IV&V’s Catalog of Methods (M-152), no known process existed within NASA to directly
quantify the level of structural risk for the mission source-code. Numerous processes exist to
identify code defects, coding standards violations, metrics threshold violations, vulnerabilities,
and mission-impactful risks, but CQRA was the first to holistically assess structural software
quality for NASA mission software. Other targeted code analysis approaches consider the
impacts of defects to respective missions or established coding standards, which undeniably
contributes to quality code, as well as properly validated and verified code. However, CQRA is
the first within NASA to measure and assess the “risk landscape” of the code at large.

CQRA consists of a series of larger aspect areas that provide a specific perspective to assess
architecture, safety-critical coding standards, maintainability, fault tolerance, testability,
complexity, and security. Each of these aspect areas contain further decomposed categories
known as focus areas. For each focus area, there are a series of questions that must be answered
with either specific code metrics, expert-judgment guided by random sampling, or static-code
analysis tool output. The different sources of answers help eliminate the possibility of being
skewed by a single avenue of bias or counterproductive debates regarding arbitrary metric
thresholds and cut-off values as to what is “concerning” versus what is “ideal.” CQRA provides
multiple sources of evidence to calculate individual and overall quality scores, and the process is
adaptable to the point that it does not depend on individual concepts or arbitrarily defined quality
thresholds. Rather, it uses a healthy plethora of inputs with the included capability to tailor or
adapt portions of the process to fit the specific needs of the software in question. In other words,
truly negative quality indicators have more meaning if they emerge simultaneously from the
multiple methods of assessment, and each method plays an equally significant role in the overall
scoring.
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History: CQRA began with the creation of a new approach towards assessing software
maintainability on MCC IV&YV in early 2020 (M-148). This approach was a precursor to CQRA,
and it involved utilizing code metrics like cyclomatic complexity and test code coverage
correlated with static-code analysis findings to update the risk posture of MCC IV&YV as well as
document any systemic concerns with software quality.

This work continued in 2022, when a team of NASA V&V static-code analysis (SCA) subject-
matter experts (SMEs) was formed at the request of the NASA Office of Safety & Mission
Assurance (OSMA) Software Assurance Tech Fellow under NASA IV&V’s SSO Outreach
Team. This team was tasked with investigating and adapting a pre-existing Carnegie Mellon
Software Engineering Institute process called Crew Risk Estimation Worksheet (CREW).
CREW was adapted and revised by this SME team to better fit the needs of NASA mission
software. The adapted CREW was combined with the analysis steps of the previously referenced
M-148 and CQRA was created and published as a formal analysis process within the IV&V
Catalog of Methods.

Projects Scored: Since the initial creation of the process, numerous NASA missions and
software projects have utilized CQRA to identify areas of improvement within mission software.
These projects include FPrime, which is an open-source NASA flight software and embedded
systems framework, and the Regenerative Fuel Cell (RFC) project led by the Glenn Research
Center. IV&V projects that have utilized CQRA as part of their software analysis include Europa
Clipper, Roman Space Telescope, Exploration Ground Systems (EGS), XEVAS, and HLS-
SpaceX.

Approach: CQRA is a process designed to measure the risk in the code itself, considering only
the code files that will be compiled and run on respective NASA missions. The process does not
consider design documentation, requirements, or any system artifacts. This process intends to
provide evidence for and against structural code quality - the quality of the code itself. Validation
of functional code quality, which is how well software correctly meets the specified requirements
for the mission, is not in the CQRA’s scope, as there are numerous other processes to assess this
within NASA and NASA IV&V’s domain.

In CQRA, are 31 focus areas within the 6 overall aspect areas mentioned above. All the
questions within the assessment are centered around the source code and can be answered either
with static analysis tools, code metrics, analyst evaluation, or some combination of all the above.

Each question in CQRA has a score between one, indicating the lowest level of risk, and five,
indicating the highest level of risk. The individual question scores are then rolled up into overall
scores for each focus area and aspect, as well as for the overall software project. Just as in the
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individual question scores, the overall scores are on a scale from one to five, with five indicating
the highest level of risk. Through this process, software code quality can be quantified in a way
that can be easily processed and digested by developers and analysts working on the project. This
is normally represented by a final score roll-up containing individual scores for the aspect/focus
areas, as well as qualitative comments on what to improve and identified good practices to
maintain (Figure 1).

5 0 0
od
Depende High system stability, low intercomponent oyclicality, Make delineation between flight and non-flight
and an easily identifiable architectural pattern code more clear and organized
14 ANDARD
14 a Adherence to large majority of NASA Power of 10 Be wary of functions with extensive length
20 MAINTA
18 Q
Comments ~ ~ .
Commenting style appears consistently easy to Improve comment to code ratio, remove
16 Qua maintain, detail included is consistent commented out cade
23 0
15 onsta
Clarity 14 e olde
23 Readab Code identation, whitespace, and parentheses used
28 onditiona effectively to organize the layout of the code Utilize consistent naming conventions
17 depend
Reusability 3.8 atio Large volume of unused functions/variables, some
18 omplicatio Clear separation between autogenerated code and possible unreachable code, and moderate use of
Duplicatio developed code GoTos
25 A D
21 Cl
3.1 0 d
25 or Logging Add consistency and thoroughness in how
29 entatio Ample evidence of system/instrument health logging, exceptions/errors are handled, add consistent
17 ead onitoring Ample evidence of a watchdog timer detail to logs
19
14 D
2.5 datio
General 17 brarie Consistent checking of return values, evidence of
22 g regular memory cleans between reads, evidence of
15 aceab hashing Na evidence of modern encryption algorithms
13 De
CERT Recommend utilizing sound static analyzerto
Maost CERT rules had no violations detectable by ensure CodeSonar diagnostics for buffer
17 Prio CodeSonar overflow/memory leaks are false positives
14
14 86.7% of functions have a cyclomatic complexity <= 10, | There are a significant number of functions with a
15 omple unit testing is generally easy to understand and cyclomatic complexity > 50
1.86 AL R

Figure 1: Sample IV&V Mission Overall CQRA Scoring

As mentioned previously, there are three major types of questions in the focus areas that allow
for this overall score roll-up: code metrics, expert judgment calls guided by random sampling,
and static-code analysis tool output. The code metrics are measured by some of software
evaluation tools used by analysts, including Understand, Lattix, CodeSonar, and PMD. Some of
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the metrics utilized in the process include modified cyclomatic complexity, the average number
of code lines per function, and the maximum control structure nesting level within the code (to
name a few). A sample score for one of these tool metric questions is shown below in Figure 2.

Number of goto occurrences within the code, i.e. Hersteller Count 80 80 -1 MediumHigh|! ran the checker and there were 80 violations across 6056 files Understand
GOTO metric that were analyzed. Using Slovin's formula, | determined that
I could restrict my sample size for inspection to 45 to achieve
a confidence limit of 90%. All of them were valid.

I will conclude with 90% Confidence Limit that all 80 are valid.

Figure 2: Sample IV&V Mission Tool Metric Scoring

Expert judgment also utilizes the metrics collected by software evaluation tools but require the
insight of the analyst to determine the final score, rather than previously vetted numerical
thresholds. Thus, the final score is determined by both the metrics provided by the analysis tools
and the analyst’s judgement. This type of assessment requires the analyst make an informed
decision on how to score the metric based upon their knowledge and interpretation of the output
produced by the software evaluation tool being used. An example of this is shown in Figure 3.
This process is shown in Figure 4. For example, a percentage reading from the software tool may
be translated by the analyst to a ranking score of either “No,” “Minimally,” “Somewhat,”
“Mostly,” or “Yes” to answer the question. This is useful for metrics or patterns with no widely
agreed upon “negative” threshold, or to include specific context about anything unique in the
code itself that could add more to the overall story in the quality assessment.

JDoes the system use a common architectural pattern (layering, client- Ranking| Yes 1 High The "Conceptual Architecture Diagram" that is presented | Lattix
server, MVC, etc.)? appears to show a peer relationship between the 3 top
level system components, with a layered

architecture within each of those.

Figure 3: Sample IV&V Mission Analyst Estimate Scoring

Within components is there a high degree of coupling among modules? Ranking No -1 MediumHigh|| looked at the % value for the files shown in the Lattix
(are there many > 5)? expanded view.
All were 0.0% Thus, this is scored "No".

Figure 4: Sample IV&V Mission Analyst Selection Scoring

Each metric in the CQRA has a final score between 1 and 5, and a conversion process must be
followed to translate the analyst’s scoring into the final score. To fully understand how to
translate the scores produced by the analyst into this 1 through 5 score, it is important to
understand the attributes that each of the CQRA metrics has. These attributes are shown below in
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Figure 5. “Scale” is used to indicate the way the question will be scored, which could be as a
“Count,” “Ranking,” “Binary,” or “Percent.” The “Score” column is utilized by “Ranking” and
“Binary” questions, while the “Percent / Count” column is used by “Count” and “Percent”
questions, and the “Count Limit” column is used for “Count” questions. All metrics utilize the
“Goodness Bias” column, which uses a score of 1 to represent that an answer of “Yes” is
favorable and a score of —1 to represent that an answer of “No” is favorable, and the “Weight”
column, which categorizes the importance of each metric in determining software quality. For
example, a metric with a weight of “High” is more critical in determining code quality than a
metric with a weight of “Medium.”

Percent Count Goodness .
Score . ) Weight

J Count Limit Bias
Does each source file #include the header file of the same root name? Ranking Mostly 1 MediumHigh
Total number of functions or methods within the code base Count 44573 50000 -1 High
Average lines of code per file Count 531 500 -1 Medium
Average lines of code per function or method Count 72 30 -1 MediumHigh
Percentage of source files that exceed 1000 lines of code in length? Percent 6.1 -1 MediumHigh

Figure 5: Important CQRA Metric Attributes

The translation from the scoring by the analyst shown above to the final risk score with a value
between 1 and 5 is automated within the CQRA spreadsheet and completed in several steps,

which are shown in Figure 6 below.

Computed Score

Computed Risk

Raw Percent Score Goodness Score Numeric Weight Percent Risk Weighted Percent Risk
75 75 0.75 25 18.75 1
89.146 10.854 1 89.146 89.146 4.4573
100 0 0.5 100 50 2.5
100 0 0.75 100 75 3.75
6.1 93.9 0.75 6.1 4.575 1

Figure 6: Calculation Steps to Determine Final Metric Risk Score

The “Raw Percent Score” is first determined by converting the various Scales to a purely
numeric, 0-100 scale. Ranking is divided such that a “No” answer equals 0, a “Minimally”

equals 25, a “Somewhat” equals 50, a “Mostly” equals 75, and a “Yes” equal 100. For a Count

National Aeronautics and
Space Administration

Katherine Johnson IV&YV Facility
5000 NASA Blvd., Fairmont, WV 26554

e
December 2025



scale, the “Raw Percent Score” is determined by dividing the Count by the Count Limit. Percent
is a direct translation to the Raw Percent Score. For Binary, a “No” is 0, and a “Yes” is 100.

The “Goodness Score” merely converts each “Raw Percent Score” such that a higher score is
preferable. This is accomplished by “inverting” the “Raw Percent Score”, i.e. a “Raw Percent
Score” of 25 with a “Goodness Bias” of -1 would result in a “Goodness Score” of 75. A “Raw
Percent Score” of 15 with a “Goodness Bias” of 1 would result in a “Goodness Score” of 15.

The “Numeric Weight” is the Weight column translated to Numbers. “High” is 1,
“MediumHigh” is 0.75, “Medium” is 0.5, and “Low” is 0.25.

The “Percent Risk” column then takes the “Goodness Score” and converts it to a useable Risk
Percentage. Since the “Goodness Score” column has already normalized our “Raw Percent
Scores” such that higher is less risky, the “Percent Risk” merely takes 100 minus the “Goodness
Score.” This inverts our “Goodness Score” such that a higher score is riskier. This is used as it
makes the Risk Calculation much easier.

The “Weighted Percent Risk” is just the “Percent Risk” multiplied by the “Numeric Weight”.
This applies our weight from the questions to the risk, aiding in the future rollup of the Focus
Areas and Aspects.

The “Risk” column then takes the “Weighted Percent Risk” and converts it to a scale of 1 to 5. A
“Weighted Percent Risk” of 100 would equal a 5, and a “Weighted Percent Risk™ of 20 or below
equals a 1. The Risk calculation therefore is:

100
maz [1’ ( [Weighted Percent Risk] ) *5]

Random Sampling: Many entities in mission-critical software can have astronomical instance
counts. To put the scale into perspective, consider that NASA V&YV routinely receives software
builds over 1 million SLOC. Consider how many functions and variables there must be for a
given codebase of 1 million SLOC. Assessing quality at large aside from what static-code
analysis tools can be difficult, especially considering the possible variability throughout an entire
mission flight software (FSW). Different sections of the code may have different developers and
varying styles. To address this, particularly for SEI CREW, for questions involving the quality of
the functions, comments, and variables within a given code base, the CQRA team turned to the
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prospect of random sampling. This random sampling was driven by Python and Ada scripts to
randomly select files and line numbers in a build, which was then accompanied by established
confidence using Slovin’s formula [1].

In other words, we had a total population of some “entity” that we wanted to analyze. Examples
of an “entity” include files, functions/methods, SCA warnings, requirements, or unit tests.

1) We want to perform an analysis on these “entities” to assess some question(s) about
the “entity”. Examples are a) Does the file have a header b) Is the name of the
function descriptive of what the function is implementing c) is the SCA error message
a True Positive

2) We do not know anything about any of the “entities”

3) We want to know the sample size that, by randomly analyzing that sample, would
allow us to conclude that the results of that analysis are representative of the entire set
of “entities”, within a confidence limit (CL)

Research of this problem resulted in selecting the following formula, referred to industry as
“Slovin’s formula”. It is as follows: n =N/ (1+Ne**2). Where:

N = Total Population.
e (error tolerance) =1 — CL. (Note: CL can range from 0% to 100%b)
n = Sample Size to randomly analyze.

Then, for a specific problem: N = 500 functions. We want to know if the function name is
descriptive of what the function is implementing. For this example, we will choose the CL =
90% =.9

> e=1-09=01
And, applying the formula, we get:
n =500/ (1+500(.01)) =500/6 =83.3. We need to round up to 84.

Thus, this says we can randomly analyze 84 functions, instead of analyzing all 500 functions,
and use that result to conclude that the entire population of 500 has the same distribution for the
question being asked. i.e., If 80% of the 84 functions analyzed have a name that is descriptive of
what the function is implementing, then 80% of the total set of 500 functions do have that as
well.
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The word “random” is critical. You would not want to analyze a set of functions confined to a
restricted set of files. That set of random “n” to sample can be provided with the implementation
of a script.

Risk Integration: NASA IV&YV has historically made use of two risk assessment processes
applied to prioritize analysis areas and determine a varying degree of rigor to allow focus on the
highest risk areas. The first process detailed in S3106 Rev E [2] is called a Portfolio/Project
Based Risk Assessment (PBRA) and is designed to evaluate mission capabilities at a high level.
Individual capabilities are IV&V generated sentences of functional intent reflecting core
components of a mission based on system understanding of the available artifacts. In the PBRA,
these capabilities are decomposed and evaluated based upon how much risk they introduce to a
mission in terms of both the likelihood that a capability will not have complete success, as well
as the impact that a partial or full capability failure. Capabilities are not necessarily linked to
individual software entities and may require a “mapping” of software entities within the project
to directly identify areas to analyze. These software and system entities are evaluated with the
Risk Based Assessment (RBA). This process assesses the level of risk associated with a project’s
software entities, which provides IV&YV teams with the information needed to determine the best
way to allocate resources to a project. The PBRA and RBA assessments both aim to evaluate
mission capabilities and software entities in terms of the different ways in which they could
introduce risk to a mission. Thus, capabilities and software introducing the most risk can be
given the attention needed for targeted IV&V.

The assessments include a measurement for likelihood, which is defined as the potential for the
existence of errors within an identified mission capability. This likelihood is composed of a
series of attributes: degree of innovation, complexity, testability, and heritage to name a few.
However, structural code quality can also be an input for likelihood, as a probability
measurement for future errors or hazardous conditions to occur in within a mission software
codebase. Just like the earlier point of the benefit to having variety in quality assessment
methods, the same is true for likelihood attributes. Evidence based attributes such as code quality
can be added to the assessment for the PBRA/RBA or for specific assurance objectives.
Additionally, by completing this calculation for each individual mission capability, differences in
capability quality can be considered for risk assessment scoring, which can inform appropriate
levels of rigor.

A variety of information is needed to calculate the quality of capabilities for NASA missions.
These values will serve as inputs to the quality calculation. Figure 7 details some of these
necessary inputs, which includes the score from the CQRA. Note that a QVscribe score
(QVscribe is an NLP tool to assist in requirements analysis by quantifying requirement quality
and identifying potential issues within requirement text) will also serve as an input value.
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Capability

Release Number

QVscribe Score

CQRA Score

Enter each PBRA capability
as an individual row on the
sheet.

Enter an integer representing
the number of the project's
release that is being analyzed.
For example, if the fourth
release version of the software
1s being analyzed, "4" should
be entered as the score. Note
that this number should be the
same for all capabilities.

Enter the value of the
QVscribe analysis of the
capability.

Enter the value of the Code
Quality Risk Assessment
(CQRA) for the project. This
score should be the same for
all capabilities, as all of the
source code 1s analyzed at
once.

Figure 7: Quality Calculation Overall Input Values

The rest of the input values required to calculate a quality score are detailed below in Figure 8.
These input values pertain to Technical Issue Memorandums (TIMSs), which are formal records
of issues in a mission’s development artifacts determined to have an adverse impact to the
mission if they are not resolved. TIMs are categorized into different levels of severity, with
Severity 1 TIMs having a catastrophic impact to a mission if not resolved. Severity 4 TIMs are
not included in the quality calculation, as they represent only an impact to the maintainability of
the mission artifacts if not resolved.

Number of Requirements
TIMS

Total Number of
Requirements TIMS

Number of SCA TIMs

Total Number of SCA TIMs

Enter the number of TIMs that
use either the M-2 or the M-3
methods for severity 1,
severity 2, and severity 3
1ssues, respectively, for this
release of the project only .

Enter the total number of
TIMs that use either the M-2
or the M-3 methods for
severity 1, severity 2, and
severity 3 issues, respectively,
for the project's entire analysis
history.

Enter the number of TIMs that
use the M-9 method for
severity 1, severity 2, and
severity 3 issues, respectively,
for this release of the project
only .

Enter the total number of
TIMs that use the M-9 method
for severity 1, severity 2, and
severity 3 issues, respectively,
for the project's entire analysis
history.

Figure 8: Quality Calculation TIMs Input Values

The overall quality score that can be used in conjunction with existing PBRA scoring methods is
comprised of several calculations that utilize the input values described in the figures above.
Scores relating to the rate of both requirements TIMs and SCA TIMs are calculated first. These
scores are known as the Requirements TIMs Rate Score and the SCA TIMs Rate Score and are
described in detail in Figure 9 below. Overall scores for both Requirements TIMs and SCA TIMs
can then be calculated by finding the weighted average of the TIMs Rate Scores for severity
levels 1, 2, and 3. These scores, known as the Requirements TIM Score and the SCA TIM Score,
are also shown below in Figure 9. Note that severity 1 TIMs are given a higher weight than
severity 2 TIMs, which are given a higher weight than severity 3 TIMs. This is because severity
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1 represents a catastrophic impact to the mission if not resolved, while severity 2 represents a
critical impact, and severity 3 represents a moderate impact.

Requirements TIMs Rate Score

SCA TIMs Rate Score

Requirements TTM Score

SCA TIM Score

The number of requirements TIMs
in the current release version (C)
are compared with the number of
requirements TIMs for the total
project divided by the release
version number for the project that
is being analyzed (R). Scores are
assigned as follows:

5:C>=R

4:C=R

3:07<=CR<1
2:04<=CR<07

1: C/R<04

Repeat for severities 1, 2, and 3.

The number of SCA TIMs in the
current release version (C) are
compared with the number of SCA
TIMs for the total project divided
by the release version number for
the project that is being analyzed
(R). Scores are assigned as
follows:

5:C>R

4:C=R

3:0.7<=CR<1
2:04<=CR<07

1:C/R<04

Repeat for severities 1, 2, and 3.

This score is found by taking the
average of the Requirements TIMs
Rate Score for the Severity 1,
Severity 2, and Severity 3
Requirements TIMs.

This score is found by taking the
average of the SCA TIMs Rate
Score for the Severity 1, Severity
2. and Severity 3 SCA TIMs.

Figure 9: Calculations Relating to TIMs

Once the calculations described above are completed, the overall Requirements Quality Risk
Score and Code Quality Risk Score can be calculated. The Requirements Quality Risk Score is
simply the average of 6 — the QVscribe Score and the Requirements TIM Score. Note that the
QVscribe score must be subtracted from 6 because it is measured on a different scale than all of
the other input values for the quality calculations. A score of 5 in QVscribe indicates strong
quality, while a score of 5 for the rest of the inputs and calculations indicates poor quality.
Subtracting the QVscribe score from 6 puts all the input values on the same scale. The
Requirements Quality Risk Score is measured on a scale of 1 to 5, where 1 represents high
requirements quality and 5 represents low requirements quality. The Code Quality Risk Score is
calculated as the average of the CQRA Score and the SCA TIM Score and is measured on a scale
of 1 to 5, where 1 represents high code quality and 5 represents low code quality.

Requirements Quality Risk Score = ((6 — QVscribe Score) + Requirements TIM Score) / 2

Code Quality Risk Score = (CQRA Score + SCA TIM Score) / 2

The final calculation is for the overall Quality Score. This score takes all the previously
discussed input values into account and is equally based upon requirements quality and code
quality. The overall quality score is calculated as the average of the Requirements Quality Risk
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Score and the Code Quality Risk Score and is measured on a scale of 1 to 5, where 1 represents
high quality and 5 represents low quality.

Quality Score = (Requirements Quality Risk Score + Code Quality Risk Score) / 2

This overall quality score serves as an important metric to consider when looking at a project’s
risk. Project requirements and software both play an immense role in determining the risk that a
project has, and identifying areas of poor quality can help to significantly mitigate that risk. The
current IV&V risk assessment processes do not take quality into account, so including the Quality
Score calculation would ensure that requirements and code quality are factored into the risk
calculations for future missions. This increases the overall effectiveness of the risk assessment and
efficiency in the use of resources and engineering rigor for an IV&V project.

To ensure that this Quality Score is meaningfully incorporated to the PBRA likelihood
measurement, the different versions of the S3106 document, which record how the PBRA and
RBA processes are to be completed, must be considered. Missions currently undergoing IV&V
analysis use either Revision D, Revision E, or Revision F of the S3106 document to score the
potential risk of the mission’s capabilities and software entities. Because there are different
revisions of the document that are in use for this process, the incorporation of the Quality Score
must be tailored for each revision.

Revision D of the S3106 document uses each capability’s Complexity, Testability, Degree of
Innovation, and Development Characteristics as criteria for calculating the PBRA likelihood score.
Each criterion is scored on a scale of 1 to 5, with 5 representing the highest risk, placing them on
the same scale as the final likelihood score. To integrate the Quality Score here, it can simply be
introduced as additional criteria. Because a Quality Score of 1 represents high quality, while a
score of 5 represents low quality, the Quality Score integrates easily with the rest of the Revision
D likelihood criteria.

The PBRA likelihood score for Revision E of the S3106 document is calculated in a similar way
as Revision D, with the calculation criteria differing slightly to more closely align with the
“Capability Based Assurance approach to performing IV&V.” The criteria for calculating the
likelihood score for this revision are Complexity, Robustness, Innovation, Information Assurance,
Heritage, and Mission Specific. As in Revision D, each of these criteria is scored on a scale of 1
to 5, with 5 representing the highest risk, placing them on the same scale as the final likelihood

National Aeronautics and
Space Administration

Katherine Johnson IV&YV Facility
5000 NASA Blvd., Fairmont, WV 26554

e
December 2025



score. Because of this, the Quality Score can simply be introduced as additional criteria to use in
calculating the final likelihood score.

Revision F is currently undergoing development at NASA IV&YV, but the likelihood components
will be complemented by the evidence-based quality criteria in a similar fashion to Revisions
D&E.

All above implementations serve as a blueprint for enhancing and further developing follow-the-
risk strategies traditionally employed by NASA IV&V to identify the areas of mission software
with the most risk. Currently, CQRA’s risk integration is being used on multiple NASA V&V
projects to include the story of the risk within the structural code composition in addition to the
mission aspects. Together, this forms a more complete and effective landscape of risk articulation.

Conclusion: The Code Quality Risk Assessment was prototyped and streamlined at NASA’s
Independent Validation and Verification facility and to this day is an analysis technique applied to
mission-critical software. CQRA helps fill a controversial gap in the software assurance industry
— how to measure code quality. Rather than debating over specific metrics, acceptable thresholds,
tool capabilities or performances, CQRA uses all possible resources to avoid biases to produce a
robust picture of structural code quality. Moving forward, NASA V&YV is making use of it to help
NASA missions identify code quality risks and strengthen their development practices, which
leads to more robust and reliable code for NASA missions. Paired together with static-code
analysis approaches, independent test analysis, and requirements implementation analysis, a
complete picture of the risk landscape of mission-critical code is now within reach. For more
information on CQRA, please reach out to NASA IV&V.
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