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SYMOFSIS

Generic design flaws of redundant computer systems cen

result in undesirable operstion, such es monopolizetion of

cemputer controlled dats buses by a feulty element, sccidental
syetem shutdown due to irensiebts, errcmecus werory alteration,

ioss of control'system equaliéaticn, and sofiware oversighte
wﬁich can be-ccmmon gn 2ll redundent strings. ) .

_History'EQS»shown that generic design.fhilureé‘have occ%r%ed
;n'aeréspace vehicles.. On eircreft, these probiems teve resulied

L3

An sipultanscus malfunstioning of multiple reduniant computers

requiring faultdown to the mechanical cable flight centrol system.
The eystem feetlres that cause genzric design feilures are sis-
ceptibility of electromic circuits te electromsgnstic or elesctro-

1
A

\Qta ic eneréy, sueceptibility of interfeciog pargllel redundent

. - i ) .
electronic strings to multiple siring failures, and ccmputer

- -

"programming oversights ceusing cemzen failures within each string.
The low -pover solid stete integreted circuit (I2) devices
are much more susceptible to extrsnecus eleclromegnelic and

electrostatic interference then their sarlier counterpart, the

discrete {ransistor. This weane thet special precsutions must be

taken to preclude generic design failurses of these susceptible
electronic components on the Shutile. ‘Anelyses indicate that the

Microweve Scanning Beam lLanding System (MSBLS) gzrouni etation

will most probably not interfere with the electronic circuits.

L TIETNATL PAGH 1§
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Hewever, the high power AN/FFE-16 reder trscking system will

]

interfere with the elsctronic circuits unless about &C decibels

-~
1

b) of attenuation (vu icle okin plus cable) te interference is
=3 ":iE' d.
Experience has chown t 2t vehicle skin will atisnuate KRF

energy by ebout 15 db Hlthcut 8p eci,i desizn considerstions;

¥hnile chkﬁ db of skin attenuetion can he ackisved, (at least on

erell vehicles) W1tn special design considerations. Braided fype'

catle sblelalnc can typlcﬂlly proviie up to 30 db of shielding to

-
K

-

EF ener 34 vith srecial design considerstions”(e.g. 36C degree

H

ﬁealsJ eimiler to wavegulde connsctorz, st the comnectors).

1t moise source 1o

o

Iigktining ie, however, & more diffic

protect egzeinst thea redsrd. Shielding levels of 70 to 100 db

1
3
-

‘are regquired to provide the moet sexsitive ICs roueculon egainat
q o

!
Yizhining. ; . : -

The meckanisn for pickup of electreozegnetic ensrgy is

ven with holts

Hn
o
o]
{
19
(U]

through externsl skin cracks (e.g. bolt
instslled) end internal cable bundles. Teerefors, bettef

" shisldin a- £ the black-box enclos e g generally of no help. Ko
a%tezpt was made in this report te estimate-or caleulate tha
emount of skin end cable attenuaticn ic be provided by the current
Orbitér design. Hewever, cubt-cute in the metallic. skin that are

fitted with low dislectric constant msteriasl for antenna windowa

-
-

ceuld reduce the skin ettenusticn te nezr zero db,unless the

xii



deeign of the sznienns and antenns eyster mounting structure

.

pracliuies leakage of R¥ energy to the insiie of the Orbiter.
¥in with virtuelly no sttenusticon to EF redistion could maeke the

wm

o

Crbiter elecirical ceoxpenents very suscentidle to kP eignale.-'~
The Orbiter is judzed uniquely vulnerstle 1o electrosistic
cherge hezerde beceuse of the high electricel resistivity and
large surface sreas of its Reueable Surface Inciilation (RSI}
"which is in proximity to inherently ‘suscestible solid siste
digitel avionics couipment. Additional NASA Avionics System
Engineering Division effort hes been initistéé to further define.

this problem and to generste solutione.

*

An aircreft corputer switehing philoscophy ueed on operational

’.l-
(N
0
=
[N
[{:]
ct
W
o}
m
]
Lo
ct
1]
i3
w
L]
=
{0
<t

sysﬁe:s'has been d3ict illed bj surve"
points cf this rhile ocrhy are: l
a) Plan for failures-by using s determiniet
- _epprosch thet sesumes Poilures will kapren {Murphy's
law). Do not rely on & relisbility mumber {euch
a8 9992 alcne.
) Functional redundancy is preferred to herdware
reduniancy cnly.
c) Recenfigure by turning devices off ratier then on.
d) Avoid symthesie of a vieble system from several.

etringe. The pilot needs an easily understandable

equipzent confiurstion., Zese e¢f unierstanding ie
£ 23
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best achieved by switching entire sirings of electronic

eguipment.

-

e) Confirm failures before Ziscounecting equipment when

possible 1o preclude using ur configuration opticns

g
.too fmet and to allow the erew to function in the
decision %rocess.
£) Permit several levels of degreded éerformanca to
preclude using up opticns too fast.
Jtems u) thré d) appear t; be snclicable t; the Orbiter while
.- >
e) and £) may not te epplicable due torsthe grester fime eriti.-
callity of @he Orbiter funszstione snd the higher Orbiter perform.
ange requiremente.
-T;ble IV on paée»zo provides a summary of computer switching
-happroaches fo; scﬁe of the existing sircreft sn%.spacecraft
eystems surveyed. fIt ves fcund ihatl west eysleme ars design?i te

. prohibit géﬁeric feilurss end/or sre not similer encugh-to the

This is indicated frem
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a) Some sysiexms
functions.

b} Yany systems are simplex in nature.

¢) Some sygtems use manuel breek-tefcre-rake Qwitching

for computers.

d) Yany systerms ere all enelog in nature and wany
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use no dats buses.
It was found that the sirborne systems were more apolicsble

than the grouni systems. In particuler the D2-10 with its

- functional redundant performence and failure assessment monitor

(PAFAM) system and the S-3A with its cross sirapped ccmsuter
systems, are of intsrsst.

Examples of: computer system shutdowns due to transients,

errore in parallel computationzl sirings due to failures of -

interfacing elements, end multlccmputer shutdowns due to computer

progremxming oversights were found in the course of thie study.

However, no examples were founl of monopolization of date buses

or erroneous wemory allocetion due to generic system feilures.
& - ry 4 /

Ko sircraft systems were foundi that use aun integrated dsta

bus approach to hanile beth flight!cfitical funciions and most
other major vehicle functions, ss done on the Crblter. ?Pe only
girereft found thet plens to use e.fly-by-wire control systen

in its operational phase, without the avallability of a mechanical

cable backup flight conirol system, is the new YF-16 light weight

" fighter .aircraft. This aircraft hses been {lown hundreds of

flights without accident dus to failure of the all zlectronic

flight control system.

oRIGTNAT BAGE &
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1.0 Intreduction- - --
This estudy was conducted at the request of and under the
direction of the NASA Avionics Syetem Zngineering
‘Division. The purpose of the study was to investigate multi-
computer configurations and redundancy meusgement techniques to
determine methods-to prevent and/or treat generic design flaws.
For the purpese of th;s report generic deslign feilures are de-
fined &5 undesirshle operations of redundant computef cbﬁfigura—
tions which are typified as follows: |
- _--8e-monopolizetion of all or many deta busss by a feulty
coﬂpﬁtational element in one ;r more strings
¢ accidental subsystem/ayst;m ahut&own_due to transients
. & erroneovsa memory slterstion {overlay) due to
crosstalk between cowputeres -
© loss of control equalizatiom where equaliéétion is

%
reguired for normal operation

-

] éoftware oversights which can be common in gll
redundant operational-strings
This reporﬁ covers the first portion of the psychotic com-
:putér study in which generiec flaws are defined and the prévention
and treatwent of generic design failures are discussed. The
_ computer configurations end reduniancy management of existing
aircraft, spacecraft, and industry computer systems are also

revieweld. The purpose of this review is to assimilate the best



existing computer system philoeéphy guidelines for use on the
Bhuttle program. The exlsting systems are investigated to deter~
mine computer redundancy configursticns, rejundancy switching
criteria, and immunity to generic design flaws. . ST e
The mecond portion cof the generic design flasw etudy is to
include en Orbiter redundant cowputer anal;sis to define and
solve spgcific Orbiter generic design problems. This portion of
" the etudy is Lo be conducted after completion of this report
with the results feing in a separsts raport. _ ’
Thie report ie mainly comprised of informsticn previocuely’
'publiphéd in preliminary werking papers., The source of data for

this repori includes both written revorte from and telecons with

the appropriste comranizs and enginesring steffs responsible for
PPYOY p g £ i

i
'

"the investigated aircrafi, spacecraft, snd indusirisl computer

4
i

syatems. ¥Written references used are included in the list of
_references.,

Ristory has shown thet computer geasric design flaws have
oécurred on a;rospace vehicles. 6n aireraft these problems have
resulted in malfunctioning Ef the multiple reduniant computer

-systems requiring faultdown to éhe mechanicallcable flight |
control system. For exemple, on TAGS (Tscticel Airborne
Guidance System). the entire computer eystem (three, computers) -

shut down due to a software design oversight requiring reversion

1o mechanical cable flight control to precluds & crash. The

ORIGINAY, py,
GE.
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sofiware was not designed to handle & szecond computer failure
before three computer- computetional cycles elapsed due to an’
oversight in the computer prograw ienign. 0On the 130-10 the quad
redundant analog flight control system comparators were unable,
to detect & bias in the yaw flight control channel since all
channeles included the bias due to a part feilure and a design

veakunesa. However, an independent wmonitor esystem, the performance

[}

.and failure assesemsnt monitor (PAFAN), detected this generic
f&ilgre allowing manual takeover ueing the mechanical cable
system. These generic failure examples wére found in the coﬁree
of this study and do not represent a ccmplete 1isting. Other
failure exsmples sre included in other report sgcticné. A

special survey to find failure examples wes ndt made since the

[y

tire to document more failures was not felt to be werranted snd

!
A

in most instances manufsctures are reluctent tolrelease any
- i.f .
inforzation regerding failures of their systems. \

Examplss of; c;mputer ayst;m shutdowns due to transients,
errors in parallel cozputetionel strinzs éue to feilures of

" interfacing elements, ard muliicomputer shutdowne due to computer
progremming oversights were found in the course of thie study.
However, no examples were found of monopolizetion of deta buses

or erroneous memory sllocation due to generic system fallures.

No aircraft systems were found thet use an integrated data

bue approach to handle both flight criticel functions end most



other major vehicle functions, as done on the Orbiter. The only
sireraft found that glans to use a fly;by~wire control system in
its operational phase, without the aveilability of a mechanical
cable backup.flight control system, is the new YF-1€ light -n:eig;nt
fighter airersft. Thie aircraft has been flown hundrede of -

flights without sccident due to failure of the all electronic

flight control system.

The terms}generic desigﬁ feilures®and "generic design i‘.'La*m:s:"l
used in this report are considered to ée synonymous with the
torms psychotic operation/behavior and psycgstic problens
respectively. These alternste terme have been used in scme .of
the earlier working papers on this same subﬁect.

" Paregraph 2.0 of this report dircusses design features that

- are subject 1o generic design fla#s and Paragra%h 3.0 includes

& sumzary of philosophy iterme, pertinent to the Space Shuttle
Orbiter, that were obtained from an inveetigetion of existing
computer systems. Paragraphs 4.0 and 5.0 include the recommen;
dations and conclusions. Tﬁe Appendices include more detailéd
infermation on electrostatic interference and additional and

more detailed information on individual computer systems investi-

gﬁted .
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2.0 Design Featurés'ﬁubject to Generic Desigﬂ Feilures

Before iﬁvestigating existing combuter systems, a brief look
inﬁo system deslgn features that are subject to geaeric design
failures and design practices ihat can alleviate chances of: |
these failures is in order. Intqg}ated circuit (IC) components,
interfacing parallel rejundant sirings, snd computer programs
can all be subject to generic design failures.

Additionel hardware and software redundancy of identlcesl
Sdesign wili'normally not help tc reduce the generic design failﬁre
efféctav Thie is due to the generié natgre.af these failures
which:affect more than one or all of a given type of liné,'
replacgﬁble-units simultaneously.

2;1 Inbegrated Circuite

Digital avionic systems employing efficien%-but low pover
solid stete IC devices are much more susceptible-tofexﬁraneous
electfomagnetic‘and electrostatic interference then their
earii;r pounterpart,:the discrete transistcr. This demands @haﬁ
enginesring design attention be given éo netural and manmnade
.environmental disturbances to negete the effects of £ﬁese dis-i

turbances on vsry sensitive IC devices.



Figure 1 2nd Table I indicate that the eemiconductor
de%elopm;nt trend is‘toward increasingly lower ﬁower cpe?gting
levels and greater nolse sensitivity as the pspulation of gctivs
eleszents per unit area of substraté becomes larger. Vulnera-
bility to high voltage, low eaergy transients is also indicated
by the fact that factory personnel werking witﬁ IC Zevices
_ere often reguired to wegr wristband ground; to avoid
esuipment burn-out from discharge of clothing charges.

2.1.1 El;ﬁtromagnetic Sources of Intefference
Two prime éxamples of extran;ous electromégnetic sources
. . »
that can af?ept-sensitive solid state IO devices

»

ere ground radar ecanming of the Shuttle and lightning strikes.
) i et
Both of these imterference sources are difficult to control and

~

reguire consideretion of sufficient shielding in the systemx design.
&

£l

2.1.1.1 Electremagnetic’ Energy Transfer Mechanism

A mammsr in which radiasied energy can getinto IC davices ia

es Sollows. Rediated energy impinging on the vehicle penetrates’ )
through the surface vie drécke, bolt holes (with £olta ids£allcd)
.or ;the; openingz. Once the ene}gy kas pene{reted the

vehiclea' outer skin the aviogic cable bundles act s an antenna.

The cables serve as a transducer, which changes radisted eaergy

to ccnducted energy, which is then conducted to the IC devices.

ERICINAD PAGE
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TABIE I

EIECTRONIC DEVICE SUSCEPTIBILITY IEVEIS

| DEvICE MATFUSCTION LEVEL BURNOUT TEYSL

Transistor % 50 miilwatts 50 watts
. : . - (G test data)
Typical 310 to 100 milliwatts | (not determined)
Integrated - ’ -
Circuit
MOSFET 0.3 to 3 nicrovatis L to 10 milliwatis
" Integrated (estimated) ) ) i (estimatea)
Gircuit . .

ORIGINATL; PAGE, 18
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An unblemished skin (no fastenera, no cracke, or openinge)
typically provides approximately 100 db of isolation to RF
‘energy. However, an unblemished skin is virtually not practiceble.
;t ha§ been found thet the bolt holes with bolis installed and
tightened firmly, reduces skin shielding from about 100 db to
ebout 40 db. On such progréms ss Gemini and Eaxpoon _
hMissile, it was fcuﬁ? through t%sts-that the external skin pro-

'vi;ed 1ittle attenuetion (typically 10 to 15 db) to radisted
engréy impinging on £he_vehicls'without apeégfically'desigﬂing

for—R?_protection. Theee tests were perforwmed in the 3 to 9 GHz

TENZE e | o o o it e e T eme g o st mee Deeme e nm s -
Skin shielding could be as low as zero-decibels if dieleciric

vindows for sensors are expleyed.  On the Harpoon Missile, the

;urface wae radiation'séalei byiusing specialﬁgaskets and
processes-to incré?se-the RF attenustion groducéﬂ by the skin.
Skin attenusiion was increased Pfrom 10-15 4b to 40-45 db. ‘

’ Braided type shlelds on avicnic cables can typically provid; from

Y

zero to 30 db of éhielding to RF energy depending on the shielding
‘design. This shielding adds to the aitenuation provided by the
- s8kin. On the Harpoon Mieéile it was found that to a;hieve 20 té
30 db of attenuation from braided shieléing‘required a 360 degree
" seal, similar to weveguide comnectors, st the connectors.
Thirty db of skin atienuetion plus 30 db of cable sttenu-

ation would provide enough isolation to be effective szainst most

EEEIH}J ¥
PA
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radars a3 indiceted in the foli;w;ng-paragrapﬁs; 7Greater
isolatien, however, way be required for lightning.
2.1.1,2 Effects of MSBLS and AN/FPS-16 Radar

The Shuttle relies on ground genera{ea KF signels from the
MSBIS for automatic ian&ing; and it is highly desirable to track
the Shuttlg with surveillance radars at least during ascend
and lending.

. Table Ila indicates that the radiated power.from the grouna
RSBLé/Tacﬁical Instruzent landing System (TILS) station, seen at
the Orbiter, ie in the microwatt renge. Figure 1 indicetes thal
the most seasitive ¥OSPFET IC's elso oberate in the microwati
range. Tﬁerefore, to preclude circuit malfunctions, with a 10
éb margin of s;éety, due to tpe HSéLS g}ouqd radiated.power, would
require 10 db of EF isclation. Thie 10 db of isolation should

- i
be easy to achieve as iﬁdic&tei in the aboye parégraphs.'

Table IIb ind;cates that Lhe méximum rediated- pover from
the AN/FPS-16 radar; seen at the Orbiter, is in the milliwatt
range. This would require attemuation of ebeut 60 db, vehicle
_gkin plus ceble, to assure ?atisiactory operatioé of the most
‘sensitive IC devices, essuning a 10 db margin of safety. Note,
that this is for the Orbiter at one nauticsl mile from the redar
and that the sttenuetion required would dscresse by 6 db each

tims this rénge is deubled.

The MSRLS ground staticn and the AN/FPS-16 radar were selected

-10-



TABLE 1T

RADAR INTERFERENCE SOURCES

a) I«ESBI§/I‘ILS Interference Sources

MSBLS/TILS Transmitter Power (2KW pk) 33dbw
MSBLS/TILS Transmitter Antenna Gain, Ground 29db
Free Space loss (15.3GHz, 110) - 121db

~

% Power Received at the Shuttle at INM range -~ 59dbw_
. or 1.25 % 107~ ywatts

" - b) AN/FPS-16 Radar Intereference

AN/FPS.16 Transmitter Power (1.0 My pk) 60dbw
AN/FPS-16 Circuit Iosses - - == 2dhb
AN/FPS-16 Antenna Cain . = L5db
Free Space loss (5.6 GHz, 1) -~ 113db

. #% Power Received at the Shuttle at 1M range  ~ 10dbw
. or 100,000 x 1076 watts

Notesg _
# Flux density of 0.037 watts/sq. m. at Orbiter

| Flux density of 465 vatts/sq. m. at Orbiter

9lulPoaRsuﬂ£§;§i
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ag examples 1o deiermine if such groﬁnd besed radiators could
possibly cause Orbit;r cireuit malfunctions. It appears that
high power radars cculd cause circuit malfunctions if sensitive
electronic circuits are used and if the Orbiter skin and avionié
cable bundles provide low attenustion to RF energy. A more
detailed analysis of all radistion sources that may irrasdiate
the Shutile, and an snalyeis of Orbiter skin end cable bundle
attenustion to RF energy would be required tc¢ determins the im-
pact of g;eund redar sczanning the Shuttile Grﬁiter.

2.1.1.3 Effects of Lightning _

Table I1I indicaten 4that high shielding levels (70-100 db)
are requiféd for I¢ protection ezainst lighining.

Few serious accidents ;n commgrciél aircraft heve bean atiributed
to lightning becaus; they h;ve hea§y metallic ?urfecee, ;gherent
flight stability, and safety of fligﬁt coq@rol systems free of
susceptible evionic componenté. “The Orbiter is inkerently unm.
stsbie and it hss n;t bee; dem;natrated as yet that the eys£em is
free of susceptible avionic conponzuts. Therefore, the effécta_
of lightning strikes on flight contrel fUncfiéns.ahould be

“considered in detail on the Shuttle.
2.i.2 Electrostatic Sources of Interference
In addition to electromagnetic energy sources there are

electrostatic charge ani discharge wechenisms thet heve resulted

in a2 varlety of problems on eerospace vehiclea. The Shuttle

-12-
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COMPCNENT SUSCEPTIBILITY $0 LIGHTNING

DEVICE

Mintfoum
Iightning

TABLE IYI

r -

Shielding Required to Protect Against

Bipolar
Integrated
Circuils
{100
transistors

per chip)

70db

sy

¥05 (unipolar) -
. Integrated

Circuits
(5000 to
10,000
transistors

per chip)

100db
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Orbiter is judged unigquely wulnerable to electrostatic cﬂargé
hazards because of the high electrical.reeistivity and large
* “surface sarees of ite KSI which is {ﬁ proxivity to inherently
susceptible =0lid stste digital avionécs equipment. o

Exploratory laboratory teste and anslytical predictions
of RSI electrostetic behavior suggests a

much more esevere impulse noise environment for the Orbiter ihan

commonly experienced in flight on conventional ﬁetallic e%inned _
ai;planes. The eléctrostatic potential is scquirsed threugh
frictional charging by particulate ﬁétter inkthe atggaphere
(iar.i.ri’.qipélly. ige or rein particles in clouds), by engine extsust
cherging, or by thunderstorm cross—fields; ‘Conventional aircraft
uge sharply pointed "static dischergers" located in. high a;ro—
dynemic flow regicns near ihe extremities of the;aircraft to
bleed off excess ciarge in a controlleg manner, virtually elimi-
gatiné the électreeietic iﬁyerferen;e problems. Without the
dischargere, the etstic cherge may build up uﬁtil the vehicle is:.
-charged to a'very high potential; on the order- of hundreds of
_thbusanis of volis. Howeve?, with stetic dischargers aﬁd con-
v;ntional rmetal structures, the charge rapidly bléeda off and
-maintains the vehicle at an acceptable low vol%age-lével.

Tywo problews are immediately obvious in the Ofbite; desigﬁ

with its dielectric (electrically insulated) RSI coating-.

The first is tihat stalic charge will build up on the

5 1eny

>
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dielectric surface end cannot bleed off because thé dielectric
¥ill not conduct the ;harge to & common discharge Q;int vhere a
eﬁat{c discherger can be located. Vith the smooth contours of
the ES8I end ihe large surfece giea, voltages mey build up on,éhe
gxteriof surfece in the megav01£ range with very significant
energy. The second problem is @he~design of etatic dischargers
¥hich can withstsnd the dyﬁamicila?ngh and entry heéting suviron-
nents.

* .“RP interference due to uncontrolled static.
charge results in brepipitation—ustatic in radios as well as
logic errors in digital circuits. Flighté 5? botﬁ'thg Minuteman

end the Titan have shown thet airborme cémﬁuters-used for guidance

and cormands ere extremely susceptible 1o a single discherge of
, , H .

1

very low-ecnergy static elsctricily. Ses Appendix I for a more
thorough descfiptioq of: avionic responses to a precipitation

Y

-static en;ironment, oﬁﬁer threets from elehtrostatic.Fhargég,
and electrostatic ncize spectrum end magn}tudés. ‘ '
2.2 Interfascing Parallel Redundent EZlectrenic Strings

¥ultiple ‘computational strings often iFterface et compars-
tors/voters and in equeliéation circuits. éome typical develop-
ment practicee which help to preclude generic failurgs due
to such interfaces are:

n) Comparators that are compsring computetions from mcre

than one chamnmel should have failure modes eauch that

% Qi g5 -15-



& failure is obvious. A “fail obvious®
comparator is nseded.

b) ¥nenever information from two channelé flows witﬁin
the same box (e.z. informetion to compsrstors), wiring.
and connector pin eepara{ion shouid be such that the -
two lines camot be shorted together. Shorts
between two chamels should not go unéetected.-

¢) Comparisons should be'made at the end of the control

strings. However comparisons can also be made =t
oiher points. . ¥

a) Recognizc that féilurea can be altitude or other
flight parametér eeneifiv;. Por examrple, e failure
may bte simuleted =t 100 f?at gltitude with no
deleterious effects; but at 300 feet altituie, the
failu?e could cause catastrophlc effects. This is
because the failed condition ie presen£ for e

~ longer periecd of time bafore landing.

Techniques used for equalization of commasmis in the parallef
and redundané computational strings are of prime concern on the
Orbiter. This is hecouse small‘difference; in signals getweéﬁ
computational sirings have a tendency ‘o propagate and rasult in
divergent couwmands becasuse of integreticen processes in.the system.

This divergent teniency can be overcome by proper equalizetion

end/or synchronization technigquze. However, these technigues
ORIGINAT} PAGE 1S
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tend to edd complexity, reduce reliability, &nd-add conputa-
tional siring interfdee points that are subject to generic
design fellures. Therefore, it is important thet the final
"solution to the equalizetion problem be proven free of generic

design flaws.

2.5 Comput;r Progrsmring
In addition to normal c;mputer progran vsrificatéon,the
following verificati;n technijues should be useé to lessen -
chances of peychotlc opersticn due to computer prograzaing oversights.
.a)‘Veri?y effects of sequences or strings of failures. ‘
On post progrems (e.g. TAGS) certain timing of failures

relativé to each other have caused shutdown of all

'cog;uter gystems. Ali poseible reversionsry modes and
their effect must be iﬁvestigated.

b} Pay psrticulsr attention to those computetions that
axé not performed every computational cycie. The
effact of errors in thess computations tend to
be overlooked.

c) Véfify times for which computers will wait for data.
For‘example: are there instances in which one or-
more computers could be running with old deta and one
or more other comdbutere running with newer data?

Thié could cause coxparators t; indicate‘; non-zompars.

d) Recognize that checking out ﬁhe cemputer vrograa is
different from checking out the-system design-—hoth

are reguired.

ORIGINAL PAGH'
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5+0  Pniloeophy Items of ExietingVCoééuter Sy;tem
3.1 Aircrsft Computer System Philosophy
. ﬁoth flizht and non-flight com;uter systems wers investi-
‘gated. However, the airborne systems were found to have more
apélicabi}ity to the Orbiter computer systerms than the ground
based syetems. A computer system design and switching philosoghy
was generated fromike information received. It is Pfelt that this
ﬁhilosophy represents typical comouter switching philosophy for
existing operational sircraft. Key points of this rhilosophy are:
aj Plan for failurés by using a deterministic design approsch
that assumes failures will havpen (Kurphy'silaw). Do not
;ely on & reliability auuber {such as .9993) alone.
b) Functional redundancy ie pfefef}ed to haraw;r;

reduniancy only. \ ‘

¢) Reconfigure by turning devices off.rether than on.

d) Avoid synthesis of = v;able‘eystem frer geyerdl
strings. The pilot neede an essily unierstandsble
'configuration. Eaée of §nderstan&ing ie best mchieved
by switching eniiré strings of electronic equirment.

s) Confirm fasilures before disconnecti;g eguipment vhen
posslible to preclude using wp configurstion options-tco

fast snd to sllow crew to funstion In the decision

process.

~18-



£) Permit soveral levels of degraded performence to
preclude using up optiona too fast.: .

These systen 9hilosophy.points are used for current ccmmercigl
and military sircraft snd thsrefore are not necesearily applicagie
to the 3hut£le Orhiter. Eowever, items a) thru d) mppear io bé
épﬁlicabie to the 6rﬁiter vhile &) and £) may not be eppiicable
.due 4o these grester time oriticality of the Orbiter funciions
and the higher Orbiter performance requiremenﬁs;- This section Sf
-the QEport discusnss only tﬁe key findinge f%cm‘the survey of
existing coiputgr sysiems. For additionzl information on
'individuai ccoputer "eystems refer to Appendices II through XVIII.
5.2 ‘Aircraft 5om?uter System Overview ‘ |

An overview of key parameterstbf.existing gystems ie given
19 Table-Iv. Inc}uied in the overv%éw are paramegere that are of
interest in the generic design flaw'in§estigation‘ -These pgrﬁw
meters iﬁclﬁge failure cues provided to the pilotse, eriteria used
to deactivete feilel computers, methods used for syetenm feccnfig—
uretion, and the "state® sssumed by a failed coéputer.'

lafge commercial and militery aircraft:inveétiégted (DG—lb,
L-1011 end B-l} use four ceomputationsl strings. The feur éomputgés
are grouped into two peirsto fora a dual-dusl computational
system. "This ie done to keep one group of iwo coméuters physigj

cally and electrically isolated from the other group. That isy

the computer one output is coumzared with the couputer twoe output

_19...



JABLE IV - COMPUTER SWITCHING APPROACHES
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TYFPE OF FATLURE CRITERIA TO § METHOD OF TFAILED
COMPUTER CUES TO DEACTIVATE § RECONFIGU- § COMPUTER
SYSTEM PILOT - § FATIED RATION — CONTINUES TO
COMPUTER, MANUAT./AUTO L OFERATE 1
Y R o e B S A R 2 S T P A Y A PR
DC-10
2 BY 2 AMBER LIGHT-] NON COMPARE AUTOMATI- |YES
COMPUTER ONE HALF OF STRINGS-} CALLY GOES
COMPARISON | SYSTEM PAFAM THO STRINGS
PIUS PERFOR-| FATLED. INDICATES | -PAFAM PRE-
MANCE AND |RED LIGHT | FATLURE. VENTS AUTO-
FATLURE COMPLETE LAND i
ASSESSMENT | STYSTEM DISCONNECT
MONITOR FATLED, 3 TN SOME
(PAFAM) ;. CASES,
_PAFAM
: NOTIFIES -
CREW OF
FATLED COND,
I.lloll - - T
2 BY 2 BAT HANDLESH NON AUTOMATIC  §YES
COMPARISON | DROP IF COMPARE DISCONNECTIO]
OF ANALOG | FEEDBACK EOF CHANNELS fSWITCH OUPUT
STRINGS FRCM SERVOSE& INVALID iOF AFC TO
" PLUS" VOTERS{ INVALID. SERVO GROUND POINT]
FOR SIGNAL -} "NO DUAL" EFEEDBACK. CREW NORMALLY
SELECT. OR "DUAL . ONLY,
VOTERS AUTOLAND MONITORS,
SEIECT ONE } NOT AVAII- : \ -
SIGNAL TO | ABLEY - . e o
- DRIVE DISPLAY. - i
VEHICIE. - +
12 BY 2 PILOT NOT- | IN AUTO- AUTOMATIC 1§ YES
COMPARISON {[FTED OF NON# LAND MODE: ! DIScOMNECT- ! .
OF ANALCG © [OMPARE OF § WITH SINGLE] IOW,PILOT
STRINGS, SOMPUTATION- § FATLURE CAN RECONN—
WL STRINGS. | PILOT GOES § ECT STRIM
MANUAL OR ¥ IF FATLURE
3 ABORTS INDICATION
‘ LANDING: FOLLOWED BY
GOOD IN-
DICATION,
1 | 4 r Fl [l
ORIGINAT} PAGH IS



TABLE IV - COMPUTER SWITCHING APPROACHES (COMPLETED)

: TYPE OF FAILURE :CRITERTA TO § METHODS OF fATLED
COMPUTER CUES FDEACTIVATE RECONFIGU- {COMPUTER
SYSTEM . 70 PILOT FATIED RATION — CONTINUES 7O
T T b - e~ - B COMPUTER - MANUAL/AUTO FOPERATE -4
R R e e R B B N e T T g D T PO D o et
JE=L_AUTOLAND -
SIMPLEX DEDUCED FROM{ NO CMD'S AUTOMATIC YES
AUTOLAND SECONDARY RECEIVED .
AUTOPTLOT SYSTEM "FOR Xt .
COUPLER (SPN-4L), TIHE
(sPN-42).  {aawuaL” or | HARDOVER
R " AVEOFEFY CONTROL
COMMANDS. SURFAGE,
MASTER ATRCRAFT
CAUTION 'AND | OUTSIDE
COUFLER OFF | SAFB
LIGHTS. BOUNDARIES
- . SET BY )
o s e o j GROURD. -
P . -
SH{PLEX COM~ | PANEL LIGHT: PILOT MAKESI{MANUAL YES
PUTER WITH | AIERTS CREW: DECISION, : -
70 DATA . - )
(DUSES (NOT -
IN SAFETY OF _
FLIGHT 1OOP),
“F=Z, FLY BY |PANEL LIGHTSIFATIURES AUTOMATIC YES, FAILED
WIRE. NO |INDICATE DETECTED BY - EIECTRONICS
'AUTOMATIC {FATLED COMPARATORS o OUTPUT.
FLIGHT . 3EIECTRONICS |DEACTIVATE I IS SHUNTED
MODES OR AND FATLED {ELECTRONICS T GROUND,
COMPUTERS |ACTUATORS AND/OR
~ }IW EACH AXTS{ACTUATORS:, e
X AND EACH )
STRING,
situry v/ |PItors ONLY INPUTS }MAN NOT . YES, HOWEVER
INSTRUMENT {RECEIVE’ TO THE TR JINVOLVED. - }JFATLED INPUTS
UNIT (1G) [ATTITOLR I0GIC THAT {COMPUTER™ TO THE TMR
SINGLE OF BOOSTER, DO NOT ° TRYS TO IOGIC ARE
,COMPUTER CCMPARE ARE {REINITIALIZE.} HOT USED.
WITH NOT USED,
DUPLEX
| MEMORY & -
THR , ,
CIRCUITRY L B .
. “ppeE 13
ORIGHES £
QE BOOR B
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and the computer ih}ee—oﬁtﬁut-i; co;éared.Qith the computer four
output. There are no- or few coﬁnections between groups of
strings. Compulers one and two form a group, and computers
-ihree and four form another group. - -
The DC-10 equalizes, or makes egusl, the sensor =zignals
feeding each group of cowputers. This is accomplisheé in a
manner necessary to cancel long term varlations. but detect short
“term variations bstween the.channels in & group. These suort-
term varietions are more }ndicative'of-failu{es. Similarly the

computationel dlf‘erence befween the two charmels unier compﬁrlson

—— M o4

ﬂuﬁ?é.éﬁﬁt}acted ouu (cancelled) 80 tbat the comparators w111 only

.sense true failuree.

"$£e PAPAM used on the DO-10 was not used in the other aircraft
systems. The-FAF3K nrovlieQ supe;v1sory contrel of sutolsnd discomnect
- éﬁn ctions and incluies a faat time model for predicting the air-
craft touchiown point. The PAFAM has been found useful but not
mandetory for autoland.
Cun £he DSo-10 program,'it hes beesn indicated that two types
of system degéadstions must be designed for: équipment me 1=
k:functio;s and input source errorg(" Input s;ﬁrce errors include
wind sheere and erroneous landing system informetion. The PAFAM.
ﬁﬁa used to detect thess inrut source errors and to_provida pres-

dicted ground landing system date during short drop oute or losses

of ground landing system information.
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A1l of the large operational military and commercisl eircraft
use a fly-by-cable backup BysteQ for flight control. The F-2C
test aircraft wae the first (1972) efrcraft io fly with a fly-by-
wire system with no mechranicel backup eysteﬁ:fo}-é;iiur;
reversion. . This was on a test system only. The new YF-1£ is
believed to be the First fighter with no mechanical cable backup
'éyetem.in its planned operatioﬁgl configurati;n. Iu all cases it
vas found that a falled computer was allowved to continue to
operste aftér it wae switched off line. In the event the failure

“is rectified the ccmp;ter could then be used again.
ﬁuﬁerous‘methois of reconfiguri?g couvuter systems were -

noted. The sw%tching of a computer off line was accomplished

. automa#ically, wanually and scmetiires s combination'of sﬁt;métic

ani manuﬁl techniquss were used. Scme of the methodes of recon-
figurstions found are defined in Table IV. A
Thé'fighter alircrsft computer Qyﬁtems were generally %ot
epplicable to the Orbiter because often simplex dedicated |
computatioﬁal strings are used for eacﬁ.gfoup of functions. In
the F-15 the simplex cowmputation etri;g, performing_non éafety

of flight computations, can however be pressed into service 1o

perform navization computations If required ss a backup measurs.

-23



545 Spscecraft Computer System Cverview

The Saturn V Instrumentation Unit did not include any mesus
for the crew to manually reconfigure the Instrumentstion Unit
computer eystem due to lack of redundancy sand time criticality
of thg booster functions.

A priﬁary example of how functional redundency has been
u%ed on spacecreft progrems is %ﬁe use of the lumar Module (Lﬁ)
gu?dgnce syetem to safely bring the combined Command Service
Module (O5Y) 2vd. 1Y back to Zerth afﬁer-s failure in tke Apbllo 1% CSM.

3.4 Ground Computer System.0vervieW' -

Review of the grouni computer systems indicat;ﬂ that these
systems were pét applicable to the Shuﬁtlé application. Thiz is
because most of theee syetems used dedicated stringe evd manuel
breakubefore-gake switching. .It h;s been found that the typical
failure is 8 ccmputer malfunction that menifests itself id large
errors suéh thst the operstor can dééect the errors and efé;ct 2
manual switch over to & backup computer. The break—before—&ake
switchover does not allow for generic feiluree per the defini£ion'
used In this report. The ground cémp;ter systeme reviewed
.included the NASA JSC mission control centelr (RECC a::xd CCATS)
computers, the NASA GSC remotc site sutomated aystems, and the

. KBC Saturn Lsunch Vehicle {PAD39) automated systems. See

Appendices II through XVIII for further definition of the

comoputer systems investizated.

ORIGINAL-PAGE IS
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4.0 Recommendetions

It:is }eccmmena;; that no further stu&ies of the.exieting
aircreft, spacecraft, and ground systems be uniertsken unless
they are of a very specific nature to invegtigate individual
“$tems for which information is required. It is felt ihat the’
review of existing séstems has provided some generai.computer
syetem désign'pﬂilosophies anl general guidelines w@icﬁ are
ﬁfplicable to the Shuttle Orbiter and which heve. been enﬁmerats&
1n'tﬁig report. Howsver, it has also been found thet most systems
imbleméntatione reviewed can oniy provide & limited amoun€ of

epplicable inforration due to their dissimilarity to be Shuttle

Orbitép.

It is also reﬂcmmeﬂied that the emoh931s now be dlrected
towards the Shut*ln to relate the aphllcable alrcrﬁft phllosonbies,.
_to study apvlicable equalizatlon approsches ani to investigete
individuel potentisl generic failu;; probleﬁs of éhe Crbiter.
It is }urther recommended that déaign groups ‘be madélaware
of their responsibility t; stamz out géneric feilure mechanisms
. by checking their designs for possible geneéic failure modes
-and by eliminating an} failure mechanisms foundi. Howéver, it must
be recognized that this effort ¢ an ounly be dlrecbed from a systnm
design team having cognizance of the Shuttle systems g8 well as

=

the generic feilure mechanisms.

.
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It is slso recommended thai efforts to aseess the sus-
ceptibility of the Orbiter to electromagnstic and electrostatic
enargy be ccntinued and incressél in order to solve the apparent
. generic design feilure modes due to these energy sourcés. None
of the existing sircraft slectrostatic dischergers, either
_gctive or ﬁaSSive sre likely to meet the Orbiter requirementa as

they sre designed. Therefors, new or modified designs are

recommended.
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5.0 Conglusions

It is felt thei this investigation hee been of value and

that it will provide background meteriel neceeesery o identify,’

define and solve unique Crbiter generic design problems.

PAGE I8
A ALITY)

In many ereas much additional work remeins. For example:

© The potential for Shuttle Crbiter generic design

failures due to electromagnetic or electrostatic

. energy wes proven. However, the unioue transfer

1

functione for the goupling-of this =znergy into the

Crbiter circuit components and the susceptibility

of these components were not determined.. -

¢ Thé design features and philosophy of some existing

computer systems have been determinad. Now theee

‘philosophiee need to be directed toward the Shuttle;

80 that they cezn be used where sppropriastse.

strings of electronics and computer prozraxs to _ i

N\

¢ The susceptidbility of interfacing pa}allel redundant

generic failures have been identified., Detailed

effort is now required to snalyzge. all interfsces of

parallel redundent striungs includigg interfaces for

signsl equalization, voting, and cémparieons. Effects

of syachronization, voting, isoletion, disconnsct method,

signzl tlas, time delays, esyncuronous operetion, and

Insdvertent
o Progremzing

progrexming

errore/feilures muet be evalusted.
rules e1d tests to minimize or eliminste

overeights need to be defined snd implemented.’
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APPENDICIES

Appendicies I threugh XVIIT follow. Appendix I includes more
detailed information on electrostatic interference and
Appendicies ITI through XVIII include additional and more

detalled informetion on individual computer systems investigated.
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ELECTROSTATIC INTERFERZICE

1.0 Avionic Resvonses to Precipitation Static Environments

1.1 RP Interference

Redio frequency interferencé due to static charge hes been
encountered since the firet flights of early aircraft in bad
veather. Precipitation stetic (P-static) is‘well understood today

-end has become the subiect of specificationes thet control both the
charging of the source and the susceptibility of radiec equipment.
-Nevertheless, P-static control remeins an ac;ive discipline =zs
the evolution toward more complex, more sensitive evionics
ayste;s continue +to wicover new modes of i?terferenc;. -Phasa*
lock sxstems, F¥ systeuns, radiougu?dance s&ste?s, and navigation
. aids are all affected by static el§ctrification discharges
through different interfsrence modes. Much recent attention has
been directed towsrd quentifying the écceptable.interference
level in terme more appropriate for systems than the-simple
eignal power/nolise parsmeter. Expressions for the ﬁit rate
error and thé probability of a loes of.phase iock, ang techniquee'
R rejéct vnreasonsble dsta have been develﬁped.
1.2 Logic Errors

Logic errors caused by a single discherge of s%atic

electricity have besn encountered when using computers for

guidance, navigetion, and sequencing and in logic based programs

for telemstry and date acquisition systems. This type of

ORIGINAL PAGE 15
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interfereace is quite a different metter than RF interference
discuesed previously. Airborne computers, widely used for guidance
end cozranis, are extiremely suacepiible to.a single diecherge of"
very low-energy static electricity.
During early Finutemsn test flights, single electrostetic
discharges caueed bit errors in the guidance computer, resulting‘

in the loss of two missiles due’to premature flight termination.

1 -
-

Single discharges of stetic =leo occurred on two sepaéate
Titan III flights in the late 1960s. In the first flight, =.
compubter instruction was altered and the computer jumped into =
ﬁackbp fl%ght_mode. There were ten other modes it could have.

entered, any of which would have terminsted .the flighf. On the
next flight, steeriag dets vere altered snd the wissile turned
off psth; the guidance error'introducéd ty the electrical dis-
cherge was eventuzlly corrected. During an extensive groynd test
program thet ensued, it was discovered that a svark energy 'as low
s 565 ergs (0.0000565 joule) was sufficient to upset the domputer.
For comparison, an opersting roon is cousidered ether-sasfe et
40,000 ergs, and safe for the most semsitive anesthetics et
‘:-4,000 erge. ) t .
Other.computers of gquite differeat eand more advenced design
: vere tested during & subsequent progrem. Despite the fact that

these designs included isolators and filters on input-output

lines, it wes still found thet scme circuits were susceptible to

3 pacH 18
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a8 little as =2 few th?ueaﬂd ergs in a single spark. 1In one cage,
there was 2 period of 187 microseconds during certein leogic
~operations in which the susceptibility was an order-of-magnitude
more se?ere than et other times. ',-: -~

& similar situation hes been encountered with data multi-
plexing eystems. In one particuler case, one of the wires. was
found susceptible to a few hundred ergs in discharge, and to =zn
“energy aes low as 1 millivelt at a 100 ke rete. This wire wes the
midpoint connection betwsen 2 balanced bipolsr power éufply and
the differentisl (operstional) amplifiers used to emplify all
ssmpl?s of data.

Finally, & very aiﬁple cperational amplifier, useé'in ég

ordinance circuit monitor to ensure thet there are no siray

1 B
!

Bignals,'has been found to be sueceptible to a single static
electricity discharge of 1 x 105 ergs applied in the positive
sense, but susceptible to as little energy as 500 ergs applied

identically, except in the negative sense.

2.0 Effects of o Stetic Snvironment on Non-Avionics

In'eddition to the interference with electronics the
electrification of the Orbiter may pose m significent threat to
the integrity of the RSI itself as well es a sefety hazard to
both ground and orbital operetions. On conventlicnsl large air;

ereft, dielectric esurfaces no larger than a windehield or canopy

have proven very iroublescme tecauss of charge buildup. The
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surrounding metallic structure; or when metallie heatere sre
laminated into the windshield, sparks have puncturéé the outer
laminates and atteched to the heater circuit, often dameging both
the windshield swnd heater circuit in the process. Charge can be
stored long enough f&r gerious electrical shocks to be experienced
vhen ground per;onnel contect the windshield after landing.-
Obviously, theee problems will .be megnified grea@ly‘whan eseenti-
ally the entire exterior surfece of the vehiclg is nonuconducting;.
It is interesting to note that studies on the electrification
of Titan end Apollo rocksts heve showm that the vehiéle mgy.be
gh;rged to ;eVergl hunired kilgvolts by engine‘exhaust charéing._'
once the exhaust pluze breeks contect with the ground. Very'
ii£t1e precipitetion charglhg.of these wetal-skinnsd rock;£e vas
experienced a? higher a2ltitudes because the conductive exhgusf
bled the chargé off the vebicle es fost as.it accrged; This is
unliks sircraft where the e%haust is not ss conductive. It should
algo ke neted thel the polarity of.etatgc electrifiéation is not "
usuélly predictable. It is,-therefore, entir;;& possi?lelthgt
':BAgi;e exhauet charging could rsise the potential of the metal
Orbiter.aubstruéture to a high value of one polarity, while an
. oppoalte precipitation charge desvelops on the RSI surfaces. The

cherges could not cancsl, as they have besn seen 1o do on conven-

tional rockets, resulting in an aiditional potentisl differencs

-34-



between the exterior surface and the metal substru;ture.

Under these coni}tious the voltage differential can quickly
become great enough to flssh across the tile surface and dis-
charge to the vehicle subetructure via the gap joints. With the
massive amount of dielsctric ESI surface, charge accumulation may
be rapid enough {vith no bleedjpff path) to result in'a‘nearly

continuous arc’ stresming scross and through the tiles.

1 -
-

Vultiple pits and cracks in the KST and its surflace coatings are

likely consequences of such an ensrgetic sparking sctivity.,

3.0 Electrogisiic Voise Spectrum and Moenitudes

- Both f}iébt test and laborebory measurements of the precipi-
tation static.snergy distributions have beeﬁ nade by & number of
resesrchers in thig field., Figure, 2 shows the generated noise
'étrength from lsboratory simulated tricelectric charging of
various dielectric materials in the one to four GHz frequ;qcy
srectrum. The levels sre nigh suough to suggest ccnsideratﬁon

be given to obtaining eimiler data for ike Shuttle Thermal

rading

=
[=4

Protection System (TPS) meterials, in view of & possible de
influence upon TACAN, Redar Altimetsr, ani ¥S5B1S performance
during the landing phese. PFigure 3 shows the nolise current
epectral density at lower frequencies as ; function of altituie.
Here it i; s%éniéicani to note a five fold buildup in noirze at

1 ¥4z (Shuttle Dets Bus Treguency) from sea level to 5C,000 fest.
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%l ?reii:inary Stuttle TPS Electrification Progﬁosie
._ering early experiments at the MJC Lightning Siwmulation
lab on the electrificstion characteristics of L1150é EST tilee, wind
blown dust perticles created a cherging rate meny times highér
then that exhibited by cconventicnal aircraf? materisle. ‘This nay
_bave been d;e to the rough eurface texture of the tiles. Prelimi-
nary dsta iniicated ths Stuttle will cherge at eight times the
rete of an exposed all metsllic skinned airplane. . |
Separate m;asurements were made of surface aéd volume
resiétivity of the sample LI15C0 tiles on hand. These datal
iniicated mucn higher values than had been sxpscied; in fact so
high as to £e ummessureable {51012 okme) by = 500 volt megohm-
meter. This result; corbined with the Wigh chesrge rates observed,
-auggests a pétentially aeveré P-static %roblem to both th; TS
and avionics systems even under nominel entry conditiouns.
To get a grasp of the maghitudé-of-stgtic dispha;ge energy
which could result from an Orbiter covered with LI1500 (or LIGCO)
" flying tﬁréugh typical ice crystal cloud forﬁstions, the
following elementary analfsis is offered:
- Coneider one tile of ESI, 6 inches squ;re {surfece area of
1 face = .0250m2. Bince most P-static chargﬁng will be “in
Orbiter frontal areas where heat ani therefore tiié thi;kneas is
greater, ssbure a tile thickness of %.5 inches or .09 including

the felt Strein Isclation Fad (SIP). From high véltage punch
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"through tests conducted on LIISCO RSI, assume 100;kw/inch
reguired 4o punch thraugh the thickﬂess of the tile (ebout the
- same a8 for air). Flashover sround the surface is aunother
'pOSSibility and mey likely occur et much lower voltagee. The
flashover voltage is very difficult to predict but it will be o
function of tile coating, humidity, pressure and-contaminatioﬁ.
For calculation purposes, sssume 10C kv as the lower limiting
voliege for flashovgr_va %50 kv as the upper limit ;ia punch
through. The cherge stored on the eurface of the tiles will be
calculated for both cases.

First, the capscitance of the tile 18 C = £ A. Assume
E =E, = 8.55 x_10“12 jcules/newton—m2. ‘

¢ = £.85 x 10712 x 0.023 = 2,26 x 10712 farads
T .09 . : -

3

since § = OV, . )
the cherge for flashover, Qf = (2.26 x 10712)(10%) =

2.26 x 10~7 coulombs. - . ‘ ) :

' the charge for punch through, QP = {2.26 x lO"lé)(3.5 x

105) = 7.9 x 16"7 coulombs. -

The energy of one spark discharge from a capacitance of 2.26 x

1

--10"12 farads can alsoc be celculsted:

Ep

10y = (2.26 x 10712)(10%)2 = 1.13 x 1072 joules
2 2

Es

113,000 ergs

eimilsrly E 1.38 x 106 ergs

P
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~ These calculetions indicate sperk energies of hundreds of
thopsandE‘of erge are'possible. From Paragraph 1.2 it has been
shown that a spark energy ms low as 565 ergs is suf;icient‘£o
upset 2 ccmputer logic in an actuel spacecraft inetallatgcn.
Assuming a chasrging rate of QOJL/amps/square focot as'measufed on
conventional aircraft in flight, one tile would see a charge rate
of 10 f/ smps (10-2 coulombs/second)resulting in 44.2 Plashover
discharges of 113,000 ergs per second per tile, or i2.7 punch
through discharges of 1.2 x 106 ergs per gecond éer tilse.
*  Although the number of tiles represemting the electrical squiva-
lent of the Crbiter frontel ares hae not been calculeted, it ie
reasonable and conservative to e;timate 1000 4iles (250 sg. fest).
Thus: ) N '
-0 fotal flashovers = 44,200/second at 113,000 erés.

6 Total punch-throughs = 12,7CC/cecond st 1.3 x 106 erge.

o Equipment susceptibilities observed: ome sperk st .55 ergs.

ORIGINATE 3 . .
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T DC~10 CQ4PUTZR SYSTEM

The DC-10 uées four ﬁnaIOg computer systems for f£light
control. Th; computer architecture is depicted in gigures.é
through 6. This system ie, however, tacked up by a mechanical
;able £light contirol system. The four computers are grouped into
two pairs to form a dual-dual computational system. That is,
computer 1A outputs, of Figures 4 or 5, sre compsred with computer 1B
outputs end computer 2A outpuls esre compered with courputer 2B
outputs. There are no cross comparison, between computers 1A/1B
and 2A/2B. Compariscns ere msde four times in the computationsl’
path on actual commanis. éensor signal differences, for ;xample,
to computeré 1A 'and 1B are subtracted out (e&ualizei or c;ncelled)
.sigce the detection of short period var%ations betveen channels
is of interest. <*hese short periol varietions, rether than loung
teré varieticne, between the ccmputational-;hannels ere indicetive
of chanmel failure. Similerly, the ccmputational differsace
between the two channels under compsrison are subtrscied out
(cencelled ocut) so that the cemparétora will only eense true
fgilure;. ‘

‘ When & non compare is indicated belween two compu-~
tationzsl chapneles both chanmels are switched out of the
system because it cannot be determin;i vhich channel

has feiled.- However, in sare DC-10's ; PAFAM unit is used

.

in addition to the fcur computetional stringe. In this

—d D
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ceee the FATAM cen te ueed to deterzine which of the two strings

=

has feiled so thet the good ntrﬂnc cen remain sctive. The PARAM

o~ ‘_‘

‘unit will prevent = autolend eyatems disconnsction if it obeerves

-no hardover failures ani 1P 1t observes no perforzsunce degradation.

‘This ie true even if the comparstors fcr the computatlcn°1 stringe

“non compare’ or fsiled condition. ’ - -

-indicate a

The PAFAM un*t provides-dissimilar functional redundnvcy to

—tne flzght control systew. " The unit ie digital and is 100 percent

HBelf“monitorei'énd‘includes e watch dog tlmnr, sample check, .snd

“check "of preher register transfer, -The unit-ie deeigned to mset

FAL crltprla*of lege then or eoual to ¢ one folse indlcatlon in

- - e —

109 -iniiceticne.
_The PAFAK proviies sunerviaory ;;ontrolaof eu‘hc;land disconnec£
functlons, as noted pr°vioualy. .It inclvdes a fest time wodel for
prediction of the sircraft touchdewn point. This predicted
touchdown point is disvlayed to the- crew. “Takéover“ and other

edvisory commawnds esre diepleyed to crew when a fallurn is detected

by the PAFAM. The PAFAN notifies the crew of a failed cendition

and allows computer switching but doesa’t apcémplish switthing
:py itself. The PAFAM also acts ;s a third éniry for vérif?cation
of failed corputaticn strings., When.two strings fail due to a
non compare the PAFAM restores one computeticnsl st}ing~

to use~~the good one.
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The DC-10 preograr hes indicated that two types of eystem
degrsdations rust be designed for: equirment malfunctioﬁs and
input source errore. Input source errors inclule wind sheers and
erroneous landing syséem.beams. ¥ith input siznel source errors
the comparators for the redundent cemputational peih will inﬁﬁcete
a compere condition but the vehicle may'not be going to lamd on
the runway. The PAFAM unit uses the fast time model £o detec%_

” input source errors 2nd to predict the touchdowm point.

The PAFAY receives all inpute received bty the other
computational stringe plus it uéee other senscre such a8
accelerom?tera to acecomplish its sépervisory functions.

fhe PAFAM hes been found useful but not mandatery for suto-
land. During-development the PAPAY confirmed non-optimum cenirol
lave and assisted by indics%ing when manusl takeover wae required.
Tﬁe PAFPAM was included- in the initigl system planning, because |
it wap felt that scmething could be o;eriooked_in sutcrztic -
systen design end et %he time pilots had = low confidence level
in autoland systems.

The DC—lb.has an gnalog flight control sygtem because at
:the tim;.cf developmegi all indﬁstry experi;nce wae analog and‘
therg vas a high confidepce.in the ability to control and -
suppress electromagnetic Ilmpulses in anslog fligh? control

systems. On the DC-10 program a trede was mesde between triplex

and quad computational strings. Quad wase selected due to its

—f -
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lower sensitivity to failures snd because the quad aporoach

matched plans for four control surfeces, and sensors in pairs.
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I-1011 CCVFUTSK SYSTEM

-

The L-1011 uses four sunslog computer systéms for flight
control. The computer architecture is depicted in Figure‘T.
This sysierm is, however, backed ﬁp by e mechanical cable flight
control system. The four computers are grouped into two peirs
to form s dual—dual computation%l eystem. Ccmpariscné are made
between the strings of each duai set in both the ILS and autometice
flight control system. The votere select the best computer
cutputse. For example, one of two.center signals arse selectéd
or the center signal is selected afier one fpilure. For the
command rete ;nd command poeition s;rvos the servo feédback %o
the servo mmplifier must equal the servo amplifi;r comwand
- within-a éiven tolerance, A false condition indicetes & feilure.
On this sysism two failures of & similer nziure cauée cozolete
N
end sutoretic discounsction of tge sutopilot. The pitch and

roll channels are not dval-dual in the autoland mode. The yaw

channel is elways dual-dual.

ORIGIV A e
(u?l%joéygi?aGﬂyls
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B-1 CCYFUTER SYSTEM

-

The B-l uses four analog computational sysiexe for flight
control. The computer architecture is depicted in Figure 8. This
system iz, however, backed up by A wmechanicel cable flight
control system. The four cempuiers sre grouped intc twe pairs
to form a dusl-dual computatiocnsl system. Comperieons are made
betvween the strings cf esch duai set in both the flight controel
electronics outputs and the actuators. Equglization of signals
between two chennsls is mccomplished st the actustors. -

The ¥equirement for operation ie fail operational, fail

. safe. The failure reversion modes used are four c;mputationai'
étrings active to two ;trings active to mecﬂanicél cable control.
* The mgcﬁadical eystem can £ly the ;ehicle safely. The reason

For functional redundancy—fly-by-wire and fly-by-cable is that
. -
" this was & proven and sefe design. The disconnection of the .. 3

.fiy—by-wire eystem is both at the flight control cubput and, the
ectustors shown in Figure 8. Discomection is sccomplished st

.the actustore if the system caunot compensate for differences in

.channels,  within safe limite.
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DC-10 DISITAL RiXD CCMPUTER SYSTEM

This 3igital flight centrol system is a "diiel, qued" system
veed for both flight control and sutoland. The system consiits

of two digital computers driving four analog systems. Thez . "
digital computers heve digitel to analog cutput channels and
analog to digitael conversion on the input cheanels. Each
_ digitel computer drives two anslog strings. The analog etrinés
have an output compsrison logic which removes two strings ;t 8
time if-a "no-compare” situetion occurs. One digital compute;
and two analog strings work thethef g 8 deéicated system
which-is not cross atraéped with the other digital computer
and ite tvo apalgg strings. ’ ‘

_'A single system consisting.of one digital computer and £wo
analog strings waé instelled in parzllel with éneéhalf of éhe
normal DC-10 sralog system and flown successfully eseverel timeaf

*

No DC—~10 PAFAM sysiem was used during these flighte.
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T -4 COMPUTER SYSTEN,

=

" The F-4 autoland syé%em uses a simplex aﬁtolan@ autopilot
couéler system. Autoland commands for the system sre generated
by the SPN-:2 reder tracking landing system vhich is located on
aircraft carrisrs or on the ground. Comrande from the SPN-42 are
transmitted to the P-4 vie ah ASW-25 datas liak system. In
addition 4o this autocoupler systez a secondary landing eystenm
is located on the F-4. This eecondery, SEN-41 (or C-SCAN),
lending system is s microwsve landing system that provides
ezimuth snd elevaticn error information to the pilot
eimilar-to the conventionsl ILS.  The SEN-%41 is
used by the pilots to ascertain that the SPﬁ-42 sutﬁcoupler
sutoland system is functioning proéerlyz The SPH-41 systen is_
not an sutolani system however, it provides a measure of
functional redundancy since the SPN-41 may~$e used {weather per;
mitting) to gcconplien a manuel landing if the SPN<42 "autocoupler
system fails. The primary function of the SP¥-41 is to provide
confidence to the pilots that the sutoland system (SPN-42 coupler)_
-is performing sn accurste automatic 1anding; '

. Failu;é cues for the pilots are obtained in eeversl ways.
Failure sre deduced from the secondary SPN-41 system diaplaf%,

from manuel or wavecff commands gensreted at the shipborne or

ground terminel and transmiited to the F-4 via the data lﬁnk;

L)
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end frem the master caution and.coupler off light.

The criteria fortdeactivating the eutoland coupler mode eret
no cemxends receivad on board vie the dats liuk for "X" seconis,
hardover qontrol surfaces, and ajircrafi outside safe boundaries-

get by the ground. If any of these conditions sars trus the

1

autocoupler system will sutomatically disconnect, reguirin
p ¥y ¥ 1 g

mwanusl takeover. ¥nen the coupler end sutopilot sre disengeged
" from the eutoland mode the systems are placed in the etebility

augnentetion mode.
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T "TP-BC CCMEFUTER SYSTEM' :

-

The F-8C fly-by-wire control system includes a digital
primary system end an analog backup system. These syetens-werq
substituted for the normsl F-8C mechanical flight control system.
The Apello éomputer was Used ae the heart of ithe primgr& aystem;
As shown in Figure 9 a simplex digitael primary sy;tems'ani a-
‘$riplex electri;al analog backup system were used. -As shown
there wes an active and a monitor servo path. If-a failure
occurred in either path ¢ hydraulic cowpsrator would senss the
differentigi pressure betwsen the active and the monitor servo
valve and transfer control to the backup control system. As long
as the primsry coutrol systen was generatiné ccmmanig nermally, :
"the beckup control system would tréck ége active crannel by way
of the synchronization network. Gﬁly the hydrauiic pressure
was bypessed at the secondary actustor, SO‘£hBt the backup
system wee resdy to teke over at any time. If a trensfer to the
backup eystem was requested, the brpass wag removed and the

© syachronization netvwork w;s disabled, resulting in iﬁmediate
.proportional control from the pilot's sticki In the backup mode,
.the active servo velve was blocked and the secendsry actuster
opereted as a force summer for the three backup channels. fhe
digital computer continusd to operate, cémputing the control laws
which gave the best estimete of what the backup system c::;nrcande:l.

)

If s transfer to the primary control system wes stiewmpted, the
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--transieng waé smaii_éé iong-és the céﬁputéf was.fracking thé
backup system. If the error was exceesive between the priﬁsry
'control system and the backup control system, a cross-—channel

" eomparater prevented traaefer to the primsry control system-l

S}ncg the trim inputs, seansor positicn inpute, and elecironic

gains were not nscesearily the same in each backup contrcl
aystem channei, equalization was included to reduce errors
between chanmels. Electronic ani servo signals wers wmonitored at
two.pointé within the backué conﬁfcl system.. The channel vote;
output was compared with the chaunel voter inputs. If the
difference was greater than the get threshold, tte moniter.waa
latched ani'the electronié chemmel was reported feiled.2

-

Aiihough built-in fault detection “was sxtrezzly fzportant .
for both the primery ani-the backué systems, it wae cf particulasr
importance in the primery aystenm. Because:the primary systenm
was full suthority as well es Einglé channel, its responses
could have beeen h&éarious if failures were not haniled properly.
Therefore, it had o be estetlished that no digitai computer
“eystem hardware faoilure éculd cause a hariover or dtherwise

“hazardous signal. Figure 10 shows the type of digital system
failure detection used. The Avollo computer had extensive dnd
proven fault dstection and reporting system which was built

into the computer (item 1 in figure 10). This system, modified

elightly for application’ to the F-8C airplane, wes the most
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significant portion of the fallure detection sysibm. Scme of
the (types of failures’ detected were:?
. Logic eircuite -
Parity failed
Program entered loop and 2id not exit
Progfam attempted to access umsed read-only memory
Program failed to checg in occasionally
Analog circuits -
Yﬁltage went out of limits
.Oscillator failed
_Timing pulse generator failed
Each of these failures caused a ;estsrt, that ;s, a hariware-

forced transfeﬁ out of control law program to s software routine

1

vhich perforeed seversl clearing and initialization steps in
attempt to correct the cauee of the restart tefore allowing
control lew computations to coutinue. For some restart conditions,

a signa} was issued which caused = transfer to the backup
control eystem.

The Apollo computer also monitored the performence of the
“inertial measurewent unit (item 2, Figure 10}, Written intc the.
goftware were decisions either to transfer the system 4o the
backup control system for sericus-failures or o select the
direct mode-.in the primary system for eituaticne such ae en

inertisl measurement unit accelerometg; failure, which would
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affact ;:mly certein augumented modes.-

Analysis of priméry syatem failures showed the need for
edditions] hardware failure detection circuitry (item 3, Figure
10). The feilure of certain chamael outbits not monitored by -
the Apollo computer, in combinetion with normsl rilot reactions
could have led 4o hazsrdoue situstions. These conditions first
became apparent in piloted, closed~loop eimulations using the

“4rom bird éimulator. The necessary ﬁardw&re modifications were
ﬁsde and implemented In the system to circumvent these fa&lure
conditions or to cause a traunsfer to the bsckup control system
when Prevgntion ves not possible. ‘

- Built-in test equ{pment for the backup system end primsry ‘
elécﬁronica wss brovided., This self-test equipment could be
activated ouly Jduring ﬁreflight tests.,

Another type of logig function was the software

"reasonsbility test which wes applied to each eu;faée command

before it was sent to the digital-to-snslog converter. If the
ney commané differgd from £he previous comrand by more then = -
-preieterminsi amount, the affected axis gouli ﬁave treneferred

"% the direct mole. This down mode philosophy was based on the -
assvmption that a ressonability limit would be excesded because
‘of generic failures in the augmentafion control laws rstker thén

because of a hardwasre fallure which would heve affected the

direct mode as well. It wés asaumed thet s herdware failure

DRIGINAL PAGE IS
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would have besn detécted by the built-in Apollo computer fault
dstection logic. .
Preflight testing wes sccomplished by an sutomstic self-test
pro;eiure that provided a pseudd eni—tOuené testing of the system.
The self-test involved the introducticn of a logic controlled
stimulus an& the disabling of elircuit functioms; end it used
in-flight monitors to indicate the response. The uge of the in-
Tlight monitors =as tﬁe gelf-test feedback elemeats ;ervgd to
check the channel signel pathe end the operation of the in-flight
'monitors.‘ This resulted in a "bang-bang™ type of test with no
indicstion of systenm degradation:l ' ‘
The F-80 fly-by-wire system experience -with twe dissimilar
 eystems providee information applicable—tc‘future syeieme vhich
.ere likely to heve dissimiler reduﬁdancy; Yost of the ;r;;iema
-were concernel with the syncronization of the two sysie;s. The
goal fér trénsfers from one éyétem to anotger was to minimize
transientes caused bﬁ the transfer. In each inetaﬂcef the system
in control was tracked by the other system so £hat transientq‘
would be minimized. However, the primerf'system tracked the
;backup'system by estimsting the surface com;and of the backﬁp
eystem basged on “he pilot's control cemxands and trim inpute

. only. In transfers from the primary system to the backup systenm,
the backup system trecked the output.;f the primary system.

Although this eliminsted.the need to recoustruct the primsry

ORIGINATY PACE 15
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sysﬁem gignsl propsgetion in the backup system, it did opén the
'poébibility for unusual initialization conditions vhen th; -
transfer occurred during an abrupt maneuver. Another factor

was that a.t}ansfer from the primery sysiem to the backup syeiem
could have been-initiéted sutomatically ss & reault of e failure,
thus the failure analysie hed to céneiier all possible failures
that could have résulted in a t%ansfer. Tae tining of this
trgnsfer wea ¢critical in seme'inetances when it could have
coupled with th; vilot's normal responss to cause ungcceptéble‘
coniit?ons. | ‘

¥any of the non compare conditiene oceurring in the
" secondary aciustor differentisl pressure networks weré caused by
trecking ?riors between differen§i31 pressure sigusle, wpich
'caueéd the comparators to trip. The érobléms were c;used by
component toleregceé and valve nulls and were prelistablefor
certain control stick locetions. B
No digital systex feilures wers experienced during fli%ht;

however, some flighte were mede using the backup mcdé in order -
.to evaluste the backup. It is planned to contin;e the F-8C
..fly-by—wire program (phese II) ueing a fullﬁ redunde nt triplex "
system to verify concepts of concerns to thé Space’Shuttle Orbiter.
Verificatioﬁ of redundancy mensgement eoftware for &igitsl
processing and sensor faulF detection, and reduc;d generié

feilure protebilities ehould result due to thie simulsticn.



A dissimilar beckup system will sleo be used.  The firet F-8C
'fly-by-—w'ire flighte were made in 1972 with additional f£lights

in Phese II planned for 1975 through 1977.
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F-15 CONFUTER SYSTEM

The F-15 uees a ®irprlex computer ;-:it'n two dats buses for

_those functione not in the‘safety of flight loop. Imn additipn a
ceparste digitsl differential enalyzer (DDA} is ueed with aﬁ. i
inertiesl platform for navigation. In caee of & failure of the
DDA the simplex computer serves as a backup to the DDA. In this
_system the pilet mekes the decision to desctivate a failed
computer. A panel light alerts the crew of a failed condition.
Deactivetion of the failed computer refers to disconnéction of

w

the failed unit eince ithe feiled unit continues to coperate.
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- -Folt PLY-BY-VWIRE SYSTEM>

The b fly-by;wire syetem as previously tested hee no
.autometed £light modes and therefore was not investigated -
extensively for thie report. However, this eystem uses qua@
redundant electronics chsumnels frem the control stick to the
coutrol surfeces anl uses elaborate failure detection and
reporting bircuitry. The penel displsy lights indicete both the
" failed electronices end feiled mctustors in each axies snd each
electronic string. Thess lights are driven from the comparator
outputs. Failed elecircnics eand feiled sctustors cen be inie-
pendently desctiveted. Deactivation is sccomnlished sutomstically
upon jundicatiow of a non cempere cendition. The comparstor .
scheme used is similer to thet deséribé& in Appeniix XV,

Advanced Computer Syetem.
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F~14 COMPUTZR SYSTEYX

The F-1l4 uses three epecial purpose digital computers which
_operate in a sequential manner. Each.ccmputer iz dedicated io
aelectgd misaion phases which overlep during the swit;hing
period. One computer is used for the‘take—off, climb, deecént,
and 1&ndiné. Another, the Qentral Air Date Cemputer (canc),
is ueed for gemersl flight. Thé third, dentral Data Processor
-(GDP), is ueed for prime mission objectives such as target
trecking and fire control.

A ganual fly~by-cable backup mode ie provided. This mode
is achieved_b&_;anually overriding the eleétronicvsystem.
Mission pﬁaea switchiﬁg ié nerrally done guécmatically. The

.computers are not redundant and do not serve 2s a tackup to

each other.
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T 77 "F<111 CCYFUTER SYSTENM

-

The F-111 uees triple redundant electronics with middle
.value selection. A mechanical cable control system is available

a8 & backup system.

REET 21y
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S-3A CCYPUTER SYSTEY

The cross elrapping srrangement used in £he Univac 185é
ZCOmputer System is shown in Figure lll This diagram indiceates
the extensive cross sirapping between modules te¢ prevent a
single failure in s gtring from meking a serial interfece
section Inoperative. Also shown is the confiéuration for triple
mewory reduniancy in-which each%prOCeaaor has independsnt

i

access to all memory banks.
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TAGS COMFUTZR SYSTEMD

-

The Tacticel Aircraft Guidance System (TAGS) was deelgned
to evaluate sdvanced flight control concepts. for the CH-47
hellicopter. The system consisted of a triple redundsnt flight

contrel system. A simplified block diagrsm for TAGS is shown _

~dn Pigure 12. As shown the triplex sensors sre dediceted on a

channel basis.for data acquisitéon. The £light control actustor
command selection sircuits use middle value eelection‘algorithms.

Tﬁe actuators are triplex and force-eharing through usze of & mechaniéél
force-summing bar. A more detailed system block disgrez is

sﬁ;wn in Eigu%g 1%.

TAGS did experience & peychotic type fsilure due to program—

-- ming oversighta. The program as initially deeigned could not

handle a esscond fzilure in a2 sscond computer befere thres

¢ A
computation cycles had elapeed since the first feilure. This

» )

[}
- resulted in a ccemplete shutdown of all three comruter eyster

due to a single fsllure. Reversion to e rechanical backup

-system wes required to preclude loss of control.
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YF-16 CCMIUTZR SYSTEMS.

The YF~16 uses a quadruple redundant all fly;by—wire
conirol sysiem. The system has four iniepenﬂent cc%gutational
peihs and uses a middle signel select algorithm; except after
two failures a lower signal select algorithm is used. No
‘fly-by-cable system is reteined in the YF-16. Aftsr the ciddle
value is selected, the aelectedésignal is quadrupled so thaé .
four identical signa}s ere availsable aé ocutputs to the servo
actustors. Three outputs of the computational string, e.ge
A4, B, and O, es shown in Figure 14, sre compared at one time.
If one of theég three stringe, e.g. B, varies a predetermined-

gmount from the cther two, then string D is substituted

instentanecusly snd eutomaticslly for B.
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ADVANCED COMPFUTZR SY3TEM

An advanced flight control system that wae under

investigsfion for sdvanced fighter mircraft by McDoanell Douglas

is depicted in Figure 15. This figure shows how two comparison
points can be used in a compuistional end control electronic

sﬁring. One at the output of the asctustors so thst cemplete

strings are being compered and one at the output of ccmputational
circuits so that an zctustor is not lost dus to &2 computationsl

fault. The voter (signal selector ) is- to be designed so that

a failed input ies never selected as‘the output of the voter.

The cbmpa%gtcrs at tﬁe_actuatore messure pressure differsntial
between gctuaéor outruts in a manner such thet the feilsd string
can be detected. For exsmple, if for comperator A input 1Al

does not compere with 142 ani for coxpargtor B input 1Bl doee

] ]

not compare with 1B2 o feilure in string is indicated.

*

The ssme type of ccemparstor arrangsmeni would be used tc detect

one

-feilures in string two, three and four.

Four contrecl strings are uszed so thét‘fail operational,
:fail vperetional, fail safe (FO/FO/FS) operation can be acﬁieved
u;ing only four comparstors.

The ‘voters can use standard selection nlgoritkms such as

select second from bottom value and midile value select.
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SHUITIZ MAIN EIGINE CCVPUTER SYSTEM

The current baseline coneists of two digitai computers
" residing in each mein engine controller. One controller is
_dedicated 1o each of ths main engines.

The redundaunt digital computers, for each wein sngine are
both acquiring ani processing data ig parellel; however, the
serve in g wmazter and backup ca;acity. The output of the éackup
computer is not in esn acti%e control m;ie but serves on & standby
capacity. A& failure in the master will cause an autometic °
switchover to the backup computer. A second failg?e will cause
the enginé‘to'shut.down. : ) ,‘ -

‘Since the two comvuters operate inﬁepehden@ly, except
_during the switchinz period, the implementation techniques do
not appear to provide insight to the vsychotic computer study

N
_protlem ares.

KB{R}RV TH g8
OF Bogp 46D Is

..-9.2..



APPENDIX XVII

=03~



SATURN V IHSTRUMENTATION UNIT COMPUTER SYSTEM?

The Saturn ¥V Instrumentetion Unit (IG) provides contrel to the

‘three Saturn V booster stages. A single digital computer with

duplex memory sud triple modular redundancy is used. This

system has no criteria to deactivate & foiled computer. The
feiled computer would continue'?o operste and try to reinitialize.
The crew is not involved in anyimanual reconfiguration ) .
prgcédures.

The Launch Vehicle Digital Compuier (LV3IC) shéwn in Figure

16 is & general purposs computer. The memory can be operated in

either a simplex or duplex mode. In duplex operation memory

modules sre operated in psirs with the ceme dats teing stored

"“in each module. Fesdout errors in one module are corrected by

using deta from its mate to restore the defective locstion. In
A

"simplex operaticn each module contzins different dets, which

d;uhles éhe capacity of the memory. However, simplex éperation
dscreasgé the reliebility of the LVDC because the ability to
correct resdout errors 1s lost. ‘ -

pogpute} reliability is-increaeed.within the légic éec£ions
by the use of_triple moduler redundancy. Within this redundéncy
scheme, +three seperate logic pethe are voted upon to correct -
any errore which davelop.

The Launch Vehicle Data Adapter/Launch Vehicle Digitel

Computer (LVDA/LVDC) receives thre complement of the LVIA/LVDC

——
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commend code after the flight sequence commani (bits 1 through

. 8) has been picked ug by the input releys of the switeh eelectors.
This is indicsted in Pigure 17. The feedback (verification
informetion) is returned to the LVDA, and ccmpared with the
original code in the LYDC. If the feedback agrees, the

LVDO/LWDA eexds & read command to the switch selector. If the
verification is not corrsci, a reset commsad ie given.(forced
reset), snd the LVDG)LVDA reiss&es the &-bit command in
cogplement form; on the 8 parallel linee indicsfed.

The Saturn V¥ uese a parallel data bus system as indicated

in Figure 17.
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GROUSD COMPUTZER SYSTEMS
This espprendix briefly defines the three grouni computer
systems investigated. These are the NASA J3C Mission Ccntrol Center

(HCC), the NASA GSC remote site, and the NASA KSC Ssturn Leuach

Venicle (PAD 39) comruter systema.

A NMCC Automoied System

- MCC - RTOC: five IBM 36-75 computers for proceseing
CCATS: has four Univac 494 computers for interfaciug
with the Goddard ﬁetwork

e Two of each computer set is dedicated to a mission et the MOC

-

o Two coxputers ere active during critical mission
bhasgs (launch, ineertion, reniezvous)

o Cne is onfline; ofﬁér ie in dynémic stendby mode

0 Both get the =ame inputs, however the ouipute of iﬁe
standby are not used

o Computer status is letermined by ;onscle operator

o Switéhing criteria is judgementel using rrocedures
and ;onsole data _

; ¥anual switching only, ﬁith no autcmztic capgbility
-aéailable; msec timeframe (no iatg loss at MOCR
consolee); bresk-before-make switchover

» Coméuter/MOCR console interface is simplex datas bus
o MC20/Goddard interface (CCATS)

o Fedundant lines; ons active, cne not used

¢ Bockup line carries test wesseges to verify readinsss

i »
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B. Remoits Site Autozated Systenm
" RENOTE S11ES
» Two computers: One uplink {comzmands), one downlink (data ér ™)
© Dedicated by functien, no reduniancy
© Realtime reconfiguretion after failure, active computer
does one function
- © Both computers can do either function but not eimultanscusly.
"o R;mote site/Godderd interfece
¢ One line

¢ Realtime backup ueing alternste "MA BELL" lines

C. ¥SC Saturn leunch Vehicle (PAD 39) Automated System

. ®» Two RCA 1104 computere: 1 in IUT (launch Umbilical Tower)
1" in "Lcc (Launch Contr0‘1 Center)
° No:t redundant
¢ Two LCC/IUT dste buses: 1 ective<(in lins)
1 passive
o Passive line verificsztion st system turn-on
. Automaéic switchover t; the backup bqs after two
‘unsucceesful gttempts 1o &ransfer dats (does not
ewiteh back)

¢ Hardline (3 mwiles) backup for criticel functions *
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