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ABSTRACT 

D i g i t a l  technology i s  being app l i ed  t o  communications 
a t  a very r a p i d l y  inc reas ing  r a t ? .  Use o f  d i g i t a l  
comnunications ( t ransmiss ion,  mu1 t i p l e x i n g ,  and sw i t ch ing )  
r e s u l t s  i n  a t im ing lsynchron iza t ion  problem n o t  encountered 
i n  analog comnunications systerns. This overview expla ins 
t he  need f o r  t iming/synchronizat ion o f  d i g i t a l  communications 
systems i n  general, and switched systems i n  p a r t i c u l a r .  I t  
po in t s  ou t  some of the  c r i t e r i a  t h a t  g r e a t l y  i n f l uence  
t i m i  ng/synchroni z a t i o n  subsystem design f o r  a mi 1 i t a r y  
comnuni ca t ions  network b u t  have 1 i ttl e o r  no s i g n i f i c a n c e  
f o r  c i v i l  systems. 

The r e s u l t s  o f  previous s tud ies  by DCA and i t s  con t rac to rs  
a re  summarized and the  r a t i o n a l e  f o r  t he  cu r ren t  study 
being repor ted  i n  o ther  p rescn tz t ions  i n  t h i s  session i s  
provided. I n  t h i s  approach, t i m i n g  techniques a re  
evaluated i n  terms o f  fundamental features.  D i f f e r e n t  
combinations o f  these features would cover most 
possi  b i  1 i t i e s  from which a synchronous t i m i n g  system could 
be chosen. Although the  s tud ies  descr ibed i n  t h i s  
session were intended f o r  a p p l i c a t i o n  t o  t he  Defense 
Communications System, the  problems o f  an extens ive 
worldwide m i  1 i t a r y  co~amuni c a t i  ons system tend t o  encompass 
the  problems o f  o ther  d i g i t a l  communications systems, 
both m i l i t a r y  and c i v i l i a n .  

INTRODUCTION 

The communication of in fo rmat ion  i n  d i g i t a l  form i s  expanding a t  a very 
rap id  ra te .  There are many reasons f o r  t h i s :  ( 1 )  t o  accommodate 
in fo rmat ion  t h a t  o r i g i na tes  i n  d i g i t a l  form; ( 2 )  economic advantages 
o f  d i g i t a l  mu1 t i p l e x i n g  and sw i tch ing  equipment; ( 3 )  improved qua1 i t y  
provided by d i g i t a l  telephone systems (no ise  and d i s t o r t i o n  do n o t  
accumulate along the  path) ; ( 4 )  need f o r  communication to ,  from, and 
between d i g i t a l  computers ; ( 5 )  requirement f o r  encryp t ion  o f  c ~ ~ m u n i  - 
cat ions;  ( 6 )  a v a i l a b l e  techniques t o  p rov ide  res is tance  t o  s i gna l  
jamming; ( 7 )  reduced maintenance costs  f o r  d i g i t a l  systems, and (8)  
the t rend  whereby developing technology cont inues t o  f u r t h e r  enhance 
the  advantages of  d i g i t a l  comnunications. There a re  t im ing lsynchron i -  
za t ion  requirements t h a t  must be s a t i s f i e d  i n  order  t o  reap the  



advantages of  d i g i t a l  comnunications. As w i l l  be discussed i n  t h e  
fo l low ing  sect ions,  t he  t i m i  ng lsynchronizat ion requirements encountered 
when d i g i t a l  comnunications a re  organized i n t o  networks can be s a t i s -  
f i e d  by many d i f f e r e n t  approaches. In fo rmat ion  presented i n  t he  f o u r  
papers o f  t h i s  session of the  meeting should he lp  t o  choose from among 
them. 

DIGITAL COMMUNICATIONS 

I n  d i g i t a l  communications, t ransmiss ion i s  i n  t he  form o f  d i s c r e t e  
pulses, each w i t h  a  f i n i t e  number o f  a l lowab le  s ta tes .  For pulses w i t h  
two s ta tes  (e.g. , two phases), each pu lse  represents  a  s i n g l e  b i t  o f  
informat ion; f c r  four s ta tes  (e.9. , four poss ib le  phases), each pu lse 
represents two b i t s ;  f o r  e i g h t  s ta tes,  each pu lse represents t h ree  
b i t s ,  e tc .  The number o f  b i t s  i s  equal t o  t h e  logar i thm t o  t h e  base 2 
o f  t he  number o f  a l lowab le  s ta tes .  

For a  one-way d i g i t a l  po in t - t o -po in t  communications l i n k ,  i t  i s  on l y  
necessary t h a t  t h e  rece i ve r  be correct l ;  synchronized t o  t he  rece ived  
s ignal .  However, s ince  a d i f f e r e n t  type of meaning can be app l i ed  t o  
d i f f e r e n t  pulses i n  t he  sequence--e.g., t h e  most s i g n i f i c a n t  d i g i t  i n  a 
l a rge  number has a d i f f e r e n t  meaning than does t he  l e a s t  s i g n i f i c a n t  
d i g i t ,  o r  d i f f e ren t  pulses may represent  data w i t h  d i f f e r e n t  o r i g i n s - -  
a  c a p a b i l i t y  must be provided t o  i d e n t i f y  p a r t i c u l a r  pulses. This i s  
normal ly  done by grouping the  b i t  streams i n t o  frames o f  a  se lec ted  
number o f  b i t s .  Frame synchronizat ion codes a re  used t o  i d e n t i f y  the 
beginning o f  the frames. These frame synchronizat ion codes a re  chosen 
so as t o  be u n l i k e l y  t o  occur i n  t h e  communications stream. This  i s  
accomplished by se lec t i on  o f  unique pa t t e rns  o r  by t r a n s m i t t i n g  the  
code w i t h  g rea te r  r e g u l a r i t y  than i t  would randomly occur. 

Most d i g i  t a l  communications systems, o the r  than simple te lemetry  
systems o r  one-way command systems, p rov ide  t ransmiss ion i n  bo th  
d i r ec t i ons .  By i t s e l f  t h i s  does n o t  impose much of a  synchronizat ion 
problem. Two-way t ransmiss ion i s  e f f e c t i v e l y  two one-way 1 inks  i n  
opposi te  d i r ec t i ons .  However, advantage can be taken o f  t he  two-way 
transmi ss ion t o  improve t im ing  p rec i s i on  i n  more complex systems. 

MULTIPLEXING 

For economy, a  number of lower capac i ty  channels a re  mu l t i p l exed  onto 
a s i n g l e  h igher  capac i ty  t ransmission l i n k .  I n  d i g i t a l  t ransmission, 
t h i s  i s  done by i n t e r l e a v i n g  the  pulses from severa l  lower r a t e  
channels i n t o  a  s i n g l e  h igher  r a t e  stream, i.~., time d i v i s i o n  
mu1 t i p 1  exing. I n  o rder  t o  accompl i s h  t h i s  w i t hou t  problems, t he  
s i gna l  pulses must be ava i l ab le  a t  t he  c o r r e c t  t ime t o  f i l l  t h e i r  
assigned t ime s l o t s  i n  t h e  mu l t i p l exed  pu lse stream, i .e., some form 
of synchronizat ion must be provided. 



PULSE STUFFING 

One procedure f o r  mu1 t i p l e x i n g  d i g i t a l  communications streams, t h a t  
m a y  have c lock ra tes  t h a t  are s l i g h t l y  d i f f e r e n t ,  adds ex t ra  (dunmy) 
pulses t o  each pulse stream t o  b r i n  them a l l  t o  a comnon h i  her  r a t e  9. compatible w i t h  the r a t e  of the  mu1 ip lexed transmission. A! the other  
end of the transmission 1 ink,  where the  channels are demul t ip lexed,  the 
ex t ra  pulses are removed t o  r e t u r n  each channel t o  i t s  o r i g i n a l  ra te .  
This technique, re fe r red  t o  as "pulse-stuf f ing,"  i s  q u i t e  e f f e c t i v e  f o r  
i nd i v idua l  transmission l i nks ,  bu t  i t  does in t roduce some pulse j i t t e r .  
I n  order t o  reduce the cost  of pulse s tu f f i ng ,  i t  i s  comnon p rac t i ce  
f o r  telephone companies t o  group analog voice channels together i n  
groups o f  24 channels (30 channels i n  some countr ies)  f o r  d i g i t i z i n g  a t  
a cormon c lock ra te .  When t h i s  i s  done, the pulse s t u f f i n g  i s  only  
needed f o r  t ime d i v i s i o n  mu l t i p lex ing  these groups o f  24 channels i n t o  
higher capacity transmission l i n k s .  For t h i s  use, the cost  o f  any 
s ing le  s t u f f i  ng-destuff ing operat ion i s  shared among a1 1 24 channels. 
For more complex networks, where a t  any p a r t i c u l a r  node prev iously  
mu1 t ip lexed channels are demul t ip lexed,  separated and remul t i p l exed  
w i t h  o ther  channels on each o f  several 1 inks leading t o  d i f f e r e n t  
nodes, the requirements o f  pulse s t u f f i n g  and des tu f f i ng  are much more 
compl ex. 

SWITCHING 

I f  switches are p r ~ v i d e d  i n  the network so t h a t  a channel o r i g i n a t i n g  
a t  any user o f  the  network can, upon demand ( d i a l i n g  and r i g h t  number), 
be connected t o  any other  user located anywhere i n  the network, the 
network i s  being reorgarli zed near ly  cont inual l y  . The p a r t i c u l a r  
channels t h a t  are mu1 t i p lexed  together con t i nua l l y  change. This means 
t h a t  every i nd i v idua l  comnunications channel must be capable of being 
switched and/or mu1 t i plexed anywhere i n  the network on an i nd i v idua l  
channel basis. The telephone companies comnonly provide t h i s  
i nd i v idua l  channel capabi 1 i t y  f o r  transmi ss ion i nvo l  v ing pulse- 
s t u f f i n g  by re tu rn ing  a l l  s ignals t o  analog form a t  a l l  switches and 
r e d i g i t i z i n g  the s ignals a f t e r  switching. This approach i s  r e l a t i v e l y  
expensive. For encrypted d i g i t a l  voice s ignals , re tu rn ing  them t o  
analog form would requ i re  considerable add i t iona l  expense f o r  
encrypt ionldecrypt ion equipment a t  a l l  switches. This decoding/ 
encoding would a lso  reduce the secu r i t y  provided by the encrypt ion. 
An economica: a1 te rna t ive ,  pe rm i t t i ng  the  ;ignals t o  remain i n  d i g i t a l  
form throc!ghout the  network, i s  t o  synchronize the e n t i r e  oetwork and 
a l l  o f  i t s  users. That i s ,  instead o f  only  synchronizing the rece iver  
t o  i t s  received s ignal  f o r  each transmission l i n k ,  the t ransmi t te rs  
throughout the ,letwork are a1 1 synchronized w i t h  one another. 

VARIABLE BUFFERS 

I n  synchronizing the d i g i t a l  communications network, var ia t ions  i n  



t h e  s igna l  t r a n s i t  times ( t ime  i t  takes for  the  s ignal  t o  t r a v e l  from 
one node t o  another) on the various transmission l i n k s  must be 
accommodated. Even i f  the t ransmi t te rs  were p e r f e c t l y  synchronized, 
these var ia t ions  could cause changes i n  the t ime t h a t  received s ignals 
would be ava i lab le  t o  f i l l  t h e i r  assdgned t ime s lo t s .  The t r a n s i t  t ime 
v a r i a t i o n  can be accomnodated by prov id ing  each rece iver  w i t h  a 
var iab le  storage b u f f e r  ( o r  s tack)  i n t o  which each b i t  i s  placed when 
i t  i s  received. It i s  removed by the  l o c a l  c lock a t  the cor rec t  t ime 
t o  fill i t s  ass i  ned t ime s l o t .  By enlarg ing these buf fe rs  over the B s i ze  needed for  he path length  var ia t ions ,  they can a lso  accommodate 
some e r r o r  i n  the  l o c a l  clocks. 

THE INDEPENDENT CLOCKS TECHNIQUE 

If very s tab le  clocks are  used a t  each node, and var iab le  bu f fe rs  ( o r  
stacks) of s u f f i c i e n t  s i z e  are employed, then the  clocks can f r e e  run  
f o r  a useful  per iod o f  t ime before the  bu f fe rs  e i t h e r  over f low o r  
empty. When t h i s  capabi l  i t y  i s  coupled w i t h  p rov is ion  f o r  occasional ly  
i n t e r r u p t i n g  communications t r a f f i c  t o  reset  the var iab le  bu f fe rs  ( o r  
stacks), the t iming/synchronizat ion technique known as "independent 
clocks" resu l ts .  This technique has been chosen f o r  use a t  major nodes 
i n  U.S. t a c t i c a l  comnunications. It i s  a lso being used as a backup 
mode o f  operat ion i n  o ther  systems, and i t  i s  general ly  recomnended f o r  
backup use. 

MASTER-SLAVE TECHNIQUE 

Although pulse s t u f f i n g  i s  widely  used on an i nd i v idua l  l i n k  basis, i t  
i s  no t  normally used where the s igna ls  must remain i n  d i g i t a l  form 
throughout the  network. I n  North America most commercial comnuni ca- 
t ions  systems i n  which s ignals reniain i n  d i g i t a l  form throughout the 
network use some type o f  master-slave system. This i s  a lso  t r u e  o f  
c i  t i 1  systems i n  many o ther  par ts  o f  the  world. I n  these systems, a l l  
nodes o f  the  network are slaved e i t h e r  d i r e c t l y  o r  i n d i r e c t l y  t o  a 
master by phase-locking the l oca l  c lock a t  each node t o  a selected 
received signal.  It i s  a very obvious and s t ra igh t fo rward  technique. 

MUTUAL SYNCHRONIZATION 

A technique which has been widely studied, bu t  has had l i t t l e  appl ica-  
t i o n  t o  date, i s  c a l l e d  "mutual synchronization." I n  it, each node 
adjusts the frequency o f  i t s  c lock i n  such a way as t o  reduce the  
phase difference between i t s e l f  and some weighted average o f  the phases 
of a l l  s ignals received from i t s  neighbors. 

EXTERNAL TIME 2EFERENCES 

I f  a t ime reference f o r  synchronizing each nodal c lock i s  obtained 
from a source external  t o  the communications network, i t  i s  re fe r red  



t o  as the  "ex te rna l  t ime referencesi '  technique. Several t im ing  
sources could be used. These i nc l ude  such systems as Loran-C, the  
NAVSTAR Global Posi ti oning System (GPS) , etc .  

TIME REFERENCE DISTRIBUTION 

I n  the t ime reference d i s t r i b u t i o n  technique, a l l  nodes a re  kept  w i t h i n  
a spec i f i ed  t ime to le rance  o f  t h e  master node. Time reference i n f o m a -  
t i o n  i s  t r ans fe r red  between a l l  connected nodes w i t h  the  e f f e c t s  o f  
t ransmission t ime removed. There a re  t h ree  major furlzt ions t h a t  must 
be performed by the  t ime reference d i  s tri b u t i  on technique: ( 1 ) 
se lec t i on  o f  t he  paths over which the  t ime reference i s  d i s t r i b u t e d  
through the  network, i n c l u d i n g  s e l e c t i o n  o f  a new master when necessary; 
( 2 )  measurement o f  the  l o c a l  c l o c k ' s  t ime e r r o r ;  and ( 3 )  co r rec t i on  
o f  the  t ime e r r o r  i n  t he  l o c a l  c lock.  The technique i s  gene ra l l y  
considered t o  have t he  fea tu res  (de f i ned  l a t e r  i n  the paper) o f  
d i r ec ted  con t ro l  , double endedness, se l  f -o rgan iza t  ion,  and independence 
of t he  c lock  e r r o r  measurement a t  one node from the  c lock  e r r o r  
co r rec t i on  a t  any o the r  node except f o r  t h e  master. Some of these 
features can a l so  be used i n  some o f  the  o t h e r  techniques as w i l l  be 
discussed l a t e r .  

COMBINATIONS OF TECHNIQUES 

The above techniques can be used i n  var ious combinations. The inde- 
pendent c lock technique i s  an exce l l en t  backup f o r  o ther  techniques. 
However, i n  t he  app l i ca t i ons  t o  U.S. m i l i t a r y  t a c t i c a l  switched d i g i t a l  
communications, t he  master-slave technique i s  used as a backup t o  t he  
independent c lock  technique. The master-s lave technique can be very 
e f f e c t i v e  a t  lower l e v e l s  o f  t he  t im ing  h ie ra rchy  when some o f  the  
o ther  techniques a re  used a t  t h e  h igher  l eve l s .  Another combination 
synchronizes the  lower l e v e l s  o f  t he  m u l t i p l e x  h ie ra rchy  ( a l l  users 
are synchronized) wh i l e  us ing pu lse s t u f f i n g  a t  the h igher  l e v e l s  o f  
the m u l t i p l e x  h ierarchy.  This permi ts  the  use o f  lower speed l o g i c  
f o r  the bu f f e r s  and f o r  some of t he  o the r  t im ing  system hardware. 
However, i t  can great1 y ihcrease the  complexi ty o f  some t i m i n g  
techniques because o f  t he  very l a rge  increase i n  the number of s igna ls  
t h a t  must be separate ly  synchronized as compared w i t h  synchroniz ing 
a t  t he  h ighes t  l e v e l s  of t he  mu1 t i p l e x  hiearachy. 

MILITARY VS CIVIL REQUIREMENTS 

Several c h a r a c t e r i s t i c s  o f  a d i  g i  t a l  cornmuni ca t ions  network deployed 
f o r  m i  1 i t a r y  communications can g r e a t l y  i n f l uence  t i m i  ng/synchroni za- 
t i o n  system design f o r  such a m i l i t a r y  app l i ca t i on ,  bu t  have l i t t l e  o r  
no s i g n i f i c a n c e  f o r  c i  v i  1 systems. However, ca re fu l  examination of 
designs most capable o f  accommodating these c h a r a c t e r i s t i c s  might a l s o  
show the  approaches t o  be des i rab le  f o r  c i v i l  app l i ca t i on .  Among tnese 
charac te r i s  t i c s  i s  t he  need f o r  extens ive appl i c a t i o n  o f  encryp t ion  t o  



m i l i t a r y  comnunications. Other such c h a r a c t e r i s t i c s  r e l a t e  t o  a c t i o n  
taken by an enemy t o  i n t e n t i o n a l l y  d i s r u p t  our  m i  1  i t a r y  comnunications . 
A  m i l i t a r y  d i g i t a l  comnunications network, i nc l ud ing  i t s  t im ing  
funct ion,  must be capable o f  s u r v i v i n g  such at tacks.  Resistance t o  
s i gna l  jamming must be provided. Systems us ing  wideband spread 
spectrum techniques f o r  t h i s  purpose, ( w i t h  t h e i r  very s h o r t  pulses 
arranged i n  a  pseudo-random manner) must be ab le  t o  r a p i d l y  synchronize 
t h e i r  rece ivers  t o  the  rece ived s igna ls ,  even i n  t he  presence o f  
jamning. The t ime needed t o  acqui re  such synchronizat ion can be 
g r e a t l y  reduced through the  use of p rec i se  t im ing  t o  reduce the s i z e  of 
t he  search window. An extremely s t a b l e  t im ing  system t h a t  i s  r e l a -  
t i v e l y  i m u n e  from pe r tu rba t i on  would he lp  t o  s a t i s f y  t h e  above 
requirements. 

I n  normal operat ion, f a i l u r e s  o f  t he  t i m i n g  f u n c t i o n  w i l l  occur very 
r a r e l y  and would n o t  be expected t o  be geographica l ly  extensive. There- 
fore,  i n  c i v i l i a n  networks capable o f  f r e e  running f o r  a  pe r i od  of 
t ime f o l l o w i n g  f a i l u r e s ,  any requ i red  reorgan iza t ion  o f  network t im ing  
needed t o  accommodate f a i  1  ures can be manual l y  con t ro l  1 ed o r  i nf ti ated 
from a  cen t ra l  l oca t ion .  However, i n  a  m i l i t a r y  network, because of 
the  importance of t he  t im ing  f unc t i on  and the  p o s s i b i l i t y  o f  s imul -  
taneous a t tacks  on many p a r t s  o f  t he  network, t he  reorgan iza t ion  o f  the  
t im ing  subsystem should be h i g h l y  automated and d i  s t r i  buted throughout 
the  network. ( A  requ i red  cen t ra l i zed  f u n c t i o n  becomes an a t t r a c t i v e  
t a r g e t  f o r  enemy ac t ion . )  S i m i l a r  c h a r a c t e r i s t i c s  apply  t o  t h e  
mon i to r ing  and maintenance func t ions  f o r  m i  1  i t a r y  network t im ing  
c a p a b i l i t y  s ince  they a l s o  may be i n t e n t i o n a l l y  impeded by the  enerqy. 

B r i e f l y  stated, a  m i l i t a r y  network must be ab le  t o  endure: ( a )  
phys ica l  des t ruc t i on  o f  p a r t s  o f  t h e  network, (b )  enemy capture o f  
p a r t  o f  t he  network, ( c )  equipment f a i l u r e s ,  ( d )  enemy spoof ing and,/ 
o r  jamming, and (e )  d e l i  berate obs t ruc t i on  o f  maintenance and r e p a i r  
operat ions. Under these c o n d i t i ~ n s  i t  must be ab le  t o  ma in ta in  
acceptable operat ions (bo th  c m u n i c a t i o n s  and t im ing )  i n c l u d i n g  
operat ions w i t h i n  po r t i ons  o f  the network which become i s o l a t e d  from 
the r e s t  o f  t he  network. It must be ab le  t o  i n te rope ra te  w i t h  o the r  
d i g i t a l  communications networks t h a t  might  use d i f f e r e n t  techniques. 
It must be mw-iitorable, p r i m a r i l y  t o  permi t  the  e a r l y  i d e n t i f i c a t i o n  
o f  t i m i n g  problems long  be fo re  they can i n t e r r u p t  c m u n i c a t i o n s .  I t  
must a l so  be v e r s a t i l e  t o  prov ide easy compliance w i t h  m o d i f i c a t i o n  o f  
plans (such as t he  i n t r o d u c t i o n  of new technology) and t o  p rov ide  
convenient a p p l i c a t i o n  t o  f u t u r e  problems. The endurance, i n t e rope r -  
a b i l i t y ,  moni t o rab i  1  i t y ,  and ve rsa t i  1  i t y  must be prov ided economical l y  
w i t h  low l i f e  cyc le  costs.  

These and o the r  c h a r a c t e r i s t i c s  o f  a  m i  1  i t a r y  d i g i t a l  communications 
network have been considered i n  s tud ies  o f  comnunicati ons network 
t im ing  f o r  t he  Defense Comnunications System. 



STUDIES BY DCA AND ITS CONTRACTORS 

I n i t i a l  s tud ies  o f  network t i m i n g  a t  DCA i nves t i ga ted  DCS requirements 
and t r adeo f f s  between several  a l t e r n a t i v e  techniques f o r  meeting t h e  
requirements [I]. These i n i t i a l  s tud ies  se lec ted  a  mutual system 
c a l l e d  D i sc re te  Cont ro l  Cor rec t ion  as des i r ab le  f o r  use i n  t he  DCS. I n  
it, the  amount o f  occupied b u f f e r  s torage i s  monitored f o r  each l i n k  
rece ived a t  a  node. A t  p e r i o d i c  i n t e r v a l s  a  weighted average o f  t h e  
in fo rmat ion  thus obta ined i s  app l i ed  as a  c o n t r o l  s i gna l  f o r  the  
co r rec t i on  o f  the  l o c a l  c lock.  Add i t i ona l  s tud ies  o f  t he  D isc re te  
Cont ro l  Cor rec t ion  approach were made by Clarkson Col lege under a  
con t rac t  f rom t h e  A i r  Force. These s tud ies ,  employing both ana lys is  
and s imulat ion,  showed t h a t  proper  s e l e c t i o n  o f  t he  we igh t ing  c o e f f i -  
c i e n t s  would b r i n g  t he  c locks  t o  a  common average r a t e  w i t h  s a t i s f a c -  
t o r y  damping o f  pe r t u rba t i ons  and t h e  r e s u l t i n g  freedom f rom spontaneous 
osc i  1  l a t i o n s .  The s tudy p a r t i c i p a n t s  were enthused by t h e i r  f i nd ings  
which were descr ibed i n  a  number o f  papers [2,3,4,5,6]. 

Whi le these s tud ies  were be ing conducted a t  C l  arkson C o l l  ege, f u r t h e r  
s tud ies  a t  DCA i n d i c a t e d  t h a t  d i s t r i b u t i n g  an accurate t ime  re ference 
through t he  communications network would have advantages n o t  a v a i l a b l e  
t o  mutual systems. For m i l i t a r y  app l i ca t i on ,  such an approach would be 
capable o f  se l  f - r eo rgan i za t i on  f o l  lowing f a i  1  ures. I n  o rder  t o  maximize 
i t s  s t a b i l i t y  and minimize t h e  propagat ion o f  e r r o r s  through t h e  
network, i t  would have no c losed loops. The e f f e c t s  o f  s i  na l  t r a n s i t  
t ime ( i n  comparing t he  t ime o f  c locks a t  ne ighbor ing nodes 3 would be 
removed t o  enhance accuracy and s t a b i l i t y .  A method f o r  accompl ishing 
t h i s  i s  c a l l e d  Time Reference D i s t r i b u t i o n  [7]. The general concept of 
which was presented a t  t h i s  p lann ing  meeting i n  1973 [8]. 

With two d i f f e r e n t  concepts Zeing considered f o r  Timi ng lsynchron iza t ion  
o f  the  DCS, the  Clarkson Col lege team was tasked t o  compare four  
synchron izat ion techniques: D i sc re te  Cont ro l  Correct ion,  Master Slave, 
Independent Clocks, and Time Reference D i s t r i b u t i o n .  Th i s  s tudy found 
t h a t  use of the  Time Reference D i s t r i b u t 2 3 n  Technique a t  major nodes 
w i t h  s l a v i n g  iit minor nodes w i l l  best  meet t h e  DCS requirements. How- 
ever, t he  study ind icate ,  t h a t  the  use o f  independent c locks  has con- 
s i de rab le  m e r i t  i f  i t  i s  acceptable t o  occas iona l l y  i n t e r r u p t  t r a f f i c  
t o  r e s e t  the  v a r i a b l e  s torage bu f f e r s .  But,  t he  study a l s o  s t a ted  t h a t  
t he  a v a i l a b i l i t y  o f  mon i to r ing  c a p a b i l i t i e s  renders t h e  Time Reference 
Di s t r i b u t i o n  Method super io r  t o  t he  Independent Clock Technique [9]. 
Whi le t h i s  s tudy was be ing conducted, work a t  DCA showed how easy i t  
would be t o  make t h e  measurement o f  t he  c l ock  e r r o r  a t  any node inde- 
pendent o f  t he  c o r r e c t i o n  o f  t he  c lock  e r r o r  a t  any o the r  node by 
s imply  having each node i n f o rm  i t s  neighbors o f  i t s  measured bu t  
uncorrected e r r o r  [I 0, 11 1. 

Because i t  was f e l t  t h a t  an i n d u s t r i a l  con t rac to r  cou ld  add a  degree 
of depth i n  t he  area o f  hardware implementat ion t h a t  cou ld  no t  be 



provided as we1 1 by an educational i n s t i t u t i o n ,  and because the 
C l  arkson Cc ' lege repo r t  on eval ua t ion  modeling had recomnended f u r t h e r  
study o f  some aspects o f  some o f  the t im ing  techviques, the Har r is  
Corporation was compet i t ive ly  solected fo r  a "Study  of A1 t e r n a t i  ve 
Techniques f o r  Comnunicati on Network Timing/Synchronizatioc." The 
r e s u l t s  o f  t h i s  study were i n  agreemr n t  w i t h  a l l  previous studies t h a t  
had considered the Time Reference D i s t r i b u t i o n  Technique; i .e. , t h a t  
the Time Reference D i s t r i b u t i o n  Technique should be used a t  the major 
nodes o f  the  switched d i g i t a l  Defense Communications System, bu t  t h a t  
minor nodes o f  the network should be slaved [12]. There was c r i t i c i s m  
o f  the Har r is  Corporation repo r t  because i t  compared simple Master- 
Slave and Mutual systems w i th  a Time Reference D i s t r i b u t i o n  system t h a t  
has many more features. The c r i t i c i s m  pointed out  t h a t  many of the  
features o f  the  Time Reference D i s t r i b u t i o n  Technique could be included 
i n  e i t h e r  the  Master-Slave o r  Mutual Techniques. So long as too many 
o f  these features are n o t  included, these systems w i l l  no t  ac tua l l y  be 
Time Reference D i s t r i b u t i o n  Systems. 

Simultaneously w i t h  t h i s  study, an Improved Time Reference O i s t r i  bu t ion  
Concept was being developed a t  DCA. This improved c o ~ c e p t  provides 
automatic se lec t i on  o f  the highest ranking clock i n  the network as the 
master f o r  the  network; automat ica l ly  arranges the network i n t o  a pre- 
fe r red  t i m i  ng hierarchy below t h a t  master; provides optimum combining 
o f  the t im ing  in format ion a t  each node f o r  best accuracy wh i le  avoiding 
a l l  closed paths; and provides independence o f  the clock e r r o r  rneasure- 
ment a t  any node from a c lock cor rec t ion  a t  any other  node. This 
independence prevents changes o r  adjustment o f  any c lock i n  the 
network--other than the  master clock--from propagati rig t o  other  nodes 
[13]. This i s  accompl ished wi thout  requ i r i ng  any node t o  comnunicate 
w i th  any other  node f a r t h e r  away than i t s  immediate neighbors. 

It had been planned t h a t  studies fo l l ow ing  the "Study o f  A l te rna t i ve  
Techniques f o r  Conmunications Network Timing/Synchronization" would 
opt imize a selected system. However, as a r e s u l t  o f  the c r i t i c i s m  of 
t h a t  study, i t  was decided t h a t  the foi low-on study should inc lude 
fu r the r  comparisons. I n  order t o  avoid f u r t h e r  c r i t i c i s m ,  the State- 
ment o f  Work f o r  the fol low-on "CCS Synchronizing Subsystem Optimiza- 
tion/Comparison Study" was w r i t t e n  t o  requ i re  a comparison o f  the 
capabi 1 i ty o f  each o f  a number of basic subsystem features t o  provide 
each o f  a number o f  desi rable charac ter is t i cs .  This would provide a 
basis o f  comparison f o r  any cmb,tnat ion o f  these features. These 
d i f f e r e n t  combinations would cover near ly  a1 1 meaningful p o s s i b i l i t i e s  
f o r  synchroni za t ion  o f  d i g i  t a l  comnunications systems. The features 
were t o  inc lude as a minimum: 

1. Directed Control : The c lock a t  only  one end of a transmission 
l i n k  i s  permi t ted t o  be changed as a r e s u l t  of the measured d i f fe rence 



between the  c locks a t  the  two ends. 

2 .  Double Ended: in format ion i s  exchanged between t h e  two ends o f  a 
t ransmiss ion l i n k  so t h a t  the  c locks a t  t h e  two ends can be d i r e c t l y  
compared independent o f  t he  t ime requ i red  the  s igna l  t o  t r a v e l  
from one node t o  the  other .  ( I f  t h e  t ime requ i red  f o r  t he  s i gna l  t o  
t r a v e l  between nodes i s  the same f o r  both d i r e c t i o n s  o f  transmission, 
t h i s  fea tu re  permi ts  removal of the  s igna l  t r a n s i t  t ime from the  
comparison o f  the  two c locks) .  

3. S e l f  Organizat ion: when t he  network i s  i n i t i a l l y  pu t  i n t o  
operat ion, o r  f o l l o w i n g  a disturbance, t he  synchronizat ion f m c t i o n  o f  
the  network a u t o ~ d t i c a l  l y  organizes i t s e l f  i n t o  an optimum conf igura-  
t i c n  f o r  a l l  s u r v i v i n g  faci ' i  i t i e s .  

4. Independence o f  the  c lock e r r o r  measurement a t  any node from t h e  
c lock e r r o r  co r rec t i on  a t  any o the r  node: a l l  c lock e r r o r  measure- 
ments are, i n  e f f e c t ,  made w i t h  re ference t o  t he  master; and e r r o r s  i n  
any c lock o the r  than the  master do n o t  propagate through t he  network. 

5. Overhead: w h i l e  n o t  a  f ea tu re  as such, a l ?  syste- - (except f o r  . - 
very low r a t e  systems no t  considered here) regas fea tu res  have 
t i m i n g  subsystem overhead requi  rements f o r  p r o v i d i  r g -the frame 
synchronizat ion s i gna l s  (even t h e  independent c locks bechnique). How 
much t h i s  bas ic  overhead requirement i s  e i t h e r  increased o r  decreased 
by implementing t he  o the r  fea tu res  i s  of i n t e r e s t .  

The des i rab le  c h a r a c t e r i s t i c s  aga ins t  which t he  features were t o  be 
eva lua ted inc ludedas  a minimum: 

1. S u r v i v a b i l i t y  o f  t h e  Timing Funct ion. 

2. S l i p - f r e e  operat ion,  i .e . ,  no i n t e r r u p t i o n s  o f  t r a f f i c  t o  r e s e t  
the  v a r i a b l e  storage bu f f e r s .  

3.  Frequency accuracy and phase accuracy. 

4. Freedom o f  c locks f rom d is turbance by per tu rba t ions  a t  c locks o r  
t ransmiss ion f a c i l i t i e s  f u r t h e r  from t h e  master than t he  c lock  under 
cons iderat ion.  

5. No harmful propagat ion t o  any o the r  node o f  an e r r o r  i c t roduced 
a t  any node i n  the  network except the master. 

6. Compl iance w i t h  Federal Standard 1002, "Time and Frequency 
Reference In fo rmat ion  i n  Telecommunications Systems. " (Th is  requ i res  
re fe renc ing  t o  UTC (USNO) o r  UTC (NBS) . )  

7. M o n i t o r a b i l i t y  a t  t he  system l e v e l  ( f u n c t i o n a l  vs equipment 



monitor ing).  

8. Minimum overhead comnunications. 

9. In te ropera t ion  of the  d i g i t a l  cmnunicat ions system w i t h  other  
d i g i  ta! comnunications systems employing d i f f e r e n t  synchronizing 
techniques. 

10. Cost effectiveness, i . e., maxinl i i ing the r a t i o  o f  p e r f o r ~ ~ ~ a n c e  t o  
ccst .  

11. Capab i l i t y  o f  automatic se lec t i on  o f  a new master whenever there  
i s  a f a i l u r e  o f  the master through which the  t iminglsynchronizat ion 
subsystem i s  coordinated. 

12. A v a i l a b i l i t y  o f  Precise Time (UTC) t o  users o f  t he  DCS wi thout  
in t roducing any s i g n i f i c a n t  penalty.  

The r e s u l t s  o f  t h i s  work ( 2  tasks o f  t h e  11 task study) are repor ted 
i n  the t h i r d  and f o u r t h  papers o f  t h i s  session. 

EXF ERIEMCE WITH OPERATIONAL SYSTEMS 

I t  i s  recognized t h a t  f requent ly  much can be learned dur ing  the  
i n i t i a l  stages o f  implementing a system, and t h a t  t h i s  f requent ly  
includes valuable in format ion t h a t  does no t  come t o  l i g h t  dur ing  
theore t ica l  studies on ly  i nvo l v i ng  analys is  and simulat ion. Because 
o f  t h i s ,  one task o f  cur ren t  study requi red gathering in fo rmat icn  on 
the imp1 ementation and operat ional experience w i t h  t i m i  nglsynchroniza- 
t i o n  systems o f  operat i  ' ~ g  d i g i t a l  communications networks. The resu l t s  
o f  t h i s  task are reported i n  the second paper o f  t h i s  session. 
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