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ABSTRACT 

P r e c i s e  knowledge o f  t ime o f  d a y  c a n  
d rama t i ca l ly  a f f e c t  t he  design of  m i l i t a r y  e l e c t r o n i c  
s y s t e m s .  S m a l l ,  i n e x p e n s i v e  a t o m i c  c l o c k s  a r e  
becoming a v a i l a b l e  t h a t  c a n  p r o v i d e  f r e e - r u n n i n g  
accu rac i e s  on t h e  o rde r  of  10 t o  100 microseconds f o r  
pe r iods  i n  excess  of  a month. Such c locks  could 
r e v o l u t i o n i z e  t ac t ica l  communications, nav iga t ion ,  
d a t a  l i n k s ,  IFF and ELINT systems. 

This  paper d i s c u s s e s  the  a p p l i c a t i o n  o f  p r e c i s e  
time t o  t h e  IFF problem. The s imple concept Of  
knowing when t o  expect  each s i g n a l  is  exp lo i t ed  i n  a 
v a r i e t y  of  ways t o  achieve  an  IFF system which is 
hard t o  d e t e c t ,  minimally e x p l o i t a b l e  and d i f f i c u l t  
t o  j a m .  P r e c i s e  c locks  are t h e  backbone of  t h e  
concept and the  va r ious  candida tes  f o r  t h i s  r o l e  are 
d i s c u s s e d .  The compact r u b i d i u m - c o n t r o l l e d  
o s c i l l a t o r  i s  t h e  only  p r a c t i c a l  candidate .  

INTRODUCTION 

T i m e  has  played a r o l e  i n  t h e  b a t t l e f i e l d  i d e n t i f i c a t i o n  o f  
f r i e n d  o r  foe  (IFF) s i n c e  t h e  beginning o f  organized w a r .  The 
c h a l l e n g e  ( q u e s t i o n - a n d - a n s w e r )  s y s t e m  f o r  s e n t r i e s  h a s  a l w a y s  
involved t h e  element o f  t i m e .  Eventual ly  t h e  challenge/password 
p a i r  is  compromised and must be changed. A r e t u r n i n g  s o l d i e r  who 
missed t h e  update  i s  s u s c e p t i b l e  t o  f r a t r i c i d e .  Present  IFF 
techniques ,  a l though more s o p h i s t i c a t e d ,  b e a r  some resemblance t o  
t h i s  p r i m i t i v e  system. Ins t ead  o f  a single challenge/password 
p a i r ,  t h e r e  is a l a r g e  l i b r a r y  o f  coded cha l lenge  words which are 
pa i red  wi th  r e l a t i v e l y  f e w  passwords f o r  t h e  d u r a t i o n  of  any g iven  
code- v a l i d i t y  i n t e r v a l  . 
* This  work w a s  supported by t h e  M I T I !  Independent Research and 

Development Program. 
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S e c u r i t y  has  always been a c r i t i c a l  a spec t  o f  IFF systems. Any 
modern IFF system must have e s s e n t i a l l y  p e r f e c t  r e s i s t a n c e  t o  
i n t e r r o g a t i o n  by t h e  enemy o r  he ( t h e  enemy) w i l l  i n t e r r o g a t e  ou r  
fo rces  and use ou r  r e p l i e s  t o  determine whom and where t o  shoot.  
This  s i t u a t i o n  is worse than no IFF a t  a l l  and must be avoided a t  
a l l  c o s t s .  

The s o l u t i o n  i s  a t i m e - v a r y i n g ,  c r y p t o g r a p h i c  s i g n a l l i n g  
scheme, and the  s e c u r i t y  of such a system is  improved by reducing 
t h e  time i n t e r v a l  f o r  which the  l i b r a r y  o f  challenge/password p a i r s  
is  v a l i d  (code-va l id i ty  i n t e r v a l ) .  However, as t h i s  i n t e r v a l  is  
reduced, i t  becomes i n c r e a s i n g l y  d i f f i c u l t  t o  guarantee  t h a t  a l l  
f r i e n d l y  f o r c e s  r ece ive  a t imely  update of t h e  challenge/password 
p a i r s .  To be t r u l y  secu re ,  t h e  au thor  b e l i e v e s  t h a t  any new IFF 
system w i l l  have t o  be based on very  accu ra t e  t i m e  synchronizat ion.  

SYSTEM CONSIDERATIONS 

The c u r r e n t  IFF system employs a s i g n a l l i n g  scheme where t h e  
l i b r a r y  of challengejpassword p a i r s  remains v a l i d  f o r  one day. 
Thus, if the  enemy ob ta ins  even a s i n g l e  v a l i d  i n t e r r o g a t i o n ,  he 
can i n t e r r o g a t e  and t r a c k  ou r  fo rces  f o r  t h e  remainder of t he  day. 
The enemy can determine a v a l i d  i n t e r r o g a t i o n  by e i t h e r  l i s t e n i n g  
t o  o u r  IFF t ransmiss ions  o r  by guess ing  i n t e r r o g a t i o n s  u n t i l  he 
r e c e i v e s  a rep ly .  The chances of  guessing a v a l i d  i n t e r r o g a t i o n  
are no t  a l l  t h a t  bad and should y i e l d  r e s u l t s  quickly.  This  
cond i t ion  s e r i o u s l y  weakens t h e  c u r r e n t  system. One c r i t i c a l  
element of t h e  answer i s  t o  d r a s t i c a l l y  reduce t h e  code-va l id i ty  
i n t e r v a l .  

A t  t h i s  po in t  we must d i s t i n g u i s h  between a code-va l id i ty  
i n t e r v a l  and a cryptographic  key-update i n t e r v a l .  The key-update 
i n t e r v a l  is r e l a t e d  t o  the  expected t i m e  t h a t  t h e  enemy can be 
d e n i e d  a c c e s s  t o  working  IFF equ ipmen t s .  I n  p e a c e t i m e  t h e  
key-update i n t e r v a l  can be f a i r l y  long provided t h e r e  is a s p e c i a l ,  
back-up key ready f o r  immediate use  when t h e  w a r  starts. Once t h e  
war starts, t h e  l eng th  o f  t he  key-update i n t e r v a l  becomes a complex 
ques t ion  r e l a t e d  t o  t h e  progress  of t h e  w a r  r e l a t i v e  t o  t h e  
cap tu re  of our  IFF equipment, t h e  se r iousness  of  IFF equipment 
compromise, and t h e  d i f f i c u l t y  of  s ecu re ly  d isseminat ing  a new key 
under b a t t l e  cond i t ions .  The l a t te r  two elements are t h e  only  ones 
t h a t  can be a f f e c t e d  i n  t h e  des ign  of a new IFF system. Any new 
IFF system should c e r t a i n l y  be designed so  t h a t  t h e  cap tu re  o f  
working equipments, wi th  o r  without t h e  ope ra to r s ,  is of  minimal 
use t o  the  enemy. The z c t u a l  command and c o n t r o l  information 
contained i n  a n  IFF t ransmiss ion  is  of l i t t l e  use t o  t h e  enemy and 
one might des ign  the  IFF system t o  take  advantage o f  a public-key 
cryptographic  system u t i l i z i n g  r ad io  l i n k s  r a t h e r  than  secu re  
c o u r i e r s  f o r  key d i s t r i b u t i o n .  
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The c o d e - v a l i d i t y  i n t e r v a l  c a n  be  much s h o r t e r  t h a n  t h e  
cryptographic-key-update i n t e r v a l  i f  each u s e r  has  some form of 
synchronized clock. The a c t u a l  encrypted IFF s i g n a l  is  then a 
func t ion  of  time of day as well as the  cryptographic  key. A s  t h i s  
code-va l id i ty  i n t e r v a l  sh r inks ,  t he  system becomes i n c r e a s i n g l y  
d i f f i c u l t  t o  e x p l o i t .  Unfortunately,  it a l s o  becomes i n c r e a s i n g l y  
d i f f i c u l t  f o r  our  own fo rces  t o  maintain t i m e  synchronizat ion.  If 
the  code-va l id i ty  i n t e r v a l  can be made s h o r t e r  than  t h e  time t o  
guess  a v a l i d  i n t e r r o g a t i o n ,  t h i s  p a r t i c u l a r  form of  e x p l o i t a t i o n  
can be completely e l imina ted .  However, t he  enemy st i l l  has  t h e  
o p t i o n  o f  i n s t a n t l y  r e p e a t i n g  o u r  v a l i d  i n t e r r o g a t i o n s  
omnidi rec t iona l ly  so  t h a t  a l l  f r i e n d l y  fo rces  reply.  The enemy can 
s t i l l  t r a c k  our f o r c e s  but  on ly  when w e  choose t o  use  the  system. 
Unfortunately a minimum code-va l id i ty  i n t e r v a l  i s  set  by t h e  
propagat ion time f o r  t he  s i g n a l  t o  reach the  maximum range o f  t h e  
sys t em.  If t h i s  maximum r a n g e  were 300 km, t h e  minimum 
code-va l id i ty  i n t e r v a l  would be 1 m s .  This  minimum code v a l i d i t y  
i n t e r v a l  s t i l l  al lows t h e  enemy t o  i n s t a n t l y  repea t  i n t e r r o g a t i o n s  
from a shor t - range  i n t e r r o g a t o r  and e l i c i t  responses from a l l  
f r i e n d l y  fo rces  ou t  t o  t h e  maximum range o f  t he  system. Thus, even 
with a minimum code-va l id i ty  i n t e r v a l ,  t h e  b a s i c  approach i s  
vulnerable  t o  r epea t  e x p l o i t a t i o n .  However, a s h o r t  code v a l i d i t y  
i n t e r v a l  i s  c e r t a i n l y  l e s s  vu lnerable  than  a long one. 

The reason t h a t  t h e  minimum code-va l id i ty  i n t e r v a l  i s  se t  by 
the  propagat ion t i m e  t o  maximum range is  because IFF i s  thought of 
as a beacon-transponder system f o r  t h e  s u r v e i l l a n c e  of  f r i e n d l y  
a i r c r a f t  and not  as an i n t e g r a l  p a r t  of a f i r e - c o n t r o l  system. The 
c r u c i a l  d i f f e r e n c e  is tha t  a beacon-survei l lance system demands 
r e p l i e s  from a l l  f r i e n d l y  a i rcraf t  a t  a l l  ranges and a l l  azimuths,  
whereas a f i r e - c o n t r o l  system needs a n  IFF r ep ly  only  from a i r c r a f t  
t h a t  have been de tec t ed ,  t racked ,  and t a rge ted  by t h e  weapon. The 
s u r v e i l l a n c e  requirement p r o l i f e r a t e s  t he  number of i n t e r r o g a t i o n s  
and r e p l i e s ,  e s t a b l i s h e s  a l o w e r  l i m i t  t o  t h e  c o d e - v a l i d i t y  
i n t e r v a l  and r e s u l t s  i n  a system t h a t  i s  i n h e r e n t l y  vulnerable  t o  
enemy e x p l o i t a t i o n .  

TIME-SYNCHRONIZED APPROACH 

If w e  g ive  up the  s u r v e i l l a n c e  requirement and use IFF on ly  as 
a n  a d j u n c t  t o  f i r e  c o n t r o l ,  w e  c a n  u s e  a c c u r a t e - t i m e  
synchroniza t ion  t o  achieve a system t h a t  is: 

e hard t o  detect ,  
a v i r t u a l l y  unexplo i tab le ,  and 
e d i f f i c u l t  t o  jam. 
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Atomic c locks  are a v a i l a b l e  t h a t  can provide t i m e  wi th an  accuracy 
on t h e  o rde r  of  one t o  t e n  microseconds f o r  per iods  i n  excess of a 
day.  T i m e  s y n c h r o n i z a t i o n  w i t h  t h i s  a c c u r a c y  a l l o w s  s p r e a d  
spectrum s i g n a l l i n g  methods which inc lude  frequency hopping, time 
j i t t e r ,  and a d i f f e r e n t  i n t r a p u l s e  s p r e a d i n g  code  on  e a c h  
t r a n s m i s s i o n .  These  e s s e n t i a l  
t r a n s m i s s i o n  a r e  known e x a c t l y  t o  
s u b s c r i b e r ,  b u t  t he  enemy sees only  
low-duty-factor s i g n a l  which appears  
t i m e ,  frequency, and i n t r a p u l s e  code. 

Accurate-time synchroniza t ion  can 

c h a r a c t e r i s t i c s  of e v e r y  
e a c h  f r i e n d l y  s y n c h r o n i z e d  
an occas iona l ,  shor t -pulse  , 

random i n  t h e  dimensions o f  

be employed i n  a v a r i e t y  of  
ways t o  achieve s p e c i a l  ECCM f e a t u r e s .  The use  of IFF as an 
ad junc t  t o  f i re  c o n t r o l  r equ i r e s  s e l e c t i v e  i n t e r r o g a t i o n  o f  t h e  
t racked t a r g e t  i n  range and azimuth. S e l e c t i v e  i n t e r r o g a t i o n  i n  
range can be achieved by sending an  i n t e r r o g a t i o n  pulse  s o  t h a t  i t  
w i l l  a r r i v e  a t  t h e  t a r g e t  a t  a prescr ibed t i m e  of day known t o  both 
p a r t i e s .  The f r i e n d l y  responder  simply opens a narrow g a t e  a t  the  
prescr ibed  time of  day. The synchronized i n t e r r o g a t o r ,  knowing 
p r e c i s e l y  the  t i m e s  t h z t  t h i s  r ece ive  g a t e  is  open, t r ansmi t s  h i s  
i n t e r r o g a t i o n  e a r l y  by an amount equal  t o  t h e  propagat ion de lay  
(measured a p r i o r i )  t o  t he  t racked t a r g e t .  I f  t h e  measured range 
i s  c o r r e c t  and t h e  t ime s y n c h r o n i z a t i o n  i s  a d e q u a t e  t h e  
i n t e r r o g a t i o n  pulse  should a r r i v e  a t  t he  des i r ed  t a r g e t  when t h e  
rece ive  g a t e  i s  open. This s i t u a t i o n  is depic ted  i n  f i g u r e  1. If 
the  i n t e r r o g a t i o n  pu l se  subsequent ly  a r r i v e s  a t  a more d i s t a n t  
f r i e n d l y  t a r g e t  wi th in  t h e  antenna beamwidth (F2 of f i g u r e  I ) ,  t he  
a d d i t i o n a l  propagat ion de lay  t o  the  second t a r g e t  causes  the  pulse  
t o  a r r i v e  a f te r  the  rece ive  g a t e  on the  second a i r c r a f t  has c losed .  
Receipt  of  a pu l se  i n  t h e  s e l e c t i v e - i n t e r r o g a t i o n  g a t e  t e l l s  t h e  
i n t e r r o g a t e e  t h a t  h i s  range from the  i n t e r r o g a t o r  is  approximately 
equal  t o  the  intended i n t e r r o g a t i o n  range. O f  course ,  t h e  s p e c i f i c  
times of  day set a s i d e  f o r  s e l e c t i v e  i n t e r r o g a t i o n  can be very  
f requent  and ascr ibed  i n  a pseudorandom fash ion  known only  t o  
f r i e n d l y  p a r t i c i p a n t s  with accu ra t e ly  synchronized clocks.  
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The w i d t h  o f  t h i s  r e c e i v e  g a t e  must b e  s u f f i c i e n t  t o  
accommodate t h e  combined clock e r r o r  a t  both t e rmina l s  and any 
range-measurement e r r o r .  If range-measurement e r r o r  i s  n e g l i g i b l e ,  
as it  should be i n  a f i r e - c o n t r o l  system, and t iming unce r t a in ty  a t  
each t e rmina l  is wi th in  + 10 p s ,  t he  r ece ive  g a t e  could be as 
narrow as 40 ps. This  means t h a t  only those t a r g e t s  w i t h i n  - + 6 km 
of t h e  intended range r ece ive  a v a l i d  i n t e r r o g a t i o n .  

T h i s  a p p r o a c h  t o  s e l e c t i v e  i n t e r r o g a t i o n  i s  o p e r a t i o n a l l y  
advantageous. It minimizes t h e  number o f  i nadve r t en t  r e p l i e s ,  
markedly reducing t h e  problem of r ep ly  i n t e r f e r e n c e  o r  " f r u i t . "  It 
a l s o  g r e a t l y  r e d u c e s  t h e  e f f e c t i v e n e s s  o f  enemy r e p e a t  
e x p l o i t a t i o n ,  as seen  i n  f i g u r e  2. If the  enemy r e p e a t e r  employs 
an  omnidi rec t iona l  antenna,  t h e  e f f e c t i v e  zone o f  e x p l o i t a t i o n  
becomes an  annular  r i n g  centered a t  t h e  l o c a t i o n  of t h e  e x p l o i t e r .  
The width o f  t h i s  e x p l o i t a t i o n  r i n g  i s  12 km, f o r  t h e  above 
example, and its rad ius  is  determined by the  intended range of t h e  
i n t e r r o g a t i o n .  If t h e  intended range is l e s s  than  the  range t o  the  
e x p l o i t e r ,  t h e  e f f e c t i v e  zone of e x p l o i t a t i o n  sh r inks  t o  zero.  For  
intended i n t e r r o g a t i o n s  a t  longe r  ranges,  t h e  r a d i u s  f o r  t h e  
annular  zone of e x p l o i t a t i o n  is  equal  t o  the  in tended- in te r roga t ion  
range minus the  range de lay  t o  t h e  e x p l o i t e r  minus the  equiva len t  
range de lay  through t h e  r e p e a t e r  i t s e l f .  The dependence on t h e  
range de lay  through t h e  r e p e a t e r  f o r c e s  t h e  enemy t o  use a 
cont inuous-repeater  a m p l i f i e r  such as a TWT. The enemy has  no 
knowledge o f  t h e  s p e c i f i c  t i m e  o r  d i r e c t i o n  o f  a g i v e n  
i n t e r r o g a t i o n  and t h e  duty  f a c t o r  of t h e  i n t e r r o g a t i o n  s i g n a l  can 
be extremely low. The output  of t h e  enemy TWT r e p e a t e r  i n  t h e  
absence of an i n t e r r o g a t i o n  is  high-power noise .  This makes t h e  
enemy e x p l o i t e r  very  vulnerable  t o  d e t e c t i o n  and a t t a c k  by f r i e n d l y  
forces .  It must a l s o  be remembered t h a t  t h e  e f f e c t i v e  zone of  
e x p l o i t a t i o n  i s  n o t  u n d e r  t h e  e x p l o i t e r ' s  c o n t r o l  and o n l y  
occas iona l ly  does i t  coinc ide  with the  l o c a t i o n  of f r i e n d l y  fo rces .  
Thus r epea t  e x p l o i t a t i o n  i s  no t  a severe  t h r e a t  because t h e  
time-synchronized approach r e s u l t s  i n  an e f f e c t i v e  code-va l id i ty  
i n t e r v a l  l imi t ed  by c lock  e r r o r s  and not  by t h e  maximum range of  
t h e  system. 

If c locks  are a v a i l a b l e  with accu rac i e s  s u f f i c i e n t  t o  support  
t h e  concept of  s e l e c t i v e  i n t e r r o g a t i o n  by range, then the  concept 
of range measurement a t  t h e  i n t e r r o g a t e e  can a l s o  be supported.  
This  concept a l lows  t h e  i n t e r r o g a t e e  t o  measure t h e  approximate 
range t o  each a c t i v e  i n t e r r o g a t o r .  Th i s  i f  o f  l i t t l e  va lue  t o  t h e  
i n t e r r o g a t e e  un le s s  he r ece ives  a d d i t i o n a l  information de f in ing  t h e  
weapon type a t  the  i n t e r r o g a t o r .  This  weapon information,  coupled 
wi th  range measurement and s e l e c t i v e  i n t e r r o g a t i o n ,  can  form a 
s u f f i c i e n t  b a s i s  f o r  making an  automated dec i s ion  t o  r ep ly  o r  no t .  
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If t h e  measured range ( t o  t h e  i n t e r r o g a t o r )  is  w e l l  beyond t h e  
weapon range, t h e  appropr i a t e  d e c i s i o n  might be no t  t o  r e p l y ,  
p a r t i c u l a r l y  i f  t h e  a i r c r a f t  i s  o v e r  enemy t e r r i t o r y  where 
e lec t romagnet ic  r a d i a t i o n  o f  any s o r t  can be hazardous. 

Implementing a range-measurement scheme is no t  d i f f i c u l t .  If 
t h e  i n t e r r o g a t i o n  pu l se  f o r  range measurement is  s e n t  a t  t h e  
prescr ibed  t i m e  of day, i t  a r r i v e s  a t  t h e  i n t e r r o g a t e e  wi th  a 
propagat ion de lay  commensurate wi th  t h e  range between t h e  two 
p a r t i e s .  The i n t e r r o g a t e e  simply opens a r ece ive  g a t e  a t  t h e  
prescr ibed  time of  day and measures t h e  range de lay  t o  each 
i n t e r r o g a t o r .  The width of t h i s  r ece ive  g a t e  is  se t  by t h e  
maximum range of t he  system (1 m s  f o r  300 km). The u n c e r t a i n t y  of 
t h e  measurement is l i m i t e d  by the  clock e r r o r  a t  both t e rmina l s  (+6 
km f o r  - +10 ps e r r o r ) .  This  i s  no t  a very  p r e c i s e  measurement of 
range, b u t  i t  should be adequate f o r  making t h e  r ep ly  dec i s ion ,  
and as improved c locks  become a v a i l a b l e ,  t h e  accuracy of  t h i s  range 
measurement can be increased  without  involv ing  a major redes ign  of 
t h e  system. 

The next  ques t ion  is  how t o  send the  f e w  b i t s  o f  information 
necessary t o  de f ine  t h e  weapon a t  the  i n t e r r o g a t o r .  If t h i s  
information is  s e n t  a t  a prescr ibed  time of  day e x a c t l y  as the  
range-measurement pu l se  was s e n t ,  t h e  i n t e r r o g a t e e  knows p r e c i s e l y  
when t o  expect t he  da t a  pu l se ,  independent of  both range and clock 
e r r o r ,  provided h i s  p o s i t i o n  has  not  changed apprec iab ly  between 
the  prev ious  range-measurement pu l se  and the  cu r ren t  d a t a  pulse .  
This knowledge of  t h e  p r e c i s e  time of a r r i v a l  o f  t he  d a t a  a l l o w s  
t h e  i n t e r r o g a t e e  t o  set  up an  extremely narrow r e c e i v e  g a t e  f o r  the  
r ecep t ion  of t h i s  da ta .  The width of t h i s  g a t e  is r e l a t e d  t o  t h e  
t ime r e s o l u t i o n  of  t he  system, which might be on the  o rde r  o f  100 
ns  f o r  an ins tan taneous  bandwidth of  10 Mhz. Such an extremely 
narrow g a t e  minimizes the  r i s k  of par t i a l - t ime  jamming. 

Accurate-time synchroniza t ion  can a l s o  be used advantageously 
i n  t h e  r e p l y  s i g n a l l i n g .  The same spread spectrum techniques o f  
f r e q u e n c y  h o p p i n g ,  t i m e  j i t t e r ,  and a d i f f e r e n t  i n t r a p u l s e  
spreading  code on each t ransmiss ion  can be incorpora ted  t o  achieve 
cove r tnes s  and j a m  r e s i s t a n c e  on t h e  rep ly .  I n  o rde r  t o  t ake  
advantage of  t hese  techniques the  exac t  c h a r a c t e r i s t i c s  ( f requency 
hop, time hop, and PN code) must be known i n  advance t o  a l l  
f r i e n d l y  p a r t i c i p a n t s  wi th  synchronized clocks.  This  means t h a t  
t h e r e  need  n o t  be  a n  e x a c t  one- to-one  r e l a t i o n s h i p  be tween 
i n t e r r o g a t i o n s  and r e p l i e s .  M u l t i p l e  s i m u l t a n e o u s ,  v a l i d  
i n t e r r o g a t i o n s  of  an  a i r c r a f t  would r e s u l t  i n  a s i n g l e  r ep ly  a t  t h e  
p re sc r ibed ,  pseudorandom t i m e ,  frequency, and PN code. Th i s  s i n g l e  
r e p l y  would be a v a i l a b l e  t o  a l l  f r i e n d l y  i n t e r r o g a t o r s  whether they  
a c t u a l l y  i n t e r r o g a t e  o r  j u s t  l i s t e n  wi th  t h e i r  antenna aimed i n  the  
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d i r e c t i o n  of t he  r ep ly ing  a i r c r a f t .  This  is  c o n s i s t e n t  wi th  t h e  
concept of  an automated dec i s ion  process  a t  t he  a i rcraf t  before  a 
rep ly  is made, and r e s u l t s  i n  a number of i n t e r e s t i n g  o p e r a t i o n a l  
modes. 

If t h e  a i rcraf t  i s  s u b j e c t  t o  severe  jamming i t  might,  under 
p i l o t  op t ion ,  go i n t o  a mode of  i r r e g u l a r ,  u n s o l i c i t e d  r e p l i e s .  
Each u n s o l i c i t e d  r e p l y  would have t h e  i d e n t i c a l  spread spectrum 
c h a r a c t e r i s t i c s  of a normal r ep ly  a t  t h a t  s p e c i f i c  time and would 
be a v a i l a b l e  t o  a l l  f r i e n d l y  i n t e r r o g a t o r s  w i t h  s y n c h r o n i z e d  
clocks.  The p i l o t  might e l e c t  t h i s  op t ion  i f  he was seve re ly  
jammed and over f r i e n d l y  t e r r i t o r y  where t h e  r i s k  o f  f r a t r i c i d e  
might be high. H e  might even be i n s t r u c t e d  t o  go i n t o  t h i s  mode 
over f r i e n d l y  t e r r i t o r y  s o  t h a t  a l l  i n t e r r o g a t o r s  could remain 
s i l e n t  without r evea l ing  t h e i r  pos i t ions .  The p i l o t  might even 
e l e c t  a continuous- r ep ly  mode a t  every poss ib l e  pseudorandom r e p l y  
time. This  could perform t h e  func t ion  of an emergency beacon if 
the  p i l o t  has  t o  d i t c h  t h e  a i r c r a f t .  Even i n  t h i s  mode t h e  s i g n a l  
would inc lude  pseudorandom t i m e  hopping, frequency hopping, and a 
d i f f e r e n t  spread spectrum code on every  t ransmission.  Thus even 
the  emergency-beacon mode would be d i f f i c u l t  f o r  t h e  enemy t o  
i n t e r c e p t  and e x p l o i t .  

Clock updat ing is  a major concern i n  t h e  design of any system 
requ i r ing  accurate- t ime synchronizat ion.  Eventual ly  f ree-running 
c locks  w i l l  d r i f t  ou t s ide  the  acceptab le  l i m i t s  and r equ i r e  time 
updating. An a i r c r a f t  mission time i s  f a i r l y  s h o r t  and c lock  
update information could be suppl ied  j u s t  p r i o r  t o  o r  j u s t  a f t e r  
take  o f f .  The real  problem f o r  t he  a i r c r a f t  i s  main ta in ing  
adequate time synchroniza t ion  i n  t h e  severe  a i r c r a f t  environment. 
Although not  t r i v i a l ,  t h i s  problem can be addressed i n  t h e  des ign  
and development of  an a i rbo rne  clock.  

The g r o u n d - i n t e r r o g a t i o n  equipment  a s s o c i a t e d  w i t h  a 
Short-Range A i r  Defense (SHORAD) weapon system does no t  have t h e  
luxury of r e tu rn ing  t o  a base f o r  time c a l i b r a t i o n  and update af ter  
e a c h  m i s s i o n .  Any v i a b l e  IFF s y s t e m  must  b e  d e s i g n e d  t o  
accommodate somewhat i n f e r i o r  c lock synchroniza t ion  f o r  t h e  SHORAD 
weapons s y s t e m s ,  and  c l o c k  u p d a t e  i n f o r m a t i o n  s h o u l d  b e  
au tomat i ca l ly  provided t o  these  weapons systems as p a r t  o f  t h e  
normal r e p l y  s i g n a l l i n g .  This  can be done based on t h e  assumption 
t h a t  t he  clock i n  the  a i r c r a f t  is gene ra l ly  more p rec i se  than the  
one a t  t h e  SHORAD i n t e r r o g a t o r .  Thus t h e  f r i e n d l y  a i rcraf t  can act  
as a po r t ab le  secondary t i m e  s tandard  f o r  updat ing t h e  SHORAD 
clocks .  

The a u t o m a t i c - c l o c k - u p d a t e  approach  i s  b a s e d  on a r e p l y  
conta in ing  a t  least two pulses .  If one pu l se  i s  s e n t  a t  t h e  
p r e s c r i b e d  pseudorandom r e p l y  t i m e ,  i t  w i l l  a r r i v e  a t  t h e  
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i n t e r r o g a t o r  a f t e r  t h e  a p p r o p r i a t e  r a n g e  d e l a y .  The ground 
i n t e r r o g a t i o n  equipment knows the  pseudorandom t i m e  t h a t  t h e  pu l se  
was s e n t  and measures the  apparent  range de lay  r e l a t i v e  t o  h i s  
c lock.  The term "apparent range delay" is used because i t  inc ludes  
the  r e l a t i v e  c lock  e r r o r  between the  te rmina ls  as wel l  as the  t r u e  
propagat ion delay.  The second pulse  of  t h e  a i r c r a f t  r e p l y  i s  s e n t  
advanced o r  r e t a rded  from a prescr ibed  pseudorandom rep ly  time by 
an  amount equal  t o  t h e  apparent  range de lay  t h a t  t h e  a i rcraf t  has  
measured f o r  t h a t  i n t e r r o g a t i o n .  This  o f f s e t  r e p l y  pulse  a r r i v e s  
a t  the i n t e r r o g a t o r  after t h e  same propagat ion de lay  as t h e  
previous pu l se ,  provided t h e  a i r c r a f t  has  not  moved s i g n i f i c a n t l y  
s i n c e  the  previous pulse .  The a r r i v a l  t i m e  o f  t h i s  pu l se ,  r e l a t i v e  
t o  t h e  prescr ibed  pseudorandom time a t  the  i n t e r r o g a t o r ,  is exac t ly  
twice t h e  propagat ion de lay  t o  the  a i r c r a f t ,  independent of  c lock  
e r r o r  a t  e i t h e r  t e r m i n a l .  Thus one r e p l y  p u l s e  p r o v i d e s  
prec ise- range  informat ion  while t h e  o t h e r  provides  apparent-range 
information.  This  a l lows t h e  SHORAD termina l  t o  determine i t s  
c lock  e r r o r  r e l a t i v e  t o  t h e  more accu ra t e  a i r c r a f t  c lock.  This  
information can be c o l l e c t e d ,  averaged, and eventua l ly  appl ied  a s  
an  update t o  t h e  SHORAD clock .  I t  should be pointed out  t h a t  an 
a i r c r a f t  can provide clock update information f o r  only one SHORAD 
a t  a t i m e ,  and  i t  i s  i m p o r t a n t  t h a t  t h e  SHORAD c h e c k  f o r  
cons is tency  i n  clock-update information before  a c t u a l l y  making a 
c o r r e c t i o n  t o  t h e  clock.  

P r e c i s e  t i m i n g  a l l o w s  t h e  r e p l y  s i g n a l l i n g  t o  i n c l u d e  
a d d i t i o n a l  information such as t h e  s p e c i f i c  t a i l  number of  t he  
r e p l y i n g  a i r c r a f t .  T h i s  i n f o r m a t i o n  would h e l p  t h e  SHORAD 
equipment s o r t  ou t  enemy tag-along spoofers  who simply repea t  t he  
r e p l y  s i g n a l  from a f r i e n d l y  aircraft .  The SHORAD equipment can 
e a s i l y  recognize t h a t  t h e  two r e p l i e s  g ive  the  same t a i l  number, 
and t h e  weapon ope ra to r  can be a l e r t e d .  

The b a s i c  IFF s i g n a l l i n g  scheme is  shown i n  f i g u r e  3. A l l  t i m e  
i s  d iv ided  i n t o  i n t e r r o g a t i o n  per iods  followed by r e p l y  per iods.  
Whenever an i n t e r r o g a t i o n  is i n i t i a t e d  i t  w i l l  be accomplished i n  
t h e  next  a v a i l a b l e  i n t e r r o g a t i o n  period. The IFF responder l i s t e n s  
a t  appropr i a t e  times dur ing  each i n t e r r o g a t i o n  period and c o l l x t s  
t he  information t o  determine the  v a l i d i t y  and i d e n t i t y  o f  t h e  
i n t e r r o g a t i o n  as  w e l l  as  i t s  a p p l i c a b i l i t y  t o  t h e  s p e c i f i c  
responder.  The responder eva lua te s  t h i s  information and r e p l i e s  i n  
the  per iod immediately fol lowing the  i n t e r r o g a t i o n  i f  a dec i s ion  t o  
r e p l y  i s  made. The i n t e r r o g a t o r  t h e n  e v a l u a t e s  t h e  r e p l y  
i n f o r m a t i o n  and  e i t h e r  r e i n t e r r o g a t e s  o r  makes a f i n a l  
de te rmina t ion  o f  Fr iend ,  Spoofer o r  Enemy. 
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The i n t e r r o g a t i o n  and rep ly  per iods  are each d iv ided  i n t o  f o u r  
frames of about 8 m s  each. The a c t u a l  s i g n a l l i n g  c o n s i s t s  of  a 
s h o r t  b u r s t  of RF energy 12.8 ,cis long i n  each frame. The s p e c i f i c  
t ransmiss ion  t i m e  wi th in  each frame is  pseudorandomly determined 
from 512 poss ib l e  t i m e  s l o t s .  The remaining t i m e  i n  each frame is 
used for s i g n a l  processing i n  p repa ra t ion  f o r  t he  next  frame. The 
a c t u a l  12.8 ,as t ransmiss ion  is  phase modulated with 0.1 $is chips .  
Both the  chipping code and t he  c a r r i e r  f requency are pseudorandomly 
s e l e c t e d  on each t ransmission.  There are 64 c a r r i e r  f requencies  
€or a t o t a l  frequency hop bandwidth of  640 MHz and t h e r e  are 3.28 
d i f f e r e n t  c h i p p i n g  codes .  The c o m b i n a t i o n  o f  t i m e  hopp ing ,  
f r e q u e n c y  hopp ing  and  s p r e a d  s p e c t r u m  c o d i n g  r e s u l t s  i n  a 
processing g a i n  of  66 dB. T h i s  provides  the  b a s i s  f o r  a system 
which is hard t o  d e t e c t ,  v i r t u a l l y  unexplo i tab le  and d i f f i c u l t  t o  
jam. 

The above d i scuss ion  has  h ighl ighted  c e r t a i n  a s p e c t s  o f  a new 
IFF scheme based on accurate- t ime synehronizat ion.  The d e t a i l s  o f  
t h i s  approach are presented i n  a paper  which w a s  published i n  
September 1980 i s s u e  of t h e  IEEE Transac t ions  on Communications. Rf 



TACTICAL CLOCKS 

The e n t i r e  concept of  a t i m e  synchronized IFF system evolved 
o u t  o f  t h e  need t o  provide an  " e f f e c t i v e  code-va l id i ty  i n t e r v a l "  
( s e l e c t i v e  i n t e r r o g a t i o n  zone) which was much s h o r t e r  than  the  
maximum propagat ion de lay  of t h e  system. If a minimum unambiguous 
range of I50 km is needed; t h e  e f f e c t i v e  code v a l i d i t y  i n t e r v a l  
should be much smaller than  500 ps.  The range-measurement 
accuracy and the  e x p l o i t a b i l i t y  of t h e  system both improve as t h i s  
e f f e c t i v e  i n t e r v a l  is  reduced, bu t  t he  c lock  accuracy requi red  
becomes i n c r e a s i n g l y  s t r i n g e n t .  Requir ing a clock p r e c i s i o n  b e t t e r  
than 1 p s  is not  real is t ic  f o r  t a c t i c a l  weapons, even with atomic 
c locks .  A nominal system accuracy o f  + 10 ps w a s  s e l e c t e d  as being 
t h e  l eas t  s t r i n g e n t  s p e c i f i c a t i o n  capable  of  providing s u b s t a n t i a l  
ECCM improvement. The concept developed i n  Reference 1 included a 
s p e c i a l  mode which would a l low SHORAD i n t e r r o g a t o r s  with degraded 
c locks  t o  cont inue func t ion ing  and r ece ive  automatic  c lock  updat ing 
u n t i l  t h e i r  synchroniza t ion  degraded beyond + 100 ps. A remaining 
ques t ion  is the  a v a i l a b i l i t y  o f  p r a c t i c a l ,  rnexpensive c locks  t h a t  
provide t h e  r e q u i s i t e  performance i n  the  t a c t i c a l  environment. 

A t  t h i s  p o i n t  w e  must  d i s t i n g u i s h  between a p r e c i s i o n  
o s c i l l a t o r  and a p rec i s ion  clock.  The p r e c i s i o n  o s c i l l a t o r  is  a 
device  whose output  frequency i s  extremely s t a b l e  as a func t ion  of  
t i m e  and environment. The p r e c i s i o n  clock inco rpora t e s  a p rec i s ion  
o s c i l l a t o r  and count-down c i r c u i t s  t o  provide a n  extremely accu ra t e  
i n d i c a t i o n  of time o f  day. I n t e r m i t t e n t  ope ra t ion  of a p rec i s ion  
o s c i l l a t o r  is  accep tab le  provided the  output  sett les down t o  t h e  
proper frequency wi th in  a reasonable  t i m e .  I n t e r m i t t e n t  ope ra t ion  
Of  a p r e c i s i o n  c lock  is t o t a l l y  unacceptable ,  even i f  t h e  bas i c  
o s c i l l a t o r  wi th in  t h e  c lock  is  extremely accu ra t e  and qu ick ly  
se t t les  down t o  t h e  proper  frequency, because i ts  t i m e  i n d i c a t i o n  
is  u s e l e s s  u n t i l  i t s  readout  i s  synchronized wi th  a n  adequate 
e x t e r n a l  s tandard.  

The t r a d i t i o n a l  appproach t o  p r e c i s i o n  c locks  s i n c e  1760, when 
Harr ison invented t h e  first chronometer, has  been t o  never s h u t  t h e  
instrument  o f f  and never re-set t h e  read out .  Current  readings  are 
compared p e r i o d i c a l l y  w i t h  a t i m e  s t a n d a r d ,  and a r u n n i n g  
t a b u l a t i o n  o f  t h e  error is  d u t i f u l l y  kept .  A long h i s t o r y  o f  
performance is thus  developed which not  on ly  b u i l d s  confidence but  
provides  u s e f u l  i n t e r p o l a t i o n  p r i o r  t o  t h e  next  check wi th  a t i m e  
s tandard .  The resynchroniza t ion  approach is  less r e l i a b l e  because 
t h e  b e n e f i t  o f  a long h i s t o r y  is  l o s t .  Furthermore t h e  s e t t i n g  of  

* t i m e  rate o r  frequency i s  a d i f f i c u l t  t a sk ,  r equ i r ing  a s i g n i f i c a n t  
h i s t o r y  o f  performance. S e t t i n g  t h e  hands of  a pendulum c lock  is 
quick and easy,  bu t  s e t t i n g  t h e  ra te  (pedulum length)  r e q u i r e s  days 
o r  even months, depending on t h e  accuracy des i r ed .  
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The only real candida tes  f o r  t h e  p rec i s ion  o s c i l l a t o r  i n  a 
t a c t i c a l  c l o c k  a r e  t h e  c e s i u m - c o n t r o l l e d  o s c i l l a t o r ,  t h e  
rubidium-controlled o s c i l l a t o r ,  and t h e  qua r t z  c r y s t a l  o s c i l l a t o r .  
Both cesium and rubidium r e l y  on the  extreme s t a b i l i t y  of an  atomic 
resonance phenomenon. Although t h e  rubidium and cesium resonances 
were both  demonstrated i n  t h e  1950’s, t h e  cesium device  h a s  
dominated f o r  absolute-frequency-standard app l i ca t ions .  The cesium 
d e v i c e  i s  a p r i m a r y  s t a n d a r d  whose o u t p u t  f r e q u e n c y  c a n  be 
accu ra t e ly  pred ic ted  from measurements of fundamental parameters  
such as p res su re ,  temperature ,  and a x i a l  magnetic f i e l d .  The 
rubidium device  is a secondary s tandard  because t h e  accuracy of  
t h i s  p r e d i c t i v e  process  i s  less  p r e c i s e  than  t h a t  o f  t h e  cesium 
device.  I n  p r a c t i c e ,  t he  frequency of a rubidium-control led 
o s c i l l a t o r  is trimmed, af ter  manufacture,  t o  t h e  frequency of a 
primary s tandard .  The qua r t z  c r y s t a l  o s c i l l a t o r  relies on t h e  
mechanical resonance of an  a c c u r a t e l y  machined qua r t z  p l a t e  and i ts  
fundamental accuracy and long-term s t a b i l i t y  are i n f e r i o r  t o  t h a t  
of t he  atomic o s c i l l a t o r s .  The qua r t z  c r y s t a l  o s c i l l a t o r  has  not  
been considered as a primary frequency s tandard f o r  h a l f  a century ,  
but  t h e  ex tens ive  h i s t o r y  and success  o f  t h i s  device as a ve ry  
s t a b l e  working  o s c i l l a t o r  s t i l l  make i t  a c a n d i d a t e  f o r  a n  
extremely s t a b l e ,  i f  not  p r e c i s i o n ,  c lock .  

The cesium-controlled o s c i l l a t o r  i s  designed as a primary 
f r e q u e n c y  s t a n d a r d  a n d ,  as  s u c h ,  a c h i e v e s  t h e  u l t i m a t e  i n  
per formance .  However i t  i s  e x t r e m e l y  e x p e n s i v e  ($26,000 t o  
$30,000), i t  is  heavy (70 pounds), and i t  is  n o t  designed t o  
func t ion  i n  a tact ical  environment. 

The rubidium-controlled o s c i l l a t o r  i s  a much smaller device.  
One company (Efratom of  Ca l i fo rn ia )  is  producing a u n i t  f o r  
t a c t i c a l  m i l i t a r y  a i r c r a f t  t h a t  is  approximately 4” x 4”  x 5”  and 
c o s t s  about  $6,000. This company i s  c u r r e n t l y  developing a smaller 
u n i t  (p23/4” x 3 1/2” x 4 ” )  f o r  a t a c t i c a l  a i r c r a f t  communications 
system . This  u n i t  is expected t o  cos t  approximately $3,000 i n  
l a r g e  q u a n t i t i e s .  I t 3 f s  c e r t a i n l y  a candida te  f o r  t he  o s c i l l a t o r  
i n  any tac t ica l  c lock  . 

Some recent  advances i n  qua r t z  c r y s t a l  o s c i l l a t o r  technology 
make t h i s  device an  i n t e r e s t i n g  candidate .  I n  p a r t i c u l a r ,  t h e  new 
SC c u t  provides  e x c e l l e n t  s p e c t r a l  p u r i t y ,  low aging ra te ,  and l e s s  
s e n s i t i v i t y  t o  v i b r a t i o n .  These u n i t s  are small ( <  13 cubic  
inches ) ,  l i g h t  (0.7 pounds), low-power (<  2W), and inexpensive 
($750); bu t  they do no t  have the  fundamental accuracy o r  long-term 
s t a b i l i t y  o f  t h e  atomic o s c i l l a t o r s .  

Frequency s t a b i l i t y  and long- term frequency d r i f t  are dominant 
f a c t o r s  i n  the  choice  of  a n  o s c i l l a t o r  f o r  a accu ra t e  t a c t i c a l  
clock. Frequency d r i f t  is  a more o r  less random func t ion  and i ts  
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cause is not  w e l l  understood. It can vary  markedly from one time 
i n t e r v a l  t o  t h e  next  and from unit  t o  u n i t .  If t h i s  were not  so, 
then  frequency d r i f t  could be modeled and its d e t e r m i n i s t i c  e f f e c t s  
removed. I n  a sense  t h e  d r i f t  s p e c i f i c a t i o n  of an o s c i l l a t o r  is 
simply an  upper bound on long term, unexplained effects,  and t h e r e  
is  no guarantee  t h a t  t h e  d r i f t  func t ion  is  e i t h e r  smooth o r  
monotonic. 

F i g u r e  4 is a s i m p l i f i e d  e x t r a p o l a t i o n  based  on  t h e  
f r e q u e n c y - d r i f t  s p e c i f i c a t i o n  o f  one  o f  t h e  best  double-oven  
c r y s t a l  o s c i j @ t o r s  on the  market. The d r i f t  s p e c i f i c a t i o n  is less 
than  1 x IO-  p e r  day a f t e r  a 30 day warmup. The u n i t  se l ls  f o r  
about $1800, consumes about 2.5 W o f  i npu t  power, and f i ts  i n  a 
package 2 3/8" x 3 3/16" x 5". The do t t ed  curve i n d i c a t e s  t h a t  t h e  
nominal IFF system accuracy of  + 10 p s  could be maintained f o r  t he  
first 1.5 days without  c lock update and the  degraded l i m i t  of  + 100 

The s o l i d  curves  indyea te  
t h e  ex t r apo la t ed  performance with d a i l y  c lock updates.  After 5 
days a c lock  update every  day would be e s s e n t i a l ,  and after 12 days 
t h e  clock update i n t e r v a l  would have t o  be less than 1 day even f o r  
t h e  degraded mode of opera t ion .  

ps could be maintained f o r  about 5 days.  
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F i g u r e  5 i s  a similar e x t r a p o l a t i o n  f o r  a s m a l l  
rubidium-cop)rolled o s c i l l a t o r  with a frequency d r i f t  s p e c i f i c a t i o n  
of 1 x 10- p e r  month. T h i s  u n i t  s e l l s  f o r  about  $6000, consumes 
13 W o f  power, and f i ts  i n  a package approximately 4" x 4" x 5" .  
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The do t t ed  curve  i n d i c a t e s  t h a t  t h e  nominal accuracy o f  + 10 p s  
could be maintained f o r  n e a r l y  1 month without c lock update-and t h e  
degraded l i m i t  o f  + l oops  could be maintained f o r  n e a r l y  3 months. 
The s o l i d  curves  i n d i c a t e  t h a t  ope ra t ion  wi th in  the  degraded l i m i t  
could be extended t o  b e t t e r  than  4 months i f  c lock  updates were 
obtained as i n f r e q u e n t l y  as once pe r  month. The performance of t h e  
c r y s t a l  o s c i l l a t o r  is  marginal ,  a t  b e s t ,  f o r  t he  IFF a p p l i c a t i o n ,  
and t h e r e  is c e r t a i n l y  no l a t i t u d e  f o r  degraded performance i n  t h e  
t a c t i c a l  environment. On the  o t h e r  hand, t h e  performance of  t h e  
r u b i d i u m - c o n t r o l l e d  o s c i l l a t o r  i s  c l e a r l y  s u p e r i o r ,  and 
cons iderable  l a t i t u d e  is a v a i l a b l e  f o r  degraded performance i n  t h e  
t a c t i c a l  environment. 

Commercial  ces ium f r e q u e n c y  s t a n d v d s  h a v e  a l o n g  term 
frequency d r i f t  s p e c i f i c a t i o n  of  3 x IO- . This  i s  bet ter  than  
the  performance of  t h e  rubidium-controlled o s c i l l a t o r  and should 
c e r t a i n l y  be adequate f o r  t h e  IFF a p p l i c a t i o n ,  b u t  i t s  s i z e ,  
weight,  and c o s t  make i t  p r a c t i c a l  only as a primary s tandard  a t  a 
major base. 

Although s t a b i l i t y  and long-term d r i f t  are the  dominant f a c t o r s  
i n  the  choice of  an o s c i l l a t o r  f o r  a p rec i s ion  t a c t i c a l  c lock,  t h e  
f i n a l  dec i s ion  depends on a number of p r a c t i c a l  f a c t o r s  as w e l l .  
The s i g n i f i c a n t  parameters of  t h e  t h r e e  candidate  o s c i l l a t o r s  are 
summarized i n  Table I. 

It i s  clear from Table  I t h a t ,  un le s s  one i s  w i l l i n g  t o  update 
the  c locks  very  f r equen t ly ,  atomic o s c i l l a t o r s  w i l l  be requi red .  
Both t h e  cesium and rubidium o s c i l l a t o r s  can provide more than  
a d e q u a t e  s t a b i l i t y  f o r  t h e  IFF  a p p l i c a t i o n ,  b u t  t h e  rub id ium 
o s c i l l a t o r  is t h e  only  p r a c t i c a l  choice f o r  a t a c t i c a l  system. The 
rubidium o s c i l l a t o r  has  a cons iderable  margin of s a f e t y  f o r  degraded 
performance i n  t h e  t a c t i c a l  environment and, as experience is gained 
with these  u n i t s ,  t h e  system synchroniza t ion  requirements might be 
t igh tened  t o  y i e l d  more accu ra t e  range measurement and improved ECCM 
performance. 

CONCLUSIOEJ 

Accurate t i m e  synchroniza t ion  could form the  e s s e n t i a l  basis of 
a new spread spectrum IFF system which o f f e r s  s u b s t a n t i a l  r e s i s t a n c e  
t o  enemy jamming and makes spoofing and e x p l o i t a t i o n  extremely 
d i f f i c u l t .  The compact rubidium o s c i l l a t o r  is t h e  only  v i a b l e  
candida te  f o r  a tac t ica l  c lock  wi th  s u f f i c i e n t  accuracy t o  support  
t h i s  IFF concept.  The performance of t h e s e  compact rubidium 
o s c i l l a t o r s  is extremely impressive f o r  t h e i r  cu r ren t  s ta te  of  
development, bu t  a d d i t i o n a l  product ion engineer ing  is  necessary t o  
guarantee  performance i n  t h e  t ac t ica l  environment. The a p p l i c a t i o n  
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Table I 

Comparison of O s c i l l a t o r  Charac t e r i s t i c s  

Aging R a t e  

Aging R a t e  

Warm up 

Retrace After  
24 h r  Shut Off 

Temperature 

Vibrat ion 

S ize  

Weight 

Power 

c o s t  

Cesium 

3 ~ 1 O - ~ ~ / m o  

4 ps/mo 

30 min f o r  
1x10-11 

7 ~ 1 0 - l ~  

-40' t o  75OC 

MIL- 16 7 -1 

9" x 17" x 16" 

70 l b .  

43 w 

$26K 

Rub i d  ium 

lxlo-ll/mo 

13 ps/mo 

4 min f o r  
5x10'10 

60 min o r  
1x10- l€ 

1x10-l1 

-55OC t o  68OC 

Not Establ ished 
Spec = 4x10-I2/G 

4" x 4" x 5" 

2 
o r  

x 3 s" x 4" 

4.5 o r  2 l b .  

13 W 

$6K - $3K 

SC Crys ta l  

lxlO-lo / day 

24 h r s  o r  
5x10- 16 

30 days f o r  

1x1~-9 a f t e r  
2 h r  warmup 

-55OC t o  6OoC 

1x10-10 

Not spec i f i ed  

2.4" x 3.2" x 5" 

2 l b .  

2.5 W 

$1K - $2K 
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of accurate- t ime synchroniza t ion  is  not  l i m i t e d  t o  IFF and i ts  
inc reas ing  use  i s  expected t o  r evo lu t ion ize  t h e  whole approach t o  
secure ,  j am-res i s tan t  e l e c t r o n i c  systems f o r  t h e  m i l i t a r y .  
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