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ABSTRACT

A problem in designing semiconductor memories is to provide some measure of
error control without requiring excessive coding overhead.or decoding time. In
LSI and VLSI technology, memories are often organized on a multiple bit (or
byte) per chip basis. For example, some 256K-bit DRAM's are organized in 32Kx8
bit-bytes. Byte oriented codes such as Reed Solomon (RS) codes can provide
efficient low overhead error control for such memories. However, the standard
iterative algorithm for decoding RS codes is too slow for these applications.

In this paper we present some special decoding techniques for extended
single-and-double-error-correcting RS codes which are capable of high speed oper-
ation. These techniques are designed to find the errbr locations and the error
values directly from the syndrome without having to use the iterative algorithm-
to find the error locator polynomial. Two codes are considered: 1) a dmin =4
single-byte-error-correcting (SBEC), double-byte-error-detecting (DBED) RS
code; and 2) a dmin = 6 double-byte-error-correcting (DBEC), triple-byte-error-

detecting (TBED) RS code.
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I. INTRODUCTION

Error control has long been used to improve the reliability of computer
memory systems [1]. The most common approach has been to use a variation of the
Hamming codes such as the single-error-correcting and double-error-detecting
(SEC-DED) binary codes first introducéd by Hsaio [2]. Tﬁese codes are particu-
larly effective for correcting and détecting error§ in memories with a 1 bit
per chip organization. In these memories a single chip failure can affect at
most one bit in a codeword.

Large scale integration (LSI) and very large scale integration (VLSI)
memory  systems offer significart advantages in size, sﬁeed,'and weight over
earlier memory systems. These memories are normally packaged with aimultip1e~
bit (or byte) per chip organization. For example, some 256K-bit dynamic random
access memories (DRAM's) are organized in 32Kx8 bit-bytes. In this case a-
single chip failure can affect several or all of the bits in a byte, thus ex-
ceeding the error-correcting and detecting capability of SﬁC-DED_codés.

Several papers have been written recently trying to extena'the SEC-DED -
codes to include byte errors [3-9]. In this paper we investigate the use of
Reed-Solomon (RS) codes for correcting and detecting byte errors in computer -
memorie€s. RS codés are a class of nonbinary codes with symbols -in the Galois
field of 2™ elements (GF(Zm)). These codes are maximum distance separable (MDS),
and thus can provide efficient low overhead error control for bytg-organized
memories, since symbdl error correction in GF(Zm) is equivalent to cérrecting '
an m-bit byte. |

For computer memory applications, decoding must be fast and efficient. A
typical RS decoding procedure is to first calculate the error syndrdmés,:theﬁ~;;{
use the iterative algorithm [10] to form an erfor logaﬁor,polynomial, and

finally to search for the roots of the error locator polynomial, find the error -



vélues, and make the actual'cdrrections.- The calculation of the error locator
polynomial is a major step in decoding RS codes, and it remains a bottle-neck
for high speed decoding, since most errors are single errors and checking. for
multiple errors is time consuming. High-speed decoding can be achieved by using
the table-lookup method {1]. However, even for moderate code lengths, the im-
plementation of table-lookup decoding is impractical, ;ince either a large
amount of storage or very complex logical circuitry is needed.

In this paper we investigate some special high-speed decoding techniques
for extended single-and-double-byte-error-correcting RS codes. These techniques
are_designed to locate and correct the errors directly without having to find
the error locator polynomial;b The occufrences of eérors are determined by
directly testing the weight of the syndrome, denoted by w(s). Let E be the
number of byte errors. In decoding a single-byte-error-correcting (SBEC),
double-byte-error-detecting (DBED) RS code with 3 partiy symbols, if w(s) = 1,
we show that E = 1. If w(s) =2, thenE > 2. If w(s) =3, a simpie test is
required to determine if E = 1 or E > 2. Thus decoding can be carried out in_
parallel, which in effect increases the decoding speed. The detailed procedure
is presented in Section II. Section III contains our main result, where a
double-byte-error-correcting (DBEC), triple-byte-error-detecting (TBED) RS code
decoding technique is described. Double byte error correction is done by forﬁ—
ing a quadratic equation x2 + x + K =0, the solutioﬁ of which gives the two
error byte locations. The constant K can be determined direcﬁly from the syn-
drome. In this equation, only K contains information about the error loca-
tions. If a short table is used, with two error locations as two entries cor-
responding to each value of K, the decoding speed can be made even higher.

Finally, in Section IV, we summarize our results.




ITI. DECODING OF A dmin = 4 SBEC-DBED CODE

In this section we present a method for decoding an extended Reed-Solomon
(RS) code over GF(Zm) Wwith minimum distance dmin = 4. This code can be uséd to
correct any single byte error and simultaneously detect any double byte error.
Thus it is called an SBEC-DBED code. Fast'encoding and decoding can be acheiyed

due to some nice features of the code described below.

The dmin = 4 Extended RS Code and Its Properties

It has been shown [11] that there exists an (n+3, n) dmin = 4 extended RS

code ovér GF(Zm) with parity-check matrix given by

H=1[ 154

where is . the 3x3 identity matrix,

EQXS

1 1 1 1 . 1
H, = 1 « az a3 . n-1 P (@)
2 4 6 2n-2 ‘ :
1 o a o o

a is a primitive element of GF(Zm), and n :‘Zm-l. Because dmin = 4, the code
can be used for correcting any single byte error and simultaneously detecting
all double byte errors [1]. |

From (1) and (2) we see that:the H matrix has the following important
properties.

1) His in systematic form. Hence G - the generator matrix - is also in
_systematic form:

T

o= 111, L ®

where_ﬂf‘ is the transﬁose °f.ﬁl’ and where I is the an.idéhtity matrix. ~This ;;;
implies that the parity-check symbols and the syndrome:can‘be‘generatedAbylthe

-



same circuit.
2) The first nonzero element of every column of H is the unit element
u0=1. (The advantage of this property will be seen later.)’

3) The number of nonzero elements in each row of H is equal.

Property 3) simplifies the implementation'of the encoder and the decoder

[1].

Error Correction and Error Detection

Let v = (VO, Vis ottt Vn+2) be a code vector that is written into memory.
Let t = (r,, Ty, ey, rﬁ+2) be the corresponding (possibly noisy) vector that ;
is read from memory. Because of possible chip failures, r may be different from

V. The modulo-2 vector sum

E=£+Y_=(e0, el’ M | en+2): (4)

where e; # 0 for ri # \ and ei = 0 for T, = Vi, is called the error pattern.
When r is read, the decoder computes the syndrome s,

T T T
i =£E = (z-’-S)E = (50’ Sl, sz)' (S)

Since X.E? = 0, the syndrome s, computed from the vector T, dépends only on the

error pattern e, and not on the code vector v.

a) Single byte error correction

Let S denote the syndrome corresponding to a single byte error. Then

from (5) we have

. : L. . .th
where e, 1s the error value at location i, and h. is the_;ge column of H,. .. .

0 <i < n+2. Note that the first nonzero element of every column of H is the



unit element ao, and eiao =e.. Thereforg the error value e, is given-directly
by the first nonzero element of fhe syndrome.

The problem of locating the error is reduced to findiﬁg a column Ei'bf_g
which satisfies (6) (sée Chien [12]). This can be done in the following way.

Check the elements of the syndrome s to see

1) if Sg # 0, S| =5, = 0, then 1 = 0,
2) if Sy # 0, Sp =S, = O,Ithen i=1,
3) if S, # 0, Sg =S, = 0, then i = 2,
Otherwise, since
1 So
i-3 _ .
s =e.h. =e.| q =1 s s for 3 <1 < n+2,
- i—i i 1 - -
0L2(1~-3) s,
we have
: 5 S , o
u1—3 - El.= gg , - 7y
0 1 '
and i gives the error location. Define
A 2 .
u = sl + 5052 , (8)
and note that (7) is equivalent to
u=0 for s. #0 , je{0, 1, 2}. (9)

b) Double byte error detection

Let 54 denote the syndrome corresponding to a double byte error. Because -
the code is SBEC and DBED, it follows that [1]
557 %4 e

-5

for any single and double byte errors. Double byte er;orfqetectéon can be ... . . . ..

done in the following way. If - P



s, = 0, s; #0, Sy # 0, where il’ iz, ise{o, 1, 21, (1D
1 2 3
or if
. A S5 S,
S. # 0, for is= 0, 1’ 2: and _#— H ' (12)
1 _ sO sl

then two or more byte errors are detected. Note that (12) implies that

o2
u=s; o+ sos2 # 0.

Summarizing the above discussion, we have the following Decoding Scheme for

the SBEC-DBED Code (see Fig. 1):

1) If w(s) = 0, no errors are detected. If w(s) =1, E = 1,_and
error correction is done in step 2). If w(s) = 2, E > 2, and errors
are detected. If w(s) = 3, E > 1, and decoding proceeds in
step 3). : | S

2) If sj # 0, je{0,1,2}, then e; = sj and 1 = j.

>3)' Set u = sf +5)S,-
i-3 A

a = sl/s0 gives the error location i. Set the error

If u=20, E=1, and calculating

value e; = sy If u# 0, E > 2, and errors are detected.

Figure 2 is a block diagram of the SBEC-DBED decoder.
II1. DECODING OF A dmin = 6 DBEC-TBED CODE

In this section we first present a special high speed decoding technique
for the DBEC-TBED RS code with dmin = 6. Then a slightly modified technique is

applied to decoding the extended RS code with two extra information symbols.

The d .. = 6 RS Code and Its Properties

The generator polynomial for the dmin = 6 RS code is given by

2 . | ;
g(x) = _chxwl), o a3
—— 1= : : oL



where a is a primitive element of GF(Zm). The parity-check matrix, H,, of the

code specified by (13) can be written as

2 n-1
L o2 @l e @
2 n-1
-1 -1 -1
1 o (¢ ) . (¢ ™)
Hy=11 1 1 1 ,
1 o (a)Z .. (a)n—l
2 2 2 2 n-1

(14)

where n §_2m-1. Because the code has dmin = 6, it is capable of correcting any

two or fewer byte errors and simultaneously detecting any combination of three

byte errors [1].

When r = v + e 1s read, the decoder computes the syndrome s,

T T T

S

The syndrome corresponding to a single byte error is

S = e -2
-2 i< s
S = e a-i
-1 i ’
s = e,
0 i ’
1
s; =e.a R
2i
52=ea N

T c
IH) = (ol =ehy= (55, 54. 50 5y 5))-

(15)

(16.1)
(16.2)
(16.3)
(16.4)

C16.5)

where e is the error value and i is the error location, 0 < i < n-1, and the

syndrome corresponding to a double byte error is ST



-2i
s , = e.a + e.qn
-2 1 b
-1
S = e.o + e.o
-1 i J
s = e, + e
0 i ]
i
s = e.qa + e.o
1 i J
21
S = e, + e.u

where 0 < i < j < n-l.

Before proceeding, we need to prove some properties of the dmi

code which will be used later.

17.1y
(17.25
(17.3)
(17.4)

(17.5)

= 6 RS
n

Property 1. Let Sy = (5_2, s_l, SO’ 51’ 52) be the syndrome corresponding to a

double byte error. Let N denote the number of zero elements in s,.

N <2,

and the equality holds in only two cases:

1) S =S, = 0;

2) S] =S, = 0.

Proof: See Appendix A.

Property 2. Let s, =

Sa = B5gr 5.1 80 51 Sy)

$051 * 5,5 #0,

for all double byte errors.

Proof: This can be obtained directly from property 1. - -.

Decoding Using the Quadratic Equation

T

Then

(18)

(19.1)
(19.2)

(19.3)

In this subséction we show that the well known quadratic equation over



GF(Zm) can be used to decode the dmin = 6 RS code. If o is a primitive element

of GF(2™); then o " + a™? # 0, 0 <i < j <2"2, From (17.1) and (17.3) we

have
1 s 1
det 0 . .
s o 23 s . +s.a %)
-2 -2 0
e, = = 5
1 1 (a-l . -j
det . . @)
-21 -2j
a a
From (17.2) and (17.3) we have
s 1
det 0 - -j
. . S_q a _ syt soa
i 1 1 a-l + a-J
at o’
Therefore
-3 -2j
S, ¥ soa i s_2 + soa
3 s - i - 2 :
a + o’ (a0 "+a J)

. . 2 :
After multiplying both sides by (a_l + a-J) # 0 and simplifying, the above

equation becomes

a'ed + s, = 0. (20)

i,.7
s_l(a +a”) + S_, 0

In the same way, from {17.3)-(17.5), we can obtain

i,.7 1] = '
sl(u +a”) + spe e’ + s, = 0. _ 21)
Now define
A 2 .
Yl = s0 + s—lsl’ - . (22.1)»
A 2 :
Y2 T %252 3 ¢ 22
v.Ys s +s.s - (22.3)
3 17-2 -170° ST :
5

S.S 4+ S_S .. . . . (22.4)



Solving (20) and (21) for at+a? and alaJ, we obtain

..y .
b 2oledd =2, - 23.1)
T3
C LY
cfidd -4 . (23.2)
Y3

for Yz # 0. Therefore o' and o’ are the roots of

v? + by +c = 0. ‘ (24)

This is the well-known quadratic equation over GF(Zm). We will see later that

it plays an important role in decoding. Therefore we call it the "decoding

equation'. Equation (24) can be rewritten as
2
X~ +x+ K=0, (25) .
by letting - : : '
y = xb, S (26)
where
K & ¢/bl. en

The formula for the roots of the quadratic equation is (-b.i'¢b2-4c)/2.
Unfortunately, for finite fields of characteristic two, this formula is not
applicable because the denominator is zero. However, there are several known
approaches to solving this equation [10,13,14,15]. .The method given in [14]

is probably the best approach, and we present it in Appendix B.

Decoding the DBEC-TBED Code

Suppose that a single byte error with error value ei'atAlocation i occurs.

From (16.1)-(16.5) we see that

s, #0, for i=-2,-1,0,1,2, : S (28.1)
and
s s ] s . _ - s
1.0 1_22_ .3 o S (28.2)
2 %1 % v - R R

10



Note that (28.2) is equivalent to Y] =Yg =Y, = 0. That is, whenever a single
byte error occurs, Sy #0 for i =-2, -1, 0, 1, 2, and Yy S Y3 =Y, S 0. From

(16.3) and (16.4) we have

i %
a =s—" > (29.1)
0 _
e, =5, , : (29.2)

where i gives the error location aﬁd e, is the error value of a single byte
erTor.

If a double byte error occurs, from property 2 and (22.2)-(22.4) we know
that Y, #0, Yz # 0, and Y4 # 0. Therefore b and ¢ in (23.1) and (23.2) exist.
Hence (24) has two roots, ai and aj. In other words, whenever a double byte
error occurs, its error locations can be found by soiving the dedoding.equation.

Since ai+aj #0, for 0 < i < j 5.2m-2, when o is a primitive elément of

GE(2™, (17.3) and (17.4) imply that

s 1
det 0 .
s1 o? sOaJ * s,
e, = - = T =, (30.1)
1.1 ot + ol
det i .
o O.J
and
ej =5, * e, | (30.2).

where e. and'ej are the error values at locations i and j of the double

byte error.

Let Et‘denote the syndrome corresponding to a triple byte error. Then [1]”'
# 5S4 7 S - 6D

Based on (31) and properties 1 and 2, we see that if more than two elements

11



of the syndrome s = (5-2’ s_l, 50’ sl, 52)T equal zero, but at least one of them
does not equal zero; or if Yys Y5 Y, arTe not all equal to zero, but at least
one of them does equal zero; or if the decoding equation (24) does not have

. m )
roots 1n GF(2 ); then at least three byte errors have occurred.

Decoding Scheme for the DBEC-TBED RS Code (see Figure 3):

Read r, and calculate the syndrome s = EUEQ = (5_2, S_1»> Sp» Si» 52).

Let w(y') and w(y') denote the Hamming weights of lf.é (yl, Yz 74) gnd

" 4 (YZ’ Yz Y4), respectively.

1) 1If w(s) = 0, no errors are detected. If w(s) 1 or 2,

E > 3 errors are detected. If w(s) =3 or 4, E > 2, and

decoding proceeds in step 3). If w(s) =5, E > 1, and de-

coding proceeds in step 2). o
2) Compute y'. If w(y') =0, E = 1, and calculating ai = ;l

gives the error location i. Set the error value e, = sz.

If w(y') # 0, E > 2 errors are detected, and decoding
proceeds in stepAS).
3) Compute y'". If w(y'") = 3, compute K and TZ(K)' If

TZ(K) = 0, E = 2, and we must solve (25) to find the roots

a} and o . Compute e, = (soaJ + sl)/(al+qj) and ej =s. +e.,

0 i
and correct a double byte error with error values e, and
ej at locations i and j, respectively. If w(y'") # 3, or

T2(K] = 1, E > 3 errors are detected.

Figure 4 is a block diagram of the DBEC-TBED decoder.

Decoding of the Extended Code

The parity-check ma‘crixﬂ2 given in (14) can be extended to form a new

parity-check matrix given by

12



(32)

ool
]
ot
o O O o
— O O O ©
L]

The code specified by ES is an (n+2, n-3) dmin = 6 extended RS code, where
n :_Zm-l [16,17,18]. If the errors are confined to location 0 through.n-1, all
the previous results apply. “

Now assume that errors occur ét location n or n+l. Then we obtain the

following results.

1) 1If S_, # S =5y5=8; =5, = 0, _ (33)
then a single byte error occurred with error value e, =S, at location n.
2) If S, # S, =S, %5;=5] % 0, . (34)
then a single byte error occurred with error value €1 = 5 at location n+l.
3) 1If Ss # 0, for i=-1,0, 1, 2, " ' m' .(35.1)
and
s s s s : : : :
s_'l S;1=;Q=_1_, . | (35.2)
-1 0 1 %2 | ‘
then a double byte error occurred with error values e; = S, and €, =S, *
. . s
soa-zl at locations i and n, respectively, where i is obtained from ot =4§£.
‘ 0
Note that (35.2) implies that Y, = 0, Yg # 0, and Yy = 0.
4) If s; #0, for i=-2, -1, 0, 1, o (36.1)
and |
s s s s : .
—i_.0_1,22 o (36.2)
S, S.1 S 1 » - Ny

i.e., Y, = 0, i 0, and Y4 # 0, then a double byte error 9ccurredeith‘error;EV:

values e. = s, and e = s, + S aZi
i 0 n+l =2 0
where i is obtained from al = 1 .
i =0

at locations i and n+l, respectively, '
s ; o
s

13



5) 1If S_, £0, S, # 0,_and S1=S5=5; % 0, (37)

then a double byte error occurred with error values eh = S, and €41 = Sp 2t

locations n and n+l, respectively.

Now we combine the discussion in this subsection with that of the. previous

subsection to obtain the following.

Decoding Scheme for the Extended DBEC-TBED Code (see Figure 5):

T

T
From the Vector'zy compute the syndrome s = 2'53 = (s_z, S_1» SO’Vsl’ 52).

Again let w(s), w(y'), and w(i”) denote the Hamming weights of s =
T [ B [ - - V
(5_2: S-l’ so) sl’ 52) H l - (Yl’ Y3’ Y4): and l' = (Yz, YS’,Y4) resPeC .

tively.

1) 1If w(s) = 0, no errors are detected. If w(s) 1, E>1, and
decoding proceeds in step 2). If w(s) = 2, E > 2, and decoding
proceeds in step 3). If w(s) = 3, E > 2, and decoding prbceeds

in step 6). If w(s) =4, E > 2, and decoding proceeds in step 5).

If w(s) =5, E > 1, and decoding proceeds in step 4).
2)y If S_5 # 0, E = 1,and a single byte error is cor;ected with error

value e =S, at location n. If S, # 0, E = 1 and a single byte

error is corrected with error value en+1 = 52 at location n+l.

Otherwise, E > 3 errors are detected.

3) If S_, # 0 and S, # 0, E = 2, and a double byte error is corrected

with error values e, =S and e = s, at locations n and n+i, -

-2 n+l 2
respectively. Otherwise, E > 3 errors are detected.
v i 'sl ‘
4) Compute y'. If w(y') =0, E = 1, and computing « ;=-§— gives the

A _ : 0 :
error location i. Set the error value e; = 5,- Ifw(') #0,

go to step 5).

14



§) Compute y'. If w(y') =1, then:

(1) 1f Yz # 0, E = 2, and a double byte error is corrected

with error values e. = s, and e = s + s a~21 at
: 1 0 n -2 0
locations i and n, respectively, where i is given by
i 3
o =s—-
0

(i1) If vy, # 0, E = 2 and a double byte error is corrected

. 2i
w .= = +
ith error values e s0 and € 41 s, soa . at

. . . i
locations i and n+l, respectively, where o = glu
0

(iii) 1f Yq #0, E>3 eITOTS are detected.
If wﬁll) # 1, E > 2 errors are detected, and decoding procéeds in
step 6). |
6) Compute y". If w(y") = 3, compute K and TZ(K). If TZCK) =0,
E = 2 and we must solve (25) to find the roots ai and aj and
then correct a double byte error with error values e, =
(soaj + sl)/(ai+aj), e. = s, + e at locations i and j, respec-

] 0
tively. If w(y") # 3, or TZ(K) = 1, E > 3 errors are detected.

IV. CONCLUSIONS

We have presented new decoding techniques for'ﬁwo byte oriented RS codes.
These decoding techniques are based directly on the syndrome, and do not in-
volve applying the iterative algorithm to find the error locétor polynomial.
Hence high-speed decoding can be achieved, making these codes' well suited for
correction and detection in byte-organized computer memory ssytems such as LSI -
and VLSI chips. -

The-d . =4 codé is capable of single—byte—error-cofrectiqq (SBEC) and

min

double-byte-error-detection (DBED) and can be extended to inplﬁde threevaddi-

P
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APPENDIX A

i

" becomes _ ; . s

Proof of Property 1: It can easily been seen that the vectors (a-z s a-ZJJ,

-i

(o

¥ o . o
, a7y, @, 1, of, o?) and (@*, o), where 0 < i < j < 2"-2, are always

pairwise linearly independent except for the following two pairs:

1) @, oYy, o, ol

2) (b, )y, @, o Hy.

These two pairs are linearly independent for some values of i and j.

First we show that if Sy = 0, then Sy #0, k =-2, -1, 1, 2. Suppose s =

for some k # 0. From (17.1)-(17.5), we have

i
1]
]
+
[¢]

sk 0 o o

where e, #0, ej #0, and k = -2, -1, 1, 2. But (1, 1) and (akl, akJ)lare lin--

early independent, and this implies that the above equation is impossible. ' Hence '

s, #0, k=-2, -1, 1, 2.

Next we show that if s . =0 (or s = 0), then Sk #0, k=-2,0, 1, and

1 2

Sy (or s_l) can be either zero or nonzero. It is easy to show that Sy #0,
. - -1 -3 21 23
k = -2, 0, 1, in the same way as above. Because (o ~, a °) and (a7, a”°) are

linearly dependent for some i and j, there exists 81 #0, 62 #0, B BZEGFCZm),

l,
and some i < j, such that

0 ot ‘ &—J

+21 a+2]

Let ei = Bl and ej =B



-1 e
52 N 0 B a+2i : eJ a+2] .
Therefore, S =5, = 0 for some i and j. _
By exactly the same argument as above; we can prove that if 1 (or 5-2) =0,
then sk #0, k= -1, 0, 2, and S_, (or sl) can be either zero or nonzero. This
completes the proof that N s 2. Q.E.D.

i
"



~ APPENDIX B

In this appendix we present a method for solving the quadratic equation (25)
which is based on [14].°

Let B be any element of GF(Zm), and define
m-1 ,1
2
T, £ 8 . | (B.1)
i=0 '

TZ(B) is known as the trace of 8. It is either zero or one [14]. Equation (25)

has solutions in GF(Zm) if and only if TZ(K) = 0 [10,15]. For even m, define

(m-2)/2 22i .
8 , W even. (B.2)

ne>

T, (B)
4 i=0

If (25) has solutions, T4(K) is either zero or one [14].

Suppose Tz(K) =0, i.e., (25) has solutions. Let X4 be a solution of (25).

Then X, = 1+ X, is the other solution, and we have the following results [14]:
1) m odd
j i
x, = 1 = 1K
jed iel

where I = {1,3,5, --+, m-2}, J = {0,2,4, -+, m-1}.

2) m = 2 modulo 4

(m-6)/4 5 22+4i
X, = _[ (K+K") < , for T,(X) =0, (B.4.1)
i=0
(m-6)/4 5 22+4i
X, = a, + Y (K+K°) , for T, (K) =1, (B.4.2)
1 1 . 4
1=0
where o is a solution of the equation af + ooy +1=0.
3) m = 0 modulo 4
, 2 2m--l {(m/4)-1 _22i+m/2
x, =8 +58 +K (1 + K ) , for T,(K) =1, (B.5)

= B i=0



=

where

22i-1+m/2 2j-2

) m/4)-1 (w/4)-1 . 2

).

S K(

J=1 i=j
For T4(K) = 0, select an element B of GF(Zm) such that Tz(B)'= 1, compute
Kl = B+82, and solve z2 + z + K1 + K = 0 using (B.S) with K replaced
by K1 + K. Then x1 = B+z1 is a solution of (25), where zq is obtained

from (B.5). For m

4, 8, 12, (B.5) reduces to the following forms:
8 . 12

m= 4, X, = K + K73

m=8, < = KSS N K66.+ K129 . K132;

- K2048(1 + K64 + K256 N K1024‘

=]
1]
o
N
“
]
|

)

K129 . K258 + K513 . K1026 . K516 . K1032.

B-2
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“OPTIMAL SHORTENED BCH CODES FOR COMPUTER MEMORY SYSTEMS

Abstract: This paper presents a method for constructing optimal and nearly
optimal shortened BCH codes which are suitable for applications to computer
memory systems. The optimal codes we found minimize the hardware required for
implementation compared with all the other shortened BCH codes.

I.  INTRODUCTION

Error-correcting codes are widely used to improve the system-level relia-
bility of computer main storage or control storage. The IBM system 7030, built
in 1961, was the first IBM computer system to use a single-error-correcting |
and double-error-detecting (SEC-DED) Hamming code with minimum distance dmin£4
for its core memory [1]. However, core memories are very reliable, especially
since the technology has advanced to a mature state. In the 1970's, semicon-
ductor memories were used to replace core memories. Semiconductor memories are
faster than core memories in speed; however, they are less reliable than core
memories due to their high density per chip and their exposure to radiation,
which induces soft failures (errors). As a result, the use of error-correcting
codes for improving semiconductor memory reliability became a standard design
feature. The improvement in reliability is especially evident when the memory
system is organized on l-bit-per-card basis (Bit-oriented memory). With this
organization, most error patterns (or multiple-bit failures caused by a mal-
function) on each card appear as‘if they were single errors.

The most commonly used error-correcting codes have been the minimum odd-
weight-column SEC-DED codes first constructed by Hsiao [2]. Hsiao's construc-
tion is optimal in the sense that its parity-check matrix, denoted by H_,

satifies the following requirements.



K3

1. The total number of 1's in the EO matrix is a minimum.
2. The number of 1's in each row of 56 is equal (or at least close)
to the average number (i.e., the total number of 1's in H_  divided

=0
by the number of rows in

Hy).

Let Ni be the number of 1's in the ith row of the parity-check matrix.
Let Lip) be the number 6f logic levels required to generate'the ith parity-
check bit with b-input modulo-2 adders (or b-input XOR gates). Let Lgs).be the
number of logic levels required to generate the ith syndrome bit with b-input

modulo-2 adders. Then we have [1,2]

(p)
Li [logb (Ni—l)T (1)

Lis) Tlog, N, | (2)

where [X1 denotes the smallest integer greater than or equal to X. From (1)
and (2), we see that the two requirements mentioned above minimize the number

of logic levels required to generate the parity and syndrome bits, and hence

 hardware required for implementation of the code.

In practice, some computer memory systems require higher reliability than
that the SEC-DED codes can provide. These codes should have minimum distance
dmin >4, and should also satisfy the above two requirements, so that fast en-
coding and decoding, which are tﬁe most critical on-line processes in the
memory operations,can be achieved. Unfortunately, general methods for con-

structing such codes are still unknown. In this paper we present an algorithm

for shortening the BCH codes [1]. In section II, we give some lower bounds on

the total number of 1's in a parity-check matrix H, and on' the average number:@ = ..’



of 1's in each row of H. In Section III, we present our algorithm, albng with
the shortened BCH codes we found. Finally, we summarize our results in Section

Iv.

II. LOWER BOUNDS ON THE NUMBER OF 1'S IN THE PARITY-CHECK MATRIX

Throughout this paper, we only consider systematic linear codes, because
they are the most commonly used codes in practice. The code construction is
best described in terms of the pafity-check matrik H. An (n,k) systematic
linear code is uniquely specified by its parity-check matrix ,.which is given
by

H=[L . ial, 3

I
-—I’l_

where lﬂ is the (n-k)x(n-k) identity matrik,

-k

Q=109 4o --es 4 ] (@)

is an (n-k)xk matrix, and 4 1 <i <k, is the ith column of Q.
TH: Let T and A denote the total number of 1's in H and the average number of
1's in each row of H, respectively. Let m be the unique positive integer such

that

3 n-k
gl O3 )rm=k (5)
min
where % satisfies
L ‘ 2+1
Sl (MMy<xs D ™M) )
i=d in-! 1=dmin-1 _

and where dmi is the minimum distance of the code. Then T and A can be lower’

n
bounded by



. n-k
T2k(d;-1)+ (nk), if k< (),
min

2
> A n-k ) + ( 2+ dm + ( n-k),
- . 1
i=d_. -1 ..
min
3 L+1
. -k -k
i ) ("Tysks D (7). . @)
i=d . -1 i=d . -1
min min
k(dpip-1) n-k
As> o — 2 i -
2y ot k0 )
. min
2
Ii (™ )+ anm
. 1-—-.dm.1n-l 7
z @K) L
) 2+l
: -k . n-k
e L ("o D (). | (8)
i=d_. -1 i=d . -1
min min

Proof: Since the code has minimum distance dmin’ the number of 1's in each

n-k
d .

min
in Q is at least k( dmin_l ). Adding the (n-k) 1's in the identity part of (3)

column of Q must be at least dmin-l' If k < ( -1 ), the total number of 1's
to k( dmin'l ), we obtain the first part of (7). The second part can be proved
in a similar way. (8) follows from the fact that H has (n—kj TOWS.

An (n,k) systematic linear code is said to be optimal, for a given dmin’
if the total number of 1's in its parity-check matrix meet the lower bound of
(7), and the maximum number of 1's in each row is [A], 'where A meets the lower .

bound of (8). As mentioned in section I, no general method:is. known for con-

structing optimal codes with dmin >4, Instead, we seek a‘method for shorten-.:@: -

ing the BCH codes in the hope that shortened BCH codes.can :satisfy:'the ‘two re= v~ mhnne o

quirements of section:lI. ' SriEmementa oD oeeriion



Let

B=llng: M

be the parity-check matrix of an (n,k) systematic BCH code with minimum distance

d . , where
min :
Q =[qW, ¢, ..., g, (10)

is an (n-k)xk matrix. The shortened BCH code is an (n-w,k-w) code specified by

its parity-check matrix
Hoel =l Lick v Qe 1, (11).

where

+ 1
Qup =L 4, g, ™Y, g D (12)

is an (n-k)x(k-w) matrix which is obtained by déleting w columns from Ql’ where

O<w<k. The shortened code has minimum distance at least dmin

Define

ar® = an, D, o, D, o )

as a column weight vector, where cwi(l) is the Hamming weight of the ith column

of 91' Arrange cwi(l), 1 < i <k, in such a way that

ov, B caw, Mo, D,
1 2 Tk
If the lk—w+13£’ i +2£§,. . 1k£§‘columns, i.e., the w heaviest columns,

are deleted from 91’ then the total number of 1's in Ew+l
and the average number of 1's

is minimized. Let

T and A, denote the total number of 1's in H
1 1 —w+1

in each row of Ew+1’ respectively. Then we have

k-w
T, 5o W,
j=1 j

(13)



and
AL > | } oW, / (n-K) ] +1, (14)
-_— . 1.
j=1 j }

A shortened (n-w, k-w) systematic BCH codes is said to be optimal for a given

dmin if T1 meets the lower bound of (13) and the maximum number of 1's in

meets the lower bound of (14).

each row of H is TA 1, where A
—W+ 1

1 1

IIT SHORTENED BCH CODE CONSTRUCTION ALGORITHM

(&) shortened (n-w, k-w) systematic BCH codes can be oﬁtéined from an
(n,k) systematic BCH code. To obtain the best code, the most straightforward
approach is to try the (5) possibilities, and pick up the best one. Unfor- J:
tunately, even for moderate k and w, this approach is impossible due to the huge
amount of computation. In the following, we present an algorithm for construct-
ing shortened BCH codes. Our resulté show that some optimal and many nearly
optimal shortened BCH codes can be found easily by this algorithm.

Define

Cr = D, ) e D)

as a row weight vector,where Rwil) is the Hamming weight of the ith row of 51.
The algorithm first sets w, the number of columns to be deleted from Qy and then
selects an arbitrary nonnegative real number u > 0.

Step 1. Calcualte RN and cw).

Set

Ryl - max { RW.(l), 1 <3 <n-k}
max . j -7 -

and calculate
e,
A (1 =-——lf— o, 1<j<nk
) riy (L)
max



AR

and
o, e g MT M 1y oy <y,

(DT

(1)
N .

where q )

is the transpose of g

If

o 2o 1y ek

then the fth column of Q, is deleted. By deleting the &th column of Qs we

obtain an (n-k)x(k-1) matrix

2 2 |
Q= la, i, s g ]

and a new (n-k)x(n-1) parity-check matrix

By = Lk Ql-

In general, after i < w steps, we have an (n-k)x(n-i) parity-check matrix

Hivr = ks Qals
where

gifl = [S§i+l),_ggi+l), ceus gﬁi;l)],

which is an (n-k)x(k-i) matrix obtained by deleting i columns from 91' :
Step i+l. Calculate

(i+1) R
oy BT, e

s

Bﬂ(i+l) - (waé*l). Rw§i+1),



and

e =D, )y,
Set .
an(];;” = max {ij (3+1) < j 2 n-k},
j .
and calulate
gy, (3+1)
)\(l+l) My 1 < J < n-k,
J S -7
max
(i+1)
e
. 2 (1+1)
NI ,
(1+1)
n—k
LE i
and
. ) . ..T .
¢£1+1) } Cwélu).g’gnl) ' _(1+1), 1< <k
If

¢(i+l) 5 ¢§1+1), 1< < kei,
% =% -J =
then the fth column of gi+l is deleted. Form an (n-k)x(n-i-1) parity-check

matrix

Zis2 [ln-k ' gi+2]
where

. - . . ,
Q,, = [9§1+2)? ﬂél+2)’ . (i+ )],

is an (nLk)X(kFi—lj matrix obtained by deleting the;zgh;co;umn‘from'gi;i;nggg ST R I

-8- -



If i+l.:<.w, the above progedure is continued. If i+l=w, H. is the desired

—i+2
parity-check matrix of an (n-w, k-w) shortened BCH code. A block diagram of
the algorithm is shown in Fig. 1.

In this algorithm, p is a key parameter in finding the best shortened BCH

codes. The larger the value of u, the smaller the maximum row weight RW&Z;l)

but the total number of 1's in the parity-check matrix is larger. On the other
hand, if ﬁ=0, the w columns of kh with the most 1's will be deleted,-thus mini-
mizing the total number of 1's in the parity-check matrix of the shortened BCH
code. But the requirement that the number of 1's in each row be equal usually
can't be satisfied. Which requirement is more important depends on the parti-
cular situation, and the value of u can be adjusted accordingly.

Table 1 gives a list of the parameters of the shortened BCH codes found
by the algorithm, where n‘ = n-w, k' = k-w. The (47,32) and (81,64) codes aré
seen to be optimal according to the definition from Section 1I, and the other
codes are nearly optimal. Fig. 2 - Fig. 5 show the parity-check matrices of the
shortened BCH codes with minimum distance”dmin=5, 6, 7, and 8; respectively{

Fig. 6 is a block diagram of the decoder. The encoder is identical to the upper

part of the decoder with the input parity bits deleted.

IV CONCLUSION

In this paper we have presented a method of constructing optimal and nearly
optimal shortened BCH codes. Some lower bounds on the parameters of the parity-
check matrix were given. An efficient algorithm for shortening the BCH codes
was obtained. Some of the codes found by the algorithm were optimal -in the
sense of meeting the lower bounds on the parameters of the parity-check matrix,
The algorithm was computed on ‘d VAX/780 computer. For moderate values of n and w

running time was only a few seconds.
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TABLE 1 PARAMETERS OF A LIST OF SHORTENED BCH CODES

Total number Lower bound Lower bound Average number Lower bound Lower bound Maximum number

koW d i, of1l'sinH on T, on T of 1's per row on A on A of 1's per row
(T,) (A))

28 16 35 5 88 86 76 7.33 7.17 6.33 .8
44 32 19 5 188 . 187 140 15.67 15.58 11.67 . 17
46 32 81 5 . 180 180 142 12.86 12.86 10.14 14
78 64 49 5 401 394 270 28.64 28.14 19.29 30
80 64 175 5 368 367 272 23.00 22.94 17.00 24
29 16 34 6 101 101 .93 7.77 7.77 7.15 9
45 32 18 6 215 213 173 16.54 16.38 13.31 18
47 '32 80 6 215 215 175 14.33 14.33 11.67 15
79 64 48 6 445 439 335 29.67 29.27 22.33 31
81 64 174 6 409 409 337 24.06 24.06 19.82 25
34 16 29 7 124 120 114 6.89 6.67 6.33 8
50 32 13 7 242 238 210 13.44 13,22 11.67 17
85 64 42 7 575 571 405 - 27.38 27.19 119.29 29
88 - 64 167 <7 591 586 408 24.63 24.42 17.00 26
35 16 28 8 133 131 131 7.00 6.89 6i89 8
§1 32 12 -8 261 257 ' 243 13.74 13.53 12.79 16
86 64 41 8 656 656 470 29.82 29.82 21.36 32
8 673 663 473 26,92 26.52 18.92 - 28

v
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Fig. 5.1 Parity-check matrix of a (35, 16) d_.
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Fig. 5.2 Parity-check'matrix of a (51, 32) d_.
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Figure 6. Block diagram of the decoder.
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BURST ERROR CORRECTION IN LASER MEMORY SYSTEMS

I. INTRODUCTION

In computer memory systems, errors often occur in bursts. For example, in
NASA's laser memory system, the disk can contain a double burst error with
lengths a < 8 bits and b < 11 bits or a single burst error with length c < 14
bits. In this paper, we show ?hat by interleaving two dmin = 6 Reed-Solomon
(RS) codes with symbols from GF(Zm), almost all double burst errors of lengths
a <m+l and b < 2m+1 can be corrected using erasure deqoding, as_wgll as any-
single burst error of length ¢ < 3m+2.

Code interleaving distributes the errof detection and correction burden
among the two component codes and thus lowers the overall redundancy require-
ment. Erasure decoding uses the information inherent in the interleaving scheme
to achieve further improvement in code performance [1]. More importantly,
higher speed decoding is possible as opposed to using more powerful codes.

The generator polynomial for the dmin = 6 RS code:is giyen by [2,3]

2

gx) = 3 z(mi), | | )

where o is a primitive element of GF(Zm). The parity-check matrix H of the

code specified by (1) can be written as

L WY W]
1 ot (a'l)z c e (a'l)n-l
| H=1|1 1 1 <o 1 ) | ()
1 o @ e @™
2 n-1




where n 5_2m-1 is the code length.' If the code is used for error correction and
detection, we say that the decoder operates in the normal mode. The code is

then capable of correcting any two or fewer errors and simultaneously detecting
any combination of thfee errors [2,3]. A high-speed decoding procedure for the
decoder operating in the normal mode is given in [4]. If; however, the code is
used for correcting errors as well as erasures, then all combinations of t errors

and e erasures are correctable provided that [3]
2t + e < dmin’ (3)

and we say that the decoder is operating in the erasure mode.

Let VoV, -« vi _be a codeword generated by the i-th encoder. Aszshown

0 1 n-1
in Figure 1, code symbols from each encoder are sent alternately using a multi-
lexer resulting in th enc viv2,1,20 vl v? This sequence is
P u g € sequence Vy VoV Ve oeee Vo (VoS quence is

then read into the memory where burst noise is introduced.

At the memory output, each code symbol v;' is replaced by its noise cor-

. i 1.2_1_2 o102 .
rupted version rj . The memory output sequence Ty Y, Ty r; -t r T o is

then demultiplexed into the respective codewords for decoding. The two decoders
can operate in either the normal mode or the erasure mode. When the memory out-
put sequence is deinterleaved, assume decoder 1 first operates in the normal

] 1 1.1

mode, i.e., it does independent decoding. If the errors in r = (ro Ty

are correctable, then after error correction the error location information is

.... rl
- n-1

)

fed into decoder 2 through the mode selector, and decoder 2 will operate in the
erasure mode. That is, it does erasure decoding by using thé error location in-
formation provided by decoder 1. On the other hand, if the errors inz1 are
not correctable but can be detected; decoder 1 stops decoding and decoder 2

2 2

1 5. -'.:.""I‘

. . . 2 2
starts operating in the normal mode. If the errors in r” = (ro.,.r n—l)
are correctable, then the error location information from decoder-2 is fed into

decoder 1. By using this information, decoder 1 will do erasure ,decoding and .. .. .. ...



the errors in E} will be corrected.

To have a better idea of how the decoder works, let us look at some partic-

1.2_1_2 1

ular cases. Assume that r = (r;r, r, T . )} contains two bursts of

2
. oo 11 " Tn-1tn-1

lengths a < m+l and b < 2m+1l. Then the burst of length a < m+l can affect at
most two symbols in r and the burst of length b < 2m+l can affect at most three

symbols in r, as shown below.

2 1 2 12
j

T = (r]'r2 r]'r2 s r]'rz r'1 r; .r.T ce T T )
=" Y0011 i~i j-173-173 7§ ' "n-1"n-1
in error in érror

The two code words that result from deinterleaving IJare shown below.

r1_ (rlrl r1 r1 .. r1 )
- - O 1 i . * e j n_l
in error in error
1'2 = (rzrz . r2 seesecan r2 r2 s -rz )
= 7 071 i j-173j n-1
in error in error

Let decoder 1 operate in the normal mode first. Because z} contains two
errors at locations i and j, respectively, they canialways be corrected. Then
the symbols at locations i-1, i, j-1, and j in Z? are erased. Note that the
symbols at location i, j-1, and j are in error. By operating decoder 2 in the
erasure mode, the four erasures in E? can be ;orrected. If, however, decoder 2
operates in the normal mode first instead of decoder 1, because I? contains
three errors, they will be detected but not be corrected. Then decoder 2 stops

decoding, and decoder 1 starts operating in the normal mode. The same decoding -

procedure as described above will now follow} ' ; Lo o e



As another example, again suppose that T contains two bursts, but the first

burst only affects rf , and the second burst only affects r?_ and r? , as shown

1
below,
r = (rlrzrlrz ”.rlrz . -rl r2 r1 2 1 2 )
I=U Tt h i¥Ti j-1%5-1%5 T35 °° Th-1Tn-1
in error in error

Let decoder 1 operate in the normal mode first. Then no errors will be detected
in E}’ and when decoder. 2 starts operating in the~norma1ﬁmode the three errors in
E? will be detected but cannot be corrected. Fortunaﬁely, situétions like this
are rare, as we will show in the next section.

The decoding procedure for a decoder operating in the normal mode is pre-
sented in [4]. Therefore, in the following, we focus our attention only on

erasure decoding.

II. ERASURE DECODING PROCEDURE

Let E} = X} + 9} be the input to the i-th decoder. The decoder first com-
putes the syndrome gﬁl),
s = i = et - T
- o) @) @)y (1) (1)
- (5_2 H 5_1 > SO ’ sl b 52 )' (4)

Without loss of generality, assume that after the deinterleaving of the
output sequence, decoder 1 operates in the normal mode. Let t and e denote the
number of errors and the number of erasures in 3?, respectively. Then there

exists the following possibilities:

(1) No errors are detected in z}. If this is the case, then decoder 2
starts operating in the normal mode. If t < 2, the erTors will be
correctéd.'.If, however, t = 3, the decoder will fail. .Suppose -, ..
that each error bit within avburst.tékes on a value of.1 with prob-

' ability 1/2. Then this failure probability.is given-by:=:, /7 "= o iy

4



m . m+l-i

1 1 1
PrmTt Ll -1}

m i m+l-i m
cm= U - 3 1G) 1G)

1 m
) m o, om+l-i 1
=m:;ﬁ{ izl(-z-) 1-&11% I (5)

(2} One error at location k in_z1 is detected and corrected. The symbols
at locations k-1 and k in 3? are erased. Then decoder 2 starts

operating in the erasure mode. Three cases can occur .

(2) _ 2 (k-1) 2k o
se = ek_la »+ eka , L =-2, -1, 0, 1, 2, (6)

From (6), the error values at locations k-1 and k are given by -

(2)
SO 1
ng) o 2)  k_(2) k,, -1
e = = (s +as7") /[ a (1+a 7)), (7.1)
k-1 1 0
1 1
k-1 k
o a
and
- (2) 7 5
e, = 5570 te i, (7.2)
respectively.
(ii) e = 2, t = 1, where the error is at location j # k-1, k.
(2) _ 2(k-1) 2k % a1 o emy .
Sg 7 T &1® + e + eja. s Zv— 2, -1, 0,21, 2._7-§8)



Define

- (@) () -1 _(2)
Tl = s5; + a (L+o )s s217»
- (2} (2) , -1 _(2)
T2 =5, + a (1+a )s S
Then the error locator o) and the error value ej can be found
from [3}:
o) =T /T (9)
2771 '
and
: - (2)
1 1 SO
LK1 X s(2)
1
2(k-1) aZk s:52) Tzak(a_l + 1)
e, = = -
J 1 1 1 (ak+ak-1)(on3+ak 1) (a +0. )
0Lk—l 0Lk aj
2(k-1) aZk aZJ
T
2
= - - - (10.1)
(aJ+ak l)(aJ+ak) )
The other error values are given by
(2)
ej + sO 1
e.aJ 5(2) 1
e = J 1
k-1 1 1 i
k-1 k
a o
= (e (2) ¢ e.ad + 51(2)) /&t 1, - (10.2) "



and

e, = st 4

K 0 €1 * & ' | (10.3)

J

(iii) e = 2, t = 2, where the errors are at locations j.and i (# k-1, k),

respectively. Because
2t+e = 442 = 6 =d . ,

. . 2 :
this error pattern in r cannot be. corrected, and the prob-

ability of this failure occurring is given by

1 m 1.m 1 m (i mel-d
HrmT(L0-@ Demg (l0-6Q 16 1 an

(3) Two adjacent errors in 31 are detected and corrected. Then E? con-
tains at most two byte errors, which can always be corrected by

operating decoder 2 in the normal mode.

(4) Two nonadjacent errors in E} at locations i and j are detected and
corrected. Then the symbols at locations i-1, i, j-1, and j in 3?

are erased, and decoder 2 does erasure decoding.

5(2) = e. ag(i—l) + e.agl + e, az(J_l) + e.ocQJ
L i-1 i j-1 J ?

g =-2,-1,0, 1, 2. (12)

Solving (12) for the error values yields

(1) e, ; = A/B, | . (13.1)
where

Ao (SEZ)ai+2j—1 : sgz))(aj-l R SOV IR S5 FORUNIOS S

+.

s _ _ . . ~ . . : _1 .
séz)[usj 2(1 +a 1) + a21+33(1 + o 3) N 0L31+23(1 + “‘Q)],“ :

+

j- - 43 - i+ 1,
S%Z)[OAJ 1(1 + q 2) + al'."SJ (1 + a 1) + 0"31"‘3 1+ o )], s



and

B=ol(l+a2)+o?l)@ + ot Hyd !+ oby;

(ii) e, = c/D, ‘ (13.2)
where
2 3j-1 i-1. 2j -1
C - (sé S P N e; @ e e ™h

+ (52 + ei_laz(i-l))aj, |
D = (aj-l + ai)(aj + ai)aj;
(ii1) ej_1 = [aj(séz) et ei)
+ 5{2) + ai(ei_la—l + ei)] / aj(l + a—l); (13.3)
and
(iv) ej = 562) e g te ej. (13.45

(5) Three errors are detected in 3}. Then decoder 2 starts operating>
in the normal mode, and the error location information is fed into
decoder 1. Decoder 1 then does erasure decoding, as described in
(1)-(4), the only difference being that if an error at location i
in E? is corrected, the symbols in E} at locations i and i+l rather

than at locations i-1 and i are erased.

Let P be the probability that two bursts of lengths a = m+l and b = 2m+1

occur. Then the probability of decoding failure, from (5) and (11), is given

by
p m 1 i 1 m+l-1
Pe = Dy (Zeld 121[1 -G 1E) }
1 m m 1 m
{x +10-& . (14)
i=1 , '



If m = 8, then (14) yields

-3
Pp = 3.3Px107° .

Before proceeding, we need to prove the following property. Let e and t
denote the number of erasures and the number of errors in 5}, respectively:
Property: 1If e = 2 and

@)

ne>

. i . . 3 5 . . .
sél)(sgl) + sfl) SE;)) + S§1)(sél) sfi) + sgl) Sgl))

. .2 . .
+ sél)(sfi) + sél) sgl)) =0,
then t = 0 ort > 1. .

Proof: We have to show t # 1. It is sufficient to show that [3]

(1) 1) (1)
0 .1 3
1) _ (1) (1) 1) |2
A = 51 s0 | s] = 0.
S2(i) Sgi) Séi)
Because
. . .2 . . . . . . .
A(l) = sél)(sél) + s§1) sfz)) + s{l?(sél) sfi) + sfl) sél))

. A . .
DD

by our assumption, the property is true.

Based on the above discussion, our decoding procedure can be summarized as

follows. Assume that 1} is first decoded by decoder 1 in the normal_mode._:a

' ] : 2 .
(1) No errors are detected in E}' Decoder 2 starts decoding r in .

the normal mode. . -_ . Pt 31(;%':':-:’5'5 Rp



(2)

(3)

(4)

(5)

. 2
+ If two or fewer errors occur in r , they are corrected.
. 2
* If three errors occur in r , they are detected but cannot be

corrected.

. . 1.
One error at location k in r" is corrected. The symbols at locations

k-1 and k in 3? are erased.

1

« If A(z) = (0, two erasures are corrected with error values ék—lﬂ'
and ey given by (7.1) and (7.2), respectively. ’
« If A(z) # 0, two erasures and one error are corrected with:Error

values e , and ej given by (10.1), (10.2), and (10.3),

k-1° %k
respectively, where the error location j is given by (9).
Two adjacent errors in 31 are corrected. Decoder 2 starts decoding

r2 in the normal mode.

Two nonadjacent errors in E} at locations i and j are corrected. The
symbols at locations i-1, i, j-1, and j in 5? are erased. ' Four '
i-1? i

erasures are corrected with error values e. e., ej -1,-and~ej given

by (13.1), (13.2), (13.3), and (13.4), respectively.

. . 2 .
Three errors are detected in 3}. Decoder 2 starts decoding r~ in the

normal mode.

« If no errors are detected in E?’ stop.\ The errors in E} cannot be
corrected.
If one error at location k in 2? is corrected, the symbols at
locations k and k+1 in E} are erased. Replace_g(z), k-1, and k
by s, k, and k+1, respectively, in (9) and (10.1)-(10.3). De- .
coder 1 corrects two erasures and one error with error values ek,z},
. and e; given by (10.1)-(10.3), where the error location j

Cx+1
is given by (9). S oo by I8,

10



If two errors at locations i and j in z? are corrected, the
symbols at locations i, i+l, j, and j+1 in E} are erased. Replace
s@) 51,4, -1, and 5 by s, 4, 441, 3, and j+1, respectively,
in (13.1)-(13.4). Decoder 1 corrects four erasures with error
values € €510 ej, and ej+1 given by (10.1)-(10.4), respec-

tively.

11
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HIGH SPEED DECODING OF EXTENDED

TRIPLE-BYTE-ERROR-CORRECTING REED-SOLOMON CODES

I. INTRODUCTION

Reed-Solomon (RS) codes are a class of nonbinary codes with symbols or bytes
from the Galois field of 2" elements (GF(Zm)). They are maximum distance separa-
ble, and thus can provide efficient low overhead error control for byte-organized
memories, since symbol error correcfion in GF(Zm) is equivalent to correcting an
m-bit byté. Chen et al. [1] presented a simplified high.speed decoding scheme
for Reed-Solomon codes capable of correctiné up to three byte errors in code
words made up of k data and n-k parity-check bytes. In this paper, we modify
Chen's scheme to decode extended triple-byte-error-correcting (TBEC) Reed-Solomon
codes.

A typical RS decoding procedure is to first claculate the syndrome, then
find the error location polynomial and search for its roots, and finally coﬁpute
the error values and make the actual corrections. Finding the error location
polynomial remains the major bottleneck in high-speed décoding of RS codes. Some
general solutions to this problem are known, such as those described in [2,3]._
It is also possible to obtain particular solutions for specific applications.

The method described in [1] is based on the idea of éhecking for single errors
first and correcting them prior to checking for multiple errors. Since most
‘errors are single errors and checking for multiple errors is time consuming, this
method is not only high-speed but also simple to implement.

In practice, it is also desirable that the coding overhead be as low as
possible without sacrificing the error correcting capability. Extended .RS codes .. .

provide two more information bytes than ordinary RS codes; and therefore a lower. - .:



feport, we modify the decoding scheme given in [i] to extended Triple-Byte-Error-
Correcting (TBEC) RS codes. The decoder first tests if the second syndrome symbol.
S1 =0, If S1 # 0, the assumption is made that a single byte error has occurred.
The assumption is verified quickly by the decoder. If the error is not a single
byte error the decoder goes on to determine if a double byte error has occurred.

If not, it then goes on to determine if there is a triple byte error.

II. PRELIMINARIES

The TBEC Reed-Solomon code has 6 parity-check bytes or symbols, and minimum
distance dmin = 7. The code symbols are elements of GF(Zm), the finite field of
2" elements, where m is the number of bits in each symBol. The generator.poly—

nomial g(X) of the code is [3]

gX) =

T (xea), - W
. |

I = u

0

where o is a primitive element of GF(Zm). The code length n is assumed to be

less than or equal to 2™-1. The parity-check matrix of the code can be written

as
T1 1 1 . 1 1 7]
1« @2 e (™% (™!
T T S )
s (a3)2 (a3)n_2 | (or”)n_l
T
1 @ @ . (as)v“‘z o ]

= cee = cee i d . ‘.A :
Let V (VO, Vs s Vn-l) and R (ro, Ty, s rn-l) be the Fran§m1tteA TR

- codeword and the received vector, respectively. The difference:between:R.andi . suize,



V is the error vector E = (eo, €15+t en-l)’ i.e.,

B=!+§= (V0+e0, V1+el’ cee, v +e_1), A S (3)

The syndrome vector is, by definition,

T T .
§ =BE =§H = (SO’ S].’ SZ’ 83’ 54: Ss): 4)

and depends only on the error vector, not on the particular transmitted code-
word. From this definition we have
- it
S; = Zej(a )T,
]
 Let Xj = o represent the error location j. Xj is called the error loca-

tion number. Knowing Xj is equivalent to knowing the error location j. Then

_ i . v :
Si = jerj s 0 <i<5. (5)

The error-location polyﬁomial o(X) is defined as

. - _ € e-1
G(X) = I;(X—Xl) = X+ le + -t Oe’ (6)
where e is the number of errors in the received codeword. The coefficients of

o(X) are related to the syndromes S.1 by the following equations [2]:

S.l+e + Olsi+e—1 + e 4 Ge-lsi+1 + oeSi =0 , 0=1-=5-e (7)
The extended triple-byte-error-correcting Reed-Solomon code is an
(n+2, n-4) code, whose parity-check matrix is given by [4,5,6]
Ho = | H (8)

= o O O O O
-

O O O O O =




.
t

where H is given by (2). We again have

- T T _ T
__S_ = BEE (ro) rl’ *y rn"'l)ﬂE = (eos el" crcy en“’l)HE

(Sys Sy» Sy» Sg» Sy» S¢)-

It is easily seen from (8) and (5) that

nil
S, = e. + e s (9.1)
0 320 J n
n-1 i .
S. = ) e.X: , for 1<i«<4, (9.2)
i . i%j - =
j=0
n-1 5
S¢ = jZoejxj te (9.3)

Note that the error at location n only contributes to S,, and the error at

0

location n+l only to SS'

I11. THE MODIFIED DECODING SCHEME

For the extended code, we denote e as the number of errors at locafions
0 through n-1, e' as the number of errors at locations n and n+l, and E = e+e'
as the total number of errors in a received vector, respectively. Obviously,
if the errors are all confined to locations 0 to n-1, (7) is still valid.
Then we can write out the equations of (7) explicitly for the following three

cases:



Case

2) E

It
[e]
-

270

271

272

273

it

(10)

(1)

(12}

Now let us consider the cases when some of the errors are located at posi-

tions n or n+l. There exist eight possibilities. It follows from (9.1)-(9.3)

and (7) that:

Case 4) E

Case 5) E

e' = 1 at location n:

S, #0, 8, =0, for 1<ic<s ;(13')
et =1 ét loéation n+l:

Si é,?’ for 0 <1i <4, S5 # 0. 2 v r14)



Cése 6) E =e' = 2 at locations n and n+l:

S #0, S, =0, 1<i=<4, S5 #0. (15)

Case 7) E=2,e=1,e' =1, at locations j, 0 < j < n-1, and n:

1" %1%
S, * 9,8, = 0,
Sg + 9,5, = 0, - (16)

Case 8) E=2,e=1, e'" =1, at locations j, 0 < j < n-1, and n+l:

2 171
Sy + 9,5, =0, o (17)
5, * aiss =0,
S5 + 0184 #0
Case 9) E=23,e=1, e' =2, at locations j, 0 < j <n-1, n, and n+l:

S, + 0.5, =0, - (18)



Cése 10) E ='3, e =2, e'-= 1; at locations j, k, O <3j <k <n-1, and n:

(19)
S4 + 0183 + 0252 = 0,
S5 + 0184 + 0283 =0
Case 11) E =3, e = 2, e' =1, at locations j, k, 0 < j <k <n-1, and n+l:
52 + °151 + 0280 = 0,
S3 + 0182 + 0281 = 0,
(20)

S, + 0,5, + 0283 # 0.

Our problem is to find a simple way to .solve for o based on the above
~equations. Let §s’ §d’ and S_ denote the syndrome vectors for single, double,

and triple byte error patterns, respectively. Then [3]

S, # 54 # S+ . @D

The following properties of the syndromes are important to our decoding pro-
cedure. First, suppose that the error locations are confined to positions 0

through n-1.

Property 1: If S1 # 0 and 8381 + S; =0, thene =1, or e >.3.

Proof: Because S1 # 0, e # 0, and we have to show that e # 2. From [2], it is
sufficient to show that the determinant

s. s
A1 72 11 .g2 ,ss. =o0.
s.. S

A 2 1°3
3 %2



Since S; + 8153 = 0 by assumption, Property 1 is true.

’ 2
Property 2: If S1 #0, 8381 + S2 = 0, and 8154 + 8233 = 0, thene =1 o; e > 3.

Proof: From Property 1, we only have to show e # 3. From [2], it is sufficient

to show that the determinant

SZ Sl SO
A _ 2
b3 =] Sg Sy 5y | = 55(S5 + 8,8,) + §;(8,5; + 5,5))
S S S
4 73 2 2
+8,(S) + 5,5;) = 0.
. 2 } ) 2
Since 5153 + S2 = 0 and SIS4 + 5283 =0 by_aSSumpthn, A:,> '_SO(SS + 8284).
. 2 : » 2 o '
Also, since SISS —vS2 and 5184 = 8253,_then S3 = S2 /S1 and 83 = 8184/82 (unless
52 = S3 = S4 = 0). Therefore
2
S S.S
2 %2 1°4 _ -
83 = g—— —-g-— = 5284, and A3 = 0.
1 L2
. o2 o _ 2
Property 3: Let A = 82 + 8153 # 0, g, = (SZS3 + 8154)/A, and qz —.(8284 + S3 )/ A
, 4 : - A -
(01 and Ty when e = 2). If D1 = S2 + 0151 + GZSO =0 or D2 = S5 + 0154 + 0253 = 0,
then ¢ = 2, or e > 3. '
Proof: Since A # 0, e # 0,and e # 1 [2], and it is sufficient to show that
e # 3. Since the determinant
s2 s1 S0
2 ' 2
As = | S, S, S | =8,(S5 *5,5,) *+ 5(5,5; + 5;5,) * 5,(5, + 5,5,
S S S

02A + SIOIA + SZA = A - D1 =0,

%0

it follows that e # 3 [2]. Similarly, we can show that i'f'D2 = Qz e # 3.;  .



Now let us consider the cases when the errors can occur at any location.
Keep in mind that an error at location n can only affect SO and an error at loca-

tion n+l can only affect SS'

Property 4: If S0 # 0 and Si =0, 1 <1i<5, then E = e' =1 with errof location

at position n, or E > 3.

Proof: Since S0 # 0, E # 0 and we need only show that E # 2 and E # 3. From
Case 4), we see that if E = e' = 1 with error location at position n, then SO #0
and Si =0,1<1i<5. E#2andE# 3 follow from (21). Similar arguments can

be used to obtain the next two properties.

Property 5: If S5 # 0 and Si =0, 0 <i <4, then E =e' =1 with error loca-

tion at position n+l, or E > 3.

Property 6: If SO # 0, S5 # 0, and Si =0,1<1i<4, then E =e' = 2 with two

error locations at positions n and n+l, respectively, or E > 3.

Property 7: Assume S1 # 0, S.S, + 82 = 0, and SIS + S S =0, and let o, =

371 2 4 273 1
A o A
82/81 (o1 when e‘f 1), T1 = S1 + 0180, and T2 = S5 + 0184. Then
(1) 1f T1 = 0 and 'I‘2 =0, then E =e =1, or E > 3.
(2) If T1 # 0 and T2 =0, then E=2, e =1, and e' = 1, with two error

locations at positions j, 0 < j < n-1, and n, respectively, or E > 3.

(3) If Tl = 0 and T2 # 0, then E = 2, e =1, and e' = 1 with error loca-

tions at positiomsj, 0 < j < n-1, and n+l, respectively, or E > 3.
(4) 1If T1 # 0 and T2 # 0, then E =3, e =1, and e' = 2 with error loca-

tions at j, 0 < j < n-1, n and n+l, respectively, or E > 3.

Proof: By Property 2, (1), (2), (3), and (4) follow from Case 1), Case 7),

Case 8), and Case 9), respectively.



. ) o2 o _ 2,
Property 8: Let A = S2 + 8183 #0, g, = (5283 + 5154)/A, o, = (8284 + S3 Y/ A

(01 and 0y when e '2), D1 82 + 0181 + 0250, and D2 = S

(1) 1£f D, =0 and D2

1 0, then E

e =2 o0or E > 3.

(2) IfD, #0 and D,

5

+ 0184 + 0253. Then

0, then E = 3, e = 2, and e' =1 with error loca-

tions at positions j, k, 0 < j <k <n-1, and n, respectively, or E > 3.

(3) I£D =0and D, #0, then E =3, e = 2, and e’

tions at positions j, k, O

| A
L]

E > 3.

€)) If-D1 # 0 and D2 # 0, then E > e > 3.

= 1 with error loca-

j <k <n-1, and n+l, respectively, or

Proof: By Property 3, (1), (2), and (3) follow from Case 2), Case 10), and

Case 11), respectively. (4) follows from Property 3, and (1), (2), and (3).

7

Property 9: If Si # 0 and Sj'= 0 for some i and j such that i # j and 1 < i,

j <4, then E > ¢ 2_2.

Proof: First note that e # 0. If e =1, then.Si = ejx;
Since some Si =0, e#1. Hencee >2 and E > e > 2.

Property 10: If S1 = 52 = 0 and 83 # 0, then E > 3..

Proof: Property 10 follows from Properties 1 and 9

Property 11: If SO = Sl =S, = 0 and 83,# 0, then E > 3.

#0, for 1 <i < 4.

Proof: From Property 10, E > 3, and we need only show. that E # 3. It is

sufficient to show that

10



2 1 0
AS = 83 S2 S1 =0
S, S, S

Since A3 = 0 by assumption, e # 3 and E #-3.

Property 12: If S1 = S2 = 53 = 0 and S4 # 0, then E > 3,

Proof: Since Si, 1 <1 <4, is not affected by errors at locations n and n+l, if

S1 = S2 = S3 = 0 and S4 # 0, it is easy to see that equations (10), (11), and (12)

are not valid. Therefore e # 1, e # 2, and e # 3 and we must have E >e > 3.

Based on the properties presented above, the procedure shown in Fig. 1 can
be used to calculate the coefficients of the error-location polynomial (if e # 0)

and to find the error 1océtions (if e #0).

(1) 1f S1 # 0, then E > e > 1, and the next step is (2). If Sl = 0 and

82 # 0, then E > e > 2, and the next step is (3). If Sl’= S, = 0 and

2

S3 # 0, then E > e > 3 and the next step is (7). If S1 = 52 = S3 =0

and 54 # 0, then E > 3 (detected errors). If Si =0, 1<1i<4, then

E >0 and e = 0, and the next step is (8).

(2) S, #0. Set o =85,/S,.

step is (3). 1If S3 + oS

If 83 + 082 # 0, then E > e > 2 and the next

5 = 0 and S4 +IoS3 # 0, then E > e > 3 and the

next step is (5). If S3 + 082 = 0 and S4 + OS3 =0, then E > e =1,

and the next step is (6).

2 . F 2
(3) 8 =8, +8,5 #0. Set o = (S,8; + 5,5,)/8, 0,= (5,5, *+ S5 /8,
D, =S

1 5 * 01S] *+ 9,5, and D, = S; f 015y * 9,55 SO z3~_ S

4 3

11



(4)

(5)

(6)

)

b,

If D1 # 0 and D2 = 0, then

= 0, then E = e

If D1 =

lns]

location at position n.
If D, =0 and‘o2 # 0, then

location at position n+l.

If D1 # 0 and D2 # 0, then E = e =

]

Set o, = D2/Dl’ 9, =0,
L 1] 2
o) =0, %+ 0, (8052 + S1 /A
1 L 1
Set A = 8283 + 8184 and D1

If D1 = 0, then E

if D1 # 0, then E = e = 3, and we set
2 ' 1

oy = [(S3 + 8254)83‘+’A S4]/D » 01 = (SZS
g, = (0350 + 0152 + SS)/Sl'

Set T1 = S1 + oSO and T2 = S5 + 084.

If T1 = 0 and T2 =0, then E=¢e = 1.

If Tl # 0 and T2 = 0, then E =2, e =

location at position n. |

if T1 = 0 and T2 # 0, then E = 2, e =

location at position n+1;‘

If T1 # 0 and T2 # 0, then E = 3, e =

locations at positions n and

if Sb =0, then E >

If S, # 0, then E

2
80(83 + 8284) + S

2 and e' = 1, with one error

1 . .
2, and e =1, with one error

3 and the next step is (4).

1
*+0, (SIS2 + SOSS)/A’ and

' . .
lA .

> 3 (detected errors).

A ’
2t SISS)/A , and

1

1, and e =1, with one error
' -

1, and e =1, with one error
' -

1, and e = 2, with two error

n+l, respectively,

12

e = 3, and we set’

3 (detected errors).
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If S0 = S. =0, then E = 0 (no errors).

If S0 # 0 and S5 = 0, then E = e = 1, with the error location at
position n.

if S0 = 0 and SS # 0, then E = e' = 1, with the error location at
position n+l.

If S0 # 0 and Ss # 0, then E = e' = 2, with the two error locations

at positions n and n+l, respectively.

An overall diagram for the decoding of extended TBEC Reed-Solomon codes is
shown in Fig. 2. The symbols read from the storage media are. stored in the data

buffer while decoding proceeds. In the first step of decoding, syndromes S , S

0’ "1°

S,, S S4, and 85 are generated. The syndromes are then stored in the syndrome

2’ 73
buffer. The OR gates at the output of the syndrome buffer determine if errors
exist. If errors exist, the decoder starts the error correction procedure. The
error-location polynomial calculator calculates thé error-location polynomial
using the procedure shown in Fig. 1. The error-location calculator

then finds the roots of the error-location polynomial{ This can be done by using
the methods described in References 7 and 8. Finally the error values calculator
determines the value of the errors at each error location. The error locations

and the error values are used to modify the symbols at the output of the data

buffer.

IV. CONCLUSION

In this report we have presented a decoding scheme for extended triple-byte-.. .. ...

error-correcting Reed-Solomon codes. The scheme is especially. applicable to com- ...

puter systems where-high speed decoding is the basic requirement. ... . .;ui 50~
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tional information symbols. The dminA= 6 code is capable of double-byte-error-
correction (DBEC) and triple-byte-error-detection (TBED) and can be extended to
include two additional information symbols. The decoding method applies to the
extended codes with only slight modification.

Code efficiency is high since only three parity symbols are used in the
d . =4 code and only five in the d . = 6 code. 1In addition, the basic code
min min ;
length n can be selected to match the organization of the memory (as long as

<

n 2m-1) without changing the decoding method. However,wefficiency is maxi-

. m .
mized when n = 2 -1 is chosen.
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