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“The Panel shall review safety studies and operations plans referred to it and shall make
reports thereon, shall advise the Administrator with respect to the hazards of proposed
operations and with respect to the adequacy of proposed or existing safety standards,

and shall perform such other duties as the Administrator may request.”

NASA Authorization Act of 1968 | Public Law 90-67, 42 U.S.C. 2477




Aerospace Safety Advisory Panel
Annual Report for 2002

March 24, 2003
Errata

The Panel regrets the inadvertent inclusion of errors in Appendix B: Recommendations
01-1, 01-2b, and 01-3 should have been marked “closed.”




The Aerospace Safety Advisory Panel shares the Nation’s grief and

mourns the loss of STS-107’s brave crew and their proud ship, Columbia.

We extend our condolences to the many families throughout the world

affected by this tragedy. Like the families of the fallen astronauts,

we are steadfast in our support of the NASA human space flight program.

The Panel’s Annual Report was completed prior to the accident.

With the exception of this notice, no changes have been made to the report

as a result of the ioss of Columbia.




National Aeronautics and
Space Administration

Headquarters
Washington, DC 20546-0001

March 2003

Reply to Attn of: Q-l

The Honorable Sean O’Keefe

Administrator

National Aeronautics and Space Administration
Washington, DC 20546

Dear Mr. O’Keefe:

The Aerospace Safety Advisory Panel is pleased to submit its Annual Report for calendar
year 2002. '

The format of the report has changed slightly this year. To provide a quick-look, long-
term perspective, an overview of the status of the Panel's safety concerns has been added.
Also, findings and recommendations that remain open from previous years are discussed
in the section along with current Program Area Findings and Recommendations.
Previously, these appeared only in the Appendix. At your request, the Panel has
performed several special studies. The results of these studies have been delivered to you
throughout the year. They also appear in Appendix C.

The decision to extend the Space Shuttle service life was welcomed by the Panel. It
provides a planning horizon that facilitates safety improvements.

The Panel appreciates the cooperation of both the NASA and contractor personnel who
have supported its fact-finding activities this year. Their commitment to safety is
commended. The Panel is proud to play a role in keeping NASA safe.

Cordially,

Shirley C. McCharty
Chair
Aerospace Safety Advisory Panel
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l. Introduction

This report presents the results of the Aerospace Safety Advisory Panel (ASAP) activ-
ities during 2002.The format of the report has been modified to capture a long-term

perspective. Section II is new and highlights the Panel’s view of NASA’s safety progress

during the year. Section III contains the pivotal safety issues facing NASA in the

coming year. Section IV includes the program area findings and recommendations. The
Panel has been asked by the Administrator to perform several special studies this year,

and the resulting white papers appear in Appendix C.

The year has been filled with significant achievements for NASA in both successful
Space Shuttle operations and International Space Station (ISS) construction.
Throughout the year, safety has been first and foremost in spite of many changes
throughout the Agency. The relocation of the Orbiter Major Modifications (OMMs)
from California to Kennedy Space Center (KSC) appears very successful. The tran-
sition of responsibilities for program management of the Space Shuttle and ISS
programs from Johnson Space Center (JSC) to NASA Headquarters went smoothly.
The decision to extend the life of the Space Shuttle as the primary NASA vehicle for
access to space is viewed by the Panel as a prudent one. With the appropriate invest-
ments in safety improvements, in maintenance, in preserving appropriate inventories
of spare parts, and in infrastructure, the Space Shuttle can provide safe and reliable

support for the ISS for the foreseeable future.

Indications of an aging Space Shuttle fleet occurred on more than one occasion this
year. Several flaws went undetected in the early prelaunch tests and inspections. In all
but one case, the problems were found prior to launch. These incidents were all
handled properly and with safety as the guiding principle. Indeed, launches were post-

poicd uitil the Iy understood and mitigating action could be taken.

These incidents do, however, indicate the need to analyze the Space Shuttle certifi-

cation criteria closely. Based on this analysis, NASA can determine the need to recertify
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the vehicles and to incorporate more stringent inspections throughout the process to
minimize launch schedule impact.A highly skilled and experienced workforce will be
increasingly important for safe and reliable operations as the Space Shuttle vehicles

and infrastructure continue to age.

Panel leadership has changed this year. Ms. Shirley C. McCarty and General Forrest S.
McCartney were elected Chair and Vice Chair, respectively. Members Mr. Richard D.
Blomberg (Chair 1998-2002), Dr. George J. Gleghorn, and Mr. Kenneth G. Englar all
retired after many years of distinguished service to the Panel. In the effort to replace
the loss of their significant knowledge and experience, the Panel was fortunate to add
as consultants Rear Admiral Walter H. Cantrell, U.S. Navy, Retired, and Dr. H. Clayton
Foushee, Jr., former vice president of Northwest Airlines. One consultant appointment

is still in process.

As in previous years, this report contains findings and recommendations only for
issues that remain open at the end of the year. Many areas of inquiry that were
resolved to the satisfaction of the Panel do not appear as findings and recommenda-
tions, but are discussed in the narrative for each program area in Section IV. Note that
with a view toward maintaining a longer perspective, Findings and Recommendations

are now indicated by year and number. For example, Annual Report 2001

Recommendation 17 is now designated Recommendation 01-17.
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Il. Safety Overview

This Safety Overview highlights progress and indicates concerns. Each area is marked

with a white, gray, or black designator. White means that, in the Panel’s view, excellent

progress has been made in meeting safety objectives in the area. Gray indicates that better

progress needs to be made. Black denotes a high potential to impact safety negatively.

Topic

Comments

NASA safety overall

NASA has kept safety as its number-one objective. This has
remained true despite major transitions in Level 1 responsibil-
ities. NASA has also made excellent progress in addressing the
concerns of the Panel.

Space Shuttle program

NASA has extended the planning horizon for the Space Shuttle
through the Service Life Extension Program (SLEP). In accor-
dance with the recommendation from the Panel, this will allow
the Space Shuttle program to continue to serve the needs of the
Agency safely.

Space Shuttle program—

OMM and support engineering

The Panel acknowledges the successful transition of Space
Shuttle OMM and support engineering from contractor facilities
on the west coast to KSC and JSC.

Several earlier Panel reports noted concerns about the number
of unincorporated EOs on Space Shuttle engineering drawings.
The program is currently updating drawings based on a
frequency-of-use priority. The program is also studying a
Panel recommendation to identify critical drawings that will
always be maintained at zero unincorporated EOs. Program
management is commended for its positive response to Panel

recommendations.

Il. Safety Overview




10

Aerospace Safety
Advisory Panel
Annual Report for 2002

Topic

Comments

Space Shuttle program—

crew escape

While the program is in the process of studying crew escape
options during all phases of powered flight, the Panel
reemphasizes the need for a crew escape system. The program

has not committed to the implementation of such a capability.

The Space Shuttle fleet and the infrastructure supporting its
operations are showing degradation due to age and use.
Flow-liner cracks, T-zero pyrotechnic failures, and fuel-line
leaks provide evidence of this degradation and indicate the need

for reevaluation of the certification criteria.

Space Shuttle program—

flow-liner cracks

The Panel commends the individuals involved in finding,
analyzing, planning, and repairing the cracks discovered in the
Space Shuttle fuel-line flow-liners. The effort highlights NASA's

continuing commitment to safety.

ISS operations

ISS has continued to have safe operations through major
construction and complex extravehicular activity (EVA) events.
The Panel believes that the project has responded well to the
recommendations contained in the ISS Management and Cost
Evaluation (IMCE) Report.

ISS International Partner (IP)

cooperation

Several events during the past year triggered the Panel’'s
concern. For example, shortly after the docking of STS-113
with the ISS, there was a loss of ISS attitude control due to lack
of coordination of the system configuration. In another case,
lithium thionyl chloride batteries were used on board ISS over
the explicit objection of several Partners. Although this occurred
within appropriate existing agreements and without incident, the
precedent is potentially hazardous. The Panel notes that differ-
ences exist in the safety philosophies among the partnering
agencies. There is the potential for hazardous conditions to

develop due to disagreements.




Topic

Comments

Human capital improvements

The Agency has made great strides in the planning required to
recruit, hire, train, and develop employees in a highly competitive
environment. Tools to forecast needs and respond quickly to

immediate requirements are being developed.

Twenty-five percent of NASA's workforce is eligible for retirement
in the next 5 years. The Panel is concerned about the Agency’s
losing individuals with critical skills and being unable to replace

them.

11
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l1l. Pivotal Issues

This section addresses issues that the Panel believes are pivotal to the safety of NASA’s
work. Some of these issues have widespread applicability and are, therefore, not
amenable to classification by program area in Section IV. Others, although clearly asso-
ciated with a particular program, are of sufficient import that the Panel has chosen to
highlight them in this section.

Throughout the remainder of the document, findings and recommendations for 2002
will be highlighted and indented.

A. Space Shuttle Aging and Certification

The Panel is confident that the service life of the Space Shuttle can be extended
without compromising safety if adequate rigor is applied and resources are com-
mitted. The service life of a Space Shuttle orbiter as originally designed was 10 years
or 100 missions. With the appropriate recertifications and inspections, the Space
Shuttle’s flight and ground systems have operated successfully for over 20 years.
During that time, the systems have been maintained in accordance with well-defined
requirements. As a result of experience, these requirements and implementation
processes have changed over the program’s life. The decision to proceed with each
mission is based on confidence developed through demonstrated performance and

on certification by the responsible program management.

Despite these rigorous processes, during the past year, unexpected system failures
have occurred late in the launch countdown sequence, indicating the need to review
the system certification process and the test and inspection requirements. Examples
of these problems include the ground launch platform hydrogen (H,) ventline leak
on STS-110 and the orbiter payload bay gaseous oxygen (GO,) line leak on STS-113.

15
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These flaws, resulting from aging or environmental factors, escaped detection by
standard preflight tests and were found late in the launch process. Correcting these
potentially hazardous conditions caused delays to launch schedules. Similarly, the
orbiter liquid hydrogen (LH,) line flow-liner cracks escaped detection for an unknown
number of missions because the work instructions did not include inspection for this
problem. Also, the failure of the ground T-zero pyrotechnic circuits on STS-112
occurred despite the fact that the system had satisfactorily passed the test and
inspection requirements prior to committing to launch. Fortunately, the design of
critical systems includes safety margins and redundancies. Hence, no significant safety

impacts resulted from these events.

Finding 02-1: Many problems have not been discovered until late in
the prelaunch sequence. In all of these cases, checkout, test, and
inspection procedures were properly performed.The potentially haz-
ardous discrepancies were not detected earlier because the test and
inspection requirements did not dictate more specific or more

stringent screening,.

Recommendation 02-1a: Through proactive review, revalidate and

revise the criteria for critical ground and flight systems recertification.

Recommendation 02-1b: Based on the findings and technical infor-

mation garnered from the recertification process, validate and update

the maintenance, test, and inspection requirements.




B. Infrastructure

The safety implications of the growing Backlog of Maintenance and Repair (BMAR)
throughout NASA Centers continues to be a major concern for the Panel. NASA has
taken significant steps to address this problem by raising the infrastructure BMAR
problem to the level of the Enterprise Council, in concert with the Executive and

Institutional Committees. It is too early to evaluate results from the restructuring.

NASA has requested Congressional authority to apply revenues from renting or leasing
excess properties. These funds would be applied to reducing the BMAR.The Panel sup-
ports this initiative.

The Panel is also concerned about potential complications introduced by the tran-
sition to Full Cost Accounting (FCA) in Fiscal Year (FY) 2004. The FCA method of
funding will have a major impact on infrastructure management.Those facilities dedi-
cated to the use of a single program will be totally supported by that program,
regardless of the location of the facilities. For example, the Space Shuttle Program
Office has earmarked funds to support “Shuttle-dedicated” facilities, such as the
Vehicle Assembly Building and the launch pads at KSC. This should ensure that the
Shuttle-dedicated infrastructure will be maintained in a safe and reliable condition, a
primary goal of the Shuttle SLEP. However, the Panel is concerned about adequate

funding for safety-related, nondedicated infrastructure.

The techniques to be used in funding the nondedicated infrastructure, including insti-
tutional support facilities, are in the process of being defined. In addition, studies
classifying both deferred maintenance and facilities utilization are in progress. Results
will be available in early 2003.They will provide a baseline for managing the nonded-
icated infrastructure.The change to FCA creates the potential for important functions
or facilities to be overlooked and thereby become unfunded. This could have an

adverse impact on safe and reliable operations.

17
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Finding 02-2: The growing BMAR and the change to FCA may put

infrastructure vital to safe operations at risk.

Recommendation 02-2: Reduce the BMAR on critical infrastructure

as quickly as possible to ensure that this infrastructure remains safe

and capable of supporting NASA’s missions.




C. NASA Safety Organization and Processes
Organizational Issues

NASA has recently moved the programmatic responsibility for the Space Shuttle and
the ISS from JSC back to NASA Headquarters. At the same time, there has been a
realignment of reporting within the Safety and Mission Assurance (S&MA) organiza-
tions. The Panel is concerned that safety oversight organizations no longer have
independent lines of reporting and funding to maintain an independent purview.The
Panel is also concerned that there is a sense of uncertainty about the proper organiza-
tional structure for safety within NASA. There are two basic functions performed by
system safety engineers: 1) working with system and component engineers to establish
safety requirements and to build safety into the system design and into all modifications

and upgrades and 2) ensuring compliance with safety requirements.

By establishing the safety organization within the S&MA organization, as is the current
practice, the second function is emphasized over the first. The Panel wishes to
emphasize that NASA is safe. There is no doubt that all NASA personnel and organiza-
tions aspire to be safe and to protect lives, missions, and property. It is the Panel’s
belief, however, that NASA can enhance the effectiveness of the safety program while

decreasing total costs through organizational changes.

In accordance with recommendations from the Rogers Commission in 1986, safety
organizations were moved from systems engineering to the assurance organization to
ensure appropriate oversight independence. Unfortunately, the move also resulted in
the loss of significant design and cost benefits by separating the safety and systems
engineering organizations. Both independence and integration of safety engineering
practices into the engineering process can be achieved by 1) leaving the safety over-
sight functions within quality assurance, 2) placing the safety achievement function
within the systems engineering organization, and 3) adding independent reporting

channels for systems safety between the two organizations. This is not unlike practices

19
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in the Department of Defense (DOD) and industry. These groups have found that this
division of responsibilities is effective in improving safety and avoiding the cost of

finding and fixing safety problems late in the process.

Finding 02-3: NASA has not established a guiding principle for
locating safety organizations within its organizational structure. Unlike
the DOD and industry, NASA’s safety organizations are integrated into

the assurance organization rather than into systems engineering.

Recommendation 02-3: Through appropriate management action,
define an Agencywide safety organizational structure—one that sepa-

rates system safety engineering from system safety assurance.

The primary consequence of the decision to switch safety engineering to the
mission assurance organization is that it reduces the effectiveness of system safety
engineers. System safety engineers have specific skills and training in hazard analysis
and safety design that need to be applied early in the system design process. This
reduction in effectiveness is largely because assurance functions are not in the main

engineering design path.

Finding 02-4: NASA’s safety policy direction is well formulated, but
the Panel has observed that safety tends to be a comprehensive activity
only late in the development cycle after design is complete, and occa-

sionally only after an incident or mishap.

Recommendation 02-4a: Consider integrating safety into systems
engineering to support system development and sustaining engi-
neering and supporting system safety assurance through an

independent reporting channel from the safety organization to the

mission assurance organization.




Recommendation 02-4b: Establish independent funding mecha-
nisms and appropriate authority, responsibility, and accountability for

these new safety units.

A secondary consequence of locating safety engineering in the mission assurance
organization is a perception among NASA personnel that appointment to a safety
organization is a terminal career move. Integrating safety with systems engineering is

one effective way to address this issue.

Another way to address the issue is through management of career paths. As NASA
personnel advance into major project or program management positions, they are
required to have extensive experience in engineering organizations and in program
management. It would also be reasonable to expect that managers of major projects

or programs have experience within a safety organization.

Finding 02-5: NASA personnel do not view appointments to safety

organizations as a positive career move.

Recommendation 02-5: Require that managers of major NASA pro-

grams and projects have experience in safety organizations.

Process Issues

NASA has a well-established set of safety standards. Founded on substantial study and a sig-
nificant skill and experience base, these standards contain requirements which all NASA
efforts must meet. It is difficult to ascertain the impact that these standards have had on
Agency practice and safety outcomes. Without a significant review and feedback process,
these standards age and become applied in letter rather than intent. The Panel has not per-
formed sufficient review and analysis to determine how widespread ihis issuc is; however,
several events and discussions indicate that it is a problem. The Panel will be reviewing
NASA’s safety standards, their impact, and their effectiveness. The relatively new software

safety standard affords a particular opportunity to review this issue from first application.

21
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Root cause analysis is mandated and practiced throughout NASA. By examining the
trends of specific metrics or the conditions leading to repeated instances of degra-
dation or failure, root cause analysis identifies the key cause of the failure. Correcting
that cause guarantees that the failure will not occur again. In several instances, the
Panel observed root cause analyses of high quality that indeed led to the permanent
correction of specific problems. In others, the analyses were inadequate. This incon-
sistency is significant because, unless the true root cause is identified and corrected,
the event could reoccur and compromise safety. NASA has a culture of fixing the
immediate symptom or problem rather than a learning orientation in which all factors
(cultural, organizational, and technical) are included in the search for the ultimate
cause. The results are continued safety risk and increased cost. These issues can be
resolved by better Agencywide training and by establishing an oversight mechanism

for root cause analyses performed on major failures or incidents.

Finding 02-6: NASA’s application of root cause analysis appears to be

inconsistent across the Agency and across programs.

Recommendation 02-6a: Continue the effort that has begun to assess
the state of root cause analysis performed by NASA and its contractors.

Provide the training and resources necessary to resolve any deficiencies.

Recommendation 02-6b: Explore the causes of cultural or contractual
impediments, and devise ways to change the culture from a fixing ori-
entation (identifying and eliminating deviations or symptoms of deeper
problems) to a learning orientation in which both cultural and organi-

zational factors are included in the search for the source of problems.

Recommendation 02-6¢: Establish an oversight process for
reviewing the root cause analyses and the resulting recommendations

for all major failures or incidents.



D. Space Shuttle Competitive Sourcing

NASA requested RAND Corporation to conduct a comprehensive study regarding com-
petitive sourcing of major portions of the Space Shuttle program. Accordingly, the Space
Shuttle Competitive Sourcing Task Force was formed This Task Force issued the executive
summary of its report (Alternate Trajectories— Options for Competitive Sourcing for the
Space Shuttle Program) to NASA Headquarters in the fall of 2002.The report did not rec-

ommend one competitive sourcing option; rather, it outlined seven possible options.

Implementation of any of the identified options will have a profound impact on how
NASA manages and conducts its business to achieve safe Space Shuttle operations.
NASA is considering the appropriate response to the report. As soon as NASA’s

position is known, the Panel will evaluate it.

23
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E. Full Cost Accounting

NASA will convert to FCA in FY 2004.This transition will involve all activities within
the Agency. NASA’s implementing documents are in place, and procedures have been
issued. Despite similar preparation, other Government agencies have experienced
unexpected problems in the transition to FCA. For example, essential cross-organiza-

tional functions and infrastructure have been inadequately funded.

NASA activities that have a greater likelihood of being inadequately funded during

transition to FCA include the following:

» overhead functions like S&MA;

« independent organizations, such as NASA Headquarters Code Q (Office of Safety
and Mission Assurance (OSMA));

e efforts spanning several programs, for example, Micrometeoroid/Orbital Debris
(MMOD); and

» infrastructure not dedicated to a specific program.

No longer amortized across many programs, personnel and equipment currently
charged to overhead will be charged at direct labor rates and may become too
expensive for specific program budgets, thus creating the possibility that functions nec-
essary to sustain safe and reliable operations will not be funded at the required level.
For example, MMOD, currently funded by two of the several programs it supports, does
not have a source of funding under FCA. In another example, prior to FCA, a program
would use a number of S&MA personnel from the Center at the unburdened labor rate.
Under FCA, the cost for the same personnel will be greater because of the Center’s bur-
dened labor rate. Thus, under FCA, the program will receive fewer S&MA personnel for
the same budget. In the case of infrastructure, the program will pay a burdened rate for

the actual time of use of a piece of equipment or a building, causing the cost during

idle time for the building or equipment to increase the burdened rate.




In making responsibility, budget, and accounting adjustments, the danger exists that
safety assurance functions, as well as infrastructure maintenance and modernization

actions essential to continued safe operations, will not be funded.

Finding 02-7: The shift to FCA in FY 2004 could negatively impact

the ability to sustain safe and reliable operations.

Recommendation 02-7: Identify the impact of the implementation
plans for FCA with respect to safe and reliable operations during and
after the transition. Ensure that programs (including maintenance and
modernization of hardware and software), personnel, infrastructure,

and contractor services essential to safety are adequately funded.
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IV. Program Area Findings
and Recommendations

The Panel has reviewed the findings and recommendations from previous Annual
Reports. Each program area in this section will contain updated information on all
findings and recommendations remaining open from previous years. Unless specifically
renewed or mentioned in this section, prior-year findings and recommendations are
considered closed. Note that previous years’ findings will be highlighted, but not

indented.

A. Space Shuttle Program

The excellent safety record of the Space Shuttle program can be attributed to several
factors, the most important of which are effective program management and a disci-
plined approach to requirements management and to all processes related to
preparing the hardware and software for flight.“Safety First” has continued to receive

appropriate emphasis and has remained the number-one objective for the program.

The Joint Flight Readiness Review (JFRR) process continues to be disciplined and
complete.There are no indications of reluctance by the workforce to identify areas of
concern.The JFRR is co-chaired by the Office of Space Flight (OSF) and the OSMA.The
Panel believes that this new co-chair arrangement is appropriate and reinforces the
independent checks and balances needed for a safe program.

Five successful flights were conducted during 2002.The last two flights incorporated
improved turbo pumps in the Space Shuttle Main Engines (SSME) to enhance flight
safety and reliability. The issues encountered during ground and flight operations were

resolved with the appropriate discipline and rigor. Management appropriately delayed

IV. Program Area Findings

and Recommendations
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launches in the interest of safety. The robust design and redundancy built into critical
Space Shuttle systems allowed these complex missions to be completed safely. During
the past year, the Space Shuttle and ISS programs have been consolidated under one
manager at NASA Headquarters within the OSE Because the managers of these pro-
grams no longer report to the JSC Center Director, S&MA organizations and reporting

structures have changed.

The OMM activities were shifted from Palmdale, CA, to KSC. The move was prompted by
an opportunity to reduce program costs. Orbiter Vehicle 103 (Discovery) is the first to
undergo OMM at KSC.This work is progressing satisfactorily and within predicted cost.

The Boeing orbiter support engineering function moved from California to JSC and
KSC. Because some experienced, key personnel did not relocate, properly qualified

replacements have been hired and are in training.

The backlog of maintenance for critical ground facilities remains a concern.
Significant changes in the NASA facilities management structure have been imple-
mented and should speed the identification and addressing of infrastructure
problems. The Space Shuttle program, in particular, has prioritized dedicated facilities
requiring work and is applying funding accordingly. For a more detailed discussion,

please refer to Sections IIIA and IIIB.

FCA will be implemented throughout NASA for FY 2004.This change in funding mech-
anisms will have a major effect on all NASA programs.The Panel is concerned about

the impact on safety-related areas. For a more detailed discussion, see Section IIIE.

The Space Shuttle SLEP was initiated during this past year. SLEP is identifying and
addressing the actions necessary to fly the Space Shuttle safely until a replacement

vehicle is available. Significant effort and funding will be required to safely operate and

maintain the vehicles and infrastructure over the long term.




Difficulty in NASA’s skills retention poses a major threat to the continued safety of
flight. There has been attrition in the ranks of critical skills.The earlier freeze in hiring
has ended, and new personnel are undergoing training and qualification. In the past,
personnel were trained through experience in various technical and managerial posi-
tions within NASA.This is now complicated by the spread of responsibilities among
NASA and its contractors. The result may be the loss of NASA’s ability to be an
informed buyer, particularly in the areas of safety.

The Space Flight Operations Contract (SFOC), which was awarded to United Space
Alliance in 1996, will end in 2006. This year, NASA decided to exercise one of the
remaining 2-year options, which allows operations under the current contract
structure until 2004.The potential that a new contract will be competed in the next
few years has NASA investigating competitive outsourcing options and the con-
tractor(s) assessing changes and proposal strategies. This activity, and the specter of
change, has the potential to distract the NASA and contractor team that is responsible

for ongoing Space Shuttle program operations.

The Panel notes the appropriate response by the Space Shuttle Program Office to the
problem of cracks in the orbiter LH, line flow-liners. The total process was an
excellent example of how the program uses its resources to manage complex tech-
nical issues with safety ramifications. Lessons learned from the incident were

appropriately applied to orbiter systems throughout the fleet.

The Shuttle Orbiter Fleet Leader Program selects specific components or systems and
ensures that they are always the oldest or most operated of peer components and
systems.The concept is that these elements will evidence problems first and give suf-
ficient warning to react through corrections, replacements, and modifications of less
aged and stressed elements. When coupled with the detailed certification of orbiter
systems, the Fleet Leader Program should help identify potential problems and permit

orderly mitigation to support the extension of the service life.
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Previously, the Panel has been concerned with the large number of orbiter drawings
that are out of date. Many EO changes have not been incorporated into the drawings.
Although they are noted on the drawings, engineers must refer to additional paperwork
to understand the state of the hardware systems. Over 1,600 drawings have more than
10 unincorporated EOs.The orbiter program will update and incorporate all EOs on 59
of the most frequently used drawings by the end of 2003. Also during the year, an effort
to address the 589 drawings referenced most frequently after those 59 will begin.The
remaining drawings will be updated as opportunity permits. Orbiter program man-
agement has committed to maintaining the upgraded drawings at no more than 10
unincorporated EOs. The orbiter program is now reviewing the possibility of identi-

fying the safety-critical drawings that should always be kept current.

Finding 02-8: The orbiter program is making progress in incorpo-

rating EOs into engineering drawings.

Recommendation 02-8: Identify drawings that are critical to flight

safety, update them to include all EOs, and keep them current.

The Space Shuttle program had an excellent safety record for this year. However, there
appear to be hardware functional discrepancies that were not detected or appropri-
ately addressed by current inspection and test procedures. The Panel cites the
following examples: mobile launch platform H, vent line leak, orbiter O, payload bay
supply line leak, orbiter LH, flow-liner cracks, and failure of the T-zero pyrotechnics
during STS-112.The Panel also cites the incorrect SSME software mixture ratio con-
stant, which was not appropriately addressed despite the fact that there were
indicators of out-of-family performance. The number of these problems is going to
increase as the fleet and facilities age and are reused.This issue is addressed in Section

ITIA as Finding and Recommendation 02-1.

In past years, the Panel has been very concerned about the lack of crew escape

systems appropriate to all regions of powered flight on board the Space Shuttle. The

Panel acknowledges the ongoing efforts to focus on this issue. It is clear that such




systems will significantly increase the chance for crew survival in case of a major
mishap.The NASA Program Guideline on Human Rating currently in review requires
escape systems for all flight vehicles but is not retroactive to the Space Shuttle. The
guideline would apply to any replacement of the Space Shuttle. With the committed
life extension of the Space Shuttle, it is appropriate to consider upgrading the vehicle
to comply with the Guideline. Because of the importance of this issue, the Panel is

updating the finding and recommendation from the 2000 Annual Report.

Finding 02-9: Although progress is being made, there is no com-
mitment to implementing crew escape capabilities for all regions of
powered flight.

Recommendation 02-9: Complete the ongoing studies of crew
escape design options. Either document the reasons for not imple-
menting the NASA Program Guideline of Human Rating (currently in

review) or expedite the deployment of such capabilities.

The Panel reviewed the Cockpit Aviation Upgrade (CAU) architecture and design,
observed simulations, and discussed the system with flight crew members. The
project leadership and team have produced what appears to be an effective and

promising design.

The CAU project is divided into two Increments. Increment I brings a large increase
in crew situation awareness, allowing the crew to make faster decisions than with
the legacy system. Improved situational awareness and human factors enhance-
ments resuit in crew workload reduction. Increment I has received full funding.
Increment II of the CAU would result in significant safety improvements by dis-
playing additional information relevant to systems operating in normal, degraded,
and failure modes.An extended-life Space Shuttle would benefit from Increment 1II;

however, it is currently unfunded.
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Finding 02-10: The CAU project is making excellent progress toward
meeting its objectives.The flight crews interviewed by the Panel were
enthusiastic and unanimous in support of the effort. The Panel
believes that Increment II must be completed in order to realize sig-

nificant safety improvements in Shuttle operations.

Recommendation 02-10: Provide ongoing funding for the CAU
through Increment II so that continuity between the two phases can

be maintained.

The Panel reviewed specific CAU issues in detail. Concerns about confusion caused by
inconsistent color selection were assuaged through reports by human factors experts
and tests conducted with flight crew members. The propagation of errors—so-called
data pollution—was addressed by improving the system communications protocol.
There was also sufficient redundancy in the system to minimize the impact of such pol-
lution. In case of CAU component failures, the system degraded to a mode that would
allow continued safe operation of the Space Shuttle. The Panel notes that the project is
making good use of the crew in confirming requirements and testing the system. Most

of the Panel’s major concerns were satisfactorily addressed by the project.

Both the Panel and project management agree that the CAU hazard analysis performed
by a contractor was inadequate. A hazard analysis should be performed by orbiter
systems engineering, considering the CAU in the larger context of the entire vehicle.
This analysis must be done as soon as possible. The analysis should identify failures or
nominal conditions that could lead to erroneous CAU displays that might cause the
flight crew to take hazardous action. In addition, a hazard analysis needs to be per-
formed by the CAU project to identify conditions within the CAU itself that might

generate erroneous or conflicting information leading to inappropriate crew action.

Finding 02-11: The CAU project has not completed a credible hazard

analysis. An orbiter hazard analysis including the CAU has not been

planned.




Recommendation 02-11: Perform risk assessments and hazard
analyses, both internal to the CAU and from the perspective of the
entire orbiter, to confirm that there are no input error conditions that
could result in flight crew actions detrimental to crew, mission, or

vehicle safety.

The CAU is designed to avoid taxing the General Purpose Computers and to prevent
the display systems from interfering with flight system commanding. In meeting these
objectives, the project management contends that there is a very small probability that
different display screens may have conflicting data for identical information fields. It
is the belief of project personnel that because of redundant information mechanisms,
the flight crews will easily identify and cope with such discrepancies. After examining
the architecture and discussing this issue with flight crew, the Panel leans toward the
same conclusion; however, it believes the issue important enough to test under simu-

lated flight conditions.

Finding 02-12: Certain failure conditions may lead to conflicting data

across display panels.

Recommendation 02-12: Through analysis, assess the probability of
conflicting data among display screens. Confirm through simulated flight
experiments that flight crew are able to identify information conflicts,
that they are able to ascertain correct parameters, and that they can

correct these errors without undue impact to flight safety or operations.

In contrast to the CAU project, the Shuttle’s Checkout and Launch Control System (CLCS)
project was canceled due to significant cost overruns and an unacceptably high number
of design errors.As a result, NASA is forced to rely for the foreseeable future on the Launch
Processing System (LPS).This more-than-a-quarter-century-old system is reliable and well
understood. Maintaining the system will require continued reliance on old, little-used
software languages, without a large base of practitioners, and the replacement of old

hardware through emulation on new platforms. While this appears to be a correct
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solution in the short term, the Panel is concerned that the CLCS design may have covered

safety-related upgrades that are now not available through the LPS.The Panel will review
the LPS and the CLCS project failure over the next year to understand this issue.



B. International Space Station

During 2002, the ISS successfully continued planned crew rotations, Space Station
assembly, and hardware and software upgrades. The IPs approved changes in flight,
equipment delivery, and research schedules in December 2002. Delays in 2002 Space
Shuttle flights because of material problems did not create insurmountable obstacles for
the ISS. As in 2001, the onboard crew and ground-support personnel were responsive
and resilient in resolving unexpected problems. Fortunately, no reported situations pre-

sented an immediate threat to the safety of the crew or the viability of the ISS.

As identified in last year’s report, the differences between U.S. and Russian processes
for preservation of acceptable levels of risk continue to be a source of concern, as out-
lined in a current-year finding below. On the other hand, a long-standing concern of

the Panel—the capability of the ISS Caution and Warning System—was resolved.
Prior Years’ Open Findings and Recommendations

Finding 01-17: With the decision to scale back the production contract for Crew
Return Vehicles (CRVs), the ISS must operate for the foreseeable future with a crew
limited to three.

Recommendation 01-17a: Continue the flight test program for the X-38 and
proceed to the space test of the V201 prototype.

Recommendation 01-17b: Press to restore the CRV production program or find a

substitute rescue vehicle approach to permit expansion of the ISS crew.

NASA Response: Nonconcur 01-17: NASA has developed a plan for an orderly
shutdown of the X-38/CRV Project. After reconsideration of ISS requirements, NASA's
strategic needs, alternative capabilities, and developmental challenges, NASA now con-

siders that pursuit of a single-purpose/application vehicle of this investment magnitude
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is not the best use of NASA resources. Rather, NASA’s objective will be to consolidate
multiple objectives (such as crew return, and crew transfer) and to mold them into a
more efficient approach providing a vehicle with much more robust capability and a
wider range of potential applications. As such, CRV requirements are being incorporated
into Crew Transfer Vehicle trade studies as a part of NASA’s Space Launch Initiative (SLD
Program; lessons and technologies learned from X-38 will provide value for multi-

purpose vehicle concepts or other NASA programs.

The termination plan provides for orderly closeout of X-38 activities in order to pre-
serve established value for potential SLI technology demonstration purposes. The
orderly closeout requires select ongoing activities to be phased out to logical end-
points by the end of 2003.The plan includes delivery of components from vendors
under contract, those currently in production in NASA shops, and those to be pro-
vided through international cooperative agreements, with integration and testing as
required. Efforts associated with additional lifting-body flights, flights of components
on test aircraft, and X-38/CRV-related parafoil flights will be terminated, and CRV pro-
curement will be officially canceled. The current funding for X-38 is consistent with
funding requirements for the closeout plan. Relative to ISS, the Russian Soyuz cur-
rently provides the emergency crew return function. Should research requirements
result in a decision to increase crew size, the Russian Soyuz is the only vehicle capable
of providing emergency egress in the timeframe of completing the ISS Core configu-

ration. This would be the case even if the U.S. CRV effort were to be fully restored.

Panel Assessment: Recommendation 01-17 is continuing. NASA’s plans for an
Orbital Space Plane—to be operational by 2010-12 and to be used initially as a CRV, with
later use as a space transport system—will resolve the crew rescue problem in the long
term. However, the need for crew rescue between 2006 and 2010 remains unresolved.

The problem is recognized and is being addressed at the appropriate levels in NASA.

Finding 01-18: Funding cuts threaten to eliminate all effort on maintaining and

updating surveillance and modeling of the orbital debris population as early as
October 2002.




Recommendation 01-18: Reexamine the decision to eliminate this important

function and assure that the core MMOD effort is continued.

NASA Response: Concur 01-18: OSF is seeking to identify all users/stakeholders of
the current Orbital Debris Program and identify appropriate program content and
long-term Agency funding source(s) to ensure that NASA retains the capability for
compliance with the Agency’s Orbital Debris Policy for NASA missions.

Panel Assessment: Recommendation 01-18 is continuing. The content of the
Orbital Debris Program was adjusted in response to the budget reduction without
increasing the risk to NASA missions. The program is currently funded by the two
major users of the output—Space Shuttle and ISS. However, continued program

funding is not resolved in the upcoming FY 2004 conversion to FCA.

The ISS Command and Data Handling (C&DH) system has been an ongoing subject of
concern to the Panel. The C&DH Multiplexer/Demultiplexer (MDM) central pro-
cessing units are often loaded to near their performance capacity. In the past, the units
included a design that led to failure of the hard drive storage units. On April 28, 2001,
the three redundant MDMs on board the ISS failed nearly simultaneously due to disk
crashes and an erroneous display leading to incorrect operator response. Efforts to
improve the C&DH system are ongoing. The failure-prone disk drives have been
replaced with solid-state memory units. The software used within the MDMs is being

continuously refined.

The 2001 Annual Report’s Recommendations 01-20 a and ¢ were based on the
finding that “The C&DH system is vulnerable to instability under heavy load condi-
tions. This problem is currently handled by procedurally controlling processing
activities.” Recommendation 01-20a indicated that NASA should “Gain an improved
understanding of the range of commanding problems that lead to constraints on the
system. Issue additional Problem Reports (PRs) as appropriate.” Although the Panel
believes that NASA is making progress on this recommendation, the Panel plans to

reexamine the issue in the coming year. Recommendation 01-20a is continuing.
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Recommendation 01-20c renews the earlier concern about the adequacy of the
current C&DH architecture and component performance. The recommendation is
“Evaluate potential architectures that would improve system stability and robustness
and ensure safe operations. Implement architecture improvements as soon as it is

prudent to do so”Therefore, Recommendation 01-20c is continuing.
2002 Findings and Recommendations

Finding 02-13: The capability for crew return for a crew greater
than three, prior to the availability of the Orbital Space Plane, remains

unresolved.

Recommendation 02-13: Continue the priority efforts to find a

solution to the crew rescue problem in 20006.

Finding 02-14: FY 2004 funding for the essential safety elements of
the Orbital Debris Program has not been identified.

Recommendation 02-14: Resolve FCA responsibility for continued

funding of safety-related products of the Orbital Debris Program.

In addition to monitoring the progress of previously identified potential threats to the
safe and reliable operations of the ISS, the Panel reviewed and assessed areas which
included 1) the process used by IPs for ensuring that potentially hazardous material is
not taken to the ISS; 2) the potential impact of flight rate reduction on safe operations;
3) ISS acoustic levels in manned spaces; 4) control moment gyro reliability; 5) EVA
hardware and practices; 6) software reliability; 7) crew performance (dealing with
fatigue, communications, stress, and so on); 8) the Russian segment attitude control

failure; 9) the causes of a near miss between the robotic arm and the Orbiter; 10) the

impact of the national economy, an aging workforce, and the loss of skills on Russian

safety of human flight; 11) timely configuration management of ISS; 12) CRV status; and




13) communications security. From these areas of review, the findings and recommen-

dations presented below were developed.

The ISS Flight Safety Review Panel (SRP) is a joint ISS/Space Shuttle review panel co-
chaired by ISS and National Space Transportation System (NSTS) organizations.The SRP
is responsible for the review and approval of the hazard reports submitted by the
hardware providers and integrators. Included in the reviews are ISS elements, payloads,

and cargo.

S&MA Memoranda of Understanding and S&MA Joint Management Plans have been
negotiated with the IPs and are in place. Each ISS Partner agreed on a bilateral basis to
the individually documented S&MA requirements and specifications. Even though
each Partner (Canadian Space Agency, National Space Development Agency of Japan,
Agenzia Spaziale Italiana, European Space Agency) has its own specification, all
requirements are equal to or exceed the NASA requirements with the exception of the
Russian (RSA) segment specification. A concerted effort is underway to standardize

the requirements and procedures, especially with the Russians.

The SRP review elements include risks, human engineering, materials, processes,
structures, and tolerance to hazards. The hardware has been divided into the cate-
gories “basic;” “intermediate,” and “complex,” with the major attention of the SRP
directed to the “complex” hardware. In case of an SRP disapproval, a safety Non-
Conformance Report approved by the ISS or the NSTS manager is required to

override the disapproval.

A Safety and Mission Assurance Review Team has the delegated review role for all ISS
Government-furnished equipment, including crew equipment, EVA tools, spares, con-

sumables, and medical equipment.

The safety of the cargo in the launch vehicle is the responsibility of the vehicle
provider—Rocket Space Corporation (RSC)-Energia for Progress and Soyuz, NASA for

the Space Shuttle. The multilateral agreements for cargo safety on orbit are being
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readdressed. A major issue is the review and approval of all cargo moved through

or stowed in the RSC segment.

An experiment named CARDIOCOG recently demonstrated that not all safety agree-
ments with the IPs are firmly and satisfactorily in place and that the agreements are

in need of further attention and work.

The CARDIOCOG experiment is a modified version of the CARDIONAUKA exper-
iment that was previously flown by a visiting crew. Power for the experiment is
provided by four commercially available size D cell batteries. These are high-energy
batteries containing lithium thionyl chloride, which has a toxicity level of 4 and a

potential explosion hazard.

The Russian safety organization was responsible for certifying the experiment for flight.
The data they provided did not completely demonstrate compliance with the refer-
enced requirement for the explosion hazard, and the required design and acceptance
features were not utilized for this experiment. These features would have implemented
controls to prevent cell reversal and to demonstrate the absence of internal cell short
failure modes. Prior to flight, a Change Request was initiated, with the rationale that “the
probability of occurrence is low and the launch and operation of this battery design is
acceptable for a one-time usage.” Of note, the Russians did not submit the official safety

data package until 1 month prior to flight, instead of the agreed-upon 4 months.

According to the ISS Safety Noncompliance Report, RSC-Energia certified this exper-
iment under Safety Certificate CAR/RSA2/ISS6/007 based on several risk-mitigation
factors: Containment—The battery box design would contain an internal pressure
higher than pressure that would be generated by cell venting or rupture. Limited
Exposure—The use would be limited to 12 hours in a 9-day-onorbit timespan, and the
CARDIOCOG power supply would fly only once. Operational Controls—The crew

would be informed of any critical operational procedures to limit exposure to potential

contamination of the ISS, such as hatch opening. Probability of Failure—Low.




The potential hazard of this battery to the crew and Station is clear. The experiment was
launched aboard Progress on September 25, 2002. It began operating on November 5
and was returned to earth on November 9. Prior to launch, the crew had been trained
on how to respond if the batteries contaminated the cabin.As reported, the experiment

functioned nominally and without incident.

This event highlights the difference in philosophy of the Russian and NASA safety
organizations. Even though a number of safety requirements cover this issue, such as
the SSP 50094 “NASA/RSA Joint Specifications Standards Document for the ISS Russian
Segment,” the interpretation remains disputed. Great need exists for both organiza-
tions to work more closely together to resolve these issues before they become
problems. This situation begs the question “Who’s in charge of safety?” The above
description underscores the necessity for a more integrative process for evaluating

and resolving safety issues between U.S. and Russian programs.

Finding 02-15: The existing documents and agreements among all IPs
are not sufficient to prevent potentially hazardous material from

entering the ISS.

Recommendation 02-15: With full awareness and consideration of
the existence of different interpretations and the apparent difference
in philosophy relative to safety among all IPs, develop, negotiate, and
document processes and procedures that will prevent potentially haz-

ardous items from being flown to or used on the ISS.

The ISS program has conducted extensive studies of the Space Shuttle flight rate
required to meet the ISS program’s utilization requirements. The ISS program has
addressed prospects of fewer than four RSA-Energia Progress flights annually, coupled
with IMCE recommendations of tour Space Shuttie flights per year. The critical impact
of possible reductions in these ISS transfer vehicle flight rates below previous base-

lines applies to ISS logistics resupply (logistics and maintenance cargo, propellants,
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crew supplies, and assembly hardware) as well as ISS reboost requirements. It is chal-

lenging to balance ISS onorbit resource needs and optimum Space Shuttle flight rates.

Using these criteria, the ISS program has determined the need for additional Space
Transportation System (STS) flights based on the utilization of up-mass, crew time,
and Space Shuttle middeck allocations. Four Space Shuttle flights plus four
Progress flights do not meet normalized yearly up-mass requirements. Large errors
in projections of utilization, crew time availability, and ISS maintenance pose a
threat to current available utilization time. It is in these areas of uncertainty that
the risk of degraded safety resides. The complexities of unanticipated safety modi-
fications or maintenance, plus the impact of these on crew performance, make it
essential that the tradeoff studies give appropriate consideration to the impact of

flight rate on safe ISS operations.

Finding 02-16: The ISS program’s evaluation of Space Shuttle and
transfer vehicle flight rates required to meet ISS utilization require-
ments must continue and must include appropriate consideration of

actions to preserve the required level of safe operation of the ISS.

Recommendation 02-16: Continue the detailed updating of the Space
Shuttle and transfer vehicle flight rate studies, including the risk analyses
in support of material, modifications, maintenance, and crew utilization

necessary to preserve the maximum level of safety in ISS operations.

NASA briefings to the Panel identified recent instances of crew performance that
raise concern about safe operations. On one hand, EVA accomplishments and per-
formance are exceeding expectations; however, it is noted that fatigue and stress
were apparent in a recent mission. In a recent onorbit evolution, a near miss
occurred in which the Remote Manipulator System almost impacted the orbiter. The
root cause for this incident remains under review; however, it was noted that the
crew had become very tired during some tasks, that communications had been mis-

understood, and that crew errors had occurred. Pending final root cause



determinations, explanations include cultural differences, pride, “can do” attitude,
inadequate lessons learned, concern for media monitoring of communications,

incomplete debriefs, and crew scheduling.

Finding 02-17: Instances of anomalies in crew performance may be

increasing.

Recommendation 02-17: Review all data on crew performance and
all root causes of crew incidents to determine if a trend is apparent.

Take appropriate action based upon the results.

The causes of the near-simultaneous failure of the three C&DH computers in April
2001 are well understood, and the problem has been proximately resolved through
upgrades in software and the replacement of hard drives with solid-state storage units.
During the failure event, critical ISS functions were performed by the Space Shuttle,
which was docked during this time. As the Panel reported to the NASA Administrator
in 2001, the overall architecture is robust, with three identical redundant computers
that are backed up by a dissimilar system of redundant computers in the Russian

segment for guidance, navigation, and control.

But in February 2002, the Russian set of redundant processors also failed simultane-
ously. Because the Russian segment controls the propulsive attitude-control systems
and the American reaction control wheels were not yet online, the ISS drifted without
a working attitude-control system for 8 hours.The ISS crew was forced to align the
American solar array panels manually to maintain sufficient electrical power during
that time. To achieve the needed redundancy, it appears necessary that all safety-

critical functions be controllable from both the American and Russian segments.

Finding 02-18: It appears that the Russian and American segments
cannot provide functional redundancy for all safety-critical systems.

The propulsion system is one example of this deficiency.
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Recommendation 02-18: Ascertain the availability of functional
redundancy through dissimilar computer hardware and software for

all safety-critical functions. Predicated on a prioritization of criticality,

develop a program to provide requisite functional redundancy.




C. Aviation Safety Program

The Panel reviewed the aviation safety programs at a number of Centers during this
year. The review at Dryden Flight Research Center (DFRC) was specifically
requested following several accidents and incidents that had occurred during the
previous year. The Panel notes that DFRC has taken a number of positive steps—
including having the Aviation Safety Officer (ASO) report directly to the Center
Director—to address the causes and contributing factors uncovered during the

accident and incident investigations.

In a previous annual report, the Panel recommended that all NASA Centers with avi-
ation programs have the ASO report directly to the Center Director. The Panel’s
reasoning is that having the ASO report to the person in charge of flight operations
creates a potential conflict of interest.The Panel also believes that the direct reporting
encourages regular and unfiltered communication. NASA did not concur with this rec-
ommendation The Panel will close the Findineg and Recommendation but will continue

to explore this area.

Aside from the ASO reporting issue, the aviation safety programs were complete and
effective.This is commendable, considering the unique nature of many of the programs
and the wide variety of aircraft and missions. The programs include provisions for indi-
viduals from other NASA Centers to take part in mishap investigations. However, there

is not significant participation from investigation experts and agencies outside of NASA.

Finding 02-19: NASA has a good policy of including individuals

across Centers to participate in mishap investigations.

Recommendation 02-19: NASA’s aviation mishap investigations
would be strengthened by inviting truly independent advice from
investigation experts outside NASA such as the Navy, Air Force, Federal

Aviation Administration, and National Transportation Safety Board.
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D. Cross-Program Areas
1. Computer Hardware and Software

Overall, the Panel is impressed with NASA’s efforts to improve computer hardware and
software systems and security, as well as software development processes. In particular,
we commend the Space Shuttle CAU project for an innovative technical approach and
for integrating the flight crew into the development and testing phases of the project.
The CAU is an important project that includes significant improvements in situational
awareness and anomaly guidance. (See Part A in this section.) The design of the CAU
appears to integrate well with current systems. In addition, the NASA Independent
Verification and Validation (IV&V) Facility in West Virginia is commended for the depth

of its program and for significant participation in major software developments at NASA.

Concerns during this past year echo those of earlier years. Computer system security
has become more complex as ISS operations have grown to include IP payload oper-
ations centers. Increasing risk due to malicious activities on the Internet, including the
potential for cyber-terrorism, argues for even greater care in isolating sensitive com-
puting systems and networks.The simultaneous failure of three redundant computers
aboard the Russian segment of ISS once again raises the issue of the proper design of

flight systems performing critical functions.

This section is organized in two parts: Information Systems Security and Software

Process.

Information Systems Security: Prior Years’ Open Findings
and Recommendations

In 1999, the Panel reported that NASA had instituted an Agencywide program to deal
with general computer security. The Panel’s Recommendation 99-14 suggested

expanding the effort to depend less on human compliance and to include contractor




participation. Recommendation 99-15 suggested a thorough analysis to ascertain the
level of security that can be expected from NASA’s current system and to identify its
most serious vulnerabilities. The Panel recommended that the National Security Agency
(NSA) be involved in the effort. In fact, the Panel further recommended that a third party
conduct a vulnerability analysis of all major missions and safety-critical programs. NASA
concurred in all findings and recommendations, with the exception of including the
NSA. Although the Panel believes that NASA is making good progress in computer
systems security, Recommendations 99-14 and 99-15 are continuing. These issues
will be reexamined during the coming year in light of the increasingly threatening
security climate and the growing complexity of international interconnections to

NASA’s operational systems.

During 2001, the Panel continued to be concerned with the security of operational
systems. It recommended penetration exercises, further analysis of vulnerabilities, and
a review of plans and work to ensure that critical systems are protected. This was
embodied in Recommendation 01-19a. NASA’s response to this recommendation
lacked specifics and did not address the use of penetration exercises. The Panel is cog-
nizant of excellent security preparation and work at the Centers; nonetheless, security
vulnerabilities were discovered by the Panel during Center visits. Recommendation

01-19a is continuing.

Information Systems Security: 2002 Finding and Recommendations

The International Space Station presents a major challenge in information technology
security. By its nature, the ISS involves IPs, with each bringing its own philosophies on
issues of security and information exchange. The interconnection of partners’ payload
control centers to operational systems at JSC's Mission Control Center is a necessary part
of meeting the objectives of the ISS.The Panel has been briefed on security agreements
and documentation among the partners. In light of the potential for cyber-terrorism, the
Panel believes that periodic penetration exercises are appropriate to ensure that all oper-
ational systems and networks are immune from malicious attack or accidental incursion.

The NSA has unique and extensive capabilities to support such exercises.
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Finding 02-20: The ISS involves an interconnection of many com-
puters and networks in the United States and abroad. Because of the
large distribution, the many agencies involved, and the rapid advance
of intrusion and security technologies, maintaining operational infor-

mation system security is challenging.

Recommendation 02-20a: Through negotiation and agreement,
establish an unambiguous design that includes the security equivalent
to air gaps around all operational computer systems, operational net-

works, and the Internet.

Recommendation 02-20b: Continuously ensure that information

technology systems remain at the state of the art in security protection.

Recommendation 02-20c: Establish penetration team exercises and
other tests to periodically (preferably continuously) measure and
ensure the security of all operational computer systems and networks
involved in the ISS, including those of all IPs.The Panel specifically rec-

ommends using the NSA in such exercises.

Software Process

The NASA Software Safety Standard (NASA-STD-8719.13), issued in 1997, recognizes
the role software plays in achieving system safety. Over the next year, the Panel will

examine the impact the Standard has had upon NASA organizations and projects.

During its visit to the NASA IV&V Facility, the Panel found exemplary professionalism

and dedication.The Panel offers the following findings and recommendations:

Finding 02-21: In pursuing its charter, the NASA IV&V Facility iden-

tifies process and product errors and difficulties that are common

among multiple NASA organizations. This information could be useful




to project managers and technical personnel throughout the Agency.
Making sure that important information is broadly disseminated is a

role assumed by the NASA Lessons Learned Information System (LLIS).

Recommendation 02-21: Establish a strong and ongoing rela-
tionship between the IV&V Facility and the NASA LLIS. With the
participation and concurrence of the project managers involved,
promulgate IV&V findings that have the potential for wide impact
within NASA.

Finding 02-22: It is necessary for software assurance, of which IV&V is
a part, to evolve in response to advances in information technology.
Nondeterministic systems, such as those constructed from neural nets
and other artificial-intelligence approaches, offer particular challenges for
validation and verification.The attempt to take advantage of commercial-
off-the-shelf software requires that such software be verified and
validated not only in accord with its original intent, but also in case it is
modified or customized for a specific application and within its new
environment. The techniques and processes for effective software

assurance in these cases are not yet well defined.

Recommendation 02-22: Maintain a robust research and devel-
opment effort within the NASA IV&V program. Establish reasonable
and supportive funding levels for this effort. Create a research agenda
in cooperation with NASA’s operational and research enterprises.
Provide oversight by program and project managers to ensure that the

research meets their needs.

Finding 02-23: In response to funding constraints, NASA no ionger
relies on proof-test models or backup versions of spacecraft and
spacecraft systems to verify commands and configurations. Simulators

or emulators for command testing are coming into more general use.
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The modeling fidelity of these predominantly software systems must
be validated.

Recommendation 02-23: Assign authority and responsibility for func-
tional validation and verification of system and spacecraft simulators/
emulators to the NASA IV&V Facility. Ensure that the IV&V Facility has
sufficient funding and skilled personnel to meet this responsibility.

2. Workforce

The decision to extend the life of the Space Shuttle this year has given a large
portion of NASA’s workforce a much-needed morale boost. The expectation that
jobs will be stable has relieved some of the stress that resulted from the uncertainty
associated with the short-term planning horizons of the past several years. However,
the contractor workforce has been unsettled by the minimal 2-year extension of the
Space Flight Operations Contract (SFOC) awarded to United Space Alliance and by
RAND’s Competitive Sourcing Study. Nevertheless, morale is high and dedication to

safety is steadfast.

The successful transition of the Boeing OMM and support engineering functions from
California to KSC and JSC is attributed to excellent planning, vigilant management, and

a capable and flexible workforce.

NASA’s human space flight programs continue to set records and achieve remarkable
feats. The primary credit goes to the workforce, a national treasure of intellectual
capital. This treasure, however, is being threatened on two fronts. First, the workforce
is aging, with 25 percent of NASA employees eligible for retirement over the next 5
years. Second, the reinforcement pipeline is shrinking, producing fewer science and
engineering graduates interested in aerospace careers. For the best and brightest of
these, there are many more options than there were when the space race was born.

This is not a problem that can be resolved with competitive sourcing; the problem

exists across the entire aerospace industry.




With the high level of impending retirements, NASA and its contractors will lose
significant capability unless aggressive steps are taken immediately. The SLEP
affords NASA a rare opportunity to build workforce capabilities.A recent study per-
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