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Preface

Almost every year there is at least one technological disaster that highlights
the challenge of managing technological risk. On February 1, 2003, the space
shuttle Columbia and her crew were lost during reentry into the atmosphere. In
the summer of 2003, there was a blackout that left millions of people in the north-
cast United States without electricity. Forensic analyses, congressional hearings,
investigations by scientific boards and panels, and journalistic and academic
research have yielded a wealth of information about the events that led up to each
disaster, and questions have arisen. Why were the events that led to the accident
not recognized as harbingers? Why were risk-reducing steps not taken?

This line of questioning is based on the assumption that signals before an
accident can and should be recognized. To examine the validity of this assumption,
the National Academy of Engineering (NAE) undertook the Accident Precursors
Project in February 2003. The project was overseen by a committee of experts
from the safety and risk-sciences communities. Rather than examining a single
accident or incident, the committee decided to investigate how different organi-
zations anticipate and assess the likelihood of accidents from accident precursors.

The project culminated in a workshop held in Washington, D.C., in July
2003. This report includes the papers presented at the workshop, as well as
findings and recommendations based on the workshop results and committee dis-
cussions. The papers describe precursor strategies in aviation, the chemical
industry, health care, nuclear power and security operations. In addition to current
practices, they also address some areas for future research.

Using accident precursors to predict and prevent accidents is not a new idea.
Two industry programs, the Accident Sequence Precursors Program overseen by
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the U.S. Nuclear Regulatory Commission and the Aviation Safety Reporting
System operated by the National Aeronautics and Space Administration, have
been in existence for several decades; many other industry-specific programs have
been established since those programs were started. Research has also been under
way for several decades, some of which was highlighted in two earlier workshop
publications, Near-Miss Reporting as a Safety Tool (Van der Schaaf et al., 1991)
and Accident Precursors and Probabilistic Risk Assessment (Bier, 1998). Indeed,
research results have increasingly been incorporated into practice. Nevertheless,
a reassessment and affirmation of the objectives, challenges, limitations, and
opportunities of precursor strategies is in order. This report is intended to address
that need.

STATEMENT OF TASK

The committee was asked to meet two objectives: (1) to provided a common
lexicon and framework for precursors with cross-industry applicability; and
(2) to document and highlight the success of systems that have benefited from
precursor information.

The committee attempted to facilitate cross-industry communication and sug-
gest tools and terminology (see Appendixes A and D) to encourage dialogue but
did not espouse a particular definition of precursors, a particular framework, or a
specific approach. The keynote speakers provided an overview of the issues of
precursor management (Section II); subsequent speakers discussed how different
approaches could be used for risk assessment (Section III), risk management (Sec-
tion IV), and for linking risk assessment and risk management on an organiza-
tional or national level (Section V).
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The Accident Precursors Project
Overview and Recommendations

In 2003, the National Academy of Engineering Program Office undertook
the Accident Precursors Project to examine the complex issue of accident
precursor analysis and management. This seven-month project was designed to
document and promote industrial and academic approaches to detecting,
analyzing, and benefiting from accident precursors, as well as to understand
public-sector and private-sector roles in using precursor information. The
committee examined an array of approaches for benefiting from precursor infor-
mation and discussed these approaches in a workshop held on July 17 and 18,
2003, in Washington, D.C. This report is the official record of the project
and the workshop.

THE ACCIDENT PRECURSORS WORKSHOP

The workshop brought together experts on risk, engineers, practitioners, and
policy makers from the aerospace, aviation, chemical, health care, and nuclear
industries. Participants were selected for their expertise and their interest in
engaging in a cross-industry dialogue. Presentations by invited experts in the
field were followed by targeted discussions in breakout groups.

The workshop presentations addressed four general areas:

e The Opportunity of Precursor Analysis (Section II): the opportunities
presented by precursors and some organizational and analytical approaches
to detecting and analyzing them
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* Risk Assessment (Section III): methods of identifying and modeling
“different types of precursors

+ Risk Management (Section IV): how risks can be understood and
mitigated once precursors have been identified and how organizations
can engage their members in this endeavor

» Linking Risk Assessment and Risk Management (Section V): how linking
risk assessment and risk management can create a continuous improve-
ment process and how industry and government can facilitate this

Breakout and plenary sessions involved discussions by participants focused
on advising both private organizations and government agencies on how they
might use precursor information to reduce their risk exposure. Discussions were
based on drafts of presenters’ papers (provided before the workshop) and were
led by facilitators and designated presenters.

The Committee on Accident Precursors evaluated the presentations and
discussions, as well as additional submissions from Drs. Frosch and Westrum
(Appendixes A and B). The resulting findings and recommendations are based
on these inputs and subsequent committee deliberations.

Keynote Addresses

James Bagian, director of the Department of Veterans Affairs (VA) National
Center for Patient Safety, delivered the opening keynote address. Bagian drew
on his personal experiences as well as efforts by the VA to promote patient
safety. He described the challenges to engaging individuals and organizations,
the difficulty of recognizing when current safety standards are inadequate, and
the importance of making commitments to the institutional and management
processes necessary to achieving lasting, continuous improvements in safety.

Elisabeth Paté-Cornell, chair of the Department of Management Science
and Engineering at Stanford University, delivered the dinner keynote address.
Paté-Cornell highlighted past examples of the management of precursors. In
some cases, precursors were ignored, and catastrophes followed. In other cases,
precursors were recognized as warning signs, and disasters may have been
avoided. Paté-Cornell also provided an overview of some of the precursor models
she and her students have developed for use as decision aids. These models have
been used in a broad range of applications, from optimizing the alert thresholds
of warning systems, such as fire alarms (Paté-Cornell, 1986), to aiding in com-
bating terrorism (Paté-Cornell and Guikema, 2002).

Presentations

Workshop presenters discussed how precursors could be identified and man-
aged. Michal Tamuz of the University of Tennessee Health Science Center
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discussed similarities and differences in approaches to collecting and assessing
precursor data in the aviation, health care, and nuclear power industries, among
others. William Corcoran president of the Nuclear Safety Review Concepts Cor-

~Ad L al slhactenta tha dictinatinne hat Aiff,
l.l\.uauuu, USCa nistoricar \./Aullll.}l\.n) 1o inustrate the gistinctions vetween different

kinds of precursors. Martin Sattison, manager of the Risk, Reliability and Regu-
latory Support Department at the Idaho National Engineering and Environmental
Laboratory, provided a historical overview of the U.S. Nuclear Regulatory Com-
mission (U.S. NRC) Accident Sequence Precursor (ASP) Program and outlined
lessons that could be transferred to other industries.

The next group of speakers described organizational barriers to, and oppor-
tunities for, leveraging precursor information to reduce the likelihood of acci-
dents. Dennis Hendershot, senior technical fellow of the Rohm and Haas Com-
pany, provided everyday and industrial examples illustrating how systems can
be designed or redesigned to make them inherently safer. Tjerk van der Schaaf
of the Eindhoven University of Technology pointed out potential “blind spots”
in reporting systems, showing why many types of near misses can go unreported.
John Carroll of the Sloan School of Management of the Massachusetts Institute
of Technology discussed how knowledge about potential accidents could be
shared throughout an organization, both formally and informally.

The last group of speakers described approaches to engaging stakeholders,
institutions, and industries in the process of identifying and managing accident
precursors. Linda Connell, director of the National Aeronautics and Space Ad-
ministration (NASA) Aviation Safety Reporting System (ASRS), described the
history and implementation of ASRS and discussed its potential applicability in
the health care, nuclear power, maritime, and security domains. Christopher Hart,
assistant administrator for the Federal Aviation Administration (FAA) Office of
System Safety, identified the hurdles to improving an already high level of safety
(a “plateau”) and discussed how a recognition of precursors could help to achieve
this end. Yacov Haimes, director of the Center for Risk Management of Engi-
neering Systems of the University of Virginia, discussed the transferability of
methods used to identify and mitigate accident precursors to security systems for
combating terrorism.

INTRODUCTION

In the aftermath of catastrophes, it is common to find prior indicators, missed
signals, and dismissed alerts that, had they been recognized and appropriately
managed before the event, might have averted the undesired event. Indeed, the
accident literature is replete with examples, including the space shuttle Colum-
bia (CAIB, 2003), the space shuttle Challenger (Vaughan, 1997), Three Mile
Island (Chiles, 2002), the Concorde crash (BEA, 2002), the London Paddington
train crash (Cullen, 2000), and American Airlines Flight 587 to Santo Domingo
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(USA Today, May 25, 2003), among many others (Kletz, 1994; Marcus and
Nichols, 1999; Turner and Pidgeon, 1997).

Recognizing signals before an accident clearly offers the potential of improv-
ing safety, and many organizations have attempted to develop programs to identify
and benefit from accident precursors. In this summary, the committee examines
how these programs can be designed to reduce system risk exposure and the
responsibilities of various constituents in implementing or facilitating these programs.

At first glance it might appear that the design and operation of precursor
programs would be relatively straightforward. This perception may be the result
of hindsight bias (Fischhoff, 1975; Hawkins and Hastie, 1990), that is, after an
accident, individuals often believe that the accident should have been considered
highly likely, if not inevitable, by those who observed the system prior to the
accident. (Hindsight bias also helps to explain the frequent discrepancies between
pre- and post-accident risk assessments.)

In fact, upon examination, designing and running a precursor management
program turns out to be challenging. In order to leverage precursor information,
precursor programs must be able to identify possible threats before they occur;
detect, filter, and prioritize precursors when they occur; evaluate precursor
causes; and identify and implement corrective actions (see for example Lakats
and Paté-Cornell, in press).

Although creating programs with all of these features can be difficult, it is
important to consider how it can be done and whether existing programs can be
improved. For example, are some individuals, companies, organizations, or even
industries better able to envision and respond to potential accidents than others?
If so, what processes do they use, and what organizational structures, manage-
ment approaches, and regulatory frameworks support these processes?

The first topic addressed in this summary is the opportunity presented by
accident precursors for improving safety. Next, a case is made, based on histori-
cal examples, for the need for a better understanding of precursor management.
This is followed by several examples of precursor programs illustrating differ-
ences and parallels in approaches. The final section includes the committee’s
findings and recommendations.

Defining Accident Precursors

Accident precursors can be defined in a number of ways. To encourage a
wide-ranging discussion of alternative definitions and reporting systems, the
committee deliberately chose a broad definition. Precursors were defined as the
conditions, events, and sequences that precede and lead up to accidents. Based
on this definition, precursor events can be thought of loosely as “building blocks”
of accidents and can include both events internal to an organization (such as
equipment failures and human errors) and external events (such as earthquakes
and hurricanes). This definition helped the committee (and the workshop partic-
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ipants) focus their discussions on the management of events that could progress
to accidents, without unduly limiting or foreclosing those discussions. The defi-
nition also helped the committee and workshop participants distinguish between

~tiinl rante and canaral indaclving sanditiance (m-nl- ac ranniy ?
actual events and general underlying conditions h as an organization’s cul

ture) that may not be part of a specific accident scenario but may still influence
the likelihood of an accident.

Some organizations, such as the U.S. NRC, have chosen to limit the use of
the term “precursors” to events that exceed a specified level of severity. For
example, precursors might be defined as the complete failure of one or more
safety systems and/or the partial failure of two or more safety systems. Similarly,
a quantitative threshold may be established for the conditional probability of an
accident given a precursor, and events of lesser severity either not considered
precursors, or at least not singled out as deserving of further analysis.

Other organizations have designed and implemented incident reporting sys-
tems that address incidents with a much wider range of severities, including
defects or off-normal events that may involve inconsequential losses of safety
margins. In such cases, of course, screening, filtering, and prioritizing reported
incidents is necessary to identify the events that merit further analysis; in addi-
tion, there must be a recognition that the reporting of an event is not necessarily
a prejudgment of its risk significance.

Both approaches to defining precursors have advantages and disadvantages.
Setting the threshold for reporting too high or defining reportable precursors too
precisely may mean that risk-significant events may not be reported, especially
if they were not anticipated. Moreover, it may be impossible to develop a precise
definition of reportable precursors in relatively new or immature technologies
and systems or in systems for which no quantitative risk analyses are available.

Conversely, setting the threshold for reporting too low runs the risk that the
reporting system may be overwhelmed by false alarms, especially if the system
design requires some corrective action or substantial analysis for all reported
events. In addition, too low a reporting threshold can lead to a perception that the
reporting system is of little value. These competing trade-offs can lead to errors,
as shown in Table 1. Type I errors are reported events that do not pose a sig-
nificant risk. Type II errors are events that do pose a significant risk but are
not reported.

TABLE 1 Errors in Event Reporting

Safety Significant Not Significant
Event reported True positive False positive

(the event is significant) (Type II error)
Event not reported False negative True negative

(Type I error) (the event is not significant)
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Finally, even reporting systems based on strict definitions of accident pre-
cursors with high thresholds for reporting may need a mechanism that allows for
reporting new and previously unexpected precursors if they are judged to be
severe. Sometimes, a single unrecognized or “hidden” flaw can render a tech-
nology much less safe than had been believed (Freudenburg, 1988), and precur-
sor reporting systems are typically used for technologies in which unforeseen
problems can have serious consequences.

THE OPPORTUNITY OF PRECURSOR MANAGEMENT

Programs for managing accident precursors have a number of benefits, as
outlined by van der Schaaf et al. (1991). First, reviewing and analyzing observed
precursors can reveal what can go wrong with a particular system or technology
and how accidents can develop (modeling). For example, a precursor may reveal
a previously unknown failure mode, which can then be incorporated into an
updated model of accident risk. Second, because precursors generally occur much
more often than accidents, analyses of accident precursors can help in trending
the safety of a system (monitoring). For example, a precursor reporting system
can provide evidence of improving or deteriorating safety trends and hence
decreasing or increasing accident likelihoods. This information might not be
apparent from sparse or nonexistent accident data. Trends in observed precursors
can also be used to analyze the effectiveness of actions taken to reduce risk.
Finally, and perhaps most important, precursor programs can improve organiza-
tional awareness (mindfulness) of safety problems (Weick and Sutcliffe, 2001).
In organizations where actual accidents are rare, the dissemination of informa-
tion on accident precursors can reduce complacency. Thus, the establishment of
a precursor program may encourage an ongoing dialogue about safety in an
organization, resulting in greater awareness of what can go wrong and greater
willingness to discuss potential risks and safety hazards. Even if these discus-
sions are not part of the formal precursor program, the more effective safety
culture that they represent may still be a result of that program.

One way organizations seek to benefit from precursors is by analyzing near
misses (sometimes referred to as near accidents, near hits, or close calls), fragments
of an accident scenario that can be observed in isolation—without the occur-
rence of an accident. For a given accident scenario, near misses can and fre-
quently do occur with greater frequency than the actual event (Bird and Germain,
1996). Several examples from the accident literature confirm this expectation,
including the Concorde air crash (BEA, 2002), the London Paddington train crash
(Cullen, 2000), and the Morton Salt chemical plant explosion (CSB, 2002); all
three of these catastrophes were preceded by near misses, and some of the pre-
cursor events in the near misses were also parts of the eventual accident scenarios.

To organizations seeking to learn about potential accidents, near misses
represent inexpensive learning opportunities for analyzing what can go wrong.
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Near misses are especially important for organizations that have not experienced
a major accident, because they enable these organizations to experience what
March et al. (1991) refer to as “small histories”—or fragments of what might be

experienced if an accident occurred. To benefit from near migses, or ganizations

ranging from hospitals to manufacturing facilities and airlines to power plants,
have set up management systems for reporting and analyzing near misses (see
examples documented in this report and Barach and Small, 2000; Bier and
Mosleh, 1990; Jones et al., 1999; van der Schaaf, 1992).

Analyses of accident precursor data can also be useful in conjunction with
probabilistic risk analyses (PRAs). A PRA, also sometimes called a quantitative
risk assessment or probabilistic safety assessment, is a method of estimating the
risk of failure of a complex technical system by deconstructing the system into
its component parts and identifying potential failure sequences. PRA has been
used in a variety of applications, including transportation, electricity generation,
chemical and petrochemical processing, aerospace, and military systems.

PRA methods make it possible to quantify the likelihood that each type of
precursor will lead to accidents of different severities by assessing the conditional
probability of accidents given certain precursors (Bier, 1993; Cooke and Goosens,
1990; Minarick and Kukielka, 1982). Such information can be helpful in prioritiz-
ing precursors for further investigation and/or corrective action. For an in-depth
discussion of PRA, see for example Bedford and Cooke (2001) or Kumamoto
and Henley (2000).

Precursor analyses have different strengths and weaknesses than PRAs and
can, therefore, be used in conjunction with PRA models. PRA risk estimates are.
often heavily dependent on assumptions in the PRA model. For example,
although every attempt is made to include important dependencies when they are
recognized, a PRA may nonetheless incorrectly assume that two particular events
are independent of each other. Because empirical data on observed precursors
are relatively free of such assumptions, they can be used to assess the validity of
those assumptions. Thus, if two events are positively correlated rather than inde-
pendent, precursors involving both of them will tend to occur more often than
predicted under the assumption of their independence, providing a potentially
more accurate estimate of accident risks (and a check on the validity of the
PRA model).

Other approaches have also been used to take advantage of precursor data.
Automated surveillance systems, fault detection algorithms, and a variety of
alarm systems are examples of systems that attempt to recognize precursors
automatically. These methods have one common characteristic—they attempt to
leverage precursor data to gain a better understanding of potential accidents.

Compared to purely statistical analyses of observed accident frequencies,
near-miss analyses, PRA methods, and other precursor analyses can be viewed
as examples of “decomposition” (i.e., breaking an accident scenario up into its
component parts or building blocks). Forecasting expert J. Scott Armstrong of
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the Wharton School, University of Pennsylvania, notes that decomposition typi-
cally leads to better judgments, particularly in cases where uncertainty is high
(as in the likelihood of an accident, where estimates can vary by orders of mag-
nitude). Armstrong (1985) describes the following merits of decomposition:

It allows the forecaster to use information in a more efficient manner. It helps to
spread the risk; errors in one part of the problem may be offset by errors in
another part. It allows the researchers to split the problem among different
members of a research team. It makes it possible for expert advice to be obtained
on each part. Finally, it permits the use of different methods on different parts
of the problem.

Comparing Accident Analysis and Precursor Analysis

One of the most attractive aspects of precursor analysis is the abundance of
precursor events compared to actual accidents (Bird and Germain, 1996). Thus,
precursor data sets are often much richer than accident data sets. Analyzing
precursor data can therefore reduce the uncertainty about the likelihood of an
accident and lead to better decisions.

The committee believes that in many cases precursor events can be more
effectively analyzed than accidents. After an accident, it may be difficult to
determine what actually occurred for a variety of reasons: damage can be so
severe that accident reconstruction may be inaccurate; the investigation may
require too much time or money; legal and financial concerns may create dis-
incentives that affect the investigation (e.g., individuals or organizations may be
unwilling to disclose information that could increase their liability, or they may
share information selectively); and witnesses may be unavailable. In contrast,
when analyzing accident precursors, the system itself is usually intact, and stake-
holders and witnesses may be more willing to report and share information about
the event.

Comparing precursor analysis with accident analysis also reveals some of
the challenges of benefiting from precursor information. Because precursors are
likely to be numerous, resource limitations may make it impractical to investi-
gate all of them to the level of detail that would normally be used in an accident
investigation. Hence, thresholds are often set to select the precursors that are
most indicative of system risk (Paté-Cornell, 1986). If a large number of pre-
cursors are considered important enough for analysis, they may be subjected to
further prioritization and filtering.

Moreover, the potential for precursor events to develop into actual accidents
might be unclear. As in any use of decomposition methods, the resulting model
may not be entirely accurate (Bier et al., 1999); for example, there may be
erroneous assumptions as to which additional events would be necessary to cause
an accident given a particular precursor. In fact, non-accident precursors are
inherently ambiguous (Bier and Mosleh, 1990) because they provide indications
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of system safety (e.g., the fact that an actual accident did not occur), as well as
indications of risk (e.g., the fact that a precursor did occur). Thus, if a precursor
occurs and no accident follows, some individuals may (correctly or incorrectly)
conclude that the system is less prone to accidents than was initially helieved,
and there may be disagreements and debates about how seriously that precursor
should be taken.

Because of their less dramatic end states, precursor events may seem less
salient as lessons learned than accidents. For example, corrective actions devel-
oped in response to precursor data may be less persuasive and more open to
question than corrective actions based on actual accidents (March et al., 1991).
Because accidents are at least partly random, there is no guarantee that correc-
tive actions adopted in response to even relatively severe precursors will actually
prevent an accident. Decision makers may, therefore, pay less attention to pre-
cursors than to accidents, and it may be difficult to persuade them to make
changes in technical or organizational designs based on observations of precursors.

Finally, legal concerns may compel an organization to analyze an accident
thoroughly but may also inhibit the use of precursor data. For example, showing
that an organization knew about a particular precursor but did not take corrective
action could increase the organization’s liability in the event of an actual accident.
As a result, some organizations may be reluctant to establish formal precursor
reporting programs; for example, they may rely on oral, rather than written,
notification of observed precursors.

We can also compare the costs associated with precursor and accident anal-
ysis. Accidents can have a number of direct costs, such as medical expenses,
costs associated with employee convalescence, and equipment damage. In con-
trast, precursor events may have minimal if any direct costs. Accidents also have
a number of indirect costs that may far outweigh the direct costs. Typical indi-
rect costs include lost production, a drop in employee morale, scheduling delays,
additional hiring/training, legal costs, and the costs of implementing corrective
actions. After a precursor event, many of these indirect costs may not apply (e.g.,
there may be no lost production) or may be lower than if an actual accident had
occurred.

From this comparison, one might wonder if implementing a precursor anal-
ysis program can be more cost effective than assuming the risks and costs of the
accident the program is intended to prevent. To the committee’s knowledge, no
comprehensive cost-benefit analysis of precursor analysis programs has been
conducted. Nonetheless, the committee firmly believes that precursor programs
can be, and often are, cost effective. That is, the costs associated with achieving
risk reduction through a precursor program are far lower than the risk-adjusted
costs assumed when no such program is in place and precursors are not system-
atically analyzed.
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Encouraging the Use of Precursor Analysis

The relatively high frequency and low cost associated with precursor events
suggest that many industries could benefit from using precursor analyses to
reduce the risk of accidents. Perhaps not surprisingly, industries that have tradi-
tionally sought to benefit from precursor analysis (e.g., aviation, aerospace,
nuclear power, and the chemical process industry) are subject to accidents that
can be so severe, but also so infrequent, that the advantages of precursor analysis
are especially attractive.

One factor that seems to be essential for the adoption of precursor programs
is the active engagement of companies—a company must “own” a precursor
program. Thus, an organization must have leadership and a “safety culture” that
can support such a program. The concept of a safety culture was developed by
the International Atomic Energy Agency in the analysis of contributing factors
to the Chernobyl disaster (Wiegmann et al., 2002). Although there are a number
of industry-specific definitions of safety culture (see Wiegmann et al., 2002, for
several examples), Pidgeon (1991) provides one encompassing definition:

[A safety culture is] the set of beliefs, norms, attitudes, roles, and social and
technical practices that are concerned with minimizing the exposure of employees,
managers, customers and members of the public to conditions considered
dangerous or injurious.

Carroll and Hatakenaka (2001) describe an example of a plant, the Millstone
Nuclear Power Station, in New London, Connecticut, that underwent an organi-
zational shift and became a safety-conscious work environment that exhibited
many of the characteristics associated with a healthy safety culture. In 1996, the
Millstone Nuclear Power Station was featured in a Time magazine cover story as
a rogue utility that cut corners and intimidated or fired employees who raised
safety concerns (Pooley, 1996). The U.S. NRC placed Millstone on a watch list
of plants receiving additional regulatory attention, and, following a shutdown of
the plant’s three units, ordered that all three demonstrate that they were safe and
in compliance with license and regulatory requirements prior to restarting.

In an effort to address shortcomings in compliance and safety, Northeast
Utilities (Millstone’s owner) changed the top leadership of its nuclear program
and brought in Bruce Kenyon to be CEO of Northeast Nuclear Energy Company.
Carroll and Hatakenaka (2001) describe how Kenyon engineered an organiza-
tional transformation. Afterward, instead of suppressing the sharing of safety-
related concerns, leadership of the company considered it essential that safety
concerns be shared among employees and management. Some of the key changes
included: the dismissal or demotion of senior managers who were identified by
their peers as underperformers; the hiring of new managers to run the employee
safety-concern program; the creation of formal structures and forums for two-
way communication for the sharing of safety-related information between
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employees and management; and the hiring of third-party consultants to oversee
and monitor the effectiveness of instituted changes.

Carroll and Hatakenaka’s (2001) account of Millstone’s transformation
underscores that leadership is essential but not the sole component of an effec-
tive safety culture; all members and strata of the organization must embrace the
safety culture. Nonetheless, if the parent company’s leadership had not embraced
the sharing of safety-related concerns and instituted changes to enable this shar-
ing, it appears unlikely that Millstone would have been able to transform itself.

Leadership may be even more important in organizations and industries
with less regulatory oversight or where safety reporting is voluntary. In such
organizations, a culture and leadership that encourage reporting may be one of
the few compelling reasons for employees, contractors, and front-line managers
to share safety concerns and, potentially, information regarding precursors to
accidents.

The private sector, industry associations, government, and third parties can
all play a role in helping organizations understand and manage their risk expo-
sures through the sharing of risk-related information and precursor analysis. Eco-
nomic and regulatory mechanisms can provide incentives for organizations or
companies to institute precursor analysis programs.

Some regulatory agencies use command-and-control regulation to mandate
the reporting of certain types of precursors (e.g., the Licensee Event Reports
mandated by the U.S. NRC in Code of Federal Regulations 10CFR50.83). Other
organizations have voluntary programs, such as the Aviation Safety Action Pro-
gram (discussed below), that protect individuals who report precursors from
sanctions provided that certain “cardinal rules™ are followed. Adhering to non-
punitive guidelines (under which individuals are not punished for reporting
events in which they were involved) helps to build and maintain trust, although
there is generally a threshold above which some type of punishment may apply.
For example, incidents that involve clear violations, such as criminal or mali-
cious behavior, are typically managed separately from precursor programs to
avoid protecting individuals who have committed such violations.

Other incentives to encourage precursor management could include mone-
tary or other rewards for companies that institute programs to identify and collect
data on precursor events. For example, insurance premiums could be reduced for
organizations that try to reduce their risk exposure through the systematic use of
precursor information (Kunreuther et al., 2003). In lieu of involvement by regu-
latory agencies, third parties, such as trade organizations, insurers, accrediting
bodies, and comparable companies, could inspect companies to determine whether
they have effective and appropriate precursor programs in place (Er et al., 1998;
Kunreuther et al., 2002).

Legal safeguards could also be used to protect individuals and companies
that collect and share information about risk. Under current law, precursor reports
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generated prior to an accident are often considered discoverable evidence after
an accident. This may deter companies from soliciting and collecting reports
about safety problems, and some industries have taken steps to insulate reporters
of safety problems from liability.

LEARNING FROM PAST EXPERIENCE

The loss of the space shuttle Columbia and other major events (such as the
terrorist attacks of September 2001) and recent lapses in safety (such as the
serious corrosion problems discovered at the Davis-Besse nuclear power plant in
Ohio in 2002 and the major blackout in the eastern United States in August
2003) have raised questions about how organizational structures and cultures can
learn from precursors. These events have raised issues about how knowledge can
be disseminated and applied throughout an organization; the feasibility and chal-
lenges of transferring precursor approaches from one industry to another; and the
potential transferability of precursor approaches to problems outside the area of
technological accidents.

The Space Shuttle Columbia

The Columbia accident occurred about seven months prior to the workshop.
The signals leading up to the accident and how NASA managed them were
analyzed extensively by the Columbia Accident Investigation Board (CAIB,
2003). Like the analyses of many other accidents, the CAIB study of the
Columbia accident (mission STS-107) revealed a number of warning signals
suggesting that the likelihood of an accident was greater than NASA had per-
ceived at the time.

Considerable analysis by the CAIB (2003) addressed what sociologist Diane
Vaughan calls “the normalization of deviance” (Vaughn, 1997). The CAIB report
concluded that, although certain precursor events in missions prior to STS-107
had indicated problems, their continued occurrence without resulting in acci-
dents had led to a misperception they were consistent with normal operation. In
other words, precursors were initially considered warning signals, but over time
were no longer considered indicative of serious risks. The CAIB report argued
that NASA had thus “normalized” precursor events that today are generally
believed to have been the direct cause of the orbiter loss.

The direct cause of the accident appears to have been insulating foam
detached from the external tank striking the left wing of Columbia during the
orbiter’s ascent and piercing the orbiter’s thermal protection system. During
reentry into the Earth’s atmosphere, hot plasma gases then entered the orbiter
and disintegrated the orbiter’s internal structure (CAIB, 2003). Debris strikes
that had not penetrated the thermal protection system had been well documented
in previous missions and had been carefully monitored and analyzed. Debris
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strikes resulting from detached foam had been observed in 65 of the 79 missions
for which photographic imagery was available.

In fact, Paté-Cornell and Fischbeck (1993) had undertaken PRA studies to
analyze the case of foam becoming detached from the external tank, hitting the
tiles of the orbiter, and causing enough damage to the thermal protection system
to result in “burn-through” during reentry. They concluded that the likelihood of
this event was sufficiently high to merit some attention to this problem.

The debris strike on STS-27R (on December 2, 1988) was similar to the
eventual failure of the Columbia on mission STS-107, but the CAIB noted that
during STS-27R, the orbiter had been inspected and managed much more dili-
gently than during STS-107. The CAIB concluded that NASA'’s perception of
the severity of debris strikes had changed between missions STS-27R and
STS-107: “NASA engineers and managers increasingly regarded the foam-
shedding as inevitable, and as either unlikely to jeopardize safety or simply an
acceptable risk.” The CAIB report concluded that the shuttle program lacked the
“institutional memory” to benefit from the lessons of STS-27R (CAIB, 2003).
This finding demonstrates how changes in organizational culture can affect the
way precursors are perceived and managed.

INTRAORGANIZATIONAL SHARING AND ANALYSIS OF
PRECURSOR INFORMATION

Some researchers believe that certain complex, tightly coupled, high-hazard
organizations routinely maintain better than expected levels of safety and reli-
ability. These are generally referred to as “high-reliability organizations™ (HROs).
Examples of HROs include nuclear power plants (Bourrier, 1996; Marcus, 1995),
air traffic control systems (LaPorte, 1988; LaPorte and Consolini, 1998), and
aircraft carriers (LaPorte and Consolini, 1998; Roberts, 1990; Rochlin et al.,
1987; Weick and Roberts, 1993)

Researchers on the cultures, structures, and processes of HROs have postu-
lated that one of the defining characteristics of HROs is a high sensitivity to
things that can go wrong. HROs are believed to have organizational cultures that
encourage “a rich awareness of discriminatory detail and facilitates the discovery
and correction of errors capable of escalation into catastrophe” (Weick et al., 1999).

One factor that contributes to greater sensitivity and attentiveness to pre-
cursors in HROs is transparency, that is, an environment conducive to the free
flow of information about potential risks. In some organizations, such as air
traffic operations, in which constant communication reinforces confidence in the
integrity and status of operations, information is shared almost continually
(Rochlin, 1999). Data may also be exchanged on a more occasional basis through
informal channels that encourage discussions of risks and lessons learned at all
levels of an organization (Roberts, 1990). Either way, the important point is that
the climate created makes it easy for information about problems to be brought
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to the attention of key decision makers, including front-line personnel and senior
managers.

It is important to keep in mind that attentiveness to precursors is not the only
characteristic of an HRO. Organizations may exhibit a high sensitivity to precur-
sors but fail to achieve high reliability because they do not have key characteris-
tics of effective safety management. As Westrum and Adamski (1999) and
Dowell and Hendershot (1997) point out, the search for errors can sometimes
increase system risk if intended safety improvements inadvertently create more
risk-prone systems. As Rochlin (1999) observes, “the search for safety is not just
a hunt for errors.”

INTERORGANIZATIONAL SHARING OF INFORMATION

The management and exchange of information pertaining to risks beyond a
single organization is an important issue associated with precursor management.
Organizations can be deluged with information from internal and external
sources, which can make filtering and recognizing problem areas and recogniz-
ing precursors to accidents more difficult. This, in turn, makes it more difficult
to determine which information should be shared outside the organization. Even
for precursors that are recognized, concerns about releasing proprietary
knowledge, tarnishing a firm’s image, or incurring legal recriminations may dis-
courage information sharing.

Sharing of information across organizations is important because many hall-
mark accidents that have drawn attention to the importance of precursor manage-
ment were preceded by similar but non-catastrophic precursor events in other
organizations. Because of a lack of effective information exchange, the organi-
zation that experienced the eventual accident was often unaware that others had
learned from and acted on related precursor events.

This was the case in the Three Mile Island (TMI) accident, in which one of
the factors in the partial core meltdown was a pressure relief valve that was stuck
open, leading to confusion and misinterpretation in the plant control room. A
similar event in which signals from a stuck relief valve had been temporarily
misinterpreted had occurred at the Davis-Besse nuclear power plant in Ohio a
year-and-a-half earlier. Fortunately, the progression of the Davis-Besse scenario
had been halted, and an accident at that plant was averted. Although the Davis-
Besse management had documented the event and learned from it internally, the
information had not been shared with anyone outside the plant. Thus, manage-
ment at TMI was not able to benefit from the experience (Chiles, 2002).

A similar situation led to the development of the ASRS (Aviation Safety
Reporting System) in the aviation industry. On December 1, 1974, TWA Flight
514 was inbound to Dulles Airport near Washington, D.C. During the descent,
the flight crew misunderstood the approach instructions and descended pre-
maturely to the final approach altitude. The premature descent, coupled with
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limited visibility due to inclement weather, significantly contributed to the pilots
flying the aircraft into a mountaintop, killing everyone on board. During the
National Transportation Safety Board’s accident investigation, a disturbing find-
ing emerged. Six weeks prior to the accident, under similar conditions, a United
Airlines flight crew had experienced a similar misunderstanding and had nar-
rowly averted hitting the same mountain. After landing, the crew had reported
the near miss to their company’s new internal reporting program, and an alert
had been issued to all United Airlines pilots about the potential hazard. Because
there was no established mechanism for sharing this information externally, the
crew of TWA 514 was unaware of the hazard (ASRS, 2001).

Research suggests that transparency and the free flow of information should
ideally extend to observers outside of an organization (i.e., “institutional perme-
ability”). The need is illustrated most vividly when the absence of institutional
permeability contributes to disasters. For example, Turner and Pidgeon (1997)
discuss cases in which “individuals outside the principal organizations . . . had
foreseen the danger which led to the disaster, and had complained, only to meet
with a high-handed or dismissive response.” The examples include a mine-
tailings landslide that killed 144 people and a rail-crossing accident that killed
11 people. Related issues are addressed by Lodwick (1993) and Martin (1999).

Chess et al. (1992) note that “organizations can develop systems to amplify
the concerns of those outside the plant so that these voices can be heard easily by
personnel inside the plant who have the capability to reduce risk™; they also
describe how this was achieved by a small chemical manufacturer through the
implementation of “an exemplary risk communication program.” Although con-
cerns about protecting proprietary information are valid, some level of institu-
tional permeability (especially receptiveness to concerns raised by “outsiders”)
can expand the range of information available to an organization and can counter-
act complacency and the normalization of deviance.

SAMPLE INDUSTRY APPROACHES

A number of industries have implemented programs for taking advantage of
precursor information, several within the past few years. They include the
Accident Sequence Precursor (ASP) Program and the Institute for Nuclear
Power Operation’s Significant Event Evaluation and Information Network in the
nuclear industry, the ASRS in the aviation industry (DOT-FAA, 2002), site-
specific and company-specific near-miss programs in the chemical industry
(van der Schaaf, 1992), the UK. rail industry’s confidential reporting systems
(CIRAS, 2003), voluntary reporting programs for maritime safety (BTS, 2002a),
surveillance systems to detect adverse drug events in health care (Kilbridge and
Classen, 2002), national voluntary reporting systems in health care (IOM, 2000),
and motor vehicle safety programs defined under the TREAD Act (DOT-
NHTSA, 2002).
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To illustrate the differences among these approaches, several methods of
collecting and analyzing precursor data are highlighted below. These descrip-
tions are not intended to be representative of all approaches used in a given
industry, and the committee does not endorse one approach over another.

Accident Sequence Precursor Program

The ASP Program, overseen by the U.S. NRC, analyzes and disseminates
findings from potential precursor events at U.S. commercial nuclear power plants.
This nationwide precursor program overseen by a federal agency is discussed in
more detail in the paper by Martin Sattison (p. 89 in this volume). The ASP
Program was initiated several decades ago, following publication of the first
PRAsS of nuclear power plants to analyze precursors to a potentially catastrophic
core meltdown by (USNRC, 1978):

« quantifying and ranking the safety significance of events at operating
reactors

» determining the generic implications of these events

« characterizing risk based on those events

» providing feedback for operators of other plants to learn from these
experiences

The ASP Program defines an accident sequence precursor as an operational
event or plant condition that is an element of a postulated accident sequence that
could lead to inadequate core cooling and hence to core damage. The precursors
analyzed in the ASP Program are selected primarily from Licensee Event Reports
that must be submitted to the U.S. NRC by plant licensees. Each event is
reviewed to determine its severity and relevance to safety. Accident precursors
estimated to have a conditional core damage probability greater than 1.0 x 10-6
(greater than a one in a million chance of resulting in core damage) are selected
for further analysis (Johnson and Rasmuson, 1996; Reisch, 1994).

Aviation Safety Action Programs

Aviation safety action programs (ASAPs) are airline-initiated programs that
encourage employees to voluntarily report safety information that may be criti-
cal to identifying potential accidents (DOT-FAA, 2002). ASAPs are based on
memorandums of understanding (MOUs) between airlines (or repair stations),
the FAA, and applicable third parties representing employees, such as labor
associations. Although ASAPs are carrier operated, the programs must adhere to
federal guidelines, and information is shared between the carriers and the FAA.
In a recent advisory circular, the FAA states (DOT-FAA, 2002):
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The objective of the ASAP is to encourage air carrier and repair station employ-
ees to voluntarily report safety information that may be critical to identifying
potential precursors to accidents. The Federal Aviation Administration has
determined that identifying these precursors is essential to further reducing the
already low accident rate.

Although ASAPs are company-administered programs, all signatories to an
MOU must adhere to its provisions in the execution of the program. ASAP
guidelines have been updated periodically after analyses of demonstration pro-
grams and as more companies have developed their own ASAPs (DOT-FAA,
1997, 2000, 2003). Although reports are managed internally, the information is
shared with the FAA and throughout the industry when warranted.

Each ASAP has an event review committee (ERC) that evaluates whether
submitted reports should be included in the ASAP program. Members (and alter-
nates) of an ERC are designated representatives of the FAA, the certificate holder
(i-e., an airline or repair station), and a representative of a third party, such as an
employee union. ERCs have five specific responsibilities (DOT-FAA, 2002):

1. Reviewing and analyzing reports submitted to the program.

2. Determining whether reports qualify for inclusion in the program.

3. Identifying actual and potential safety issues from the information in
the reports.

4. Proposing corrective actions to remedy identified safety concerns.

5. Following up on ERC recommendations for corrective actions to assess
whether they have been satisfactorily accomplished.

Several demonstration programs initiated after a 1997 advisory circular
(DOT-FAA, 1997) have engaged employees in discussing safety issues. Among
these programs are the USAir Altitude Awareness Program, the American Air-
lines Safety Action Partnership, and the Alaska Airlines Altitude Awareness
Program. Since their inception, more than two dozen ASAP programs have been
established (DOT-FAA, 2002). To encourage wider participation by carriers,
President Clinton announced that ASAPs would be part of a national effort to
reduce aviation accidents (White House, 2000).

ASAPs have been promoted because they encourage aviation employees to
report safety problems quickly (DOT-FAA, 2002). The programs stress imple-
mentation of corrective actions over punishment and discipline, although the
FAA can prosecute cases involving egregious acts (e.g., substance or alcohol
abuse or the intentional falsification of information). ASAPs provide previously
unavailable information rapidly and directly from those responsible for day-to-
day aviation operations. These programs are expected to lead to improvements
in FAA management of the National Aerospace System, airline flight operations
and maintenance procedures, pilot-controller communications, human-machine
interactions and interfaces, and training programs, ultimately helping to meet the
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FAA’s goal of reducing the accident rate for commercial aviation by 2007 (White
House, 2000).

Adverse Drug Events

Programs to detect potential and actual adverse drug events (ADEs) in health
care are examples of how precursors can be actively and automatically moni-
tored and how work processes can be structured around precursor detection.
ADEs, events in which patients are harmed as a result of drug interventions, are
some of the most frequent negative outcomes in health care, and their cumula-
tive effects are enormous. Every year, an estimated one million serious medica-
tion errors are made in hospitals (Birkmeyer et al., 2000). Two well known cases
of fatal ADEs are the deaths of Betsy Lehman (a health care reporter for the
Boston Globe, who died of a chemotherapy overdose after being given four
times the normal dosage over a four-day interval [Cook et al., 1998]) and Libby
Zion (an 18-year-old woman who died when she took a prescribed drug that had
a known, potentially fatal interaction with an antidepressant she was also taking
[Asch and Parker, 1988]). Health care institutions have recently shown a good
deal of interest in creating surveillance systems to monitor ADEs (see, for
example, Bates et al., 1999, and Kilbridge and Classen, 2002).

ADEs can occur for a wide variety of reasons (Classen, 2003). Allergic
reactions, drug-drug interactions, incorrect dosage prescriptions, incorrect dosage
administration, and unintended repeated dosages are a few common ADEs.
Although voluntary reporting systems encourage the reporting of these events or
their precursors, many ADEs appear to go unreported (O’Neill et al., 1993). An
alternative approach is to implement surveillance systems that automatically
monitor for precursor events and to establish work processes to ensure that when
an incident is detected, the impending accident is averted.

An example of the latter approach is prescription error-detection software,
which is often integrated into computerized physician order entry (CPOE) sys-
tems used for ordering medications. Once a surveillance system has been im-
plemented, a wide variety of precursors to ADEs can be detected, and potential
harm to patients can be averted. For instance, if a doctor mistakenly orders
penicillin for a patient who is allergic to it, an alert automatically informs the
doctor of the precursor event.

When implemented successfully, surveillance systems have been shown to
decrease ADEs dramatically (Bates et al., 1998, 1999; Evans et al., 1998). Based
on the potential of surveillance systems to improve safety, the Leapfrog Group
(a coalition of large health care purchasers that seeks to align health care pur-
chasing with health care safety) has encouraged hospitals to implement CPOE
systems. To meet Leapfrog’s CPOE standard, hospitals must satisfy the follow-
ing requirements (Leapfrog Group, 2003):
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* Ensure that physicians enter hospital medication orders via a computer
system that includes error-prevention software.

* Demonstrate that the inpatient CPOE system can alert physicians to at
least 50 percent of common, serious prescribing errors using a testing
protocol now under development.

* Require that a physician electronically document the reason for over-
riding an interception prior to doing so.

An automated surveillance approach could also potentially be applicable to
other industries. In fact, a wide variety of alarm systems can be considered surveil-
lance systems for detecting precursors to accidents. For example, near midair
collisions and trains passing a red signal (indicating danger), both of which are
generally considered precursors to accidents, can be automatically detected.

Surveillance systems have certain advantages over voluntary reporting sys-
tems. First, surveillance systems can often be built into work-flow processes so
that precursors that might otherwise progress to accidents can be halted through
detection and alerts. In addition, these systems frequently yield higher reporting
rates than voluntary reporting systems and sometimes even encourage individuals
to submit more voluntary near-miss or safety-related reports. However, surveil-
lance systems also have some drawbacks. For instance, they may not capture all
types of precursors because they generally detect only unambiguous signals that
are known to have the potential to progress to accidents and that can be readily
monitored. In addition, surveillance systems can create new, unexpected prob-
lems. For instance, if alerts are triggered too often, people may disregard them.

FINDINGS AND RECOMMENDATIONS

These findings and recommendations are based on surveys of the literature
by National Academy of Engineering staff and the project committee, committee
meetings, workshop presentations, feedback from workshop participants, and the
workshop papers reproduced in this report. The recommendations are intended
to help organizations design, refine, and oversee precursor programs and to help
government agencies encourage the use of precursor data in a range of domains.
In keeping with the cross-industry focus of the study, the recommendations are
not industry specific. The findings and recommendations are presented in five
sections—opportunity, precursor management, organizational commitment,
engaging industry, and engaging government.

Opportunity

Finding 1. The collection, filtering, and analysis of accident precursor data,
followed by the implementation of corrective actions, can improve reliability
and safety.
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There is ample evidence showing that improvements have resulted from
precursor-type programs. In aviation, for instance, a variety of precursor pro-
grams have led to improvements in safety. Flight operational quality assurance
(FOQA) programs, in which flight data are routinely analyzed regardless of
whether an incident was observed or reported, have identified a number of
potential precursors and led to the adoption of new safety measures. These
include modifications of pilot training, revisions to or renewed emphasis on
standard operating procedures, equipment fixes, and the issuance of alerts to
pilots regarding potential hazards (GAO, 1998). The Flight Safety Foundation’s
publication, Flight Safety Digest, shows that other aviation safety reporting and
sharing platforms, including ASAPs, ASRS, and the Global Aviation Informa-
tion Network, also frequently identify precursors and support analyses of pre-
cursor events (DOT-FAA, 2002). Studies of other industries also cite safety
improvements after the institution of precursor programs (see examples in the
papers by James Bagian [p. 37] and Dennis Hendershot [p. 103] in this volume).

This finding does not explicitly address the cost effectiveness of precursor
programs. However, as indicated earlier, continued major lapses in safety man-
agement (such as the loss of the space shuttle Columbia, the corrosion problems
discovered at the Davis-Besse nuclear power plant in 2002, and the August 2003
blackout) suggest that we are far from the point of diminishing returns on invest-
ments in safety.

Recommendation 1. Organizations involved in operations with significant safety
and reliability concerns should evaluate the opportunities for risk reduction
through precursor analysis programs.

Precursor Management

The effective management of precursors, near misses, and close calls poses
a number of challenges. Managing a single incident involves recognizing that a
precursor has occurred, ensuring that the event is reported, and analyzing the
event to assess its causes and identify possible corrective actions. Managing an
entire precursor program requires identifying the types of precursors to be
reported, prioritizing and filtering observed incidents (e.g., deciding which pre-
cursors justify reporting, which reports justify further analysis, and which analyses
justify corrective actions), and deciding which reports to disseminate and which
corrective actions to implement on an organizational scale.

The following findings address specific issues associated with the manage-
ment of accident precursors. They are not intended to be comprehensive, and
some aspects of precursor management (such as root-cause analysis, discussed
by William Corcoran, p. 79 in this volume) are not addressed here.

Finding 2. Effective precursor management programs include clear definitions
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of risk, risk-reduction objectives, and the types of precursor data needed for risk
management.

"M n
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The range of precursors reported depends on how precursors are defined.
Definitions vary from highly specific criteria (such as exceeding a specific quan-
titative threshold) to broad definitions that encompass a wide range of events and
circumstances. Definitions of near misses and close calls can also vary from one
industry or setting to another.

Designers and managers of precursor programs may assume that partici-
pants know what types of events to report and that they will recognize them
when they occur. However, even highly knowledgeable individuals can have
different views of the meaning of accident precursors, which can substantially
affect the range of incidents reported. Phimister et al. (2003) cite examples from
the chemical industry of personnel identifying precursor events that would have
been of interest to management but not reporting them because they did not
match the stated definition of the precursor program.

Recommendation 2. Precursor programs should define the precursors of interest
in a way that is readily understandable to everyone expected to report a pre-
cursor, close call, near miss, or other safety-related occurrence.

Finding 3. The expected operation of a technology is not always characterized
in a way that makes deviations readily apparent. This can result in precursors
going unreported.

Although it is not always possible to distinguish between normal and abnor-
mal operations, distinguishing precursor events based on a defined, ideal mode
of operation has several advantages. First, if participants in precursor programs
have a clear understanding of the standards of operation, they can compare an
observed incident with the standards to determine if the deviation is significant.
Second, a clear understanding of ideal operation can provide a basis for deciding
whether a corrective action is necessary and, if so, which action to take. Third,
explicit contrasts between precursors and the standards of operation can help in
the prioritization of observed precursors.

Defining ideal operations involves not only knowing about the operation of
the system in question, but also making value judgments about the range of
acceptable deviations. This requires the identification of a consistent threshold
between ideal and abnormal operations. Although some deviations from ideal
operation may be considered acceptable (and may, in fact, be unavoidable in some
situations), Vaughan (1997) has illustrated the risks associated with the normal-
ization of deviance. Therefore, there should be a high “safety margin” in evalu-
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ating the risks posed by deviations. Deviations that are judged to be unacceptable
after careful scrutiny should trigger corresponding contingency responses.

Recommendation 3. Activities with potentially significant risks should be sub-
jected to an appropriate level of hazard analysis, which should then be used to
help identify and define precursor events of concern.

Reporting Precursors

Finding 4. Barriers to reporting precursor events include a variety of factors:
fear of blame for an event; reluctance to report a coworker’s failure; concerns
about liability; and lack of time to complete reports.

Precursor events that do not result in damage or loss, are witnessed by
only a few people, or that cannot be readily monitored by a surveillance system
can be difficult to capture in a reporting system. For management to learn of
such events, the workforce must be actively engaged in the program. Christopher
Hart outlines a number of legal and political barriers that can impede the report-
ing of potential errors to management or regulatory authorities, including (p. 147
in this volume):

1. The belief that an individual may be held responsible for a precursor
event that he or she reports.

2. The potential for criminal prosecution of the individuals involved in
an event.

3. The possibility that the information could be disseminated to the public.

4. The possibility that the information could be used in civil litigation
proceedings. ’

Others have cited additional barriers to reporting, including lack of confi-
dence that a report will result in safety improvements and lack of time to com-
plete the report and still complete other tasks (Bridges, 2000). Management must
develop strategies to overcome such barriers.

Recommendation 4. Organizations that implement precursor management sys-
tems should ensure that the work environment encourages honest reporting of
problems as part of a positive safety-improvement culture.

Prioritizing Precursors and Disseminating Precursor Information

Finding 5. Organizations considering or implementing precursor programs face
a variety of challenges, including filtering and prioritizing reports for effective
analysis and identifying sound risk-reduction responses to observed precursors.
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Programs that motivate individuals to report precursors face other challenges,
such as how to manage the reported information effectively. If only a few reports
are submitted, they can all be analyzed and disseminated to the relevant parties
(as is typically done for serions accidents). However, if a large number of pre-
cursor reports are submitted, resource constraints may make it difficult to analyze
all of them, and it may be impractical to share information about all reported
events with everyone participating in the program. For example, ASRS receives
about 2,900 reports a month, only 15 to 20 percent of which are logged because
of resource constraints (Strauss and Morgan, 2002).

Prioritizing precursor events once they have been reported can also be a
challenge. A number of approaches are currently used to prioritize precursors. In
some programs, one or more individuals involved in the program simply screen
precursor events and prioritize them subjectively. Sometimes, a database of his-
torical events and precursors is used for trending purposes (e.g., to identify
increasing or decreasing rates of particular types of precursors over time). In
addition, mathematical modeling can be used to assess the probability of an
accident conditional on a given type of precursor—as a measure of precursor
severity, for example. PRA can be used to estimate the likelihood of accidents
based on precursor information and to reduce uncertainties about accident risk.
Delphi approaches can also be used to solicit and aggregate expert information
on the likelihood of accidents.

Recommendation 5. Organizations should link precursor programs to the hazard
assessment methodology used to manage safety and reliability, thereby develop-
ing a basis for setting priorities and using precursor information to establish
measurements for improvements in risk.

Organizational Commitment

The ability to leverage precursor information to reduce risk exposure depends
heavily on organizational endorsement, commitment, and leadership. Organiza-
tion leaders must be involved in the development and implementation of pre-
cursor programs and must have a clear understanding of each program’s structure,
merits, and potential vulnerabilities.

Finding 6. Each organization has its own management structures, history, and
culture, which are integral to both its safety philosophy and the role of precursor
programs as part of the organization’s commitment to safe, reliable operation.

The design of a precursor program must be sensitive to the characteristics of
the particular situation, such as management structures, industry and organiza-
tional history, government and labor relations, the regulatory environment, legal
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considerations and constraints, the financial health of the industry and organiza-
tion, and public perceptions of the risks posed by the industry in question.

To ensure continued participation, precursor programs must also lead to
demonstrable improvements in safety. Because improvements resulting from pre-
cursor programs may not be readily visible to the casual observer, they should be
audited and evaluated in terms of both risk reduction and cost effectiveness, and
the resulting information should be shared with the people expected to partici-
pate in the program to encourage them to continue their participation. Evaluating
whether safety improvements achieve the desired objectives requires organiza-
tional and management commitment to the program, as well as adequate
resources.

Recommendation 6. Precursor programs should be implemented with the
commitment of management at all levels, and measurable safety improvements
attributable to the program should be publicized.

Engaging Industry

Finding 7. Many precursor events (and major accidents) occur in the private
sector. Therefore, to reduce accident rates through precursor management, the
private sector must be actively engaged in identifying and managing precursor
events.

Although an increasing number of companies in high-hazard industries (i.e.,
industries that may experience catastrophic events) have initiated precursor or
near-miss reporting programs, the committee believes this represents only a small
fraction of the companies that could benefit from such programs. The committee
encourages companies that do not have programs in place to examine industry
best practices and implement programs suited to their needs and the hazards
they face.

Recommendation 7. Companies in high-hazard industries should institute and/
or maintain formal precursor programs for the collection, analysis, and sharing
of risk-related information.

Finding 8. In some cases, channels for communicating risk-related information
among companies in high-hazard industries are weak or nonexistent.

Many companies have valid concerns about sharing information, such as
concerns about releasing proprietary information and/or the legal implications of
sharing information. As a result, important information may either not be shared
or may be shared only after it has been stripped of essential facts, so that it is of
relatively little use to the recipient.
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Participation by multiple parties in information sharing often amplifies the
benefits derived from the information, especially when the parties face common
risks. Hence, the committee encourages companies to work to overcome the
barriers and develop novel approaches to sharing risk-related information. For
instance, in a regulated industry, a private third party could play the role of
honest broker, instead of a government agency, with government approval of the
overall approach. A similar model is already being used in the chemical industry,
where a number of chemical companies participate in the Process Safety Inci-
dent Database maintained by the Center for Chemical Process Safety (CCPS).
The CCPS (a division of the American Institute of Chemical Engineers) collects,
de-identifies, and shares anonymous information about accidents, incidents, and
near misses with participating companies (Kelly and Clancy, 2001).

Recommendation 8. Companies in high-hazard industries should develop strat-
egies for sharing risk-related information with other companies, when possible,
as well as with other plants and facilities within their own companies, and should
work to make proprietary information “shareable” between companies.

Finding 9. Greater cross-industry sharing of risk-related research, experiences,
and practices could be widely beneficial, as evidenced by the cross-industry
learning experienced at the workshop.

The advance of precursor practices and research requires open channels of
communication—not only among the facilities of a single company or among
firms in the same industry, but also among industries. It was evident at the
workshop that industries have much to learn from each other and that obstacles
in one industry might be overcome by leveraging the research and practices of
other industries. More cross-industry sharing would encourage both research and
the conversion of research results to reliable, effective practices. Cross-industry
sharing could be facilitated by bringing together members of high-hazard indus-
tries regularly to discuss risk-related issues. This could be done by trade organi-
zations, the National Academies, the Society for Risk Analysis, the Public Entity
Risk Institute, and/or government bodies.

Recommendation 9. Organizations should support and participate in cross-
industry collaborations on precursor management and research.

Engaging Government

Even though government institutions are already engaged in facilitating the
reporting and analysis of precursors, the committee believes that government
could do more to foster the cross-company and cross-industry sharing of infor-
mation. However, government actions must be carefully considered to ensure
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that they encourage rather than discourage individuals and organizations from
participating in precursor identification and management programs.

Finding 10. Existing regulatory models for using precursor data are potentially
applicable to multiple industries.

Government agencies seeking to leverage precursor information in an industry
should consider adapting approaches that have already been developed for other
industries. For example, analogous versions of the ASAP and ASRS models
have been developed for industries other than aviation. In the ASAP model, each
company collects and manages near-miss and precursor data in parallel with
other companies using similar data-collection methods. Phimister et al. (2003)
and Barach and Small (2000) discuss similar reporting systems in the chemical
and health care industries, respectively. In the ASRS model, a third party (in this
case, NASA) is endorsed by the regulatory agency as an honest broker. The Depart-
ment of Veterans Affairs uses a similar reporting system in health care settings.

Transferring precursor program models from one industry to another must
be done carefully, however. Workforces may have different cultures that affect
the acceptability of particular models; stakeholders may have different relation-
ships; issues of proprietary information may impede the transfer of safety-
sensitive information; and legal issues may hinder the sharing of information.
Finally, incentives for sharing information about risks may differ from one
industry to another. Steps that can be taken to encourage the adoption of pre-
cursor programs include providing economic incentives for information sharing,
aligning market mechanisms to encourage precursor management (e.g., through
reductions in insurance premiums), and third-party inspections of corporate risk-
management programs (Carroll and Hatakenaka, 2001; Kunreuther et al., 2002).

Recommendation 10. Government agencies overseeing high-hazard industries
or technologies that do not have a cohesive strategy for managing precursor
information should develop an initial agency policy on precursor management to
initiate a dialogue on how precursors can and should be managed.

The committee notes that some industries and agencies have already initiated
activities consistent with this recommendation. For example, a white paper pre-
pared by the Volpe Center (2003) served as the basis for a discussion at a railroad
industry workshop held in 2003. The paper and workshop helped initiate an
industry dialogue to evaluate how precursor information is currently used in the
industry and how it could be used more effectively to improve railroad safety. In
addition, as part of the Safety Data Initiative at the Bureau of Transportation
Statistics, working groups have been charged with collecting better data on acci-
dent precursors and expanding the collection of near-miss data to all modes of
transportation (BTS, 2002b).
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Finding 11. There is already an ongoing research agenda in precursor analysis
and management.

The committee believes that further research on precursor management
would lead to higher levels of system safety. Given the number and severity of
technological accidents in the past two decades, research should be considered a
high priority for agencies that regulate high-hazard industries. The source(s) and
amount of funding for such research will vary from one industry to another.

Because many disciplines in engineering, physical sciences, and social sci-
ences can contribute to precursor analysis and management, and because the
research needs vary from one industry to another, it is difficult to prioritize
research topics. However, areas of general interest that may benefit precursor
management programs might include: the identification of trends in large
amounts of statistical data; the design of fault-tolerant systems; human factors
analysis; the design of human-machine interfaces; team dynamics in safety-
critical system operations; and organizational learning and leadership.

Research topics directly usable in precursor programs might include: data
acquisition methods; improved fault-detection algorithms; risk modeling and
trending methods; the relative effectiveness of alternative regulatory frameworks
for precursor reporting and management; industry epidemiological analyses; and
strategies for engaging large organizations in risk management. Academia,
industry, government, and collaborative public-private projects could all be
involved in research on these topics and other challenges identified 