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vigilance is the price of

then chronic unease is the price of safety.”



Drift to Failure

ift to failure” is the greatest risk to
echnical systems.

to fa a metaphor for the slow,
mental moveme ystems operations toward
ventually across) the boundaries of their safety
pe .

within the system do not recognize the drift
e of decisions made with incomplete knowledge
e of competition, scarcity, etc.

i



‘Background

ow that we are drifting toward failure?
ics exist that we can rely on to make
1aking the decisions or doing the

_ e a model for measuring this drift? Do we need
such a model?



termining Drift

ason’s Swiss Cheese model, what happens when
egarding our design and engineering rigor ?

1all focus on the “dark side” of Swiss Cheese hole alignment
poses of this discussion, that is, things that go wrong.
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mon cause failures through proper design for failure tolerance and appropriate
ent scenarios.

Jesign intent can be inadequately communicated or mlsmterpreted as the design progresses
through its life cycle.

@ Products in the concept phase of the project life cycle should account for the effects of age
and include a means to later analyze the system’s integrity.



I'est Considerations

st test critical components versus worst case
incover single-point failures.

hardware/software systems in nominal
egimes to flush out latent design

\_J

ind test assumptio:



~ Analysis
Considerations

e. Actual system performance is inditferent to

and technical expertise appropriate to

failure modes overlooked during design than by quantifying risk
~ inherent to known scenarios.



sonfiguration Management
- Considerations

ntrol in the design process and over the design

J erse impact to systems when replacing
onents or removing ions of the system from design.

re the changes do not compromise safety, system efficiency,
tem life cycle.

11l the impacts to the original design when modifying,
ly when use has changed and the design is well into its
¢ Yo life.

m Ensure effective communication and rigorous configuration

. management, even with operationally mature programs and
projects.




K Management
Considerations

ikelihood and consequence of risk - even a
ould jeopardize mission success and crew

erstand systems well enough that
1planned contingencies as well.

7 decisions to ‘mothball” a system and, if sections must
render them inert (incapable of energy release).

e questioning initial assumptions about operations,
nent, and facilities.

1g rigorous maintenance and quality checks underscores
recognition that failure modes cannot always be identified at the
time of a product’s inception.

= Maintain the level of rigor required to effectively understand and
manage program risks.



- Considerations

| ne our test program, but

et it be defined by risk and technical performance ...
for the chance that we may need another test before
) operational.”

>ct team members must fully understand and
nt program processes and procedures.



Conclusion

ique issues contribute to system failures. This
uched on the concept of drift to failure as a

gers and leaders, design team members, fabricators and
blers, analysis and assurance personnel, and others

iated with operating and maintaining systems, need to pay
on to identify the manifestation of individual and collective
s that might indicate slips in rigor or focus or decisions
that might eat away at safety margins as our system drifts to
failure.

=@ Corrections to drift made during design and development phases
may efficiently prevent or mitigate drift problems occurring in the
operational phase.
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