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1 Introduction

In theDecadal Survey of Civil Aeronautics: Foundation floee Future[1] the National Research
Council has identifiedhtelligent and adaptive systeras one of the five common threads for the
“51 high-priority R&T challenges”. The report hagpécitly identified adaptive systems (AS)
technologies to be the key enabler for intelligéight controls, advanced guidance and adaptive
air traffic management (ATM) systems and for heatidnagement techniques to extend life and
improve maintenance.

Adaptive flight and engine controls systems havenbeesearched for decades. The main
attraction for adaptive systems is to detect, gate and prevent failures and reconfigure the
aircraft displays/controls/engine operations inpogse. Adaptive systems can detect the
degradation in performance due to failure or damageeffective way of adaptation is through
intelligent utilization of dynamic system identditon and learning systems. System
identification and learning is used to update theboard aircraft process model and the control
laws to adapt the system behavior and so continueffectively control the aircraft. This
increases time on wing, improve readiness and eedperating costs

Another push for use of adaptive systems is corfim the growth in US air transport system
capacity. The US air transportation system is ebgueto grow to double or triple the current size
through the 2025 time frame; there is concern thatcurrent ATM systems are not flexible
enough to handle that growth. To meet the neednitneased capacity and efficiency while
maintaining operational safety, new technologiespcesses and innovations must be
implemented. These innovations provide for reduseparation and support transition from
traditional, rules-based operations to performareged ones. In light of the changes anticipated
in NextGen ATM there is a renewed push on adapystems research. The adaptive guidance
and control systems also enable the safe operatiboth piloted and unmanned aircraft under
various environmental disturbances. They minimfee impact of uncertainty (due to weather)
and failure conditions.

Finally adaptive systems are being proposed foragament of human machine interactions on
aircraft and ATM systems to mitigate the safetyideats due to failures at the human machine
interface. In this case the emphasis is on theesy&tehavior that adapts to the current context
(tasks, user state, system configuration, envirgnaletates, and so on). Also, some methods of
assessing context may utilize a learning methodgologo for instance, using
electroencephalogram (EEG) data to feed a systeamdess the current cognitive state of a user
may require training data so the system can ledat Wigh and low workload looks like.

There are two fundamental questions that need tadokessed for all the adaptive systems
namely; when to adapt and how to adapt? Answerlmgse questions when performing
verification of the adaptive systems behavior caamdl an unbounded increase of verification
cases. The real challenge is to show that the mybthavior is bounded, correct and accurate
under all inputs. The new capabilities that adaptsystems offer can only be realized if an
acceptable methodology can be found for certifyhmgm within the context of the current Code
of Federal Regulations (CFRs), associated advis@terials and industry standards. This work
will provide suggestions for advanced design arietgassurance methodologies and techniques
and the associated guidance that would addressuthent roadblocks. The techniques suggested
are likely to be applicable to conventional systeaasvell and may provide ways in which the
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DO-178B [2] design assurance burden can be redbgedocusing on the safety related
requirements and providing more automated methmdddvelopment of verification evidence.

Adaptive systems are perceived to be particulaiffycdlt to certify because by definition they
change their software defined parameters whilsip@ration in response to the experienced time
varying operating environment. Complying with tHgextives and requirements of DO-178B is
apparently problematic since DO-178B (and its sseaeDO-178C [3]) were conceived with an
implicit assumption of time-invariant software paeters. One objective of this program was to
show whether an adaptive system could be certigioin the current regulatory framework, or
if not, suggest changes to the framework that wailltmlv for certification whilst preserving the
essential features of safety in the final product.

We first review the current certification framewakd the recent changes it has undergone and
then describe our suggested approach to desigrcentification methodology and framework
that could result in successful progression thraihghframework.

Much of what follows is applicable to DO-178C aland in fact we will show that the new
supplements added to DO-178C are in fact essartiaponents of a successful certification of
an adaptive system.

2 Current Certification Guidance and Standards

We first discuss the current certification framekveince we would like to determine whether or
not adaptive systems could be certified withinsitis, if some changes would be needed and if
so, what those changes are recommended to be.

This framework is built around CFR Title 14 (heteafl4CFR) requirements. Figure 1 shows
the general process flow and the applicable dexfatandards of current certification practice.
These standards relate tol) system developmesgf@)y assessment and 3) design assurance of
system hardware and software. Details of all antiviand deliverables to be fully compliant are
not shown in interest of focusing on the key stapsse can be found within the documents
referenced. The scope here is to give an overvienat a full descriptive narrative. We do not
discuss DO-254 [4] since this is not within the me®f the present program and is in any case
limited in application to programmable devices awad to hardware generally [5, 6]. Similarly,
SAE ARP-5150 [7] provides guidance for assessingoory safety during commercial
operations but we do not discuss this aspect here.

In each case there is a direct equivalence betW&and European editions of these documents.
These are denoted by SAE/RTCA document numbersa@amesponding European (published by
EuroCAE) documents numbers. We refer only to theediBons here for brevity.
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High Level Requirements Operational
For Intended Aircraft Environment
Functions Definition

Safety Assessment Process Guidelines & Methods

(ARP 4761)
Y
Safety, Performance System
and Interoperability Design
Requirements
4
Aircraft
System System Development Processes Functional
Development (ARP 4754/A) System
Process
A
Hardware Implementation Software
Requirements Requirements
Hardware Development Software Development Life-
Life-Cycle (DO-254) Cycle (DO-178B/C)
A
Hardware Software
Lifecycle Lifecycle
Process Process

Figure 1 — Certification Process Flow and ApplieaBtandards

2.1 ARP-4754A Guidelinesfor Development of Civil Aircraft and Systems

The original version of ARP-4754 [8] has been ie @isr 15 years. The development of ARP-
4754A started in 2003 by the SAE S-18 Committeewaasl published in 2010. It now has a new
title “Guidelines for development of civil aircrafand systems” (d title: Certification
considerations for highly-integrated or complex caaft systems ARP-4754A discusses the
certification aspects of systems installed on aftcrtaking into account the overall aircraft
operating environment and functions. To quote fRIRP-4754A;

“This document discusses the development of atr@gdtems taking into account the overall aircagferating
environment and functions. This includes validatadnmequirements and verification of the design lenpentation
for certification and product assurance. It prosigeactices for showing compliance with the regores and serves
to assist a company in developing and meetingwts internal standards by considering the guidelmain.

The guidelines in this document were developechedontext of Title 14 Code of Federal Regulatih4CFR)
Part 25 and European Aviation Safety Agency (EASAJtification Specification (CS) CS-25. It may hmphcable
to other regulations, such as Parts 23, 27, 2%3835 (CS-23, CS-27, CS-29, CS-E, CS-P).
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This document addresses the development cycleifmati and systems that implement aircraft funasiolt does
not include specific coverage of detailed softwarelectronic hardware development, safety asseggmnecesses,
in-service safety activities, aircraft structuravedlopment nor does it address the developmenhefMaster
Minimum Equipment List (MMEL) or Configuration Deation List (CDL). More detailed coverage of thetaaire
aspects of development are found in RTCA documéli8B, “Software Considerations in Airborne Syséeand
Equipment Certification” and its EUROCAE counteitpdeD-12B. Coverage of electronic hardware aspetts
development are found in RTCA document DO-254/EURBED-80, “Design Assurance Guidance for Airborne
Electronic Hardware”. Design guidance and certffaraconsiderations for integrated modular aviorios found in
appropriate RTCA/EUROCAE document DO-297/ED-124.tideologies for safety assessment processes are
outlined in SAE document ARP4761, “Guidelines andtivbds for Conducting the Safety Assessment Pramess
Civil Airborne Systems and Equipment”. Details forservice safety assessment are found in ARPS5IETety
Assessment of Transport Airplanes In Commercialiet and ARP5151 Safety Assessment of General thona
Airplanes and Rotorcraft In Commercial Service.'sReertification activities (modification to certited product)
are covered in section 6 of this document. The legigmns and processes used to develop and appneveIMEL
vary throughout the world. Guidance for the deveiept of the MMEL should be sought from the local
airworthiness authority.”

Table 1 below shows the means by which ARP-4754/4 iba invoked for a particular
certification project. ARP-4754A guidance may ab&oapplicable to aircraft equipment certified
to other 14CFR Parts such as Parts 23, 27, 29 s 3or brevity in what follows we discuss
this in reference to Part 25. In this table, we tseterm ‘invocation/policy’ to mean that the
referenced document is recognized by the regukgan acceptable means of compliance with
the applicable 14CFR Part.

The issuance of an advisory circular (AC) is a taguy policy declaration that an applicant’s
compliance thereto is one, but not the only, aa#pt means of showing compliance to the
referenced Part of 14CFR. Compliance is recommeidiéds not mandatory. Compliance to
ARP-4754A may also be required by the certificatarthority through the issue of a project
specific Issue Paper (FAA, IP) or Certification Reav ltem (EASA, CRI). Final regulatory
approval of all systems is assumed to be accongalishrough or within a Technical Standards
Order (TSO), Type Certificate (TC) or Supplementdiype Certificate (STC) certification
project.

Table 1 - ARP-4754A Invocation

Reference Description Applicability I nvocation
ARP-4754A Guidelines for Aircraft systems and equipment  AC 20-174 [9],
Development of Civil IP, CRI

Aircraft and Systems

AC 25.1309-1A |Describes various | Applies to any system on which| Policy
[10] acceptable means for compliance with any of those
showing compliance | requirements is based.

with the requirementg Section 25.1309(b) and (d)
of 14 CFR section | specifies required safety levels |n
25.1309(b), (c), and | qualitative terms, and requires
(d) that a safety assessment be made
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2.1.1 Recent Changesto ARP-4754

ARP-4754A has had substantial updates relativast@redecessor. We summarize the major
changes below. This summary is based on unpublipheskntations given at an S-18 WG-63
sub-committee meeting in Miami, January 2011.

. (+) Reinforces Development aspects (not only fatiGeation).
. (-) Highly-integrated or complex systems notiort s the title) because ambiguous.

The guidelines are primarily directed toward systethat support aircraft level function.
Typically, these systems involve significant int#rans with other systems in a larger integrated
environment. The contents are recommended practoes should not be construed to be
regulatory requirement. It is recognized that aliive methods to the processes described or
referenced may be available to an applicant desitm obtain certification. A conceptual
mapping of the old and new sections is shown below.

Section 1 — Scope Section 1 — Scope
Section 2 — References Section 2 — References
Section 3 — System Development Section 3 — Development Planning

Section 4 — Certification Process Section 4 — Aircraft and System

Development process

Section 5 — Design Assurance

Level — Section 5 — integral Processes

Section 6 — Safety Assessment Section 6 — Modifications to Aircraft

Process ™ Systems

Section 7 — Validation Appendix A — Process Objectives
Data

Section 8 — Verification

Section 9 — Configuration Appendix B — Safety Program Plan

Management Appendix C — FDAL/IDAL
Assignment Process Example

Section 10 — Process Assurance
Section 11 — Modified Aircraft

Appendix D — Deleted

Appendix (Example) — Deleted

Figure 2 — ARP-4754 — ARP-4754A Sections Mapping
The major changes and new content can be summaszed
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® Development of aircraft systems taking into account the overall A/C
operating environment and functions

® integrai processes : Safety Assessment, DAL assignment, Vaiidation,

=l

o]
P

R e

® Safetyv assessments detailed methods (ARPA761)

® Safety assessments in commercial service detailed methods (ARP5150)

Figure 3 — In/Out Mapping of ARP-4754 and ARP-4754A

Section 1 - Scope

. A paragraph has been deleted with reference tprédmedence of this document in the
event of conflict between the text of this documemd the text of DO-178B
. All the information concerning highly integratedarmplex systems has been deleted

Section 2 — References

. Applicable documents -> Relationship between AnariEuropean standards
. Definitions
. Abbreviations and acronyms

Section 3 - Development Planning

. Life cycle process checkpoints and reviews

. Maturity expectations

. Transition Criteria (i.e. life cycle process cheaiqts and reviews, which are aligned with
program phases and gates)

. Management of deviations from plans

Section 4 - Aircraft and system development process

. Identification of Aircraft-Level Functions, FunctidRequirements and Function Interfaces

. Relationship between Requirement Levels, Functiemdlbpment Assurance Level
(FDAL) and Item Development Assurance Level (IDAL)

. The objectives for accomplishment of FDAL and IDAle. ARP4754A Appendix A, DO-
254/ED-80 and DO-178B/ED-12)
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Section 5.1 — Safety Assessment

. Safety Case / Safety Synthesis

. Safety Program Plan

. Preliminary Aircraft Safety Assessment (PASA)
. Aircraft Safety Assessment (ASA)

Section 5.2 — Development Assurance Level Assighmen

. DAL assignment based on failure condition (FC) siéyelassification and independence
attributes (no more based on type of architectures)

. Two different DAL: FDAL that apply to function re@ement development and IDAL that
apply to item (Hardware/Software) development

. Concept of Functional Failure Sets (FFS)

. New Table 5-2 “Development Assurance Level Assigninte Members of a Functional
Failure Set” with two assignment options

. FDAL Assignment Taking Credit for External Events

Section 5.3 - Requirements Capture

. Re-use of Existing Certified Systems and Items. fHggiirements to which the system or
Item was certified should be validated accordinthe®new application and modified as
necessary

. Deriving Safety-related Requirements from the Safetalyses

Section 5.4 - Requirements Validation

. Definition of correctness and completeness improved

. Validation Rigor improved with the concept of inégplence in the validation process

. The application of independence in the validatiorcpss is dependent upon the
development assurance level

. The validation plan should include a descriptiothaf validation activities to which
independence is applied

. Independent review of requirement data and suppprttionale

. The reviews should be documented including theske\participants and their roles

Section 5.5 - Implementation Verification

. Identification of keyerification activities and sequence of any dependent activities
. Identification of the roles and responsibilities@dated with conducting the verification

activities and a description of independence betvassign and verification activities
Section 5.6 - Configuration management
. Two System Control Categories (see ARP-4754A Takde
Section 5.7 — Process Assurance

. The process assurance activities described anateatled to imply or impose specific
organizational structures or responsibilities. Hogre process assurance should have a
level of independence from the development process

Section 5.8 — Certification Process

Regulatory Considerations for Adaptive Systems Page 7



. Certification Planning: there may be a single &iegtion plan for the project or a top-level
plan for the aircraft and a set of related plamsefxh of the aircraft systems
. Early coordination and approval of the plan isstjlg encouraged

Section 6 - Modification to Aircraft or Systems

. Aviation Authority requirements and regulationseggirize aircraft modifications into
either “minor or major” changes
. When a modification is proposed to an item, sysbemircraft an initial impact analysis
should be performed and should include an evalnatidhe impact of the modification on
the original safety assessments
. The modification impact analysis should be confidnoe updated once verification
activities have been completed. Results of thaaé/ses should be reflected in:
o0 The appropriate certification documentation
o The verification activities needed to assure tlmaadverse effects are introduced
during the modification process
o0 The modification summary in which the impact of thiplemented modifications
is confirmed

Appendices

. Appendix A — Process Objectives Data

. Table A-1: Process Objectives, Outputs & Systemt@bategory by function
development assurance level (note: the scope dad dethe life cycle data varies
depending on the FDAL assigned)

. Appendix B — Safety Program Plan

. Appendix C — FDAL/IDAL assignment example

. Appendix D — deleted

. Previous guidelines in this appendix have beenrseped by the material found in section
5.2 of ARP-4754A

2.2 ARP-4761 Guidelines and Methodsfor Conducting the Safety Assessment
Process on Civil Airborne Systems and Equipment

The major guidance for civil airborne systems agdigment safety assessment is SAE ARP-
4761 [11]. This is commonly accepted by certifioatauthorities and industry as an acceptable,
but not the only, means of showing compliance to 2821309. However it is not formally
referenced or recognized in an issued AC. ARP-4dédcribes guidelines and a variety of
example probabilistic risk assessment (PRA) mettadstechniques for performing the safety
assessment of civil aircraft systems and equipm8&tE S-18 is currently updating this
document with an expected release in 2014.

2.3 Software Design Assurance

The primary software design assurance guidancendecuis DO-178B. The table below shows
how it is invoked by the current regulatory framekvo
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Reference
DO-178B

Table 2 - DO-178B Invocation

Description

Software
Considerations in
Airborne Systems
and Equipment
Certification

Applicability

Provides guidance for the
production of software for
airborne systems and equipm
that performs its intended
function with a level of
confidence in safety that
complies with airworthiness
requirements

‘Invocation

TSO, AC 20-115B

ent

Order 8110.49
Change 1

Software Approval
Guidelines

This order guides Aircraft
Certification Service (AIR)
field offices and Designated
Engineering Representatives
(DER) on how to apply
RTCA/DO-178B, “Software
Considerations in Airborne
Systems and Equipment
Certification,” for approving
software used in airborne
computers.

Policy

AC 20-115B

Calls attention to
RTCA DO-178B,
“Software
Considerations in
Airborne Systems
and Equipment
Certification”

Calls attention to RTCA DO-
178B, “Software
Considerations in Airborne
Systems and Equipment
Certification,” issued Decembg
1992. It discusses how the
document may be applied with
FAA technical standard order
(TSO), authorizations, type
certification (TC), or
supplemental type certification

Policy

D
—_

authorization (STC).

Regulatory Considerations for Adaptive Systems
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2.3.1 Recent Changesto DO-178B

DO-178B has been revised to DO-178C by the joinCRTSC-205/ EUROCAE WG-71 special
committees. The following paragraphs summarizenttagor changes and rationale. DO-178B
did not provide any specific guidance for the newseftware technologies listed below. There
are now 4 new supplements to provide this. DO-118(ot presently invoked by the
certification authorities.

2.3.1.1 Core Document

In general the new revision makes only minor chartgehe main body, largely to clarify some
language which had caused confusion in the past.changes to Section 6.0 were very limited.
So there should be very little impact to the wasifieation is performed today. However, there
are some subtle changes that could impact prajeat$rad interpreted DO-178B differently than
intended. In general, the language was improvelddn@ade more explicit. There were also a few
objectives added to explicitly call out what wemmetimes called “hidden objectives” in DO-
178B. The prime example is Section 6.4.4.2b of D@B that states that analysis was needed to
compare source code to object code. In the engdthreée objectives were added in Tables A-3
through A-7.

2.3.1.2 Model-Based Development (MBD) and Verification Supplement to DO-178C and
DO-278A

The goal of the MBD supplement RTCA DO-331 [12}asprovide guidance in an area where
DO-178B is somewhat awkward to apply. The purpdghis supplement is (quoting from DO-
331);

“This supplement contains modifications and add#gido DO-178C objectives, activities, explanatoextt and
software life cycle data that should be addresdeehwnodel-based development and verification agd as part of
the software life cycle. This includes the artifachat would be expressed using models and thdication

evidence that could be derived from them. Thereftits supplement also applies to the models deeelan the
system process that define software requiremergefoware architecture”

Models may represent high-level requirements ($jgation model) or equivalently behavior or
may express the internal architecture, data strestand flow control (design model) of a
software function. Models may be loosely definechag computer representation of a function.
Underlying all models is a set of mathematical ¢igna, logical expressions etc. describing the
functional, logical and temporal relationships muts and outputs. These relationships may be
encoded in a tool language (e.g. a Simulink or laimblock) which is used by the tool (the
simulation environment, e.g. an interpreter) to cee under planned test conditions to
demonstrate the model behavior.

This supplement treats the verification of modelsthe same way as DO-178C treats the
verification of software. Models must be shown te bompliant with the stated model

requirements by a combination of analysis, test m@wikw, i.e. by satisfaction of the various

DO-178C objectives.

Executable object code can be produced automatibgllsome tools. When code is produced
this way, it does not alleviate the necessity aihdestrating that the executable object code
satisfies the usual and corresponding high and léwet requirements of DO-178C. The
certification credit attainable from the use of MBIDd automated code generators is dependent
on the desired software assurance level and thetadification level (TQL) per DO-178C.

Regulatory Considerations for Adaptive Systems RA#&ge



2.3.1.3 Object-Oriented Technology and Related Techniques (OOT&RT) Supplement to DO-
178C and DO-278A

The basis for the OOT&RT supplement DO-332 [13] wrees guidance previously provided in
the OOTIA (Object-Oriented Technology in Aviationandbook [14]. Verification of software
written with OOT&RT methods is intended to be peried in the same way as any other type of
software per DO-178C. The supplement also addsessme verification challenges unique to
00, such as dynamic memory allocation. Quoting [32;3he stated purpose is;

“The purpose of this supplement is to provide goaafor the production of software using OOT&RT §ystems
and equipment that performs its intended functioithva level of confidence in safety that complieghw
airworthiness requirements. This supplement costaimdifications and additions to DO-178C objectjves
activities, explanatory text, and software life leydata that should be addressed when OOT&RT a@ as part of
the software life cycle.”

2.3.1.4 Formal Methods (FM) Supplement to DO-178C and DO-278A

The formal methods supplement DO-333 [15] introduttee concept of “formal analysis.” The
basic concept is that if FM is applied in a devetept program, then some credit can be taken
toward some of the DO-178C verification objectii®s performing formal analysis. Quoting
DO-333, the stated purpose is;

“This supplement identifies the modifications amilitions to DO-178C objectives, activities, explmmg text, and
software life cycle data that should be addresseenwormal methods are used as part of the softiifareycle.
This includes the artifacts that would be expressgidg some formal notation and the verificationdeuce that
could be derived from them.”

As is well known testing has fundamental limitasoof coverage. The theory is that by using
formal proofs of behavior, we are able to verifye tesystem more thoroughly than using
traditional testing means. FM can prove that sydiemstional and safety properties are satisfied
under all conditions; criteria that would be infigdes or very difficult to prove through testing
alone. Testing cannot be completely eliminated,itocduld be reduced.

FM utilizes formal models that are operated on bipranal analysis tool. The tool must be
assessed according to the DO-178C tool qualifinatigpplement DO-330 [16]. FM are strongly
linked to the MBD supplement described above wlie emphasis being on mathematical
models that have a precisely defined syntax andasgos e.g. mathematical notations such as
logic, sets, differential equations or ADA and (hsets. Formal models need to be developed
according to those guidelines.

2.3.1.5 Software Tool Qualification Considerations

DO-178C retains the tool types of DO-178B and anlus additional type. These tool types are
now defined in terms of 3 criteria. The carried o®I types are those that could inject an error
(development tools, Criteria 1) and those that @dall to detect an error (verification tools,
Criteria 3). The additional type (Criteria 2) isabset of verification tools. The criteria are now
defined as below.

. Criteria 1: A tool whose output is part of the ainbe software and thus could insert an
error
. Criteria 2: A tool that automates verification pegs(es) and thus could fail to detect an
error, and whose output is used to justify the mlation or reduction of:
o Verification process(es) other than that automaiethe tool, or
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o Development process(es) that could have an impatti@airborne software
. Criteria 3: A tool that, within the scope of itdended use, could fail to detect an error

In addition a new table is given in DO-178C thdates the software assurance level, the tool
type (i.e. the above criteria) and a TQL designai@L1-5 where TQL1 is the most rigorous
level applying to Criteria 1 tools used for DAL-Afsvare. DO-330 defines tool qualification
objectives and provides guidance on the activitesessary to satisfy the objectives according to
the TQL designation. Broadly these are the samectilsgps and activities that are defined for
operational software in DO-178C.

3 Adaptive System Typesand Architectures

Adaptive systems are a broad category of systenfismany application domains and a variety
of adaptation methods. We have categorized theimeitaxonomy of Figure 4 below.

Control Reallocation
Controls ) )
Change in Parameters, Constraints

Objective for AS ———— Planning

—> Health

What

——> Monitoring —> Planning/Airspace

—> Environment/Disturbance

& Parameter ldentificatio

Structure ldentification

Technical Objective
Trajectory Generation/Route Planning

| adaptation Continuous
; frequency S Tvi
When & Adaptat|0n Type = location — Off-board —

Where —> Bounded
I— characteristics/property
—> Unbounded

\ %
: N

Adaptation Method — > Unsupervised
—> Reinforcement

\_ —> Optimization Y

How

Figure 4 — Adaptive System Taxonomy

An AS typically incorporates a reference model be tdesired response and a learning
mechanism that adjusts the AS control parameterseesponse to measured changes in the
external environment. The control objective is tdjuat parameters so that the actual

performance matches the desired. The learning mexthamay take several forms e.g. neural or
radial basis function network, reflection/autonorfdgnamic code assignment or self-modifying

code) and genetic update (random mutation andsktreelection). More details of these and
references are provided in a predecessor NASA gtigywhich we incorporate by reference.
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Because of the wide variety of AS, we have focusadefforts on a particular adaptive system
type. We defined a specific set of AS features aodstraints to be more specific in our

conclusions and recommendations. These are indidate¢he red circles above. We selected a
controls type of application (e.g. a flight conkteolthat continuously monitors the environment

(parameter identification), is on-board the airc{ak. parameter updates are calculated locally
not uplinked from a ground facility) and uses swumsd learning to perform the parameter

update. This choice was guided by two considerafion

First, adaptive control has been in use sinceadt ke 1960s and has been the subject of much
research and several military applications. Sonaemgles are given below.

. NASA/USAF F-111 Mission Adaptive Wing [18]

. Boeing is using adaptive control for production NDA

. NASA has been using the L1 adaptive control foeagsh with an unmanned model of a
small scale commercial aircraft [19]

. Rockwell Collins (formerly Athena) has demonstratieel Automatic Supervisory Adaptive
Control (ASAC) on an unmanned small scale F/A-1d [2

. Honeywell/AFRL Integrated Adaptive Guidance & Cahtfor Future Responsive Access
To Space Technology (FAST) [21]

We are not aware of the use of adaptive contrahincommercial aircraft.

Secondly, we had tentatively concluded that to resthe safety of an airborne AS it would 1) be

necessary to impose some system level featuresarsdraints and 2) be of a type that could be
feasibly and accurately represented by a computaileimof a type amenable to automated

analysis. We will discuss these aspects later is tdport. These self-imposed requirements
excluded the genetic algorithm and reflection/aatoit types of learning since they appeared to
present extreme modeling difficulty. We did not saler controllers of the gain scheduled type

since the adaptation is limited to a few pre-deteeah states and can therefore be verified using
the standard methods of DO-178B/C. In a similanwee did not consider an AS that is pre-

trained offline and thereafter remains in a fixedftguration.

We therefore constructed a representative adapyistem architecture exemplar that generalizes
the above examples and meets our imposed requiterteenise in our analysis of verifiability
per DO-178B/C. A block diagram is shown in FiguteThis is a triggered system that uses an
expected response model to update its operatirjrgders. The updated values are used when
triggered by a signal, e.g. by pilot command orielehhealth management (VHM) system acting
as an observer of various related aircraft compisnench as sensors, hydraulics, actuators,
control surfaces etc., or the occurrence of affair off-nominal condition. It otherwise remains
in a fixed/static configuration.

We set 2 major safety requirements; 1) that parmmatjustment be constrained to pre-
determined ranges that guarantee stability anda@iatiility (e.g. in the Lyapunov criteria sense)

and 2) that the control error signal converges gagtitally to the neighborhood of zero, within

an arbitrarily small bound, in finite time. Thesétér seem to be essential features of a cerfiabl
flight control system whether adaptive or not.
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Figure 5 — Exemplar Flight Control Architecture

4 Adaptive System Certification

We now discuss adaptive system certification in ¢batext of the selected adaptive system
controller example and the current certificaticemfiework described above.

4.1 Concernson the Feasibility of Applying DO-178B to Softwar e Design
Assurance of Adaptive Systems

All adaptive systems embody a learning sub-systesome type and some embedded model of
the desired system performance. The learning ssieisy changes the system operating
parameters (e.g. control gain) in response to measnts taken on the external environment.
The objective is that the actual performance clos®tches the desired performance represented
in the model. Non-adaptive (fixed configuration)segms assume the external environment
remains constant. The external environment inclutthes sensors providing the inputs and
actuators operating control surfaces. There mageleral parameters that adjust value over time
through the learning function. These will, in gealebe real-valued variables. This means that an
adaptive system has an infinite set of possiblampater values even if the allowable range is
constrained. This immediately leads to difficultesce it is infeasible to show by test (as DO-
178B is conventionally interpreted) that in the lempented system, all system requirements are
satisfied under all possible parameter values. B#ygoit is difficult to establish what the
expected output from a test should be since thetexstem state has evolved through learning,
is unobservable and therefore unknown. These diffes are explained at length in Jacklin [22,
23] and Schumann [24]. Our objective in this wonlerefore is to find ways in which these
difficulties can be overcome.

4.2 Suggested Approach to Software Design Assurance of Adaptive Systems

In other works (e.g. [22]), the problem has beatest in terms of ‘what methods could be
applied to comply with the assurance standardsdtiware of DO-178B?’ and ‘what changes or
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additions to DO-178B would be necessary to perommliance?’. We suggest that the answers
to these questions can best be arrived at by cemsgdthe methods by which we can write

validated, verifiable HLR for adaptive systems. WVihis approach, the software assurance
problem becomes more tractable since DO-178B/heégfa process to verify that operational
code meets the previously stated and assumed toofsect and complete requirements as
provided by the systems and safety developmenepses.

We suggest that DO-178B alone cannot provide adegs@tware design assurance but that
DO-178C and supplements offers a promising aveawsctomplish adequate software design
assurance if they are preceded by rigorous systsigm activities that generate validated and
verifiable design constraints and requirements.sTiE largely because DO-178C and
supplements offers a well defined methodology tdigiéy shift the software design assurance
burden from test to analysis. We have thereforesidened the means and methods by which an
applicant can derive and validate a complete anbistent set of verifiable adaptive system
requirements expressed in formal or mathematicaigavith well defined syntax and semantics
that are amenable to modern analysis methods eamdbproviding a high level of design
assurance.

We begin by asserting the following principles;

. Software design assurance alone is inadequatstoeathe safe application of adaptive
systems

. System safety objectives must be defined and caghtdihese form the basis of an
unambiguous safety case

. The adaptive system must, by design, exhibit aeftaictional and safety properties to
ensure an acceptable level of safety. These pieperted to be established and captured
as part of the system requirements capture process

. System level validation of the system propertieseisessary to assure safe operation

We suggest that some of the newer techniques iocatgrd in DO-178C and the associated
supplements augmented by system level considesatitiar a possible means to overcome the
difficulties of AS software design assurance. Mgpecifically, we suggest that;

. More reliance be placed on verification by analgsisimulation rather than test

. Multi-layered verification methods involving a juibus combination of test, analysis and
simulation of models should be used

. MBD techniques to capture system behavior in ahyaable form should be used

. FM analysis techniques should be used becausedh®eld state space is too rich for test
alone to provide adequate assurance and to peegietcted test results

. Improved system safety analysis techniques shaailgskd to derive system safety
properties and that those properties be expreasaathematical notations that are
amenable to verification by FM

In addition, to make the verification effort managke, techniques analogous to ‘equivalency
classes’ to subdivide the learned state spaceafstitictural coverage’ analysis to measure the
verification completeness of the learned state espa® needed to complete the approach.
Currently these are not known.
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4.3 System Level Approachesto the Certification of Adaptive Systems

In view of the difficulties of showing software dgis assurance of AS by following only the
processes of DO-178C we conclude that to assursateeuse of adaptive systems, additional
prior work must be accomplished at the system lewtdl the imposition of certain constraints on
the architecture and permitted adaptation. The tcainss result in the construction of desired
system safety properties and requirements whickenwierified, assure that the AS provides an
acceptable level of safety. The system high lesguirements (HLR) are thus established as part
of the system design and safety processes of ARBRAI7and ARP-4761 through the
construction of system functional and safety rezuents. These properties must be written such
that;

. The system-level HLR fully express the necessasyesy properties
. They are verifiable by one of the means identifre®0O-178C and supplements

The system properties are then verifiable by forarabther methods, so that objective proof of
conformance can be established. In our analysgaslematic DO-178C objectives, we make
use of the system properties that exist as a coeseg of satisfying the AS safety objectives.

The definition of requirement given in ARP-4744Aphes that requirements are valid only if
there are means by which they can be verified. 8fbeg requirements generation must be
cognizant of the expected verification methods.i@et requirements, which develop throughout
the development phase, should be fed back to thermyand safety processes for validation.
This is necessarily an iterative process because thre no known stopping criteria that can
reliably determine completeness.

4.4 Defining the System Level Characteristics of an Adaptive System

In order to concretize our analysis, we have @dizhe example architecture diagram of our
target (Section 3) to define some of its saliestay-level characteristics in terms of the system-
level design and safety objectives that we conseteential to enable compliance with the
objectives of DO-178B/C and other airworthinessigéads.

These characteristics are inputs to the requiresngeneration process to be followed by the
implementation activity. In our analysis of chaljgmg DO-178B/C objectives, we make use of
the system properties that exist as a consequehsatigfying these adaptive system safety
objectives. The first step in our process is targethe "system safety objectives” that must be
satisfied as part of systems requirements, desigh \grification and validation (V&V)
processes. These are shown in Table 3 below.
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Table 3 - System Safety Objectives for Adaptiyset€ms (developed with exemplar adaptive
flight control system in mind)

AS System Safety Activitiesand Techniquesfor Satisfying the Objective

Objectives

1 | Assure adaptive Activities
algorithm stability & |« The following activities apply to both the adaptissestem and

convergence the closed loop system:
» Develop system level requirements to ensure stalsili
(To be satisfied convergence

during development) «  pefine stability & convergence assumptions (erpar plant
dynamics, continuous time implementation)

» Define stability & convergence constraints (e.gergping
condition (input space) limitations, learned stgtace
limitations, maximum convergence time)

» Define computational resource usage constraints

» Define engagement/disengagement criteria with teaihs
suppression

» Define runtime monitors for detection of:

» Violation of assumptions or constraints
» Loss of stability or convergence
= Excessive usage of computational resources

» Develop system level requirements that specifyveo
behavior in the event of monitor alarm

» Validate system requirements

» Validate assumptions and constraints

Techniques
* Use of analytical models in combination with formatthods
and automated tools to:
» Specify mathematically rigorous system requiremant$
design
» Develop proofs of stability & convergence (e.g.apynov
stability proof)
= Validate system requirements
» Generate expected results for requirements basgdge
= Determine optimal adaption gains to balance stghib.
convergence time
»  Perform automated synthesis of real-time monitBiesn{ime
Verification)
» Use adaptive controller designs with proven stabénd
convergence properties (e.g. L-1 adaptive control)

Regulatory Considerations for Adaptive Systems Rage



Assure adaptive
algorithm stability &
convergence are
satisfied

(To be satisfied
during real-time
operation consistent
with Rushby [25,
26])

Activities
Development activities for this system objective epvered in
row 1 above

Techniques
Confidence tool (confidence measure of NN weight

convergence)

Envelop tool to predict and avoid regions of ibsity

Real time range limiter on learning state space

Real time range limiter on input space

Real time stability/convergence monitor with reegvlogic if:
Stability/convergence is observed to have failed
Stability/convergence cannot be assured due taoise
violation of assumptions or constraints

Computational resource margins are observed todbeted

Assure adaptive
algorithm actively
controls only when
appropriate

Activities
Development activities for this system objective epvered in
row 1 above

Techniques
Use of engage/disengage mechanisms:

VHM
Confidence/Envelop tools

Assure no adverse

safety impact due to
transients when AS |
engaged/disengagec

)

S

Activities
Development activities for this system objective epvered in
row 1 above

Techniques

Fader functionality for smooth transition of contienal to
adaptive control

Allow adaptation learning prior to AS trigger tareinate the
need for forcing function excitation to enable adéipn
learning.

Assure adaptive
algorithm does not

adapt to noise or drift

away from good
solution when
lacking useful
command/response
dynamics

Activities
Development activities for this system objective eovered in
row 1 above

Techniques

Use dead band on adaptive system inputs suchettuatihg is
allowed only when useful command/response dynaares
available

Use Bayesian reasoning to update the learning pessnonly
in the presence of sufficient excitation
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The next step in our process is to work throughhedl objectives of DO-178B/C and, based on
the principles described and the table above, assigthods and techniques that would provide
satisfaction of those objectives. We followed tbkofving methodology.

. List DO-178B/C objectives that are difficult to mder the example AS we chose

. Understand what the DO-178B/C objective is askorgahd why it's more difficult to meet
for this example adaptive system versus a non-aaagystem

. List the adaptive system system-level functiona safety objectives. These objectives
will feed the requirements creation process ofnaplémentation

. List the methods that could be used to providesthdence necessary for the adaptive
system system-level objective

These steps have been followed for our example tagagystem and the results partially
tabulated in Table 4 of Annex A. This table is prasy incomplete. There remain some
objectives for which we were unable to conclude twbethere were special difficulties meeting
DO-178C and therefore it remains for further waskcomplete this step. Note that in this table,
we have merged objectives so that they do not appéhe table in numerical order.

In our table development, we have emphasized thieisylevel use of mathematical models and
MBD to describe (i.e. specify) the complete systaghavior in a form suitable for analysis. We
have also emphasized the system and softwaredeeedf FM (and other FM-like techniques) to
enable proofs of system safety and performanceeptiep and to explore the full state space of
the adaptive system within feasible simulation 8meat least within the veracity of the
mathematical description and the models.

Lastly, in order to bound the analysis problemHarf we suggest that the use of equivalence
classes is a possible means for classifying realbeued parameter and I/O variables into a finite
and possibly small number of subsets. Establishengivalence classes requires detailed
knowledge of the application domain and targetisecture.

5 Agpectsof Tool Qualification for Adaptive Systems

Our recommended approach to software verificatioadaptive systems utilizes MBD and FM
tools. We do not envisage that there is any neeantend the guidance provided in the tool
qualification section of DO-178C or of the tool ¢jfieation supplement DO-330.

6 Recommendations

The summary recommendation is that for the safeamskesuccessful certification of adaptive
systems a three step strategy of 1) a safety aseas$o create a structured, objective safety case
followed by 2) system design activities to credte torresponding safety requirements and 3)
software design assurance using the latest stamddigese steps must be supported by
mathematically based formal or similar methods amadel based design techniques. This
approach is fully consistent with the current regoily and standards framework. We caution
that not all the necessary analysis and modelijs tare presently available and therefore
further work is required before such an approachbmaapplied in a practical application.

We break this down into a number of more detailltbmmendations. These are classified as
validation and verification recommendations. Altgbhuwe have focused on one particular
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adaptive system type, these recommendations aely lik be applicable to a wider variety of
systems.

6.1 Recommendationsfor Adaptive System Safety and Functional Requirements
Derivation and Validation

We recommend the following steps for the creatiod malidation of system functional and
safety requirements.

. Derive system safety objectives that are adapirstes application domain specific by the
construction a structured, objective, evidence thaséety case. The system level
properties that need to exist essentially formbthgis of a safety case. Certification of
adaptive systems depends on both a system sagayica, formal safety claims,
arguments & evidence) in addition to system anthsot design assurance

. Derive system level properties that satisfy thetyabbjectives to assure an acceptable
level of safety. Such properties will drive consita on the system design

. Derive system requirements from system safety ptimseand objectives. Safety properties
should be specified for;

o When adaptation may be engaged (triggering)

o Allowable learned state-space, implying that eaeinried parameter value be
constrained to a known and verifiable range

o Detection and fall-back if they exceed the alloveatsinge, i.e. response when
constraints are violated

. Embed system level properties and requirementsrmpater models suitable for
automated analysis with qualified tools that carfiusther decomposed and passed down to
the verification processes

. We recommend the use of ARP-4754A and DO-178C apdlsments

. We recommend that ARP-4761 be updated to includelade a structured, evidence
based safety case methodology

New regulatory policy instruments are needed tokevDO-178C and an updated ARP-4761.

6.2 Recommendationsfor Adaptive System Requirements Verification

The verification process of the system level fumtdil and safety requirements and the resulting
derived requirements can be summarized by theviollp steps.

. We recommend that MBD techniques incorporating era#tical models with a well
defined syntax and semantics should be used. Tonsdes well defined input to
subsequent analysis tools. The mathematical mbaelld express requirements for safety
properties e.g. controllability, overshoot, stapjlconvergence in our example AS

. The system behavior should be represented by tkstiree mathematical models if the
implementation will be a digital system

. FM (and other FM-like techniques) or similar metb@thould be used to verify
requirements (aka ‘behavior’). These methods aeeleed because;

0 Learned state space is too rich to adequatelydesty test to provide adequate
coverage assurance

0 They allow construction of verification test casesl predict expected test results

o They can provide proof of system safety and peréoroe properties
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o Allow to explore the full state space within fedsisimulation times
The use of DO-178C and supplements is necessand 3B is inadequate to provide
sufficient software design assurance
A multi-layered verification methodology will be cessary, involving all of the available
techniques i.e. test, inspection and analysis (sitioum)
Need to ensure the system/safety properties (thiat the basis of the safety case) remain
intact during software requirements developmentiarmgdementation. This implies
traceability up and down the requirements and watibn hierarchy
The certification process will need to place inseghreliance on some compliant but non-
traditional means of compliance with certain DO-CT7#&bjectives, i.e. more reliance on
verification by analysis, simulation and formal pi® of correctness rather than test

0 Accept analysis and inspection based verificatesults for partial certification

credit

0 Use of outputs from the system processes

0 Use of system analytical models as software remergs

0 Use of system analytical models to perform softwangfication

7 Future Adaptive Systems Certification Resear ch Needs

We have identified some gaps in methods and teabsithat appear to be necessary to be able
to perform the steps identified above.

A new technique is needed, analogous to conventemavalency classes, to classify the
learned state spaces into a finite (and possiblismumber of equivalence regions or
ranges to make verification manageable

A new technique is needed, analogous to structarsdrage analysis, to adapt the current
notion of structural coverage to measure coveraggteteness of the learned state space
Further work is needed to complete the table inexnA. In particular, it is still necessary
to determine whether additional V&V methods anavaats or system level constraints
are needed to meet the DO-178C objectives as yetdnassed

We suggest that there be a study of the mappiagaifable MBD and FM tools to the AS
application domain to identify capability and qéiahtion gaps. In particular, there are
presently capability gaps in showing in-target objmde conformance to HLR and low
level requirements (LLR) and in showing worst casecution time (WCET) objectives are
met

ARP-4761 presently provides only limited and incdsbg guidance on the construction of
structured, evidence based safety cases. We subgesan update to this standard is
needed

Because of the specialized nature of FM and MBDbr&pies, these abilities are not well
diffused into the developer community. We recommitrad a more formalized process
map be developed along with supporting user guides

We recommend that the methodology we have outl@edemonstrated on an actual AS
application and implementation. The applicationudtidoe well defined and have the
supporting mathematical models and code availdlaledre readily translatable into
FM/MBD constructs and be amenable to all levelgesification up to and including flight
test, e.g. the L1 controller
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8 Conclusions

We view the software design assurance problem daptae systems to be principally one of
how to develop correct and complete requiremerds diefine the necessary system functional
and safety properties for safe use. These properged to be established primarily by analysis.
We do not think that certification of an adaptiystem can be accomplished using a software
design assurance methodology that is based prihcipa test since the test difficulty is
insuperable unless guided by analysis. A set diesysafety properties must first be specified
and then design requirements and constraints neuginposed at the system level so that the
safety properties are first assured by design &eth {passed down to the software design
assurance process (DO-178C and supplements) faficagon to show that they are
implemented correctly. The verification of requiremis can be accomplished by the use of FM
and MBD system and software design and verificateminiques as are currently envisaged by
DO-178C and supplements. The methods we suggestitnia the scope of the current 14CFR
regulatory framework and no major change need Inéeatplated. An update to ARP-4761 to
include a structured, evidence based safety casleodwogy and inclusion of this within the
current framework is suggested. The principle caamgle methodology changes we suggest are
1) attaching more emphasis to the system and safetyelopment processes through the
construction of a structured, evidence based safetg and 2) placing more reliance on system
and software analysis using FM and MDB or simikechiniques and less on test for gaining
certification credit.
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9 AnnexA
Table 4 — DO-178B/C Objectives Applied to Adaptistems (developed with exemplar adaptive fligimticd system in mind)

DO-178B/C  Objective What isthe Intent of Why isthe 178B/C Objective Activities & TechniquesUsed To Satisfy
Objective/ Description 178B/C Objective(s)? Difficult to Satisfy (for Chosen  178B/C Objective
Section [Ref: primarily DO-248C] ASExample)? (may involve use of system level
properties)
A-2 Software » Systematic
Development requirements and
Process design decomposition

» Complete capture of
softwar e behavior

A-2.1, A-2.4 | High-level and low~ Capture of high-level Difficulty ensuring that systemActivities
level requirements and low-level level stability and convergence Decompose system level requirements
are developed. requirements properties are retained as the  to develop software requirements and
requirements are decomposed code such that:

= System safety properties are

A-2.2, A-2.5 | Derived high-levell« Capture of all derived

?:ﬁu:?gvr#gxg are requirements * The learned state space varies retained through implementation
defined. . Ensure safety analvsis | basged on operating _ = System safety assumptions and
yanaysiS IS - anyironment history. This can constraints enforceable by
not compromised by increase the difficulty in software are satisfied by software
Improper implementation  yecomposing requirements tp requirements and implementation
of safety-related the next lower level that define  System defined runtime monitors are
requirements or complete software behavior satisfied by software requirements and
introduction of new (e.g., Sys > HLR > LLR > implementation

behavior not envisioned
by the safety analysis

Source) with no unintended Generate high-credibility evidence of
functionality compliance with next higher level of
A-2.6 Source Codeis |+ Develop source code requirements

developed. » Difficulty assessing impact of
derived software requiremeniJ echniques
on AS system safety (joint |« Reuse system level analytical mode|s
with systems and safety). as software requirements (i.e., take
software credit for system process
outputs)
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Apply software-level formal method
techniques (e.g., model checking,
compositional verification, static
analysis, program synthesis, runtime
analysis) to ensure:
= System level stability &
convergence properties are
retained in the software
requirements and implementatio
= System level assumptions &
constraints allocated to software
are properly decomposed and

—

implemented
A-2.7 Executable Object * No more difficult
Code is produced
and integrated in
the target computer.
A-3, A-4, A- | Software * Apply layersof
5, A-6,A-7 | Verification verification
Process * Ensuredetection and
removal of errorsearly
in the development
processes
A-3 Verification of  Ensurecorrect,
Software consistent high-level
Requirements requirements
Process e Ensurefull
implementation of
system requirements
(completeness)
A-4 Verification of * Ensurecorrect,
Softwar e Design consistent low-level
Process requirements
* Ensurefull
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implementation of HLR
(completeness)

A-5 Verification of Ensure correct,
Softwar e Coding consistent sour ce code
Process Ensurefull
implementation of LLR
(completeness)
Compliance, |« Software high- Ensure functional,  Difficulty verifying (via Activities
Compatibility level performance and safetyr  reviews) that system level |+ Verify that the software requirements
requirements related systems stability and convergence and code:
A-3.1, A-4.1, comply with requirements are properties remain intact = Exhibit system safety properties
A-4.8, A-5.1, system satisfied through decomposition and » Satisfy system safety assumptions
A-5.2, A-5.8 requirements implementation. and constraints allocated to

e Low-level
requirements
comply with
high-level
requirements

* Software

architecture is
compatible with

high-level
requirements

* Source Code
complies with
low-level
requirements

Ensure derived HLR are
justified and correctly |
defined

Ensure HLR are satisfied

Ensure derived LLR
requirements are justified
and correctly defined

Ensure software
architecture does not
conflict with HLRs

Ensure the Source Cod
is accurate and complete
with respect to LLRs

D

Difficulty verifying (via
reviews) that system & safety
requirements are decomposg
into HLR & LLR correctly ang
implemented in source code
correctly

Difficulty verifying (via
reviews) that HLR, LLR and
source code capture the
complete evolving AS
software behavior

el

Technigues
Apply software-level formal method

techniques (e.g., model checking,
compositional verification, static

analysis, program synthesis, runtime
analysis) to ensure:

Generate high-credibility evidence of
compliance with next higher level of
requirements

software
Satisfy runtime monitor next
higher level requirements

System level stability &
convergence properties are
retained in the software
requirements and implementatio
System level assumptions &
constraints allocated to software
are properly decomposed and
implemented

—
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e Source Code |¢ Ensure noundocumented
complies with functionality
software
architecture * Ensure Source Code
matches architecture data
flow and control flow
» Parameter Datas Ensure HLR are satisfied
Item File is with respect to parameter
correct and data item file (e.qg.,
complete. database)
Accuracy, * High-level * HLRs are accurate,  Difficulty verifying (via Activities
Consistency requirements unambiguous, reviews) accuracy & » Verify that the software requirements
are accurate and sufficiently detailed, consistency attributes and code:
A-3.2, A-4.2, consistent. consistent * Are accurate & consistent with
A-4.9, A-5.6 « AS learned state space makes respect to system safety properties
* Low-level it more difficult to determine * Are accurate & consistent with
requirements |¢ LLRs are accurate, and verify worst case critical respect to system safety
are accurate and unambiguous, computer resource usage and assumptions and constraints
consistent. sufficiently detailed, margins (memory, throughput, allocated to software
consistent WCET etc). * Properly implement system
e Software defined computational resource
architecture is constraints and monitors
consistent. e Ensure correct
relationship exists Technigues
between the components » Apply software-level formal method
e Source Code is of the software techniques (e.g., model checking,
accurate and architecture compositional verification, static
consistent. analysis, program synthesis, runtime
« Ensure Source Code is analysis).
correct and consistent
with respect to stack
usage, fixed point
arithmetic overflow and
resolution, resource
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contention, worst-case
execution timing,
exception handling, use
of uninitialized variables
or constants, unused
variables or constants,
and data corruption due
to task or interrupt
conflicts.

)

-

Compatibility High-level Ensure compatibility AS learned state space makegéctivities
with Target requirements with hardware (e.g., it more difficult to determine |+ Verify that the software requirement
are compatible resource utilization) and verify worst case critical and code properly implement systen
A-3.3, A-4.3, with target computer resource usage and defined computational resource
A-4.10 computer. margins (memory, constraints and runtime monitors
throughput/WCET, etc).
Low-level Techniques
requirements » Apply software-level formal method
are compatible techniques (e.g., model checking,
with target compositional verification, static
computer. analysis, program synthesis, runtime
analysis).
Software
architecture is
compatible with
target computer.
Verifiability High-level Ensure HLRs can be Difficulty assessing if HLR, |Activities
requirements verified LLR, source code can be * ldentify test and non-test verification
A-3.4,A-4.4, are verifiable. verified (by test) for all AS techniques for requirements,
A-4.11, A-5.3 configurations. architecture and source code.

Low-level
requirements
are verifiable.

Software
architecture is

Ensure LLRs can be
verified

Difficulty verifying HLR,
LLR, source code produce
deterministic (predicable)
behavior

Techniques

» Select appropriate software-level
formal method techniques (e.g., moc
checking, compositional verification,

lel

static analysis, program synthesis,
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verifiable.

Source Code is

Ensure architecture can
be verified

Ensure architecture is
deterministic and

runtime analysis).

Notes:

» 1) Software aspects of certification of
AS will likely require a greater

=

192}

verifiable. predicable reliance on verification by analysis g
simulation for objectives related to
« Ensure source code can verification by test.
be verified e 2) Our chosen AS is deterministic
given fully defined initial conditions
(including learned state space valuegs).
Conformance High-level * Ensure HLRs are * Might not be more difficult fot
to Standards requirements consistent with HLR AS
conform to standards
A-3.5, A-4.5, standards.
A-4.12, A-5.4
Low-level
requirements |¢ Ensure LLRs are
conform to consistent with design
standards. standards
Software
architecture
conforms to * Ensure architecture is
standards. consistent with design
standards
Source Code
conforms to
standards. * Ensure Source Code is
consistent with coding
standards
Traceability High-level System requirements trace|# Difficulty verifying that trace | Activities
requirements |HLR: demonstrates complete » Verify that the software requirement
A-3.6, A-4.6, are traceable tge Ensure HLRs fulfill requirements decomposition and code:
A-5.5 system system requirements and implementation all = Exhibit system safety properties
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requirements.

e Low-level
requirements
are traceable tq
high-level
requirements.

e Source Code is
traceable to
low-level
requirements.

* Ensure all the system
requirements (including
safety requirements)
allocated to software ar¢
incorporated in the
HLRs.

HLR trace to system

requirements:

* Identification of
functionality not
explicitly required by
system requirements

* Ensure that derived
HLRs are captured,
justified and fed back to
safety process

HLR trace to LLR:

* Ensure LLRs fulfill
HLRs

LLR trace to HLR:

» Identification of
functionality not
explicitly required by
HLRs

* Ensure that derived
LLRs are captured,
justified and fed back to
safety process

LLR trace to Source Code:

* Ensure Source Code
fulfill LLRs

Source code trace to LLR:

* Expose any source code

functionality (intended 9

r

intended functionality (i.e.
complete behavior of AS)

Difficulty verifying that the
trace demonstrates absence
unintended functionality

of

Techniques

Apply software-level formal method
techniques (e.g., model checking,
compositional verification, static
analysis, program synthesis, runtime
analysis) to ensure:

Satisfy system safety assumptiol
and constraints allocated to
software

Satisfy runtime monitor next
higher level requirements

System level stability &
convergence properties are
retained in the software
requirements and implementatio
System level assumptions &
constraints allocated to software
are properly decomposed and
implemented

NS

-
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unintended) that is
unsupported by the LLR
Ensure unintended
functionality is removed
Algorithm * Algorithms are Ensure accuracy and Difficulty verifying (via Activities
Accuracy accurate for behavior of HLR reviews) that system level |« Verify that the software requirements
HLR algorithms stability and convergence and code:
A-3.7, A-4.7 properties are retained through = Have accurate algorithms with
e Algorithms are Ensure accuracy and requirements decomposition respect to system safety properties
accurate for behavior of LLR and implementation. = Have accurate algorithms with
LLR algorithms respect to system safety
assumptions and constraints
allocated to software
= Have accurate algorithms with
respect to runtime monitors
Technigues
* Apply software-level formal method
techniques (e.g., model checking,
compositional verification, static
analysis, program synthesis, runtime
analysis).
Partitioning | Software Ensure partitioning Possibly no more difficult for
Integrity partitioning breaches are prevented AS
integrity is or isolated
A-4.13 confirmed.
CompletenessOutput of software Ensure results of the Possibly no more difficult for
Correctness |integration process integration process are AS
is complete and complete and correct
A-5.7 correct.
A-5.9 (Verification
coverage.
Combined with A-
7.3, A-7.4)
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A-6 Software Testing Ensure executable
Process object code satisfies
HLRand LLR
Ensure executable
object codeisrobust
A-6.1, A-6.3 Executable Ensure EOC satisfies |« Difficulty developing normal | Note:
Object Code HLRs for normal range range test cases for all possiple Software aspects of certification of A
(EOC) complies  inputs input space and learned state  will likely require a greater reliance ¢
with high-level space verification by analysis or simulation
requirements. for objectives related to verification |
« Difficulty developing adequate test.
EOC complies set of robustness test cases t@ Certification process will likely need
with low-level Ensure EOC satisfies expose unintended to allow for the use of multi-layered
requirements. LLRs for normal range functionality verification methods.
inputs » Difficulty assuring software
. dynamic stability and Activities
A-6.2, A-6.4 gﬁ?gé‘tt%bolze S SESCS#;EEE%%; rcoobnti?r:ue convergence by test for all A& Verify that the EOC:
robjust with to operate correctly *  learned states . Exhib!ts system safety properties
: . ; » Satisfies system safety
high-level despite abnormal inputg

requirements.

Executable
Object Code is
robust with
low-level
requirements.

and conditions

Ensure failure detection
and recovery capabilitie
are effective and robust
in mitigating hazards

[72)

Verification by test is likely
inadequate to show EOC is
correct for all possible AS
behavior

assumptions and constraints
allocated to software
» Satisfies runtime monitor
requirements
» Generate high-credibility evidence o
EOC compliance

Technigues
* Apply software-level formal method

techniques (e.g., model checking,
compositional verification, static

analysis) to ensure:
= System level stability &
convergence properties are

=

analysis, program synthesis, runtime

y

D

retained in the software
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-

requirements and implementatio
» System level assumptions &
constraints allocated to software
are properly decomposed and
implemented
* Apply formal method techniques to
develop normal/robust test cases and
expected results for input space and
learned state space.
* Monte Carlo simulations
* Need an analytical method for
establishing "equivalence classes" for
learned state space.
» Continuity-based equivalency class

partitioning
A-6.5 Executable Object|« Ensure compatibility |+ Learned state space makes itActivities
Code is compatible  with hardware (e.g., more difficult to test worst |« Verify that the software requirements
with target resource utilization) case resource utilization. and code properly implement system
computer. defined computational resource
» Ensure detection of constraints and runtime monitors
target-related errors or
compiler target-specific Techniques
errors * Apply software-level formal method
techniques (e.g., model checking,
compositional verification, static
analysis, program synthesis, runtime
analysis).
A7 Verification of * Ensurethorough
Verification testing of the EOC

Process

* Ensurecompleteness of
HLR and LLR testing
requirements based test
(RBT) coverage
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Ensure completeness of
HLRsand LLRs
(Structural coverage)

Ensure unintended
functionality is exposed
(Structural coverage)

es

d

A-7.1 Test procedures afe  Ensure test cases were|« Difficulty predicting correct | Activities
correct. accurately developed expected results covering thee Develop test/analysis/simulation cag
into test procedures ang input space, learning state into test/analysis/simulation
expected results space and dynamic states (elg., procedures
converging, converged).
Techniques
* Apply formal method techniques to
develop normal/robust test cases an
expected results for input space and
learned state space.
A-7.2 Testresults are |« Ensure test results are | Possibly no more difficult for
correct and correct and that AS
discrepancies discrepancies between
explained. actual and expected
results are explained
A-7.3, A-7.4, | Test coverage of | Ensure completeness ofe Difficulty developing normal | Note:
A-5.9 high-level HLR test cases range test cases for all AS |+ Software aspects of certification of A
requirements is behavior will likely require a greater reliance ¢
achieved. verification by analysis or simulation

Test coverage of
low-level
requirements is
achieved.

Ensure completeness o
LLR test cases

Ensure completeness o

fo

f

Difficulty developing adequate

set of robustness test cases
expose unintended
functionality

to

for objectives related to verification |
test.

Certification process will likely need
to allow for the use of multi-layered
verification methods. Test coverage

Dy

o verification with respect|« Difficulty assuring software trace may need to be expanded to test,
Verification of to Parameter Data Item|  dynamic stability and analysis, and simulation coverage
Parameter Data File (e.g., database) convergence by test for trace.
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Iltem File is
achieved.

elements

learned state space and inp

space.

ut

Activities

Techniques

Ensure complete
test/analysis/simulation coverage trg

Augment testing with software-level
formal method techniques (e.g., mo(
checking, compositional verification,
static analysis, program synthesis,
runtime analysis) to ensure:

» System level stability &
convergence properties are
retained in the software
requirements and implementatio

» System level assumptions &
constraints allocated to software
are properly decomposed and
implemented

Monte Carlo simulations

iIce

lel

-

A-7.5

Test coverage of
software structure
(modified
condition/decision)
Is achieved.

A-7.6

Test coverage of
software structure
(decision coverage
Is achieved.

A-7.7

Test coverage of
software structure
(statement
coverage) is
achieved.

Ensure completeness o
HLRs and LLRs

Ensure unintended
functionality is exposed
Ensure unreachable co
is exposed

Ensure that the compile
does not inject
functionality that was ng
specified in the source
code

fo

e

=

~+

Ensure requirements ar

Structural coverage analysis

insufficient to measure
completeness of

test/analysis/simulation of all

possible input space and
learned state space.

Activities

Techniques

Ensure complete decision/statemen
coverage

Static analysis tools. Rely on FM

proofs to verify all program path

executions

Would still not be adequate for

MC/DC or decisions unrelated to

branching.

*» Need an analytical method to
measure verification coverage
completeness of learned state

[

space.
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sufficiently detailed
(similar decision
structure as the code)

A-7.8

Test coverage of
software structure
(data coupling and
control coupling) is
achieved.

Ensure test coverage
with respect to the
software architecture
(specifically the data
flow between software
components and the
control of software
component execution)

Ensure a sufficient
amount of
hardware/software
integration testing and/a
software integration
testing to verify that the
software architecture is
correctly implemented
with respect to the
requirements

A-7.9

Verification of
additional code tha
cannot be traced tq
Source Code is
achieved.

Ensure that the EOC is
evaluated for any
functionality added by
the compiler

Ensure that compiler
added functionality has
no safety impact

-

12.2

Tool Qualification

Ensure tool provides
confidence at least
equivalent to that of the

process(es) eliminated,

Difficulty with tool

qualification of development
tools (TQL-1 through TQL-4)

for the auto generation of
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reduced or automated adaptive source or object

 Difficulty with tool
gualification of verification
tools (TQL-4 or TQL-5)
intended to simulate all
operating conditions or invok
complete (evolving) software
behavior.
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