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Who we are?

Independent Test Capability (ITC)

develop, maintain and operate adaptable test
environments for the IV&V program that enables the

dynamic analysis of software behaviors for multiple
NASA missions

Wh
we

.are
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Why we do it...
 Fault Injection

* Flexible Time

» Source Level Debugging
* Measureable V&V

» Unlimited Simulation Resources
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How we do it...

» Execute
Emulation software
assemble engine
* Construct
Device Modeling Language (DML)
registers, memory, interrupts, buses
» Connect
NOS Engine
ITC middleware product
» Integrate
Vendor’s models and dynamics
Ground system software
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JIST

Architecture

Command and Data Handling (C&DH

Command and Telemetry Processar (CTP) - Simi

Command and Telemetry Processor (CTP) - Sim

s "
Science Instrument Simulat
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JIST Project Unique Abilities
Only integration of Science and Spacecraft FSW
Faster than real-time
Flexible hardware configurations
Hardware fault injection

Source-line debugging
Complete control of all memory states
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JIST = Test Cycle

User-Supplied
Inputs to JIST

Flight ITC-Developed JIST Core
Software |
Spacecraft Science
Models Models
Databases =— Dynamics and
Environment
Tests I
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JIST Outputs
I Test
Results
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JIST — Ground System Software

% HMI (CCTS_A_IVVCCTSECLIPSE OPS Spacecraft JW1 Area: DEFAULT, Phase: DEFAULT, Role: Operations)
Window

Fll SPACECRAFT

SIC Minor Cycle Count

lFW Online SBC CMM-S Interleave Depth

Bl R7 selectea Packet List

Il critical Data Packett List

Engineering Data Packet List

lE 1 S1M Data Packet List

EN CLCW - lockout

L) vco -cicw -Fsn

[EE] vco -cLcw -Gsh

[EH vco_Fop_sTATE

oy CapLure—

ACTIVE

VC1 - CLCW -FSN

d a nfi 0#

0

The current time 15 2015:063:1

ACTIVE

Time remainin 90 seconds
Time remainin 60 seconds

Time remainin 30 seconds CLCW FARM-B Counter (0-3)

Time remainin 0 seconds [ cLCW - retransmit

[EE] cmp Auth Ground Non-Contact Timer

[EZ] oniine sBC invalid Transfer Frame Flag

- report 35200, 0845 36.rpty. . . [EZ] commAND COUNTERS
+ FOF re E SBC ML Accept Counter

5BC ML Reject Counter

[EZ} 6> sic sBC cmd Acpt Cntr

[EE] 6= sic sBC Cmd Rict Cntr

[ 6= sic Pkt Accept Catr

il G->5IC Pkt Reject Cntr

[EZ]) scs cma Accept Counter

[EZ) scs cmd Reject Counter

[Ef] scs = JPim Accept Count

10/27/2015

11



JIST — Source Analysis

=
PR ot et e ey Yaasty pl
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—int.c |

210 int high_byte; R % ehe P30t SRexEyy ;0 inE TaQony . dLGT

211 int bit; 9

212 TR Argi=5;

213 unsigned int b = 0x80000000; : e

214 unsigned int c = ~b; et giad T prEleda

215
IB+ [216 priorityTableType priority2int; o8 e Hregadw « AP 4

> =0; 1<NUM_OF_INTERRUPTS; st : sgincon o

219 priority2intlint2priorityli]]=1; FENDRTA . SRR AWETDURETE TR Chaglin] GF1)

220 }

221 : At S bl pieds 40l aNRedy vm AT SueREEhamed Pudeth

222 } pae S »gfealEa

223 S

224 , R S e

225

226

227 et s 12

228

Jeemiry $9at Tuidag b6 SBgaincman® AT

native Thread 20356.0 In: main Line: 218 PC: 0x100401117 B avs oy g sk

8% 45 %3 R

New Thread 20356.0x671cC i
S et G ReR U e castnet Ay

Breakpoint 1, main () at int.c:218

(gdb){print priority2int

$1 = {0, 0, 2149022305, 1, 2149070080, 1, 2280064, 0, 1, 1, 2285940, S RO R S Oy
0, 2280096, 0, 2148999132, 1, 4, 0, 0, 0, 0, 0, 0, 0, 2149563039, Crtoiiiomains oy oty esetemmaatiost ot St o
0, 2283136, 0, 2150442400, 1, 2280056, 0, 2149070080, 1, 1, 0O,
2149070080, 1, 2149069024, 1, 580, 0, 2150442368, 1, 1229148993,
73, 2149000522, 1, 0, 0, 2147919440, 1, 239440, 6, 2280240, 0,
239344, 6, 2280307, 0, 2280400, 0, 1, 0} ;

(gdb) v |
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JIST — Memory Analysis

JIST - Mozilla Firefox

-’ ' ST x \ *
L f & 192.168.50.22:8080/simics/memory/ - ('.‘| |Q Search | * B 4+ # 4 =

@ITC Men'lory Monitor Server Connection Status ——> TN

Independant Test Capability ymbol Panel

Symbols (2031) & Memory Space:  cipAsbephys_mem j

Address Symbol

0x0013af70 romfsimage

0x0013af70 romfsimageEnd

0x0013b2cc ACS

0x0013b2ed ACS_Actor::ACS_MODE_TRANSITIONS

0x0013b78¢ ACS_Actor:rig_class /Monitor Panel
PRPPOPTES Ao A

Monitors () & & / pIot_O

Address Name

0x0080dcal ACSScheduler:meCount
0x0080dcal ACSScheduler-mcCount
0x0080e190 ACSTIm:saZIRUSCAT (X)

0x0080e190 ACSTIm:saZIRUSCRT (Y)

850 900 950

ZIRUSCRT 0.\:571: ZIRUSCRT
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JIST

Ariane 5 Upper
Stage Injects JWST
Into Direct Transfer

Trajectory

NASA

Orbit Scenarios

tart

Observatory - Upper Stage
Separation

. ' ' ' ' ' '
| | | | | |

B ! ! ! ! ! !

4 SCRATEX 4

_ | ! ! SCRATEY | ! E i

! ! ! ! ! !

" ! ! ! SCRATEZ | | ! !

B i i i T i i i

.......
T D e e

e 5 e T et

300 400
Elapsed Test Time (s)
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JIST — Utilizations

NASA

30 day test

Fine-Guidance Sensor Closed-loop
Training

Stored Command Procedure validation
Stuck Thruster

PPC fault injection (Instruction faults, etc.)
Primary/Backup Swapping

SUROM testing

10/27/2015
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JIST — Findings

Severity 1 issue found in Attitude Control

Loss of mission
Multiple issues found in telemetry formats and
processing

Multiple issues found in test drivers when integrating
them with JIST

& 10/27/201
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Architecture

53

10/27/2015
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53 — Overview

Rolling out now to SLS IV&V Team

Triplex Synchronization

Integrates ARTEMIS models and dynamics
Runs same qualification test as MSFC (Maestro)
Similar capabilities to JIST

Future goals:

Integrate GSDO and MPCV software simulators for full
system simulation.
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S3 — Maestro Test Scenarios

File Main Window Test Case Control Message Viewer
Current Test Info | Mode Info | Values Editor | CDSL Conductor

FC1 Clear UF Chain
,FC2,FC3 Add 6204 to AF Chain
Add 6636 to AF Chain
end Single Shot 6380 to AF
nd Single Shot 15244 to AF
?,FC3 Send Single Shot 13

Add “9649 to EF Chain
Send Single Shot 31511 to EF

[Er
Description: Mo description provided

Content ID: 55281 Slot 1D:
FC IDs: FCz

Bus IDs: AF Minor Frame:

Command Word: 0x0000

Message Viewer

Test Case IDs Run  Publish  Status
CA SINGLEBOX SIMICS ITC SLS (M Running

Additional Info:
Measurements

+| Command Info

0x0000

Transmission Rate: 0x0000

0x0000

/8 | [testers] ( . 10_LA r) INFO 0: Dev_1553.testers, ########4%
61 | [testers] Waiting for TINITIAL s taking a Iong time. Timeout occurring in "270" seconds
I

85 | [testers] Itesters [‘-'1\_,'DEL._:. CoreSim_!

| [testers] (testers. MODELS, Corest
| [testers] (testers, |0_LAYER, 0L

uITFEMId sim star‘t Icountdown c\ockl »’O 0000 sec

[testers] (testers, IO_LAYER, 10Layer) INFO 0: Dev_GigE, testers, De vice eth2 has IRQ: 1I

[testers] Successful initialize!!

| [test_conductor] Successfully initialized ARTEMIS,

[test_conductor] Successfully initialized ground emulator.

[testers] Successfully issued get_io_layer command
[testers] Entering the startTest command

-

~|[  Filter |

10/27/2015
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o [V&V Through Construction

N\Q}»ﬁ

S3 presented challenges due to insufficient hardware
documentation

Extensive reverse engineering of FSW was necessary to
build emulator
Negative — Fidelity of hardware model =
Positive - Code exposure Yo f e e “

10/27/2015

pA |



S3 — Findings
No specifics allowed ®

6 issues found in Board Support Package
Most could only be validated using an all-software
emulation
Interrupt and timing related
Bad states due to hardware failures
IV&YV is beginning test on application code now
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Concluding...
There are many ways to validate FSW

Large NASA missions:
Are difficult to fully validate
Must work the first time

ITC brings a unique capability to FSW testing
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